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IIpeaucaosue

1 NMMOATIOTOBJIEH U BHECEH AO «HamuoHanbHbI HH()OKOMMYHUKAIIHOHHBIN
XonauHr «3epae»

2 YTBEPXKJIEH U BBEJEH B JEWCTBHUE [Ipukazom Ilpeacenarenss Komwurera
TEXHUYECKOTO PEryIMpOBAaHUS U METPOJIOTMHM MUHHUCTEPCTBA MO WHBECTUIUSAM U PA3BUTHIO
Pecniyonuku Kazaxcran ot «24» Hosa6pst 2017 roga Ne 334-o7.

3 Hacrosiuii ctanaapt uaeHTHueH MexayHapoaHomy cranaapty ISO/IEC 15408-2:2008
Information technology. Security techniques. Evaluation criteria for IT security. Part 2: Security
functional components. (Mudopmarmonnas texHoysorusi. MeTombl U CpeacTBa OOeCIeYeHUs
6esonacHoctH. Kpurepun onenku 6e3onacoct UT. Yacts 2. OyHKIMOHANBHBIE TPeOOBaHUS
0€30macHOCTH)

Od¢unumanbHON BepcUel SBISETCS TEKCT Ha TOCYIapCTBEHHOM U PYCCKOM SI3BbIKE

MexayHapoqHblii cTaHgapT paspabotan TtexHudyeckum komureroM I[SO/IEC JTC 1
Nudopmarnmonnsie Texnonoruu, SC 31, TexHOIOrMM aBTOMaTUYeCcKol UIeHTU(GUKAUU U cOopa
JTAHHBIX.

[lepeBoa ¢ aHmIMIICKOTO sI3bIKA (€n).

OdunmanpHbplii SK3eMIUISp CTaHIapTa, HA OCHOBE KOTOPOTO IOJArOTOBJICH HACTOSILIMH
HAI[MOHAJILHBIA CTAaHIAPT U Ha KOTOPBIE JTAaHbI CCBUIKH, UMEIOTCS B EQMHOM rocymapcTBEHHOM
(oHIe HOPMATUBHBIX TEXHUYECKHUX JTOKYMEHTOB.

CBemeHHST O  COOTBETCTBHM  CTAaHIAPTOB  (MEXIOCYIapCTBEHHBIX)  CCBUIOYHBIM
MEX/yHapOIHBIM CTaHJapTaM IIPUBEICHBI B TOTOJHUTEIBLHOM MPHIOKEHUU B.A.

Crenens coorBercTBUsA - uaeHTnuHas (IDT).

4 B HacrosieM CTaHIapTe peaar30BaHbl MoJiokeHus: 3akoHOB Pecnyonuku Kazaxcran
«O texuunueckoM perynupoBanun» ot 09 HosOps 2004 roga Ne 603 -11 u «O6 undopmaruszarmmy
oT 24 Hosi0ps 2015 roga Ne 418-V.

5 CPOK IIEPBOM ITPOBEPKHA 2024 ron
INEPUOIUYHOCTD ITPOBEPKH 5 ner

6 BBEJIEH B3AMEH CT PK I'OCT P UCO/MJK 15408-2-2006 MeToxs! u cpencTaa
obecnieuenus 6ezonacHocTu. Kputepuu onieHku 06€30macHOCTH MHPOPMAITMOHHBIX TEXHOJIOTHH.
Yactp 2. @yHKIIMOHAIBHBIE TPeOOBaHMS 0€30aCHOCTH

Ungpopmayus 06 uzmenenusx x Hacmosiwemy cmamoapmy nYOIUKYemcs 8 edce200HO
uzoasaemom ungopmayuonnom ykazamene « Hopmamusnvie 0okymenmosl no cmanoapmuayuuy,
a MeKcm UBMEHEHUUl — 6 edlceMeCAuHblX UHGOpMayuoHHulX ykazamensx «HayuonanvHole
cmanoapmely. B cnyuae nepecmompa (ommeHvl) Ui 3aMeHbl HACMOAWE20 CMAaHoapma
coomeemcmeyiowas ungopmayus Oyoem o0onyoOIUKO8AHA 6 UHDOPMAYUOHHOM YKa3ameine
«HayuonanvHvie cmanoapmoiy.
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Beenenue

ISO/IEC 15408 mon o6mum HazBanueMm VHpOpMallMOHHBIE TEXHOIOTUH. MeToasl
obecrnieuenus OezonacHoctu. Kputepun onenku Oe3omacHoctd B IT cocTouT U3 cienyrommx
yacTen:

-Yacts 1: BBenenue u o0mas Moaeib

- Yactp 2: OyHKIIMOHAIBHBIE KOMIIOHEHTHI 00ecTieueH s 0€3011acHOCTH

- Hacte 3: KomnoneHTs! o0ecrieueHus rapaHnTuu 6e30MacHOCTH

OyHKIMOHAIBHBIE KOMIIOHEHTHI 0€301TaCHOCTH, KOTOPbIE OMpPEIEICHbl B JAaHHON 4acTh
ISO/IEC 15408, siBnsroTcs OCHOBOM A (DYHKIIMOHAIBHBIX TpeOOBaHUI 0€30MacHOCTH, OTpa-
xaembIX B npoduiie 3amuTsl (113) wim 3aganun nmo 6e3onacuoctu (36). Ot TpeboBanus onu-
CBIBAIOT HEOOXOIUMBINH pexxuM (QyHKIHOHMpOBaHUs 00bekTa oneHkH (OO) U HampaBieHbl Ha
JOCTH>KEHUE 1ieseld 0e3omacHocTu, onpenensieMbix B [13 nnu 3b. Otu TpeboBaHus ONUCHIBAIOT
CBOIcTBa 0€30MAaCHOCTH, KOTOPbIE MOTYT BBISBUTH I0JIH30BATEIN MYyTEM HEMOCPEICTBEHHOIO
B3aumozeiicteus ¢ UT (t.e. mpu BBOAe, BhIBOAe MH(popManuu) uid no otkiauky UT Ha Heko-
Topoe BozneicTBUEe.DYyHKIIMOHABHBIE KOMIIOHEHTHl O€30MaCHOCTH OTpakaloT TpeOOBaHUS
0e30macHOCTH, HaIpaBJICHHbIE HA TIPOTUBOJIEICTBUE YIpo3aM B MperonaraeMoil cpeae QyHk-
nuoHupoBanuss OO U BBINOJHEHUE NPUHATHIX B OPraHU3alUd IOJMTUK U IPEINOIONKEHUN
0€301aCHOCTH.

OTOT CcTaHAapT HpeaHa3HadaeTcs A MoTpeOuTened, pa3pabOTUYMKOB M OLICHIIMKOB
OpoJayKTOB, oOecneunBaromux oOe3onacHocth UT. B mstom pasnene cranpapra ISO/IEC
15408-1 mpenocraBiieHa [omoNHUTENbHass HHpopMaus o ueneBoi ayautropuu ISO/IEC
15408, a Taxkxe mo ucnons3oanuio ISO/IEC 15408 oTaenbHBIMU TPYIIIIAMHE JIHI], COCTaBJISAIO-
IIMMHU LEJIEBYIO0 ayAUTOPHIO. DTH IPYIIBI MOTYT UCIIOJIb30BaTh JaHHYI0 yacTh ISO/IEC 15408
CIEAYIOIINM 00pa3oMm:

a) MOTpeOuTEeNN MOTYT MCNOib30BaTh AaHHYyI0 YacTh ISO/IEC 15408 nns BeiGopa Kom-
MOHEHTOB, BBIpAXAIOWUX (YHKLIHOHAIbHBIE TpeOOBaHUS ISl yJOBJIETBOPEHHUs Ieneld Oe3-
omacHoctH, oTpaxkeHHBIX B [13 unu 3b. B ISO/IEC 15408-1 naetcs Gonee netanbHas HHPOP-
Malus 110 OBOY B3aUMOCBSI3U MEXAY LEeIsIMU U TpeOOBaHUSIMU O0€30MMacHOCTH;

b) pazpaboTunku, KoTopbsie pu npous3BoacTBe OO yUUTHIBAIOT CYIIECTBYIONIUE IPEIIO-
JaraeMble TpeOoBaHMsS 0€30MacHOCTH MoTpeduTesne, MoryT Haith B nanHou yactu ISO/IEC
15408 crangapTU30BaHHBIA METOJI IOHUMAHUS ATHX TpeOoBaHMU. Takke OHU MOTYT UCHOJb-
3oBaTh AaHHYyI0 4acTh ISO/IEC 15408 kak oCHOBY ISl AaibHEHIIEro onpeaeneHus GyHKIMO-
HaJIbHBIX BO3MOXHOCTEH 1 MexaHn3MoB OezonacHocTd OO, COOTBETCTBYIONIUX 3TUM TpeOoBa-
HUSM;

C) OLIEHIIMKH MOTYT HCIOJIb30BaTh (DYHKIMOHAJIbHbIE TpeOOBaHUs, ONpE/IEJICHHbIE B
nanHoi wactu ISO/IEC 15408 st moaTBepxkaeHus TOTO, 4TO (DYHKIIMOHAIBHBIE TPEOOBAHUS K
OO, otpaxennsie B [13 u 3B, ynosnerBopstor mensim 6e3onacuoctu UT, a Bce 3aBucumoctu
YUYTEHBI U NIPOJEMOHCTPUPOBAHO UX YIOBIETBOPEHME. TaKkKe OLICHIIMKAM CIEIYeT UCIOJb30-
Bath naHHyl 4acTh ISO/IEC 15408 mpu BhIHECEHUU 3aKJIFOYEHHUS O TOM, YIAOBJIETBOPSET JIU
nauHblii OO npeabsaBiIsieMbIM K HEMY TPEOOBaHUSM.
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HAIIMOHAJIBHBIN CTAHJIAPT PECIIYBJIMKHN KAZAXCTAH

NudopManuoHHbIE TEXHOJIOTHH
Mertoabl u cpeacTBa odecnedeHusi 0€30MaCHOCTH
Kpurtepun onenkn 6e3onacHocTH HHPOPMANMOHHBIX TEXHOJIOTHH
Yacts 2

OYHKIIMOHAJIBHBIE TPEBOBAHUS BE3OITACHOCTHU

dara BBenenus 2019-01-01
1 ObaacTh NpUMeHeHust

Hacrosiimmii  ctaHzapT yCTaHAaBIMBAaeT CTPYKTYpPY M COJIEp)KAHHE KOMIIOHCHTOB
(YHKIMOHATBHBIX TPeOOBaHMI 0€30MMaCHOCTH IS OIleHKH Oe3omacHocTH. OH TakKe BKIIFOYAeT
B ce0s KaTtajor (yHKIMOHAIBHBIX KOMIIOHEHTOB, OTBEUAIOIIUX OOMHUM TpeOOBaHUIM K
(YHKIIHOHAIBHBIM BO3MOXKHOCTSIM 0€3011aCHOCTH MHOTHX MpoaykToB MT.

2 HopMaTuBHbBIE CCHLJIKH

JUis TpUMEHEHHs HaCTOSIIero CTaHAapTa HEOOXOAUMBI CIEAYIOIIHE CChUIOYHBIE
JTOKYMEHTHI. JIJIi JaTUPOBAHHBIX CCBUIOK MPHUMEHSIOT TOJBKO YKa3aHHOE M3/IaHUE CCHIIOYHOTO
JOKYMEHTa, Al HEJAaTHUPOBAHHBIX CCHUIOK TMPUMEHSIOT MOCJIeHee H3AaHHE CCHUIOYHOTO
JIOKYMEHTA (BKJII0Yasl BCE €ro M3MEHEHU):

ISO/IEC 15408-1:2009 Information technology - Security techniques - Evaluation criteria
for IT security - Part 1: Introduction and general model (MudopmannoHHbIE TEXHOJIOTHH.
Metonsl oOecnieuenus Oe3omacHoctu. Kputepum onenku OezomacHoctu B WUT. Yacts 1.
BBenenue u o6mas Mojienb

3 TepMI/IHbI H ONpeacJcHusd

B HacrosimieM craHapTe NPUMEHSIOTCS TEPMHUHBI, ONpeAeieHus W 0003HAueHHs 10
ISO/IEC 15408-1.

4 Kparkuii 0030p

ISO/IEC 15408 u cooTBercTByMOIIME (PYHKIMOHAIbHbIE TpeOOBaHUs OE30MACHOCTH,
OIMCaHHBIC HIDKE, HE MpeIHa3HAYEHBI UTSI OKOHYATEIFHOTO PEIICHHs BCeX 3a/1a4 0€301acHOCTH
IT. Hacrosmuii craHgapT npeajaracT COBOKYIMHOCTh TMPOJYMAaHHBIX (YHKIIMOHAJIBHBIX
TpeOOBaHUI OE€30MacCHOCTH, KOTOPbIE MOTYT TPHUMEHSATHCS TPHU CO3JaHUU JTOBEPEHHBIX
npoaykToB miu cucreM IT, oTBedarommMx NOTPEOHOCTSIM pbIHKA. OTH (YHKIHMOHAJIbHBIE
TpeOOBaHUsI OE30MACHOCTH TPEICTABISAIOT COBPEMEHHBIN YPOBEHb Crienn(UKAINN TpeOOBaHHUN
U OLICHKHU.

Hannass dacte crapgapta [SO/IEC 15408 BxitouaeT TOJNBKO T€ (PYHKIHMOHAJIbHBIE
TpeOoBaHUsI 0€30MaCHOCTH, KOTOpblE HAa MOMEHT M3/IaHUSl CTaHaapTa ObLIM H3BECTHBI U
0JI00pEHBI ero pa3padoTIYNKaMHU.

N3nanne opunuanbHoe 1
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Tak kak 3HaHMA U TOTPEOHOCTH TIOJIH30BATENCH MOTYT MEHSTHCS, (DYHKIIMOHAIEHBIC

TpeOOBaHUs, MpEACTaBICHHBIE B HACTOAIIEM CTaHJApTe, HYXIAIOTCS B AajbHEHIIeM
conpoBoxaeHn. Hekotoprie pazpaboruuku [13/3b morytr numeTs moTpeOHOCTH B G€3011aCHOCTH,
HE OXBau€HHbIE KOMIIOHEHTaMH (YHKUMOHAIBHBIX TPEeOOBaHUM, TMpeNCTaBICHHBIMH B
HacrosileM craHpapTe. B ganHOM ciydae pazpaborumk 113/3b Moxer mnpeamouects
UCTOJb30BAHNE HECTAHAAPTHBIX (YHKUIMOHAJIBHBIX TpeOOBaHMN («pacIIUpsIieMOCTb») B
cootBercTBuH ¢ ISO/IEC 15408-1, mpunoxxenus A u B.

4.1 Crpykrypa nannoii yactu crangaapra ISO/IEC 15408

B pazgene 5 mpuBemeHo omucaHuEe TapajWrMbl, UCIOJB3yeMOW B (DYHKIIMOHAJIBHBIX
TpeboBaHuAX 6e3omacHocTH Hactosero cranaapta ISO/IEC 15408.

Pa3nen 6 mpencrasisier co6oi karanor GyHKIIMOHAIbHBIX KOMIIOHEHTOB, B TO BPEMsI KaK B
pazznenax 7-17 npuBeneHo onvcaHue (yHKIMOHATBHBIX KIIACCOB.

[Ipunoxxenue A coaepxuT uHPOPMANMIO [JI TMOTEHIUAIBHBIX  TOJb30BaTeNICH
(GYHKIMOHATIBHBIX KOMIIOHEHTOB, BKJIIOYas TaOJIMIBI MEPEKPECTHBIX CCHUIOK 3aBHCHUMOCTEH
(YHKIIMOHATIBHBIX KOMIIOHEHTOB.

[Mpunoxenus B-M coxmepxxar uHpOpManuioo s (QYHKIHMOHAIBHBIX KJIACCOB. JTOT
MaTepuai JIOJKEH paccMaTpuBaThCs B KayecTBE HOPMATHUBHBIX MHCTPYKIUH MO MPUMEHEHHUIO
COOTBETCTBYIOLIMX OMNEpanuii W BbIOOpY HeoOXoaumoW wuH(pOpMamuu s ayauTa |
JOKYMEHTUPOBAHHUS; HCIOIb30BAaHUE TJlaroja «CcJeayeT» O3HayaeT, 4YTO KOHKpEeTHas
WHCTPYKIHUS SIBJISICTCSI MPEANOYTUTENBHOM, HO U Jpyrue MoryT ObITb 00OCHOBaHBI. B ciydae,
€CJIM IPUBOJIAT pa3IMYHbIC BApPUAHTHI, BEIOOP ocTaercs 3a aBTopom [13/3b.

Paznmen 2 cranmapra comep)XuT TpeOOBaHMS HA MPEAMET COOTBETCTBYIOIIUX CTPYKTYD,
MpaBWJI U PEKOMEH AL

a) ISO/IEC 15408-1, paznen 3 onpenensier TepMuHbI, nucnoiabs3dyemsle B ISO/IEC 15408;

b) ISO/IEC 15408-1, npunoxkenue A, onpeaesnser CTPYKTypy npoduiiei 3aiuThl;

c) ISO/IEC 15408-1, npunoxenue B, onpenensier CTpyKTypy 3a1anuii mo 0€30mMacHOCTH;

5 Mapagurma pyHKIMOHAJBHBIX TPeOOBaAHUM

B nmanHOM pasnene mpuBeneHa mapaaurma (pyHKIIMOHANBHBIX TPeOOBAaHUN 0E30MaCHOCTH
HACTOAILLETO cTaHaapra. PaccmaTpuBaeMble KIIIOYEBBIE IOHATUS BbIACIEHBI IOIYKUPHBIM
KypcuBOM/cKoOKamu. JlaHHBIN moapa3zen He MpeAaHa3HadeH JUIs 3aMEeHbl TEPMHHOB pasjena 3
crannapta ISO/IEC 15408-1.

Hacrosimuii craHgapT COAEpKUT KaTajior (yHKIIMOHAIBHBIX TpeOOBaHWN 0€30IMacHOCTH,
KOTOpPBbIE MOTYT OBITh NpenbsiBiIeHbl K 00beKTy oleHKH (O0). OO - 310 npoaykT unu cuctema IT
(BMecTe C pPYKOBOACTBAMH AJMMHUCTPATOpa M IOJIb30BATENs), COJAEpIKallUe Pecypechl TuUIa
AJIEKTPOHHBIX HOCHUTENEH, TAaHHBIX (TaKUX, KaK TUCKH), TepUPEPUIHHBIX YCTPOUCTB (TaKUX, KaK
IIPUHTEPBI) U BBIUUCIUTEIBHBIX BO3MOXHOCTEH (TaKMX, KaK IMPOLECCOPHOE BpeMs), KOTOpble
MOTYT HMCHOJb30BATHCSA i 00paOOTKM W XpaHEHUs WH(POPMAIMU U SBISIFOTCA IMPEIMETOM
OLICHKH.

OneHka, MOATBEPAKAAET, YTO B OTHOLIEHUH pecypcoB OO ocyIiecTBIsSETCS ONpeaeaeHHas
nonutuka 6ezonacHoctu OO (ITBO). TIBO ompenenser npasuia, no kotopsiM OO ympaiseT
JIOCTYIIOM K CBOMM pecypcaM M Ko Bcell nH(popMaluu U cepBucam, KoutpoaupyemsiM OO.

I1BO B cBOIO Ouepeqb COCTOUT U3 Pa3IMYHbIX MOMUTUK (GyHKuuM O6e3onmacHoctu (I1DB).
Kaxnas I1®b wumeer cBoio 005acTh JEHCTBUS, ONPEAETSIONUIYI0 CYOBEKThl, OOBEKTHI U
orepaiuu, Ha KoTopeie pacrpoctpansercs [IDb. [IOb peanusyercs ¢yHkimer 6e30macHOCTH
(®b), uYbM MeXaHU3Mbl OCYIIECTBISIIOT TOJUTHKY W MPENOCTaBIAIOT HEOOXOIUMBIE
BO3MOXXHOCTH.

CoBokynHOCTh Bcex ¢yHKumid OezomacHoctd OO, KOTOpble HampaBjieHbl Ha
ocymecteinenue [1bO, ompenensiercs kak pyHkuuu O6e3omacHOCTH 00bekTa oueHku (DPBO).
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ObO 00beaUHAIOT (QYHKIMOHAIBHBIE BO3MOXKHOCTH BCEX allapaTHbIX, NPOTPaMMHBIX H
IIporpaMMHoO-anmnapaTtibix cpeacts OO, Ha KOTOpble Kak HENOCPEACTBEHHO, TaK M KOCBEHHO
BO3JIO’KEHO obOecrieyeHre 6€30MacHOCTH.

OO MoxeT ObITh eIUHBIM MPOAYKTOM, BKJIIOYAIOUIMM B ce0sl anmaparHble, IpOrpaMMHO-
anmnapaTHbIe U IPOrpaMMHBIE CPEICTBA.

B unom cimyuyae OO wMoxeT OBITH pacrpeleNeHHbIM, COCTOALIMM M3 HECKOJIbKUX
pasznenenHbix yacten. Kaxmas vactb OO obGecriednBaeT BBINMOTHEHHE KOHKPETHOTO CEpBHCA IS
OO u B3aumozelicTByeT ¢ ApyruMu vactssMu OO 4yepe3 BHYTPEHHUM KaHaJl CBA3H. DTOT KaHal
MOXET OBITh BCETO JIUIIH IIIMHOM MPOIIECCOPa, @ MOXKET SBIATHCS BHYTpeHHEH ceThio misa OO.

Ecnu OO cocTouT M3 HECKONBKUX YacTel, TO KaKJas 4acTh MOXKET MMETh COOCTBEHHOE
noamHoxkectBo DBO, kotopoe oOMeHuBaercs ganHbiMH DOBO u monb3oBaTeneit uepes
BHYTPEHHUE KaHajbl CBs3W ¢ JApyruMu noamHoxectBamu @PBO. 3t1o B3aumonelicTeue
Ha3bpIBaeTcsl BHyTpeHHed mepenadeii OO. B »atom cimywae wactu DBO  dopmupyror
oobenuHennsie @BO, koTopsie ocymectBisoT [1BO st aToro OO.

Hutepdeiicet OO moryT OBITH JOKanu30BaHbl B KOHKpeTHOoM OO wim J0mMycKaTh
B3auMoOJeNcTBUE C JApyrumu npoaykrtamu IT mno BHeEmIHMM KaHanaM CBsA3UM. BHemHwue
B3aUMOJICICTBUS ¢ ApyrumHu npoayktamu [T Moryt npunumats ase GOpMBI:

a) TOJWTUKAa O0e30MacHOCTH «yJdaJeHHoro ngoBepeHHoro mpoxaykra IT» wu I1BO
paccmarpuBaeMoro OO CKOOPIMHUPOBAHBI U OIIEHEHBI B aIMMHHUCTPATUBHOM Topsiake. OOMeH
nHpopManuei B 3TOM ciiydae Ha3BaH nepenaueid mexay ®bO, mockonpKy OH OCYIIECTBIISIETCS
Mexay OBO pa3nuyHbIX T0BEPEHHBIX TPOIYKTOB;

b) apyroit mpoaykt IT MoxeT OBITH HE TOBEPCHHBIM, 0003HAYCHHBIN KaK «HEIOBEPCHHBIN
npoaykt IT». [TBO nubo HensBecTHBI, MO0 U3 MPUMEHEHHE HE pacCMaTPUBAETCS KaK CTOSIIEe
nosepus. OnocpenoBanHeie 00MeH HH(pOpMaIMei B 3TOM Cilydae Ha3BaH Nepegaueii 3a mpeelibl
obnmactu aevictBus DPBO, Tak kak 3TOT ynaiaeHHbM npoaykt [T we umeer D®BO (mnm
XapaKTEPUCTHKH €ro MOJIUTUKN 0€30IaCHOCTH HEU3BECTHBI).

CoBOKYNHOCTh MHTEp(ENCOB KaKk HHTEPAKTUBHBIX (YENOBEKO-MAIIMHHBIN UHTepdeiic),
TaKk U MPOTPAaMMHBIX (MHTEpQeic MPOrpaMMHBIX NPHIOKEHHUH), depe3 KOTOpbIE MOTYT OBITH
MOJIy4eHbl JOCTynm K pecypcam mnpu mnocpennudectBe PbO wnmu unpopmanus ot DBO,
HaspiBaercsi uHTepdeiicom DPBO (MDPBO). UDBO ompenenser rpaHUIBl BO3MOXKHOCTEH
¢dbynkumii OO, KOTOpBIE MPeOCTaBICHBI 11 ocyiiecTBieHus [160.

[Tonb3oBareneit He BkIo4aOT B coctaB OO. OHAKO MOJIB30BATENN B3aUMOJIEHCTBYIOT C
OO0 uyepe3z UDBO npu 3anpoce ycayr, kotopblie 0yayT BoimonHATECs OO. CymiecTByeT ABa THUIA
MIOJIb30BATENICH, YUUTHIBAEMBIX B (DYHKIIMOHAJIBHBIX TPEeOOBaHUSAX O€30MaCHOCTH HACTOSILIETO
CTaHJapTa: 4YeJIOBEK-MOJIb30BaTeab M BHemHAS cymHocTh [T. Jlng yenoBeka-mosib3oBaTens
pa3aMyaloT JIOKAIbHOTO YelOBEKa-MOJb30BaTeNsl, B3aUMOJIEHCTBYIOIIETO HEMOCPEICTBEHHO C
OO uepe3 ycrpoiicTBa (Takue Kak pabodyue CTaHIUH), W yJAICHHOTO YelIOBEKa-II0JIb30BaTels,
B3aumoeicTBytomero ¢ OO uepes apyroit mpoaykr IT.

Ilepuon B3aumonelcTBUs Mexay monb3oBareneM U  DPBO Ha3pIBaeTcs CceaHCOM
nosib3oBarens. OTKPBITHE CEaHCOB IOJIb30BATENEH MOXKET KOHTPOJIHUPOBATHCS HAa OCHOBE pAna
YCIIOBUH, TAKUX KaK ayTeHTU(UKALKS [T0JIb30BATENS, BpeMs CyTOK, MeTo AocTymna k OO, yucio
napajyieNIbHbIX CEaHCOB, Pa3pEeLICHHBIX I0Jb30BATENI0 (OTAENBHO JUIS IMOJIB30BATENs HIU B
o01em).

B macTosmemM craHgapTe HCHONB3yeTCs TEPMUH YHOJHOMOYEHHBIH Uil 0OO3HAYCHUS
[I0JIb30BATENsl, KOTOpBIM oOJajaeT mnpaBaMu HW/WIM TPUBUIETUSIMH, HEOOXOAUMBIMHU IS
BBINIONTHEHUS oneparuii. [lo3ToMy TepMUH YHOTHOMOYEHHBIN MOJIB30BATEIh YKa3bIBaeT Ha TO,
YTO MOJIb30BATENI0 pa3pelIaeTcs BBIMOIHITh JaHHYI0 onepanuto B coorsercTBuu ¢ [150.

Jns  BbIpaXeHHs  TpeOOBaHMM  pa3leNeHus  aJMHHUCTPATHUBHBIX  0OsS3aHHOCTEH
COOTBETCTBYIOLIUE (DYHKIIMOHAJIbHbIE KOMIOHEHThI Oe3onacHoctu (u3 cemeiictea FMT SMR),
MPHUBEJACHHBIE B  HACTOSIIEM  CTaHAapTe, SBHO  yCTAaHAaBIMBAIOT  0053aTEIbHOCTh



CT PK ISO/IEC 15408-2-2017

aJMMHHUCTpATUBHBIX poJell. Ponb - 3TO 3apaHee ompezaeneHHass COBOKYMHOCTb IIpaBHII,
YCTaHABIMBAIOIUX JONYCTUMBIE B3aUMOAEHCTBUA Mexay noib3oBareneM nu OO. OO moxer
HOJICP>)KUBATh OIPENIeIEHuEe MPOU3BOJIBHOIO uucia posned. Hampumep, ponu, cBs3aHHBIE ¢
onepauusMu OezonacHoctu OO, MOTYT BKJIIOYATh B ce0sl posid «AJAMHUHUCTPATOP ayauTay |
«AJIMUHHCTPATOP y4eTa MOJIb30BaTENCI».

OO comepkHUT pecypchbl, KOTOPbIE MOTYT HCIIONB30BATHCS UIE OOpPabOTKH U XPaHCHHS
nHopmanuu. OcHoBHO# 1enpr0 OBO sBasieTcs monHoe W npaBwibHOE ocymiecTBieHue 1O
111 pecypcoB U uH(popMmaruu, kotopbimu yrpasiseT OO.

Pecypcet OO MOryT HUMeTh pa3iuyHyIl0 CTPYKTYPY W HCIOJIb30BaThCS Pa3TUYHBIMU
ciocobamu. Tem He MeHee, B HACTOAIIEM CTaHAapTe MPOBOJUTCS CIIEHUAIBHOE pa3rpaHUYEHHE,
NO3BOJIsIOIIEE  CHelU(UIMPOBaTh JKeJaTellbHble CBOWcTBAa Oe3omacHocTH. Bcee cymHocTtw,
KOTOpbIE MOTYT OBITh CO3JaHbl Ha OCHOBE PECYPCOB, XapaKTEPH3YIOTCS OJHUM U3 JBYX
croco0oB. CyIIHOCTH MOTYT OBITh aKTUBHBIMH, TO €CTh SIBIISATHCS MPUYUHON TEUCTBUMA, KOTOPHIS
npoucxoaT B npenenax OO, M MHUIMMPOBATH OIEPALUH, BHINOIHAEMBbIE C HH(OpPMAIHEH.
Hanpotus, cymHOCTH MOTYT ObITh NACCUBHBIMM, TO €CTh SIBJIATHCS MCTOYHMKOM WIIM MECTOM
XpaHeHHs HHPOPMALIUH.

AKTUBHBIE CYHIHOCTM Ha3BaHbl cyObekTamu. B mpenenax OO Moryr cyliecTBOBaTbh
HECKOJIBKO TUIIOB CYObEKTOB:

a) JAEHCTBYIOLIME OT MMEHM YINOJHOMOYEHHOIO II0JIb30BaTeNsl M IOJUYUHEHHBIE BCEM
npaswiaM [16O (manpumep, npoueccsl UNIX);

b) neiictByromue kak 0coObli (PYHKIMOHAIBHBIM IPOLECC, KOTOPBIH MOXET, B CBOIO
ouepenb, ACWCTBOBATH OT WMEHM MHOTHX IIOJIb30BaTele (Hampumep, (QYHKIUH, KOTOpBIE
XapaKTEepHBI JJIs1 apXUTEKTYpbl KIUEHT/CepBep);

C) AeicTByroIME Kak yacTh coocTBeHHO OO (HampuMep, MPOLECcCH, He NEHCTBYIOMNE OT
MMEHH I0JIb30BaTEI).

B mHacrosmem cranpmapre paccmarpuBaercss ocymectsienue [1BO g cyObekToB
NEPEYMCICHHBIX BBIIIE TUIIOB.

[TaccuBHBIE CYITHOCTH (TO €CTh XpaHWIMINA WHPOPMALWU) Ha3BaHbl OOBEKTaMU B
(GYHKLIHMOHATIBHBIX TpeOOBaHUAX O€30macHOCTH HacTosero cra”gapra. OOBEKTHl SBISIOTCS
MIPEIMETOM OIepalnii, KOTOpbIE MOTYT BBIIIOJHATHCS CyObeKTamMHu. B ciydae, ecnu cyOBeKT
(aKTHBHAs CYLIHOCTb) CaM SBIIETCS NPEAMETOM oOmepanuu (Hampumep, NpU YCTaHOBJIECHUU
CBSI3W MEXIYy IMpOIeccaMu), HaJ CYOBEKTOM MOTYT MPOU3BOAWUTHCS NEHCTBHS, KaK HaJ
O00BEKTOM.

OOBEKTBl MOTYT COJepKaTh HWHPOpPMAIUIO. DTO TIOHATHE TpPeOyeTcs, YTOOBI
cneun(puIUpoBaTh MOJIUTUKU YIPABICHUS MH(POPMALMOHHBIMU IOTOKAMH B COOTBETCTBUM C
kiaccom FDP.

[Tosnb3oBareny, cyOBeKTH, HWHPOpPMAIMS ¥ OOBEKTHl 00JANAIOT  OMPEICIICHHBIMH
aTpuOyTaMu, KOTOpble  coaepxaT  uHpopMmauuio, mnos3pojstonryto OO  mpaBHUIIBHO
¢bynkunonnpoBars. HekoTopsie aTpuOyThl, Takue Kak uMeHa (hailiioB, MOTYT TpeAHa3HAYaThCs
TOJIBKO Ul MH(MOPMUPOBAHMs, B TO BpeMs Kak Ipyrue, Hampumep, pasjinyHble MapaMeTphbl
yOpaBlIeHUs JAOCTYNOM, - HCKIIOUMTeNnbHO Juig ocymectBienus [IBO. Otu nocnennue
00001IeHHO Ha3BaHbl «aTpulOyramu Oe3omacHoCTH». B nanbHeleM ciIoBo «aTpulOyT»
UCIOJIb3YETCSl B HACTOSIIEM CTaHJapTe KaK COKpalleHHE il CIOBOCOYETAHUS «aTpUOyT
6e3omacHoCTH» (€ciau He OroBOpeHO MHoe). BmecTe ¢ TeM He3aBHUCHMO OT INpelHa3HAYEHUs
nHpopmanuu aTpubyra MOryT HOTpPeOOBaThCS CpEACTBA YHPABIEHUS 3TUM aTpuOyTOM B
cootBercTBuH C [1BO.

B OO copnepxarcsa mannabie nmois3oBareneid u nanasie ®bO. Mx B3auMoCBsI3b MOKa3aHa Ha
pucynke 1. JlaHHble monb3oBarenell - 3T0 uMHpopMauus, coaepkamascs B pecypcax OO,
KOTOpasi MOKET MPUMEHATHCS MoJb30BaTessiMu B cootrBercTBUU ¢ [IBO u He mpenHasHaueHa
cneunansHo s @BO. Hampumep, conepkaHue cOOOIIEHUS 3JIEKTPOHHOM IMOUTHI SBISETCS
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naHHbIMU Todb3oBaTend. Jlanuele ®BO - 310 uHpopmanus, ucnonaszyemas OBO mnpu
ocyuiectBiaenuu I160O. Jlomyckaercs: Bo3zaeiicTBue mosib3oBaTeneil Ha aanHbie PBO, ecnu 3to
npeaycmotpeHo [1BO. Ilpumepamu nanubix DBO sBasiorcss arpulyThl  6€30MaCHOCTH,
ayTeHTU()UKALMOHHBIE JaHHBIE, CIIUCKU YIPABICHHS JJOCTYIIOM.

Broigensatorcs [1®DB, koTopble NPUMEHSIIOTCS TPU 3allUTe AaHHbIX, Takue kak [IDb
ynpasieHust jgocrynoM u II®Bb ympasneHuss uHQOpPMAMOHHBIMU TOTOKamH. JlelicTBus
MexaHu3MoB, peanm3yronux [1Ob ynpasneHus 1ocTymnoM, OCHOBaHBI Ha aTpuOyTax CyObBEKTOB,
O0OBEKTOB M omepanuii B mpenenax obmactu JeicTBua. DT aTpuOyThl HCHOIB3YIOTCS B
COBOKYNTHOCTU IPaBMJ, YNPABIAIOMMUX OINEpalMsIMU, KOTOpble CyOBEKTaM pa3pelieHo
BBINOJIHATH Ha 00BEKTaXx.

OYHKIIMOHUPOBAHUE MEXaHU3MOB, pean3yroniux [1Ob ynpasnenuss nHGOpMAIIMOHHBIMU
MIOTOKaMH, OCHOBAHO Ha aTpuOyTax CyObeKTOB M MHPOPMALUHU B Ipezenax obJacTu JelcTBUs U
COBOKYNHOCTU IPaBHJ, MO KOTOPHIM BBIIOJHIIOTCA ONepaluu cyOBbeKTOB ¢ HMH(poOpMaluen.
ATpuOyThl HH(OPMAIMH, KOTOPBIE MOT'YT OBITh ACCOLIMUPOBAHBI ¢ aTPHOYyTaMU MeCTa XpaHEHHS
(MM HE acCOLMMPOBaHbl C HUMH, HalpuMep, B Cilydae MHOTOYPOBHEBOM 0a3bl JaHHBIX),
OCTarOTCs ¢ MH(POPMAIUEH ITPH ee IepeMeICHNN.

JAHHBIE OO
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Pucynok 1 — OTHOmIEHHSI MeKIY JAHHBIMHU MOJIb30BaTeN sl M JaHHbIME PBO

JlBa cnenududeckux Ttuna gaHHbix PBO, paccmMaTpuBaeMbIX B HACTOSIIEM CTaHAApTE,
MOTYT (HO He00s3aTeIbHO) COBMAAATh. DTO ayTeHTU()UKAMOHHBIE JAHHBIE M CEKPETHI.

AyTeHTH(UKALMOHHbIE JaHHbIE HCHOJb3YIOT, 4YTOObI BEPUPHUIMPOBATH 3asIBICHHBIN
uaeHTuduKaTop moiik3oBates, oopamiaromierocs k OO 3a ycinyramu. Camasi pactipocTpaHeHHast
¢dopma ayTeHTU(UKAMOHHBIX JAaHHBIX - MApoJib, KOTOPHIII HEOOXOJUMO XpaHHUTh B CEKpETe,
9T00BI MeXaHU3M Oe30macHOCTH ObUT 3(pdexTrBeH. OAHAKO B CEKpeTe HEOOXOANMO XPaHUTh HE
Bce (hOpMBI ayTeHTU(UKALMOHHBIX JAHHBIX. buoMeTpruyeckue Ono3HaBaTelIbHbIE YCTPOWCTBA
(HampuMmep, CYUTHIBATENIN OTIEYaTKa IMajblia WK CKAaHEPhl CETYATKH Ijia3a) OCHOBBIBAIOTCS HE
Ha NPEANOI0KEHUH, YTO ayTeHTU(PHUKAIIMOHHbIE TaHHbIE XPaHATCSA B CEKpETe, a Ha TOM, 4TO 3TH
JTaHHbBIE SIBJISIIOTCS HEOTHEMIIEMBIM CBOMCTBOM I0JIb30BATENs, KOTOPOE HEBO3MOKHO MOJIENaTh.

TepmuH «cekper», HCHOIb3yeMbI B (YHKIMOHAJIBHBIX TpPEOOBAaHMAX HACTOSILErO
CTaHJapTa M0 OTHOIICHUIO K ayTeHTU(UKAIIMOHHBIM JaHHBIM, IPUMEHUM U K JaHHBIM JIPYTHX
TUIIOB, KOTOpbIE HEOOXOAMMO XpaHUTh B TaillHe Mpu ocyliecTBieHUH omnpenencHHon [1Db.
Hanpumep, croiikocTh MexaHU3Ma JOBEPEHHOTO KaHajla, B KOTOPOM IpUMEHEHa Kpunrorpadus
JUIL COXpaHEHUs] KOH(PUICHIMATbHOCTH NepeJaBaeMoil uepe3 KaHasl WH(pOpMalUU, 3aBUCUT OT
HAJEeKHOCTH  croco0a COXpaHEHUs B  CeKpeTe  Kpunrorpapuyeckux  Kioued  oT
HECaHKLIMOHUPOBAHHOTO PACKPBITHS.

CrnenoBaTennbHO, HEKOTOphIE (HO HE BCE) ayTeHTU(PUKALMOHHBIE TaHHBIE HEOOXOAMMO
XPaHHUTb B CEKPETE, U HEKOTOPbIE (HO HE BCE) CEKPEThI UCMOIb3YIOT KaK ayTeHTU(PHUKALIMOHHbIE
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naHHble. B3aMOCBs3b CeKpeTOB U ayTeHTU(UKALMOHHBIX JAHHBIX MPEACTaBIeHa Ha PUCYHKE 4.
Ha pucynke 4 yka3zaHbl THIIBI JAHHBIX, KOTOpPBIE€ YacTO OTHOCAT K ayTeHTU(UKALMOHHBIM
JAHHBIM M CEKpETaM.

AYTEHTHOUKALIMOHHBIE JAHHBIE

CMAPT-KAPTBI

KPUIITOI' PAOYECKHUE
INEPEMEHHBIE

Pl/lcyHOR 2 - OTHOIIEHHS MEXKIY «ayTeHTI/Iq)I/IKaHHOHHbIMI/I JAaHHBIMM» "
«CEeKpeTaMu»

6 OyHKUMOHAJbHbIE KOMIIOHEHTHI 0€3011ACHOCTH

6.1 Kpatkuii 0030p

JlaHHBIN pa3znen ompenenseT coiep)kaHue u (OpMy IMpeacTaBIeHUs (HYHKIMOHAIBHBIX
TpeOOBaHMI HACTOSINEr0 CTaHAapTa M NPEJOCTAaBISET PYKOBOJACTBO IO OpraHU3allu
TpeOOBaHMI 1 HOBBIX KOMIIOHEHTOB, BKIO4aeMbIXx B 3b. ®dyHKumoHampHbIE TpeOOBaHUS
00BETMHEHBI B KJIACCHI, CEMEMCTBA M KOMIIOHEHTHI.

6.1.1 CTpykrypa Kiacca

CtpykTypa (QyHKIMOHATBHOTO Kjacca TpuBeAeHa Ha pucyHke 3.  Kaxnerid
(bYHKIIMOHATIBHBIN KJIACC COMEPKUT UMl Kiacca, MPEACTaBIeHHE KJIacca U OHO MM HECKOJIBKO
(YHKIIMOHAJILHBIX CEMEHCTB.

1

i

1

DyHKIMOHANBHBI ==~

KJ1ace H
1

| KJacca

i
1
! IlpencraBneHue |
i
2

_______

i ceMbpH

Kirou

‘. A comepsxur B mmroc mHeckomipko C J
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Pucynok 3 — CTpykTypa QyHKIIHOHAJIBHOIO KjIacca
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6.1.1.1 Umsa kaacca

Nmsa  kmacca  comepuT  HHPOpPMAIMIO, HEOOXOAUMYIO s UACHTH(DHUKAIUH
(YHKIIMOHATBHOTO KJIacca M OTHECEHHS €ro K OmpeneiaeHHoM kareropun. Kaxmpiid
(YHKIIMOHATBHBINA KJIACC MMEET yHUKalbHOE uMs. MH(popMaius o Kareropuu mpeaocTaBiIeHa
KpaTKUM HMMEHEM, COCTOSALIMM U3 Tpex OykB jaTtuHckoro andasurta. KpaTkoe ums kiacca
WCIIONB3YIOT MIPH 33JJaHUU KPATKUX UMEH CEMEUCTB 3TOr0 Kjacca.

6.1.1.2 IlpeacraBjieHue Kiacca

[IpencraBnenne kiacca o00OOIIaeT y4yacTHE CEMEWCTB Kiacca B JIOCTHDKEHUHU LeJel
o6e3zonacHoctd. OmpeneneHue (YHKIMOHAIBHBIX KJIAaCCOB HE OTpaxaeT (OpPMaIbHYIO
TaKCOHOMMIO B crieniu(uKanuy TpeOGoBaHU.

[IpencraBnenue kinacca COAEPKUT PUCYHOK, MMOKA3bIBAOIIMM BCE CEMEICTBA ATOTO KJlacca
Y MepapXui0 KOMIIOHEHTOB B KaX/JOM CEMENUCTBE, KaK yKa3aHo B 6.2.

6.1.2 Ctpykrypa cemeiicTBa

CrpykTypa (QyHKIIHOHAIBHOTO CEMENCTBA MPUBE/IEHA Ha PUCYHKE 4.

1
1
] 1
1 1
! OyHKIMOHAIBHOE !
! CEMENCTBO H

Fom—mmm—gm—————

Pucynok 4 — Ctpykrypa (pyHKIIHOHAJBLHOIO ceMelicTBa

6.1.2.1 Umsa cemeiicTBa

NMms  cemelicTBa COAEPKHUT  OMUCATENbHYI0 HH(OpPMALKIO, HEOOXOAUMYIO  JUIS
UICHTH(HUKAIIMN U KaTeropupoBaHUs (PYHKIIMOHAIBHOTO cemeiicTBa. Kaxmoe GpyHKIIMOHAIBHOE
CEeMEMCTBO MMeeT yHHUKalbHOe uMi. MHdopMmaius o kaTeropuu COCTOMT U3 KPaTKOro MMEHH,
BKJIIOYAIOIIEro B ce0si ceMb CUMBOJIOB. [lepBble Tpu CHUMBOJIA UACHTHUYHBI KPAaTKOMY HUMEHU
KJlacca, fajgee CIeyrT CUMBOJ MOAYEPKUBAHUS U KpaTKoe uMs ceMmeicTsa B Buje XXX YYY.
YHukanpHas Kpartkas ¢opMa MMEHH CEMEHCTBA MPEAOCTaBISCT OCHOBHOE MMS CCBUIKH JIJIS
KOMITOHEHTOB.

6.1.2.2 XapakTepucTuka cemeiicTa

XapakTepucTuKka ceMeicTBa - 3TO omnucaHue (PyHKIMOHATBHOTO CEMEWCTBa, B KOTOPOM
M3JIaraloTcs ero 1eau 06e30macHOCTH U ollee onvcanne QyHKIIMOHATBHBIX TpeboBaHuil. boree
JI€TAIbHO OHU OMMCAHbl HUXKE:

a) yenu bezonacHocmu CEMENCTBA XapaKTEpU3YyIOT 3aauy 0€30MacHOCTH, KOTOpast MOXKET
OBITh pelIeHa ¢ TOMOIIbI0 KOMIOHEHTOB 3TOTO CEMENCTRA;

b) omumcanme @yukyuonanvHvix mpedosanuii 0000mAaeT BCcEe TPeOOBaHUS, KOTOPHIE
BKJIFOUEHBI B KOMMOHEHT(Th). Omucanue OpHEeHTHpoBaHO Ha pazpadotuukoB [13, 3b u
(YHKIIMOHAIIBHBIX MTAKETOB, KOTOPHIE XOTEIN ObI OMPEAEIUTh, COOTBETCTBYET JIM CEMEUCTBO UX
KOHKPETHBIM TPEOOBAHUSIM.

6.1.2.3 PankxupoBaHue KOMIIOHEHTOB

OyHKIMOHATBHBIE CEMEMCTBA COEPKAT OJUH WM HECKOJIbKO KOMIIOHEHTOB, KaXKIbIH U3
KOTOpBIX MOET ObITh BbIOpaH s BkatoueHus B 13, 3b u ¢pyHkuunonanbHble nmakeTsl. Llens
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paH)KHPOBAHKS KOMITOHCHTOB - TPEIOCTABHTH IOJIb30BATEISIM WHMOPMANUIO IS BhIOOpA
MOAXOIANIer0o  (YHKIIMOHATBHOTO KOMIIOHEHTa, €CIM CEeMEHCTBO  WACHTU(UIIUPOBAHO
M0JIb30BaTeIeM Kak HeoOXOouMast Ui TIoJie3Hasi 4acTh TpeOoBaHHM 0€301acHOCTH.

Jlamee TEpEeUUCISIFOTCS WMEIOIIUECS] KOMIIOHEHTHI U TPHBOJUTCS WX OOOCHOBaHUE.
Jleranu3anys KOMIOHEHTOB MPOU3BOAUTCS B OMMCAHUU KaXKIOTO0 KOMIIOHEHTA.

CBsi3u MeXIy KOMIIOHEHTaMH B Tpeaenax (yHKIMOHATBLHOTO CEMEHCTBA MOTYT OBITh
HepapXxUuecKUMU U HenepapxuueckuMu. KOMIMOHEHT nepapxudeH (TO €CTh PaclojOKeH BhIIIEe
[0 HWepapXWH) IO OTHOUICHHIO K JPYroMy KOMIIOHEHTY, €CIU TMpeanaraet OoJbIIyIo
0€30MacHOCTb.

Onucanusi ceMeucTB conuepkar rpaduyeckoe MPeACTaBICHHE HEepPapXUU KOMIIOHEHTOB,
paccMOTpeHHoE B 6.2.

6.1.2.4 Ynpasienue

TpebGoBanust ynpaenrenuss comepxar wuHpoOpManu i paspadorunkoB [13/3b,
YUUTHIBAEMYIO TIPU OIpPENCICHUH JEeHCTBUU IO YIPABICHUIO M JAaHHOTO KOMITOHEHTA.
TpeboBanust  ympaBieHHsl JAETaJU3UPOBAHbBI B KOMIIOHEHTaX Kilacca «YTpaBJeHHE
6e3onacHocteion (FMT).

Pa3paborunk I13/3b MoxxeT BpIOpaTh ykazaHHbIE TpeOOBAaHUS YIPABIIEHUS WM BKIIOUYUTh
HOBBIC, HE yKa3aHHBIC B HACTOSAIIEM CTaHIapTe. B mocnemHeM ciydae clieAyeT MpelCTaBUTh
HE0O0X0UMYI0 HH(OPMAITHIO.

6.1.2.5 Aynur

TpeboBanust ayouma conepxatr coObITHS, TOTEHIUAIBHO MOABEpracMble ayauTy, IS UX
otbopa paspaborunkamu 113/3b npu ycnosun Brirodenus B [13/36 TpeboBanmii u3 xinacca FAU
"Ayaut Oe3omacHOCTH". OTH TpeOOBaHWS BKJIIOYAIOT B Cce0S COOBITHSA, OTHOCSIIHECST K
0€30MacHOCTH, MPUMEHUTEIILHO K PAa3JIMYHBIM YPOBHSM JCTaTU3allid, MOAIEPKUBAEMbIM
komnoHeHTamu cemeirictBa FAU GEN "I'enepanus nannbix ayaurta 6e3omnacHoctu". Hampumep,
3alHiCh ayJNTa KaKOTO-JIHMOO MeXaHW3Ma Oe30MacHOCTH MOXKET BKIIOYATh B ce0S HA pa3HBIX
YPOBHSIX JleTalM3allMi JEHCTBHS, KOTOpPbIE pACKPBIBAIOTCS B CIEAYIOUIMX TEPMHHAX:
MUHUMAaJIBHBII - YCIIENIHOE HCIIONB30BaHME MeXaHW3Ma Oe30macHOCTH; 0a30BbId - Jr000€
UCIOJIb30BaHWE MeXaHu3Ma O0e30MacHOCTH, a Takke HHPOpMalus O TEKYHIIMX 3HAYCHUAX
aTpuOyTOB 0€30MaCHOCTH; JACTATH3UPOBAHHBIN - TIOOBIC N3MEHEHUSI KOH(PHUTYyparuu MexaHNu3Ma
0€30MacHOCTH, BKIIIOYasi MapaMeTpbl KOHPUTYPALIUU JI0 U TIOCTIE U3MEHEHHUS.

CrnenmyeT y4ecTb, 4TO KaTErOPHPOBAHUE COOBITHH, MOTCHIIMATHHO MOJABEPTacMbIX ayIUTY,
Bcerna uepapxuyHo. Hampumep, eciau BbiOpaHa 0a3oBasi reHepalusi JaHHBIX ayaWTa, TO BCe
COOBITHS, WACHTU(DUIMPOBAHHBIC KAaK TOTEHIMAIBHO IOABEPracMble ayIauTy H I03TOMY
BXOJAIINE KaK B «MUHUMAJIbHYIO», TaK U B «0a30BYIO» 3aIlUCh, cienyeT BKIOYUTH B [13/3b6 ¢
MOMOIIBIO COOTBETCTBYIOIICH OMepaluy Ha3HAuUEHUs, 3a UCKIIOYCHUEM CIIydasi, KOTJa cOObITHE
0ojiee BBICOKOTO ypPOBHSI MMeeT Oojiee BBICOKMH YpOBEHBb ACTATU3allMH, YeM COOBITHE OoJee
HU3KOTO YpPOBHS, U MOXET 3aMEeHUTh ero. Eciu HeoOXxoiuma eTalu3upoBaHHas TeHeparus
JTAHHBIX ayJUTa, TO BCe HICHTUDUITUPOBAHHBIC COOBITHS, MOTCHIINATIHHO IMOABEPracMbIe ayAUTy
(I7s MUHUMAaIIBHOTO, 0230BOT0 U JETATM3UPOBAHHOTO YPOBHEI), creayeT BkiItouuTh B [13/3b.

[IpaBuna ympasieHust ayautoMm Oosee moapoOHO oOBsicHeHbl B kjacce FAU «Ayaut
0€30MMacCHOCTH.

6.1.3 CTpykTypa KOMIOHEHTA

Crpykrypa (pyHKIHOHAIBHOTO KOMIIOHEHTHI MTOKa3aHa Ha Pucynke 5.

6.1.3.1 UnenTu(UKaALMA KOMIIOHEHTA

Nnentudukanuss KOMIOHEHTAa BKIOYaeT B ce0s oOmucarelabHyl0 HHPOpPMAIHIO,
HEOOXOIUMYIO JUTSI UICHTU(DUKAIINN, KaTeTOPUPOBAHMS, 3alIMCA W PEATH3AIMH MTePEKPECTHBIX
CCBUIOK KOMITOHEeHTa. i Kakaoro pyHKIIMOHAIBHOTO KOMIIOHEHTA MPEACTaBIISIOTCS:

Vuuxanvhoe ums, oTpaxaroriee npeHa3HaueHUEe KOMITOHEHTA.
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Kpamkoe ums, TJpUMEHACMOC KaK OCHOBHOC MM CCBUJIKU JJISI KATCTOPUPOBAaHMsA, 3allMCU U
peam3anun TMCPCKPCCTHBIX CCBUIOK KOMIIOHCHTA W YHHUKAJIBHO OTpaXxaromiee Kiacc, Hu
CGMCI;'ICTBO, KOTOPBIM KOMITOHCHT NPUHAAJIC)KHUT, a TAKXKE HOMEP KOMIIOHCHTA B CEMEICTBE.

Cnucox uepapxudecKkux 08}?3612, co;:[epxcanmﬁ HMCHA JPYIrUuX KOMIIOHCHTOB, AJIsI KOTOPBIX
OTOT KOMIIOHCHT UCPAPXUUYCH U BMCCTO KOTOPBIX MOXKET HMCIIOJIB30BATHCA IPU YAOBJICTBOPCHUHA
3aBHCHUMOCTEH OT MNEPCUNCIICHHBIX KOMIIOHCHTOB.
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Pucynok 5 — Ctpykrypa QyHKIHOHAJBHOT0 KOMIIOHEHTA

6.1.3.2 ®yHKIMOHAIbHBIE 3JIEMEHTHI

Kax/1p1if KOMIIOHEHT BKIJIIOUYaeT B cedst Habop 31eMeHToB. Kaxiblii aneMeHT onpeaensercs
OTJENBHO U SIBJISIETCS CAMOJIOCTATOYHBIM.

OyHKIMOHANBHBIM  3JIEMEHT - 3TO (YHKUMOHalIbHOE TpeOoBaHHE OE30MaCHOCTH,
JanbHENIIee pa3JeleHue KOTOPOro HE MEHsAET 3HAYMMO pe3yjibTaT OLEHKH; SBIAETCA
HaUMEHbUIMM  (YHKIMOHAJIBHBIM TpeOOoBaHMEM O€30IacHOCTH, MISCHTU(DULIUPYEMBIM U
npusHaBaeMbiM B ISO/IEC 15408.

IIpu opmupoBanuu I13, 3b w/win nakeroB He paspemiaeTcs BbHIOMPATh TOJIBKO YacTh
a7eMeHTOB KoMmoHeHTa. Jlng Bkmtouenust B [13, 3b mnm maker HeoOXOAMMO BBIOMpPATH BCIO
COBOKYITHOCTb JIEMEHTOB KOMIIOHEHTA.

BBoautcsi yHuKanmbHast KpaTtkas Gopma MMeHH (YHKIIMOHAIBHOTO 3eMeHTa. Hampumep,
ums FDP IFF.4.2 uutaetcs cnenyroomum obpasom: F - gyHkumonanbHoe TpeboBanue, DP -
KjIacc «3ammra JaHHbIX noab3oBatens», IFF - cemelictBo «®yHKUMM yHpaBlieHUs
MHPOPMALIMOHHBIMM TOTOKaMW», 4 - UeTBepThI KOMIIOHEHT «YacTHUHOe YCTpaHEHHE
Hepa3pemeHHbIX HHPOPMAIIMOHHBIX TIOTOKOBY, .2 - BTOPOH 3JI€MEHT KOMITOHEHTA.

6.1.3.3 3aBucumocru

3aBucUMOCTH cpeau (YHKIIMOHATBHBIX KOMIIOHEHTOB BO3HHKAIOT, €CJIM KOMIIOHEHT He
CaMO/IOCTaTOYEH M HYXKJAeTCsl B (DYHKIMOHAJIBHBIX BO3MOXKHOCTSX IPYroro KOMIIOHEHTa 00
BO B3aMMOJIEWCTBUHU C HUM JUIsI TOAIEPKKH COOCTBEHHOT'O BBIMIOJIHEHMS.

Kaxnplii (yHKIMOHATIBHBI KOMIIOHEHT COJAEPKUT MOJHBIM CHHCOK 3aBHCHMOCTEH OT
Opyrux (QyHKUMOHAJIBHBIX KOMIIOHEHTOB M KOMIIOHEHTOB JoBepus. Jlii HEKOTOPBIX
KOMIIOHEHTOB yKa3aHO, 4YTO 3aBUCUMOCTed HeT. KOMIIOHEHTBI M3 CIIMCKa MOTYT, B CBOIO
ouepeslb, UMETh 3aBUCUMOCTH OT JPYTUX KOMIOHEHTOB. CIUCOK, MIPUBEAECHHBIN B KOMIIOHEHTE,
MOKa3bIBaET MPSMBIE 3aBHCHMOCTH, TO €CTh COAEP)KUT CCBUIKM TOJBKO Ha (DYHKIIMOHAJIbHbIE
KOMITOHEHTBI, 3aBEIOMO HEO0OXOAMMBbIE Ui OOECHeueHUsl BBIIOJIHEHUS paccMaTpHUBAEMOTO
KoMmroHeHTa. KoCBeHHbIE 3aBHCHMOCTH, OIpeaeisieMble COOCTBEHHBIMU 3aBHCHUMOCTSIMU
KOMIIOHEHTOB W3 CIMCKa, MOKa3aHbl B MPUJIOKEHUU A. B HEKOTOpPBIX ciyyasx 3aBHCHUMOCTH
BBIOMPAIOT U3 HECKOJIBKUX MpeaaaraeMbiX (PyHKIIMOHAIBHBIX KOMIIOHEHTOB, IPUYEM KaXKAbIi U3
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HUX JOCTATOYEH JJIsl YIOBJIETBOPEHUS 3aBUCUMOCTH (cM., Hanpumep, FDP_UIT.1 «llenoctHOoCTh
nepeaaBaeMbIX JaHHBIX)).

Crnrcok 3aBUCUMOCTEN MACHTU(PULIHUPYET MUHUMYM (YHKIIMOHAJIbHBIX KOMIIOHEHTOB WJIH
KOMITOHEHTOB JOBEpHS, HEOOXOAMMBIX MJisi YIOBJIETBOPEHHsS] TpeOoBaHUM 0O€30MacHOCTH,
ACCOLIMMPOBAHHBIX C JIaHHBIM KOMIIOHEHTOM. KOMMOHEHTBI, KOTOpblE HepapXU4yHbl IO
OTHOIICHUIO K KOMITOHEHTY U3 CITUCKA, TAK)KE MOTYT OBITh MCIIOJIB30BAHBI [T yIOBICTBOPCHHUS
3aBHUCHUMOCTH.

3aBUCHUMOCTH MEKJy KOMIOHEHTaMH, YKa3aHHbBIE B HACTOAIIEM CTaHIapTe, 00s3aTEIbHEI.
Nx neobxomumo ynonerBoputh B [13/3b. B HEKOTOPBIX, 0COOBIX Cy4asx 3TH 3aBUCHUMOCTH
yIIOBJIETBOPUTH HEBO3MOXKHO. Pa3pabortuuk I13/3b, ob6si3aTenbHO 000CHOBAB, MOYeMy daHHAs
3aBHUCHUMOCTh HEPUMEHHMA, MOKET HE BKJIIOYAaTh COOTBETCTBYIOUIMI KOMIOHEHT B maket, [13
unu 3b.

6.2 KaTaJjior KOMIIOHEHTOB

PacrionokeHre KOMIIOHEHTOB B HACTOSIIIEM CTaHAApTe HE OTpakaeT KaKyko-Tudo
(dbopMaIbHyI0 TAKCOHOMHUIO.

Hacrosiuii  crangapT COIEPIKHUT KJIACCHI, COCTOSIIIUE W3 CEMEHCTB M KOMIIOHEHTOB,
KOTOpBIE CTPYNIIUPOBaHbI Ha OCHOBE 00uIel GpyHKIMU U npenHasHayeHus. Kimaccol u cemeiicTBa
VIOPSZOYEHBI B COOTBETCTBHUHM C JIATHHCKUM andaBuToM. B Hauanme Kaxaoro kiacca
Mpe/ICTaBJIeH PUCYHOK, MOKA3bIBAIOIINNA TAKCOHOMHUIO KaXKIOTO KJlacca, epeuncsisi ceMeiicTa B
KaXJIOM KJlacC€é M KOMIIOHEHThI B KaxJoM cemeiictBe. Ha pucyHke Takke mpeacTaBieHa
uepapxusi KOMIIOHEHTOB BHYTPHU KaXKI0r0 CeMeCTRa.

B ommcannu kaxxaoro (hyHKIIMOHATHLHOTO KOMIIOHEHTA MPHUBEICHBI €0 3aBHCUMOCTH OT
Ipyrux KomrnoHeHToB. [Ipumep mpeacTaBieHrs TaKCOHOMHUU Kjlacca U MepapXuu KOMIIOHEHTOB
B €r0 CeMEeMCTBaX MPUBEICH HA PUCYHKE 6.

—_————

mm e e e g mmmmem

PucyHok 6 — IIpumep AeKOMIIO3MIMH KJIacca

Ha npumepe mnepBoe ceMEUCTBO CONEPKUT TPU HEPAPXUYECKUX KOMIIOHEHTA, TJIe
KOMIOHEHTHI 2 W 3 MOryr OBITh MNpPUMEHEHBI JJI BBINOJHEHUS 3aBUCHUMOCTEH BMECTO
koMmnoHeHTa 1. KommoHeHT 3 wWepapXWueH KOMIIOHEHTY 2 ¥ MOXKET IPUMEHAThCA s
BBITIOJTHEHUS 3aBUCUMOCTEN BMECTO KOMIIOHEHTA 2.

B cemelictBe 2 MMEIOTCA TpH KOMIIOHEHTA, HE BCE€ M3 HMX HEPAPXUYECKU CBS3AHBI.
Komnonentsl 1 u 2 He uepapxuyHbl APYrUM KOMIOHEHTaM. KoMmMmoHeHT 3 wuepapxuueH
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KOMITOHEHTY 2 U MOET NMPUMEHSITHCS VISl YIOBIETBOPEHUS 3aBUCUMOCTEH BMECTO KOMITOHEHTA
2, HO HE BMECTO KOMIIOHEHTa 1.

B cemeiictBe 3 xoMmnoHeHTHI 2, 3 U 4 uepapxuuyHbl KomMnoHeHTy 1. KommnoneHTsl 2 u 3
MEepapXUYHbl KOMIIOHEHTY 1, HO HECONMOCTaBUMBI MO HEpapXuu Mexay coboi. Kommonenr 4
HepapXUyeH KOMIIOHEHTaM 2 U 3.

Takue pUCYHKH JOMOJHSIOT TEKCT OMMCAHWS CEMEWCTB M YIPOLIAIOT HUACHTU(DHUKAIIUIO
OTHOIIEHUH UX KOMIOHEHTOB. OHU HE 3aMEHSIOT NMyHKT «lMepapxuyeckui isi» B ONMUCAHUU
KQKJOTO0 KOMITOHEHTa, KOTOPBIA yCTAaHABIMBAECT OOSI3aTENIbHBIC YTBEPKICHHS HEpaApXud IS
Ka)KJJOTO KOMITOHEHTA.

6.2.1 BoiesieHne u3MeHEeHN B KOMIIOHEHTe

B3aumocBs3p KOMIIOHEHTOB B Ipe/ieax ceMeicTBa oKa3aHa ¢ UCIOIb30BaHUEM KUPHOTO
mpudra. Bece HOBbIE TpeOOBaHUS B TEKCTE KOMIIOHEHTOB BBIJCIICHBI TOTYKUPHBIM HIpU(TOM.
Jlig vepapXuW4ecku CBA3aHHBIX KOMIIOHEHTOB TPeOOBaHMS BBIIEIECHBI, €CIIM OHU PaCIIUPEHbI
Wi MOIU(UIMPOBAHBI MO CPABHEHHIO C TPeOOBaHUSMHU MPEABIAYIIEr0o KoMmoHeHTa. Kpome
TOTO, JII0OOble HOBBIE WJIM paCIIMPEHHbIE IO CPAaBHEHHUIO C MPEIbIAYIIMM KOMIIOHEHTOM
pa3pelieHHbIC OTIePAIlUU TAKXKE BBIACICHBI KUPHBIM MIPHUPTOM.
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Pucynok 7 — Jlekomnosunus kinacca FAU «Ayaut 0e3onacHocT
7 Knacec FAU: Ayaur 6e3onacHocTu
Aynut 6e30macHOCTH BKJIIOYAeT B ceOsl paclio3HaBaHWE, 3alHCh, XpPaHEHUE U aHAIN3

uHpOpMalUY, CBS3aHHOM ¢ JAEHCTBUAMM, OTHOCALIMMHUCA K Oe30macHOCTH (Hampumep, ¢
neiicrBusiMu, KoHTpoiupyembiMu I15O). 3anucu ayaura, mojydyaemble B pe3yJbTaTe, MOTYT
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ObITh TPOAHAIN3UPOBAHBI C TEM, YTOOBI ONpPENENUThb, KAaKhUe JEHCTBUS, OTHOCSIIMECH K
6€301aCHOCTH, POUCXOAMIIN U KTO U3 MOJIb30BaTeNel 32 HUX OTBEYaeT.

7.1 ABTomaTn4eckasi peakuus ayaura oesonacHoctu (FAU_ARP)

7.1.1 XapakTepucTHKa ceMeiicTBa

Cewmeiicteo FAU ARP omnpenensier peakiinio Ha 0OHapyKeHUE COOBITHM, YKa3bIBAIOIIUX
Ha BO3MOXKHOE HapyIlIeHHe 0e301MacHOCTH.

7.1.2 PaH:KupoBaHue KOMIIOHEHTOB

B FAU ARP.1 «Curnansl Hapymenus Oe3zomacHoctu» ®PBO 10omKHBI MpeaArnpHHUMATH
JeCTBUS B ciTyyae OOHapyKeHHs BO3MOKHOTO HapyIIeHHs] 0€30aCHOCTH.

7.1.3 Ynpasaenne: FAU_ARP.1

Jnst  pynkmuit  ynpaBiaenuss u3 kimacca FMT wmoryr paccmaTpuBaThCs  CIEAYIOIINE
JecTBU. a) YrpaBieHue IeHCTBUSME (100aBIeHUE, yAaIeHIEe UITH MOTU(DUKALINSA).

7.1.4 Ayaut: FAU_ARP.1

Eciu B [I3/3b Brmoueno cemeiictBo FAU GEN '"I'enepamusi HaHHBIX ayauTa
6e30macHOCTH", TO CllelyeT IPeaTyCMOTPETh BOZMOXKHOCTh ayJAUTa CIAeIYIOIINX AeHCTBHIA:

a) MUHUMAJbHBIN: ACUCTBUSA, MPEANPUHUMAEMbIE B OTBET Ha OXXUJAEMbIC HapyIICHUS
0€30MacHOCTH.

7.1.5 FAU_ARP.1 Curnanbl HapyuieHust 6e3011aCHOCTH

Wepapxuueckuii 1uist: HET HOJYMHEHHBIX KOMIIOHEHTOB.

3aBucumoctu: FAU SAA.1 Ananu3 noTeHIMaIbHOT0 HApyIIEHUS

7.1.5.1 FAU_ARP.1.1

®OBO 0KHBI TPEANPUHATD [ Ha3HAYCHHE: CHUCOK HAUMeHee pa3pyuumenbHulX 0elicmeut |
py 0OHAPY>KEHUU BO3MOKHOTO HapyIIeHUsI O€301MacCHOCTH.

7.2 I'enepauus nanubix ayaura 6esonacuoctu (FAU_GEN)

7.2.1 XapakTepucTHKA ceMeiicTBa

CewmeiictBo FAU GEN omnpenensier TpeO00BaHUS K peTUCTpaIlii BOSHUKHOBEHUSI COOBITU,
OTHOCSIIIUXCS K O€30MacHOCTH, KOTOpble NOAKOHTponbHBI @OBO. J[lanHOoEe cemeiicTBO
UACHTUPUIMPYET YPOBEHBb ayIuTa, NEPEUHCIsieT TUIBl COOBITHH, KOTOpBIE MOTEHIMAIHHO
JOJKHBI MOJIBeprarbes ayauty ¢ ucnonb3oBanueM OBO, u onpenenser MUHUMANbHBIN 00BEM
CBSI3aHHOW C ayauToM HH(OpMAIMH, KOTOPYIO CIEIYyeT TPEACTABIATh B 3alUCAX ayauTa
Pa3IMYHOTO THIIA.

7.2.2 Pan:kupoBaHue KOMIIOHEHTOB

FAU GEN.1 «'eHepanusi JaHHBIX ayJIUTa» OMPEeNsieT yPOBEHb COOBITUH, MOTEHIIMATBEHO
MOJIBEPraeMbIX ayJUTYy, U COCTaB JaHHBIX, KOTOPHIE TOJHKHBI OBITh 3apETUCTPHPOBAHBI B KAXKIOH
3aIHCH.

B FAU GEN.2 «Accoumamusi wuaeHTHduKaropa mnoib3oBaTenss» DOBO  momkHbI
aCCOIIMMPOBATH COOBITHSA, MOTEHIIMAIBLHO TOJBEPraeMble ayAuTy, W JUYHBIE UACHTU(UKATOPHI
MOJIb30BaTENEH.

7.2.3 Ynpasaenne: FAU_GEN.1, FAU_GEN.2

JleiicTBUSI 11O YIIPABJICHUIO HE IPEYCMOTPEHBI.

7.2.4 Aynut: FAU_GEN.1, FAU_GEN.2

Het coObITuii, 1711 KOTOPBIX CIEAYeT NPelyCMOTPETh BOZMOKHOCTD ay/ANTA.

7.2.5 FAU_GEN.1 I'enepanusi JaHHbIX ayAuTAa

Wepapxuueckuii 1yist: HET HOJYMHEHHBIX KOMIIOHEHTOB.

3aBucumoctu: FPT STM.1 Hanexxuble METKU BpEMEHHU.

7.2.5.1 FAU_GEN.1.1

®BO A0mKHBI OBITH CIOCOOHBI T€HEPUPOBATH 3aIMCh ayIUTa AJIs CIENYIOUIMX COOBITUH,
MOTEHIUAIBHO MOJBEPIaeMbIX ayIUTY:

a) 3aIyCK U 3aBEpIICHUE BbIIOIHEHUS QYHKIUN aynTa;
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b) Bce coOBITHSI, TIOTEHIIMATBHO TMOJBEPTraeMble ayJInuTy, Ha [BBHIOOP (BBIOpPATh OJHO U3):
MUHUMATbHBLU, 6A308blll, 0eMAIUUPOSAHHDI, HeonpedeleHHbIl | YPOBHE ayauTa;

c) [Ha3HaueHuwe: Opyeue cneyuarbHo oOnpeoeneHHvle  COObLIMUSA,  NOMEHYUATbHO
noosepeaemvie ayoumy].

7252 FAU_GEN.1.2

®BO n0mKHBI PETUCTPUPOBATH B KaX/I0H 3aMKCH ayIuTa, CIEAYIOIIYI0 HH()OpMAIHUIO:

a) 7aTa U BpeMsl COOBITHSI, TUTI COOBITHS, UACHTU(PUKATOP CYOBEKTa U PE3yJIbTaT COOBITHS
(ycnemHbIi WIn HEYCIIEIIHbIN);

b) mias kaxkmoro Tuma COOBITHH, MOTEHIMAIBLHO TIOABEPraeMbIX ayAauTy, H3 4Hcia
OIpeJIeNIEHHBIX B (DYHKIIMOHAIBHBIX KOMIIOHEHTaX, KoTopble BkitoueHs! B [13/3b [HazHnauenue:
Opyeask OMHOCAWAACA K ayoumy ungopmayusi).

7.2.6 FAU_GEN.2 Accounauus uaeHTH(PHKATOPA MOIb30BaTES

Wepapxuueckuii 1yist: HET HOJYMHEHHBIX KOMIIOHEHTOB.

3aBucumoctu: FAU GEN.1 I'enepanus gaHHbIX ayuTa

FIA UID.1 Bsibop MoMeHTa uieHTU(pHKAIIIN

7.2.6.1 FAU_GEN.2.1

®bO nomxHBl OBITH CHOCOOHBI ACCOLIMHUPOBATH KaXJI0€ COOBITHE, MOTEHIIMAIBHO
MOJIBEpPraeMoe ayIuTy, ¢ HACHTU(PHUKATOPOM I0JIb30BATENS], KOTOPBIH OBLIT HHUIIMATOPOM 3TOTO
COOBITHS.

7.3 Anasm3 ayauta 6e3onacHoctu (FAU_SAA)

7.3.1 XapakTepucTHKa cemMeiicTBa

CemeiictBo FAU SAA omnpexnensier TpeOoBaHMS JUIsi aBTOMAaTH3HPOBAHHBIX CPEICTB,
KOTOpbIE aHAIM3UPYIOT MOKa3aTeslu (YHKIMOHUPOBAHHS CUCTEMbl U JaHHbBIC ayAuTa B LENSIX
MOMCKAa BO3MOXHBIX WJIM pEATbHbIX HapymIeHWH O€30MacHOCTH. OTOT aHaJh3 MOXKET
WCIIOJIb30BAThCS JUIS MOAJIEPKKH KakK OOHapy>KeHHs MPOHUKHOBEHHUS, TaK U aBTOMATHUYECKOM
peaxkiuy Ha 0kKM/1aeMOo€e HapylIeHHe 0€30I1aCHOCTH.

JleiicTBusl, TpeanpUHUMaeMble TpPH OOHApPYKEHUH HApYIIEHWH, MOTYT OBITh MpH
HEOOXOAMMOCTH OmpeneneHsl ¢ ucnoib3oBanueM cemeiictBa FAU ARP «ABromarnueckas
peakuus ayauTta 0e30MacHOCTHY.

7.3.2 Pan:XxMpoBaHue KOMIIOHEHTOB

FAU SAA.1 «AHaimM3 TMOTEHIUAIBLHOTO HApyIICHHS» TpeOyeTcss 0a30BBIA HOPOT
oOHapyKeHHs HA OCHOBE YCTAaHOBJICHHOTO HabOpa MpaBHUIL.

FAU SAA.2 «BbisiBneHue aHoMaiany, OCHOBaHHOe Ha mpoduie» ObO noanepkuBarOT
OTAeNbHBbIE MPO(UIN HWCIOIB30BAHUS CHCTEMBI, i€ MPOQUIb NMPEACTaBIsIeT COOOW IIa0IOHbI
MPEIbICTOPUM HMCIOJIb30BaHUS, BBHIMOTHSABIIMECS YYaCTHHUKAMHU LENEBOM TpyNIbl MNPOQUIIS.
LleneBas rpynma mpoduiis MOXKET BKIOYATh B ce0sl OJHOTO WJIM HECKOJbKHUX YYAaCTHHKOB
(HampuMmep, OTHENbHBIA IOJb30BATENb; IOJb30BAaTEIN, COBMECTHO MCIIONb3YIOIIKE OOIIMIA
UACHTU(PUKATOP WU OOIIKEe YYETHbIE TaHHBIE; MOJIb30BAaTEIN, KOTOPHIM Ha3HAYeHa OJHA POJIb;
BCE I10JIb30BATENIN CUCTEMBI UM CETEBOTO y3J1a), KOTOpbIe B3auMoeicTBYI0T ¢ @BO. Kaxxnomy
YY4aCTHUKY  [ENeBOM  rpymmbl  mpouiis  Ha3HA4YaeTcsl  MHIWBUIAYaIbHBIA  PEUTHHT
MO/I03PUTENBLHON AKTUBHOCTH, KOTOPBIM IIOKa3bIBa€T, HACKOJIBKO TEKYyIIUE I0Ka3aTean
NeUCTBUI  y4acTHHMKAa  COOTBETCTBYIOT  YCTAHOBJIGHHBIM  IIa0JIOHAM  HCHOJb30BaHMUA,
MIPE/ICTAaBICHHBIM B IIpoduiie. DTOT aHAIU3 MOXKET MPOBOJUTHCSA BO BpeMsl (QyHKLIMOHUPOBAHUS
OO wnu npu aHAMKU3€E TaHHBIX ayJUTa B IAKETHOM PEXKHIME.

FAU SAA.3 «lIpocras sppuctuka atakun» ®bO momkHbI OBITH CIOCOOHBI OOHAPYKUTH
BO3HUKHOBEHHE XapaKTEPHBIX COOBITHII, KOTOPBIE CBUICTENHLCTBYIOT O 3HAYUTENIBHON yrpose
ocymectBiaeHuto [IBO. DTOT MoMCK XapakTEpHBIX COOBITUN MOXKET IMPOUCXOAMUTH B PEXKHUME
peasbHOro BpeMEeHH WM IIPU aHAJIU3€ IaHHBIX ay/IuTa B TAKETHOM peXHUME.

FAU SAA.4 «Cnoxnas sBpuctuka arakn» ®PBO A0mKHBI OBITH CHOCOOHBI 3a1aTh U
OOHapYXUTh MHOTOLIATOBBIC ClieHApUHM NPOHUKHOBEeHHs. 3aech PBO crmocoOHBI CpaBHUTH
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coOblTUs B cucreMe (BO3MOXKHO, BBINOJHSIEMblE  HECKOJBKMMM  YYaCTHHKaMH) C
MIOCTIeIOBATEIbHOCTSIMU COOBITUH, N3BECTHBIMU KaK MOJHbBIE CIIEHapuH NpoHUKHOBeHUA. OBO
JOJDKHBI ~ OBITH  CIIOCOOHBI ~ yKa3aTh Ha OOHapy)KEHHE XapaKTePHOTO COOBITHS WU
MIOCTIeI0BATEIbHOCTH COOBITHI, CBUAETENBCTBYIOIUX O BO3MOKHOM Hapymeruu [150.

7.3.3 Yupasiaenue: FAU SAA.1

Hns  ¢yaxkumii ynpasiaenus u3 kinacca FMT wMoryr paccmarpuBaThbes —CIEAYHOIINE
NEUCTBHS:

ISO/IEC 15408 compoBoxaeHue (nobaBiieHHe, MOIUGHUKAIMS, yJaleHHe) NpaBul U3
Habopa mpaBuJ.

7.3.4 Ynpasienue: FAU_SAA.2

Jnst  pynkmuit  ynpaBiaenuss u3 kimacca FMT wmoryr paccmaTpuBaThCs  CIEAYIOIINE
JEUCTBUA:

a) comnpoBoxeHue (ymameHue, MoauduKamus, T00aBICHUE) TPYIIBI MOJb30BaTeNel B
LIEJIEBOM rpyTine mpoQuis.

7.3.5 Yupasaenune: FAU SAA.3

Jus  dyHkmit  ynpasieHuss u3 kimacca FMT MoryT paccMarpuBaThCsl CIEAYIOIIHE
JIEUCTBUS:

a) compoBoXaeHUE (ymaneHue, Moaudukanus, 100aBIeHUE) MOJAMHOXKECTBA COOBITHIA
CUCTEMBI.

7.3.6 Ynpasaenne: FAU_SAA4

Jns  pynkmuii  ynpaBiaeHus u3 kimacca FMT Moryr paccmaTpuBaThCs  CIEAYIOIINE
JIEUCTBUA:

a) comnpoBoxaeHue (ymameHue, MoauduKaius, JT00aBJICHUE) TMOJIMHOXECTBA COOBITUI
CUCTEMBI;

b) COTIPOBOXKICHUE (ynanenwue, MoaubuKaIus, n00aBJICHHE) Habopa
MOCTIeIOBATEIHHOCTEH COOBITHI CUCTEMBI.

7.3.7 Aynut: FAU_SAA.1, FAU_SAA.2, FAU SAA.3, FAU SAA 4

Ecu B I13/3b Brmoueno cemeiictBo FAU GEN «['eHepaumusi HaHHBIX —ayauTa
0€30MacHOCTHY, TO CIEAYEeT NPeayCMOTPETh BOZMOXKHOCTh aAyAUTA CIEIYIONINX ACHCTBUIA:

a) MUHUMAaJIbHBIN: OJKIIIOUEHUE U OTKIIOUYEHHE JTI000Tr0 U3 MEXaHU3MOB aHAJIN3a;

b) MUHUMaNbHBIA: ABTOMATUYECKUE PEAKLUU, BBIMNOIHIEMbIE WHCTPYMEHTAIbHBIMU
CpEICTBaMH.

7.3.8 FAU_SAA.1 AHau3 NOTEHIIHAJIbHOT0 HAPYLIEHUS

Wepapxuueckuii 1uis: HET HOJYMHEHHBIX KOMIIOHEHTOB.

3aBucumoctu: FAU GEN.1 I'eHepanus JaHHBIX ayauTa

7.3.8.1 FAU_SAA.1.1

@®BO pomwKHBI OBITH CIIOCOOHBI TNMPHUMEHSATh HAOOP TPABWII MOHUTOPHUHTA COOBITHIH,
MO/IBEPraoIIuXCcs ayuTy, U YKa3bIBaTh Ha Bo3MoxkHOe HapyieHue [1BO, ocHoBBIBasCch Ha 3TUX
IpaBWJIax.

7382 FAU_SAA.1.2

OBbO [0MKHBI OCYIIECTBIATH CJEAYIOIIME IIpaBWja IPU MOHUTOPUHIE COOBITH,
MIO/IBEPIalOIINXCS ayqUTY:

a) HAaKOIUIGHWE WIH OObEIMHEHUE W3BECTHBIX [HA3HAUCHUE: HOOMHOMCECEO
onpeoeeHHbIX  CcoObimuUll, NOMEHYUANbHO nodgepeaemvix ayoumy]|, yKa3bIBAIOUIMX Ha
BO3MO)KHOE HapyllleHue 0€30MacHOCTH;

b) [HazHaueHwue: opyaeue npasguial.

7.3.9 FAU_SAA.2 BrisiBj1eHHe aHOMAJIMH, OCHOBAHHOE Ha npoguie

Hepapxuuecknii uisd: HET IPYyTruX KOMIIOHEHTOB.

3aBucumoctu: FIA UID.1 Boi6op MoMeHTa uaeHTUUKaLuu
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7.39.1 FAU_SAA.2.1

®BO nomkHbI OBITH CHOCOOHBI CONPOBOXKIATH MPO(UIN UCIOIB30BAHUS CHUCTEMBI, TJe
KOKIbIH  OTHENbHBI  Mpoduiab  MpeAcTaBiseT HM3BECTHbIE IIA0JOHBI  MPEIbICTOPUU
UCIIOJIb30BAHUS, BBIMOJIHABIIMECS YYaCTHUKAMM [Ha3HAUEHUE: cneyuguxayus yenesou epynnvl
npoghuns).

7392 FAU_SAA.2.2

®BO 10mKHBI OBITH CIIOCOOHBI COMMPOBOXKIATH PEUTHHT MOIO3PUTENHHON aKTUBHOCTH JIJISI
KQKJOTO TOJIb30BATENsl, YbU JCHCTBHUS OTPaXCHbI B Mpoduie, Te PEUTUHT TOJ03PUTEIHHON
aKTUBHOCTH  TIOKa3blBa€T  CTENEHb  HECOIJIACOBAHHOCTH  JCHCTBHI,  BBINOJHSIEMbIX
MOJIb30BaTEIeM, C YCTAHOBJICHHBIMH IIA0JIOHAMHM HCIIOJNIB30BAHMS, MPEICTABICHHBIMU B
npodue.

7393 FAU_SAA.23

®bO nomwkHBl OBITH CHOCOOHBI YKa3biBaTh Ha oxumaemoe Hapymenue I[1BO, korna
PEUTUHT TMOJ03PUTENBHOW AKTHUBHOCTH I10Jb30BATENsl MPEBBIIIAET CIEAYIOLIME IOPOroBbIE
YCIIOBHS [Ha3HAUYEHUE: ycao8us, npu komopulx @BO coobwarom 06 aHOMAlbHbIX Oeticmausx].

7.3.10 FAU_SAA.3 DBpucTuKa aTaku

Wepapxuueckuii uist: HET APYTUX KOMIIOHEHTOB.

3aBUCUMOCTH: HET 3aBUCUMOCTEN.

7.3.10.1 FAU_SAA 3.1

®BO 101KHBI OBITH CIIOCOOHBI COMPOBOKIATh BHYTPEHHEE MPEACTABICHUE CIEAYIOLIUX
XapaKTEPHBIX COOBITHH [HAa3HAYCHHE: NOOMHOMCECMBO COObImull cucmemul], KOTOPbIE MOTYT
yKka3biBaTh Ha HapywmeHnue [150.

7.3.10.2 FAU_SAA 3.2

@®BO nomkHBI OBITH CIOCOOHBI CpPaBHUBATh XapaKTEpHBIE COOBITHUS C 3alUCHIO
nokasarene (YHKIMOHUPOBAHHS CHUCTEMbI, MOJYYEHHbIX Mpu 00paboTKe [Ha3HAuYEHUE:
ungopmayus, ucnorvzyemas Ois onpeoeenus nokazamenel QYHKYUOHUPOBAHUS cucmembl ).

73.103 FAU_SAA33

®bO nomwkHBl OBITH CHOCOOHBI YKa3blBaTh Ha oxupaemoe Hapymenue [1BO, korma
COOBITHE CHUCTEMBI COOTBETCTBYET XapaKTEPHOMY COOBITHIO, YKa3bIBaIOIIEMY Ha BO3MOXKHOE
Hapyumenue [160O.

7.3.11 FAU_SAA.4 CioxHasi 3JBPUCTHKA ATAKU

Wepapxuuecknii uisti: FAU _SAA.3 DBpucTuKa ataku

3aBUCUMOCTH: HET 3aBUCUMOCTEM.

7.3.11.1 FAU_SAA 4.1

®BO nomKHBI OBITH CIIOCOOHBI COMPOBOXKIATh BHYTPEHHEE MPEACTaBICHUE CIEAYIOLIUX
MOCNIE0BATENbHOCTEN COOBITUN M3BECTHBIX CILIEHApUEB MPOHUKHOBEHHUS [Ha3HAUYECHUE: CHUCOK
nociedosamenbHOCmell CoOObIMULL CUCMeEMbL, COBNAOeHUe KOMOPLIX XAPAKMEPHO OJisl U36ECMHBIX
cyeHapuee  NPOHUKHOGEHUs| W  CIENYIOIIUX  XapaKTEepHBIX  COOBITUH  [HAa3HAYEHUE:
NOOMHOXNCECMBO COObLIMULL cucmembl |, KOTOPblE MOTYT YKa3bIBaTh Ha BO3MOXXHOE HapyllEHUE
I1BO.

7.3.11.2 FAU_SAA 4.2

®BO 10KHBI OBITH CITOCOOHBI CPABHUBATH XapPaKTEPHBIE COOBITUS U TIOCIIEI0BATEIHLHOCTH
COOBITUH € 3alMChIO MOKa3aTesel (PyHKIMOHUPOBAHUS CUCTEMBbI, IOJYUYEHHBIX IIPU 00paboTKe
[Ha3HaueHUe: uHgopmayus, ucnorvzyemas O0isi onpeoeileHus noxkazameneu QYHKYUOHUPOBAHUsL
cucmemnt].

73113 FAU_SAAA43

®bO nomwkHBI OBITH CHOCOOHBI YKa3biBaTh Ha oxumaemoe Hapymenue I[1BO, kornma
MoKaszarenu (PYHKIHOHUPOBAHUS CHUCTEMBI COOTBETCTBYIOT XapaKTEpHOMY COOBITHIO WITU
IIOCJIEZI0BATEIBHOCTU COOBITHUMN, YKa3bIBAIOIIUM Ha BO3MoOkHOE HapymeHue [150.
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7.4 llpocmotp ayaurta 0e3onacHoctu (FAU_SAR)

7.4.1 XapakTepuCcTHKa ceMeiicTBa

CewmeiictBo FAU SAR omnpenenser TpeOoBaHUS K CPEACTBAM ayJauTa, K KOTOPBIM CJIEIYyeT
IIPEIOCTABUTH AOCTYI YIIOJIHOMOYEHHBIM IOJIB30BATENSAM JUIsl MCIOJIB30BAaHUSA IIPH IIPOCMOTpE
JAHHBIX ayaHTAa.

7.4.2 Pan:XMpoBaHue KOMIIOHEHTOB

FAU SAR.1 «IIpocmoTp aynuTa» MpeaocTaBiIseT BO3MOKHOCTh YUTATh HH(GOPMAIIUIO U3
3alucen ayIuTa.

FAU SAR.2 «OrpaHudeHHBI MPOCMOTP ayJauTa» COAEPKHUT TPEOOBaHUE OTCYTCTBUS
JIocTyna K HWHpOpMaluu KOMy-Inbo, Kpome monb3oBartenel, ykazanHbix B FAU SAR.1
«IIpocmoTp ayauray.

FAU SAR.3 «BbIOOpOYHBIH MPOCMOTP ayauTa» COJIEPKUT TpeOoBaHUE OTOOpa IaHHBIX
ayJuTa CpeACTBaMHU IIPOCMOTpPA ayJIMTa HA OCHOBE KPUTEPHUEB MPOCMOTPA.

7.4.3 Ynpasaenune: FAU_SAR.1

Jnst pynkmuit  ynpaBiaenus u3 kimacca FMT wMoryr paccmaTpuBaThCs — CIEAYIOIINE
JIEUCTBUA:

a) nojyiepkka (ynanenue, moaudukanus, 100aBJIeHUE) TPYIIIBI MOJIH30BATEICH ¢ TPaBOM
JIOCTYTIa K YTECHUIO 3aIluCcell ayauTa.

7.4.4 Yupasiaenue: FAU_SAR.2, FAU_SAR.3

JIeNCTBYSA 110 YIIPABICHUIO HE MPEyCMOTPEHBI.

7.4.5 Aypur: FAU_SAR.1

Ecmu B I13/3b Brmoueno cemeiictBo FAU GEN «['eHepaumusi JaHHBIX —ayauTa
0€30MMacHOCTHY, TO CIEAYeT NPeyCMOTPETh BOZMOXKHOCTh ayIuTa CISAYIOIUX JeHCTBUIL:

a) 6a30BbIii: YTeHNnEe MH(DOPMAIH U3 3aMTUCEH ayUTa.

7.4.6 Aynutr: FAU_SAR.2

Eciu B II3/3b BkmoueHo cemelictBo FAU GEN «['eHepanusi [OaHHBIX ayauTa
0€30MMacHOCTHY, TO CIEAYET MPEIyCMOTPETh BO3MOKHOCTD ayANTA CICIYIONINX ICHCTBHIA:

a) 6a30BBIii: HEYCIIEIIHBIE MOMBITKA YUTATh HH(OPMAILIMIO U3 3aMKCel ayIuTa.

7.4.7 Aynut: FAU _SAR.3

Ecmm B II3/3b Brmtoueno cemeiictBo FAU GEN «['eHeparusi MaHHBIX —ayaMTa
0€30MMacHOCTHY, TO CIEAYET MPEIyCMOTPETh BOZMOKHOCTh ayANTA CICIYIONINX ICHCTBHIA:

a) JeTaTM3UPOBAHHBIN: TApaMETPhI, UCTIONb3yEeMbIE TIPU TPOCMOTPE.

7.4.8 FAU_SAR.1 [IpocmoTp ayaura

Wepapxuueckuii 1yist: HET HOJYMHEHHBIX KOMIIOHEHTOB.

3aBucumoctu: FAU GEN.1 I'enepauus gaHHbIX ayauTa

7.4.8.1 Komnonent FAU_SAR.1.1

®BbO  mOomKHBI  OPENOCTABIATH  [HA3HAUYCHUE:  VNOJHOMOUYEHHble  NOJIb308ameliu]
BO3MOKHOCTb YUTATh [Ha3HAYCHUE: CNUCOK UHGOpMayuu ayouma] N3 3aNMCel ayanuTa.

7.48.2 FAU_SAR.1.2

®BbO nomKHBI TPEAOCTABNIATh 3alMUCH ayauTa B BHUJAC, IMO3BOJSIONIEM IOJIH30BATEIIO
BOCIPUHUMATH COJIEPKAIIYIOCS B HUX HH(POPMAIIHIO.

7.4.9 FAU_SAR.2 Orpann4eHHblIil IPOCMOTP ayAuTa

Wepapxuueckuii 1yist: HET HOJYMHEHHBIX KOMIIOHEHTOB.

3aBucumoctu: FAU SAR.1 [Ipocmotp aynuta

7.49.1 FAU_SAR.2.1

OBbO nomKHBI 3ampeniaTh BCEM IMOJIB30BATENSAM JOCTYIT K YTCHHIO 3aluced ayauTa, 3a
HCKIIIOYEHHEM MO0JIb30BaTeNIeld, KOTOPBIM SIBHO MPEAOCTABIIEH JOCTYI JJIsl YTEHHUS.

7.4.10 FAU_SAR.3 Bp10opouHbIii IPOCMOTP ayauTa

Wepapxuueckuii 1uist: HET HOJYMHEHHBIX KOMIIOHEHTOB.
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3aBucumoctu: FAU SAR.1 IIpocmotp ayaura

74.10.1 FAU_SAR.3.1

®bO MoKHBI TPENOCTaBIATh BO3MOXKHOCTBH BBITIOJHATH [BBIOOP: MOUCK, COpMUpOSKa,
ynopsaodouenue| JNaHHBIX ayauTa, OCHOBAaHHBIA Ha [HAa3HAUEHUE: Kpumepuu ¢ J102UYECKUMU
OMHOUEHUSAMUL].

7.5 Bo10op codbiTHii aynura 6e3onacuoctu (FAU_SEL)

7.5.1 IloBenenue cemeicTea

CewmeiictBo FAU SEL ompenenser tpeGoBaHusi Uit oTOOpa COOBITHI, KOTOpBIE OYyAyT
nozBeprarbes ayauTy Bo Bpems pyHkunoHupoBanHus OO, a Takke TpeOOBaHUS ISl BKIIOUEHUS
WA UCKITIOUEHHSI COOBITUH M3 COBOKYITHOCTH COOBITUH, ITOIBEPTaIOIIUXCSI Ay TUTY.

7.5.2 PaH:kupoBaHue KOMIIOHEHTOB

FAU SEL.1 «M30uparenbHbli ayauT» CONEP>KUT TpeOOBAaHHUS BO3MOXKHOCTH BKIIIOUCHUS
WM UCKITIOYEHHS] COOBITHSI U3 COBOKYIMHOCTH COOBITHUM, MOJBEPraloluxcs ayJuTy, Ha OCHOBE
aTpuOyTOB, onpeaensieMbIx pazpadorunkom I13/3b.

7.5.3 Ynpasaenune: FAU SEL.1

Jus  dyHkmit  ynpasieHuss u3 kimacca FMT MoryT paccMarpuBaThCsl CIEAYIOIIHE
JIEUCTBUS:

a) COTPOBOXK/ICHHUE MPaAB MPOCMOTpa/Mo U (PUKAIIH COOBITHI ayauTa.

7.5.4 Aynut: FAU_SEL.1

Ecmu B I13/3b Brmoueno cemeiictBo FAU GEN «['enepaumnsi JaHHBIX —ayauTa
0€30MacHOCTHY, TO CIEAYeT NPeayCMOTPETh BOZMOXKHOCTh ayAUTAa CIEIYIOIINX AeHCTBUIA:

a) MHHUMAJIBHBIA: Bce MOIU(UKAIMK KOHPHUTYypallMK ayAnuTa, IPOUCXOSAIINE BO BpeMs
cbopa JaHHBIX ayAuTA.

7.5.5 FAU_SEL.1 U30upaTtebHbIi ayquT

Wepapxuueckuii 1yist: HET HOJYMHEHHBIX KOMIIOHEHTOB.

3aBucumoctu: FAU GEN.1 I'eHepanus qaHHbIX ayuTa

FMT MTD.I Ynpasnenue nanasimu @50

7.55.1 FAU_SEL.1.1

®BbO #0mKHBI OBITH CIIOCOOHBI K BKJIIOYEHHUIO COOBITHI, MOTEHLHAILHO MOJBEPraeMbIX
ayJIuTy, B COBOKYITHOCTb COOBITHI, MOABEPratolUXCs ayJUTy, WIA K UX HCKJIIOUYEHUIO U3 3TOU
COBOKYITHOCTH MO CIEAYIOLIUM aTpudyTam:

a) [BBIOOD: uoenmughuxamop  obwvexkma, uoeHmughuxamop  noavzosamens,
uoenmughuxamop cyovekma, UOeHMmuGUKamop y3ia cemu, mun coovimust];

b) [HazHayeHHE: CHUCOK OONOIHUMENbHLIX ampudymos, HA KOMOPLIX OCHOBAHA
uzbupamenbHocms ayoumal.

7.6 Xpanenue nannbix ayaura oesonacHoctu (FAU _STG)

7.6.1 XapakTepucTHKa ceMeiicTBa

Cemeiicteo FAU STG ompenenser TpeOoBaHMs, TPH BBIMOIHEHUU KOTOphIX DBO
CIOCOOHBI CO371aBaTh M COMPOBOXKIATH KYpPHAJ ayauTa Oe30MacHOCTH. XpaHUMBIE 3aruch
ayauTa CChUIAIOTCS Ha 3alMCH B JKypHAJe ayJauTa, a He Ha 3aIllCH, KOTOPbIEe OBLIN BBI3BAHHI (BO
BPEMEHHOE XPaHWIHUIIE) MTOCPEACTBOM BHIOODA.

7.6.2 Pan:knpoBaHNe KOMIIOHEHTOB

B FAU STG.1 «3amuiieHHoe XpaHEHUE >KypHaja ayauTa» cojepxkarcs TpeOOoBaHUS
3aIUTHI KypHAJa ayJuTa OT HECAHKIIMOHUPOBAHHOTO YAAJICHUs /WX MOAU(PHUKAIUH.

FAU STG.2 «"apaHTuu JOCTYNMHOCTH JAHHBIX ayJlWTa» ONpPENEseT rapaHTUU TOTO, YTO
®BbO mnoanepX HUBalOT HMEIOIIMECS JaHHble ayAuTa MpU BO3HUKHOBEHUM HEXeJaTeabHON
CUTYallUH.

FAU STG.3 «/leiictBusl B cilydae BO3MOXKHOM IIOTEPH HaHHBIX ayIUTa» OIPENEISIET
NeNCTBUS, KOTOPbIE HEOOXOAUMO NPEAIPUHAT, €CJIM MPEBBILIEH 33JaHHbII MOPOT 3aM0JHEHUS
KypHaJla ayIuTa.
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FAU STG.4 «lIpenorBpaiieHne NOTEPH AAHHBIX AyJUTa» ONPEIEISAeT IECUCTBUS IpU
MEePENOJIHEHUH JKypHAJla ayIuTa.

7.6.3 Yupasaenue: FAU STG.1

JIeNCTBYSA 110 YIIPABIECHUIO HE IIPEyCMOTPEHBI.

7.6.4 Yupasaenune: FAU STG.2

Hns  ¢yaxkumii ynpasiaenus u3 kinacca FMT wMoryr paccmarpuBaThbes —CIEAYHOIINE
JNEUCTBHUS:

a) CONPOBOXKIEHUE IapaMETPOB, KOTOPBIE YIPABISAIOT BO3MOXKHOCTSIMU XPaHEHUS
KypHaJla ayJiuTa.

7.6.5 Ynpasaenue: FAU_STG.3

Jnst  pynkmuit  ynpaBiaenuss u3 kimacca FMT wmoryr paccmaTpuBaThCs  CIEAYIOIINE
JEUCTBUA:

a) OTCIIeKMBAHUE IOPOra 3ar0JHEHUS;

b) conpoBoxaenue (ynanenue, Mmoaudukanus, 100aBIeHNE) NEHCTBUIN, KOTOPhIE HYKHO
MIPEANPUHSATH PU BO3MOKHOM c00€ XpaHEHHUs KypHalla ayJuTa.

7.6.6 Ynpasaenue: FAU _STG.4

Jns  pynkmuii  ynpaBiaeHus u3 kimacca FMT wMoryr paccmaTpuBaThCs — CIEAYIOININE
JICUCTBUA:

a) cornpoBoxJeHue (ynmaneHue, Moaudukamnus, 100aBIeHHe) NEHCTBUM, KOTOPhIE HYKHO
MPEINPUHATH TP cO0e XpaHEHU KypHaJa ayInuTa.

7.6.7 Aynut: FAU_STG.1, FAU_STG.2

Hert coObITuii, 1715 KOTOPBIX CIAEAYET MPEAYCMOTPETH BO3MOKHOCTD ayINTA.

7.6.8 Aynutr: FAU STG.3

Ecmu B I13/3b Brmioyeno cemeiictBo FAU GEN «['eHepauusi JaHHBIX ayJauTa
0€30MacHOCTHY, TO CIEAYeT NPeayCMOTPETh BOZMOXKHOCTh ayIuTa CISAYIOIUX JeHCTBUIL:

a) 0a30BBIii: TPeIIPUHUMAEMBIE AEWCTBUS IOCIIE TPEBBIIICHNUS TOPOTa 3aIOJIHEHHS.

7.6.9 Aynur: FAU STG.4

Ecu B I13/3b Brmoueno cemeiictBo FAU GEN «['eHepaumusi HaHHBIX —ayauTa
0€30MacHOCTHY, TO CIEAYeT NPeayCMOTPETh BOZMOXKHOCTh ayAUTa CIAENYIOIUX NTEeHCTBUI:

a) 0a30BBIi: MpeIIPUHUMAEMBbIE ACWCTBUS MPU cO0E XPaHEHHUS )KypHAJIa ayAnTa.

7.6.10 FAU_STG.1 3amuienHoe XpaHeHHe ’KypPHAJIa ayJuTa

WNepapxuueckuii 1uist: HET HOJYMHEHHBIX KOMIIOHEHTOB.

3aBucumoctu: FAU GEN.1 I'eHepanus JaHHBIX ayauTa

7.6.10.1 FAU_STG.1.1

ObO [OoMKHBI 3alUIIATh XpaHUMbIE 3alMUCH  ayauTa OT HECAaHKIIMOHUPOBAHHOTO
ylaaeHHus.

7.6.10.2 FAU_STG.1.2

®BO n0mKHBI OBITH CITOCOOHBI [BBIOOP (BBIOpPATh OJHO U3): NPEOOMEPAAMb, BbIAGIAMD |
HECAHKIIMOHUPOBAHHYIO MOIM(UKAIINIO XPAHUMBIX 3aIACEH ayuTa B KypHaJe ayauTa.

7.6.11 FAU_STG.2 I'apaHTHH JOCTYIIHOCTH JAHHBIX ayUTa

Wepapxuuecknii 1uis: FAU _STG.1 3amunienHoe XpaHeHHe )KypHala ayIuTa.

3aBucumoctu: FAU GEN.I I'enepanus gaHHbIX ayuTa

7.6.11.1 FAU_STG.2.1

®BbO [0/KHBI 3alIMIIATh XPaHUMBIE 3alUCH  ayJuTa OT HECAHKIIMOHHUPOBAHHOIO
yaageHusl.

7.6.11.2 FAU_STG.2.2

®BO nomxKHBI OBITH CITOCOOHBI [BBIOOP (BBIOpATh OHO W3): NPEOOMEPAWAMb, BbLAGIAMD |
HECaHKIMOHUPOBAHHYIO MOAU(PHUKAIINIO XPAaHUMBIX 3alIUCEH aynTa B KypHAJle ayuTa.
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7.6.113 FAU_STG.2.3

@®BO nomkHbI obecneunBaTh MOMJEPKKY [Ha3HAUCHHE: MOKA3amenlb COXPAHHOCMU
3anucell ayouma)] TPy HACTYIUICHUH CIIEIYIOUIUX COOBITHH: [BBIOOP: nepenonnenue icypHaia
ayouma, coou, amaxda).

7.6.12 FAU_STG.3 JleiicTBusi B ciiyyae BO3MOKHOM MOTEPH TAHHBIX ayUTa

Hepapxuueckuil 1iis: HET NOAYUHEHHBIX KOMIIOHEHTOB.

3aBucumoctu: FAU STG.1 3amuinenHoe XpaHeHue KypHajia ayJIuTa

7.6.12.1 FAU_STG.3.1

®OBO nomKHBI BBIMOIHATE [Ha3HAUYCHHE: OelCmEUsl, KOMopble HYHCHO NPEONPUHUMAMb 6
cnyuae 803MOJNHCHO20 005 XpaweHus HCYPHANA ayoumal, ecli KypHal ayauTa TNpeBBIIIaeT
[HazHAaueHMeE: npunamoe oecpanuyerue).

7.6.13 FAU_STG.4 IlpenorBpaiieHue norepu JaHHBIX ayIuTa

Uepapxuueckuit pns: FAU STG.3 JleiicTBusi B cilydae BO3MOXHOM MOTE€pPU JTaHHBIX
ayJuTa.

3aBucumoctu: FAU STG.1 3amuiieHHoe XpaHeHHe )XypHalia ayauTa

7.6.13.1 FAU_STG 4.1

®BO nomxHBI [BBIOOP (BBIOpATh OJTHO U3): «USHOPUPOBAMb COObIMUS, NOO8eparouuecst
ayoumyy, «npedomepawamao cobbimusl, nooeepaarouuecs ayoumy, uckmouas
npeonpuHumMaemvle  YNOIHOMOYEHHbIM — NONb308amMeNeM €O  CNeYUdIbHbIMU — NpAGaAMUY,
«3anucvléams NoBepx CaMmblx CMapvlx XpaHuMvblX 3anuceu ayouma» W [Ha3HAUYEHUE: ApPYyTue
NEHCTBHS, KOTOPbIE HYXKHO MPEANPUHUMATH B CIydae BO3MOXKHOTO cOOSl XpaHEHHUs KypHaja
ayauTa] py NEepenoJHEHUH KypHala ayIuTa.

8 Ki1ace FCO: CBa3b

Knacc FCO copepxuT /1Ba ceMENCTBa, CBSI3aHHBIE C YBEPEHHOCTHIO B WJIEHTUYHOCTH
CTOPOH, YyYacTBYIOUIMX B OOMEHE [aHHBIMH: WJAECHTHYHOCTBIO OTIIPABUTENS IEepPEeJaHHON
uHpopManuy (JOKA3aTeNbCTBO OTIPABICHHS) W HWACHTHYHOCTBIO TIIONydaTelNsl IepelaHHON
uHpOpMaMy  (JI0KAa3aTenbCTBO IOJYYECHHUs). OTH CeMEHCTBa 00ECle4nMBalOT TO, YTO
OTIIPABUTENIb HE CMOXKET OTPUIATh (PaKT OTIPABIICHHS COOOIICHHUs, a MOJIydaTeslb HE CMOXKET
OTpULATh (aKT ero MOJyIEeHUS.

Pucynok 8 — FCO: [lekomMno3unus Kjacca cBsI3H

8.1 Heotka3zyemocts ornpaBJjienusi (FCO_NRO)

8.1.1 XapaxkTepucTuka cemeiicTea

CemeiictBo  FCO NRO oOecneunBaeT HEBO3MOXXHOCTh OTPHUIIAHUS OTIPABUTEIEM
uHpopmanuu ¢akra ee ormpasiaeHus. CemeiictBo FCO NRO coxepxur tpeGoBaHue, 4TOOBI
®BO obecnieunan METO MPEIOCTABICHUSI CYObEKTY-I10JIy4aTeN0 CBUIETENbCTBA OTIPABICHUS
uHpopMaluu. ITO CBUAETEIBCTBO MOXKET OBbITh 3aTeM BepU(UIUPOBAHO 3TUM CYOBEKTOM HIIU
IPYTUMHU CyOBEKTaMHu.
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8.1.2 Pan:kupoBanue KOMIIOHEHTOB

FCO _NRO.1 «/306uparenbHoe 0Ka3aTelabCTBO OTIIPABICHHS» COJIEPKUT TpeOOBaHHE,
4qr0061 @BO mnpenocTaBuIN CyObEKTaM BO3MOKHOCTB 3alIPOCUTh CBHETEILCTBO OTIPABICHUS
uHpOpMaIUu.

FCO NRO.2 «IpunynuTenbHOE J0KA3aTEILCTBO OTIPABICHUS» COIEPKHUT TpeOOBaHHE,
4y10061 ®BO BCerja reHepupoBaiu CBUIETEIBCTBO OTIPABICHUS NIepeaaBaeMoii HHpOpMaInu.

8.1.3 Ynpasaenne: FCO_NRO.1, FCO_NRO.2

Hns  ¢yakumii ynpasiaenus u3 kiaacca FMT wMoryr paccmarpuBaThbes —ClEAyHOIINE
NECUCTBHS:

a) ynpapJeHHE M3MEHEHUSMH THIIOB U Moyiell nHpopManuu, aTpuOyTOB OTHpaBUTENEH
nHpOpMaLMU U NTOJTyyaTesaed CBUAETENIbCTB.

8.1.4 Ayaur: FCO_NRO.1

Ecim B TI3/3b Brmtoueno cemeiictBo FAU GEN «['eneparusi nNaHHBIX —ayaMTa
0€30IaCHOCTHY, TO CJIEYET MPEeyCMOTPETh BOZMOKHOCTh ayAAUTa CISAYIOMNX eHCTBUMI:

a) MUHUMAJbHBIA: HIEHTU(GUKATOP TOJIb30BaTENsA, KOTOPHI 3ampoCHil TeHEpaluio
CBUJETEIbCTBA OTIIPABIICHUS;

b) MuHUMAaBHBIN: oOpalieHe K (PYHKIIMH HEOTKa3yeMOCTH;

c) OazoBbii: maeHTH(UKAIUS WHPOPMAIMHU, TMOTy4aTeds] U KONUH IPEJIOCTABISEMOTO
CBH/IETEIILCTBA,

d) neranu3upoBaHHBIN: HACHTU(UKATOP TOIH30BATEINS, KOTOPBIN 3aIIPOCHIT BepU(UKAIIHIO
CBH/IETEIILCTBA.

8.1.5 Ayaur: FCO_NRO.2

Ecmm B II3/3b Brmroueno cemeiictBo FAU GEN «['eHeparusi JHaHHBIX —ayaMTa
0€30MaCHOCTHY, TO CJIEYET MPEeIyCMOTPETh BOZMOKHOCTh ayAAUTa CIEAYIOIMINX JIeHCTBUMA:

a) MUHMMAaJIbHBII: oOpaleHne K QyHKIIMY HEOTKAa3yeMOCTH;

b) OazoBwIii: maeHTH(UKAUS WHPOPMALNHK, TOIYYaTeNs W KOMHUU IPEIOCTABISIEMOTO
CBH/IETEIILCTBA,

C) IeTaTU3UPOBAHHBII: UICHTH(PHUKATOP MOJIE30BATENS], KOTOPBIA 3apOCHi BepUPUKAITUIO
CBH/IETEIILCTBA.

8.1.6 FCO_NRO.1 U30upaTeabHOe 10KA3aTeJbCTBO OTIPABJIEHHUS

Wepapxuyeckuil 171s1: HET MOAYMHEHHBIX KOMIIOHEHTOB.

3aBucumoctu: FIA UID.1 Beibop MOMeHTa HACHTHDUKAIINA

8.1.6.1 FCO_NRO.1.1

@®BO nomxHbI OBITH CIOCOOHBI TEHEPUPOBATH CBUJIETEIIHCTBO OTIIPABIICHUS TTEpe1aBaeMOi
[Ha3HAUEHUE: CHUCOK MUnos uHgopmayuu] NpU 3ampoce [BBIOOP: omnpasumens, noxyuamend
[HazHauenue: cnucox mpemovux auy] .

8.1.6.2 FCO_NRO.1.2

®BO nmomxHBI OBITh CHOCOOHBI  CBSI3BIBATh [HA3HAUCHHWE: CHUCOK —ampubymos]
OTIpaBUTENSE UHGOPMAIIUU U [Ha3HAUCHUE: CHUCOK UHGOPpMAyUoHHbIX noiell| uHGOpMAIH, K
KOTOPOM NMPUJIaraeTcsi CBUJETEIbCTBO.

8.1.6.3 FCO_NRO.1.3

®BbO  OMWKHBI  MPEJOCTaBIATh  BO3MOXHOCTH  BEPU(PHUIMPOBATH  CBHUIETEIHCTBO
OTIIpaBJIeHUsI HHPOPMALIUH [BBIOOP: omnpasumens, nonyuamens [HasHauyeHue: CRUCOK MPembux
Juy]] mpy yCTAaHOBIIEHHBIX [Ha3HAUCHUE: 02PaHUUEHUs HA C8UOeMeNbCMB0 OMNPAGIeHU ).

8.1.7 FCO_NRO.2 lIpunyauTe/ibHOE 10KA3aTeIbCTBO OTIPABJIEHUSA

Nepapxuueckuit 1us: FCO_NRO.1 U36upaTenbHoe 10Ka3aTeNbCTBO OTIPABICHHUS.

3aBucumoctu: FIA UID.1 Boi6op MmoMeHTa uaeHTUUKaLuu

8.1.7.1 FCO_NRO.2.1

OO [fomKHBI Bceraa OCYWIECTBJIATh TeHEPALMI0 CBUACTEIbCTBA OTIPABICHUS
nepenaBaeMoi [Ha3HauYeHHUE: CRUCOK MUN08 UHpopmayuu].
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8.1.7.2 FCO_NRO.2.2

®bO fomKHBI OBITH CIOCOOHBI CBSI3BIBATH [HA3HAYCHHE: CHUCOK ampubymos)
OTIpaBUTEN MH(DOPMALMK U [Ha3HAYCHUE: CHUCOK UHPOPpMAYUOHHBIX noseti] NHPOpMaLuH, K
KOTOpO#1 IpuJ1araeTcs CBUJIETENbCTBO.

8.1.7.3 FCO_NRO.2.3

®BbO  OMWKHBI  MPEJOCTaBIATH  BO3MOXHOCTH  BEPHU(PHUIMPOBATH  CBHUICTEIHCTBO
OTIPaBJICHUs UH(OPMALMHU [BBIOOP: omnpasumens, noiyuamens [Ha3HauyeHue: CRUCOK MpPembux
Juy/] IpU yCTAaHOBJICHHBIX [HAa3HAUYCHUE: 0ZPAHUYEHUS HA CBUOEMeNbCMBO OMNPABIEHUSL).

8.2 Heotka3zyemocts nosyuenusi (FCO_NRR)

8.2.1 Xapaxkrepucruka cemeiicTsa

HeorkazyemocTh mnosiyuyeHHs 00eCreunBaeT HEBO3MOXHOCTb OTPULAHMS IOJIydaTeneM
uHpopmanuu ¢pakra ee norydenus. CemeiictBo FCO NRR conepxur tpeboBanue, utoost PO
obecrneynsii - METOJl NPEAOCTABICHHUsSI CyOBEKTY-OTIPABUTENIO CBUIETENbCTBA IOJIYUYECHUs
uHpopMaluu. ITO CBUAETEIBCTBO MOKET OBITH 3aTeM BepU(UIIUPOBAHO 3TUM CYOBEKTOM HIIU
JIPYTUMH CyOBEKTaMHU.

8.2.2 Pan:xMpoBaHue KOMIIOHEHTOB

FCO NRR.1 «M30upaTenpbHoe I0Ka3aTEIbCTBO IMOJYYCHHUS» COACPKUT TpeOOBaHHME,
yr0061 ®BO mpenocraBuiIM CyObEKTaM BO3MOXKHOCTH 3allPOCUTH CBUAETENBCTBO MOTYUYCHUS
nHpopMaIuu.

FCO_NRR.2 «IIpuHyanuTenbHOE OOKa3aTeIbCTBO IOJIYUEHHS» COACPKUT TpeOOoBaHHE,
4y100b1 @O Bcerja reHepupoBaiu CBUAETEILCTBO MOTYUYEHUS PUHATON HH(OPMALIHH.

8.2.3 Ynpasaenune: FCO_NRR.1, FCO_NRR.2

Hns  dysxuuit ynpaBinenuss u3 kinacca FMT Moryr paccMaTpuBaThCsl ClIEAYHOLIME
JEUCTBHUS:

a) ynpapJeHME M3MEHEHUSIMH THIIOB U Mosiell MH(popMaluM, arpuOyTOB OTIpaBUTENIEH
nHpOpMAINY U IPYTUX MOTydaTese CBUAETEIbCTB.

8.2.4 Ayaut: FCO_NRR.1

Ecmu B I13/3b Brmoueno cemeiictBo FAU GEN «['eHepauuss JaHHBIX —aynuTa
0€30I1aCHOCTU», TO CJIEAYET MPEeyCMOTPETh BO3MOKHOCTh ayAUTa CICAYIOIIUX eHCTBUMI:

a) MUHUMAIBHBIA: WIACHTU(GHUKATOP TIIONB30BATENs, KOTOPBIM 3ampOCHI TEHEpPAaIUIo
CBH/IETENILCTBA MOJTy4EHHUS,;

b) MUHIMaTBHBIN: OOpamieHue K QyHKIINH HEOTKa3yeMOCTH;

c) Oa3oBbIii: MAeHTU(UKaUsA HHPOpPMALMHU, MOTy4aTedss M KONMM IMPEeI0CTaBISIEMOIo
CBUJIECTEIbCTBA;

d) neranu3upoBaHHBINA: HIEHTU(UKATOP MOIb30BATEINSA, KOTOPBIN 3alPOCUI BepU(DUKALIUIO
CBH/IETEIILCTBA.

8.2.5 Ayaur: FCO_NRR.2

Ecmm B II3/3b Brmtoueno cemeiictBo FAU GEN «['eHeparusi JMaHHBIX —ayaMTa
0€30MaCHOCTHY, TO CJIEAYET MPEIyCMOTPETh BOZMOKHOCTh ayANTa CISAYIOMINX JICHCTBUMA:

a) MUHMMAaJIbHBII: oOpaleHne K QyHKIIMY HEOTKAa3yeMOCTH;

b) 6aszoBblii: uneHTuuUKanusg HUHQOPMAIMK, MOIydaTeas U KOMHH IPEIOCTaBISIEMOro
CBUJETEIBLCTBA;

C) JeTaJIU3UPOBAHHBIN: UAEHTU(UKATOP MOIB30BATENS], KOTOPBIN 3apOoCHil BEpUPUKALINIO
CBH/IETEIILCTBA.

8.2.6 FCO_NRR.1 U36upartebHoe 10KA3aTEJIbCTBO MOJTYy4YeHUSA

Hepapxuueckuil 171s1: HET MOAYUHEHHBIX KOMIIOHEHTOB.

3aBucumoctu: FIA UID.1 Boi6op MmoMeHTa uaeHTUUKaLuu
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8.2.6.1 FCO_NRR.1.1

®BO nomxHBI OBITH CHOCOOHBI T'E€HEPHPOBATH CBUIETEIHCTBO IOJIYUYEHHUS MPUHATOU
[Ha3HaueHue: cnucok munog ungopmayuu| IpU 3ampoce [BbIOOP: omnpasumensv, NOxyYamend
[Ha3nauenue: cnucox mpemoux nuy]|.

8.2.6.2 FCO_NRR.1.2

®BO momxHBI OBITH CHOCOOHBI CBA3BIBATH [HA3HAUCHUE: CNUCOK ampubdymos] moydareis
nHpoOpManui U [HA3HAYEHHE: CHUCOK UHGOPpMaAyuoHHbIX noseti| WHPOPMAIMH, K KOTOPOU
MIPHUJIAraeTCs CBUAETEIHCTBO.

8.2.6.3 FCO_NRR.1.3

®BO momKHBI MPEAOCTABIATH BO3MOKHOCTh BEpU(DHUIIUPOBATH CBUICTEIHCTBO IMOTYICHHUS
uHpopmanuu [BeIOOp: omnpasumens, nonyuamensv [HasHauyeHue: CNUCOK mpembux auyl] Tpu
YCTaHOBJICHHBIX [HA3HAYCHUE: 0PAHUYEHUS HA CBUOEMENbCMBO OMNPABIEeHUA].

8.2.7 FCO_NRR.2 IIpunyauTeibHOE 10KA3aTEJIbCTBO MOJyYeHUS

Uepapxuueckuit 1s: FCO_NRR.1 M30uparenbHoe 10Ka3aTenbCTBO MOTyYSHHS

3aBucumoctu: FIA UID.1 Bribop MoMeHTa naeHTHDHUKAITAN

8.2.7.1 FCO_NRR.2.1

ObO AOMKHBI OCYLIECTBJATH TeHEPALMI0 CBUICTENBCTBA IOJYYCHHUS MPUHSATOM
[Ha3HaueHME: cnucok munog uHgopmayuu].

8.2.72 FCO_NRR.2.2

®OBO A0mKHBI OBITH CIOCOOHBI CBA3BIBATH [HA3HAUYCHUE: CHUCOK ampubymog] moiydarens
nHpopManuu M [HAa3HAYCHHE: CHUCOK UHGOPpMaAYUuoHHbIX noseti] WHPOPMAIMH, K KOTOPOH
MIPUJIAraeTcs CBUIETEIBCTBO.

8.2.7.3 FCO_NRR.23

®BO MoMmKHBI PEAOCTABIATH BO3MOKHOCTh BEpUDHUITUPOBATH CBUICTEIHCTBO IMOTYICHHUS
nHopManuu [BBIOOp: omnpasumens, noayuamens [HaA3HaA4eHue. CNUCOK mpembux auyl] npu
YCTAHOBJICHHBIX [Ha3HAYEHUE: OSPAHUYEHUS HA CBUOEMENbCEO OMNPABIEHUsL).

9 Kuace FCS: Kpunrorpadpuueckasi noaaepxka

®BbO MOryT HCHONB30BaTh KpuUNTOTpaduveckue (HYHKIIMOHAIBHBIE BO3MOXXHOCTH IS
CONICHCTBUSL JOCTHKEHUIO HEKOTOpBbIX, Hambojee BaxHBIX IHenei Oe3omacHoctH. K HuMm
oTHOCATCS (HO WMH HE OTPAaHWYHMBAIOTCA) CIEAYIOIIUMEe IeNu: WIACHTU(UKAUS |
ayTeHTU(UKALNUs, HEOTKa3yeMOCThb, JOBEPEHHBI MapIIpyT, JTOBEPEHHBINH KaHal, pa3jelcHHUe
nanablx. Knace FCS mpumenstor, ecmu OO umeer kpuntorpadudeckne QyHKIIMH, KOTOPHIE
MOTYT OBITh pEaiM30BaHbI aNMapaTHBIMH, MPOTPAMMHO-ANNAPaTHBIMA W/WIH MPOTpaMMHBIMU
CpeICTBaMH.

Kinace FCS «Kpunrorpaduueckast nojgaepxkka» coctouT u3 aByx cemericts: FCS CKM
«Ynpaenenue kpuntorpapuueckumu kmodyamu» U FCS COP  «Kpunrorpadudueckue
omepauun». B cemeiictBe FCS CKM «YmpaBieHne KpUNTOTPAQUUECKUMH —KITIOUAMI)
PaccMOTpPEHBI acMeKThl YIpPaBICHUsS KpUNTOrpaguueckuMu KIHOYaMH, TOT/Ia KaKk B CeMEHCTBE
FCS COP «Kpunrorpadguyeckue omepanuun» pacCMOTPEHO MPAKTUUECKOE MPUMEHEHUE ITHX
KpUNTOrpaQuuecKux KIHUeH.

9.1 Ynpasiaenue kpuntorpapudeckumu kiawdamu (FCS_CKM)

9.1.1 XapakTepuCTHKA ceMeiicTBa

Kpunrorpaguueckumu KiaroyaMu HEOOXOIMMO YIPABISATh Ha TMPOTSKEHHUU BCETO HX
xu3HeHHoro 1ukia. CemeiictBo FCS CKM mnpenHa3sHaueHoO [ MNOAAECPKKH >KHU3HEHHOIO
LUKJIa ¥ TI0O3TOMY OIpeaeNnsieT TpeOOBaHUs K CIEAYIOIUM JAEHCTBUAM C KpUnTorpadguyeckuMu
KJIIIOYaMM: TE€Hepalus, pacupeneieHue, AOCTYH K HMUM M MX YHUYTOXEHUE. DTO CEMEHCTBO
ClIeyeT UCNOJIb30BaTh B CIIy4asX, €CIM UMEIOTCA (YHKIMOHAJIbHbIE TPEOOBAHUS YIPaBICHUS
KpUnTorpaguuecKuMH KIIF0OYaMHu.
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________________________________________________________________________

Pucynok 9 — FCS: [lekoMno3unus KJacca Kpunrorpapuueckoi noaaep:xxu

9.1.2 Pan:kupoBaHue KOMIIOHEHTOB

FCS _CKM.1 «I'enepanusi Kpunrorpaguyeckux KIIOUeH» COACPKHUT TpPeOOBaHUS K X
CO3/IaHHI0  COTJIACHO OMNpEAENICHHOMY aIrOpUTMy M JJIUHE KI04Ya, KOTOpble MOTYT
OCHOBBIBAaThCsI HA COOTBETCTBYIOILIEM CTaHAAPTE.

FCS CKM.2 «Pacnpenenenue KpunTorpaduyecKux KIHOUYEH» COMECPKHUT TpeOOBaHUE HX
pacrnpesiesieHuss  ONpPENEICHHBIM  METOJO0M,  KOTOphIi ~ MOXET  OCHOBBIBAaTbCS  Ha
COOTBETCTBYIOILIEM CTaHIapTeE.

FCS CKM.3 «Jloctyn K KpunTorpaguyeckuM KIO4YaM» COAEPKUT TpeboBaHHE
OCYILIECTBIIEHUS JIOCTYNla K HHUM COIJIACHO ONPEJECIIEHHOMY METOIy, KOTOPBIA MOKET
OCHOBBIBAaThCsI HA COOTBETCTBYIOILIEM CTaHAAPTE.

FCS CKM.4 «YHUYTOXEHHE KPUNTOrpapuUecKuX KIOUYeH» COACPKUT TpeOOBaHWE HX
YHUUYTOXKEHUS COIJVIACHO OINpPEAEICHHOMY METOAY, KOTOpPBIH MOXET OCHOBBIBaTbCS Ha
COOTBETCTBYIOILIEM CTaHapTe.

9.1.3 Ynpasaenue: FCS_CKM.1, FCS_CKM.2, FCS_CKM.3, FCS_CKM.4

g dynkuuit ynpasnenus u3 kinacca FMT He npeycMOTpeHbl 1edCTBUS MO YIPABICHUIO.

9.1.4 Ayaur: FCS_CKM.1, FCS_CKM.2, FCS_CKM.3, FCS_CKM 4

Eciu B II3/3b BkmoueHo cemeiictBo FAU GEN «['eHepamusi JaHHBIX —ayauTa
0€30MaCHOCTHY, TO CJIEAYET MPEIyCMOTPETh BOZMOKHOCTh ayAUTa CISAYIOMINX JICHCTBUMA:

a) MUHUMAaJbHBIN: YCTICUTHBIA WIIM HEYCIICUTHBINA pe3yabTaT NeHCTBUS;

b) 0Oa3oBbIi: aTpuOyThI OOBEKTA M COJCp)KAHHUE OOBEKTa, 3a HWCKIIOYCHHEM JIFOOOH
YyBCTBUTEIbHOU MH(OpMaIUU (HapUMeEp, CEKPETHBIX WU MPUBATHBIX KIIOYEH).

9.1.5 FCS_CKM.1 I'enepanusi kpunrorpagu4ecKux KJrodei

Wepapxuueckuii 1uist: HET HOJYMHEHHBIX KOMIIOHEHTOB.

3aBucumoctu: [FCS CKM.2 Pacnipenenenne kpunrorpadhuyeckux KIo4deH, i

FCS_COP.1 Kpunrorpaduueckue onepaunuu|

FCS_ CKM.4 Yanuroxxenrne KpunTorpapuueckux Kirouen

9.151 FCS_CKM.1.1

®bO fomKHBI TIeHepUpoBaTh KpUNTOrpaUyecKue KIOYM B  COOTBETCTBHM C
OTIpeIeTICHHBIM AITOPUTMOM [Ha3HAUCHUE: AI2OpUmM 2eHepayuy Kpunmozpaguueckux Kuoyel |
W JIMHOM [HA3HAuYeHUWE: OJuUHbl Kpunmozpaguueckux Kirodeli], KOTOPbIE OTBEYAIOT
CIIeyIOIIEeMY: [Ha3HAUCHUE: CNUCOK CINAHOAPMOE].

9.1.6 FCS_CKM.2 Pacnpene/ieHne KpUNTorpapuyeckux Kia4en

Hepapxuueckuii uisd: HET IOJYMHEHHBIX KOMIIOHEHTOB.

3aBucumoctu: [FDP_ITC.1 Umnopt nanHbIx nonb3oBarens 6e3 arpuOyToB 0€301acHOCTH,
170171
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FDP_ITC.2 UmnopT AaHHBIX MOJIb30BATENs ¢ aTpuOyTaMu 0€30MacHOCTH, WU

FCS_CKM.1 I'enepanust Kpunrorpapuueckux KiIrouek |

FCS CKM.4 YHuuTOXEHNE KPUNTOTPAPUIECKUX KITHOUEH

9.1.6.1 FCS_CKM.2.1

®bO A0mKHBI pacHpenensTh Kpunrorpaduyeckue KIHOYA B COOTBETCTBHH C
OIpeJICIEHHBIM METOJO0M [Ha3HAYeHHE: METOJ| pacnpedeneHus Kpunmozpaguueckux Kioudeil],
KOTOPBIN OTBEYAET CIEAYIONIEMY: [Ha3HAUCHHUE: CHUCOK CIAHOAPmMO8].

9.1.7 FCS_CKM.3 JlocTtyn kK Kpunrorpagu4ecKumM KJI04am

Hepapxudeckuil 17s: HET MOAYUHEHHBIX KOMIIOHEHTOB.

3asucumoctu: [FDP_ITC.1 Mnopt naHHBIX Mosib30BaTels 6e3 aTpuOyToB 0€301acHOCTH,
WIH

FDP_ITC.2 MIopT AaHHBIX MOJIB30BATENs C aTpuOyTamMu 0€3011acHOCTH, WIH

FCS CKM.1 I'enepanust kpunTorpapuyecKux KIroueH |

FCS_CKM.4 YHuutoxeHue KpunTorpadpuueckux Kioden

9.1.7.1 FCS_CKM.3.1

@®BO n1omKHBI BRIOIHATH [Ha3HAYCHUE: MUN 00CMYNd K KpUnmozpaguieckum Kuodam] B
COOTBETCTBUM C OINPEAEICHHbIM METOJOM JOCTyNa [Ha3HadyeHue: memoo Oocmyna K
Kpunmozpaghuueckum Kuouam|, KOTOPBIA OTBEYAeT CIEAYIOIIEMY: [Ha3HAYEHUE: CHUCOK
cmanoapmos].

9.1.8 FCS_CKM.4 YHHUYTOKeHHE KPUNITOrPpauYeCKUX KJII0YeH

Wepapxuueckuil 171s1: HET MOAYUHEHHBIX KOMIIOHEHTOB.

3aBucumoctu: [FDP_ITC.1 UMnopt naHHBIX mofb30BaTens 6e3 aTpuOyToB O€30MaCHOCTH,
WIH

FDP_ITC.2 UMIopT JaHHBIX MOJIB30BATENs C aTpuOyTaMu 0€301acHOCTH, WIH

FCS CKM.1 I'enepanust KpunTorpapuyecKux KIroueH |

9.1.8.1 FCS_CKM 4.1

®BO nomKHBI YHUUTOXKATh KPUITOIpapUUeCKUe KIIIOYU B COOTBETCTBUHU C ONPEIEICHHBIM
METOJIOM [Ha3HAYCHUE: Memo0 YHUYMOMNCEHUs Kpunmozspaguueckux Kiuroyetl], KOTOPBINA
OTBEYAET CIEAYIOIIEMY: [Ha3HAUCHHE: CNUCOK CIMAHOapmos).

9.2 Kpunrorpaguyeckue onepauuun (FCS_COP)

9.2.1 XapakTepucTuKa ceMeincTBa

Jlisi KOpPPEKTHOTO OCYIIECTBICHUS KPHUNTOTpapHUUECKHX oOmepanuii HX HEoO0X0IUMO
BBINOJIHATh B COOTBETCTBUU C OIPENECIEHHBIM AITOPUTMOM M KPUNTOrpaUuYeCKUMHU KIHOYaMu
orpeieIeHHON JUHBI. [laHHOEe ceMeCTBO cienyeT MPUMEHSTh BCIKUN pas, eci HE0OX0IMMO
BBINOJIHATE KPUIITOrpahuyecKue oneparuy.

K kpunrtorpaduyeckuM omnepanusiM OTHOCATCS: 3aliM(poBaHue W/WiM pacliuppoBaHUE
TAHHBIX, TeHepaIysl W/nin Bepudukanus muppoBbIX MOANUCEH, TeHEpaus KpUNTOrpahudeckux
KOHTPOJIBHBIX CYMM Il 00ecrieueHHsl LeJOCTHOCTH /WM BepUPHUKALMU KOHTPOJIBHBIX CYMM,
XJIIUPOBaHUE (BBIYHCICHUE X3MI-00pa3a coolmieHus ), 3ammudpoBaHue u/uiam pacmudpoBaHue
KpUNTOrpapuuecKuX KIroueH, CorinacoBaHue KpUITorpauyeckux Kiouei.

9.2.2 PaH:KupoBaHue KOMIIOHEHTOB

FCS_COP.1 «Kpunrorpaduueckue ornepauny CoAepKUT TPeOOBAHUS UX BHITIOTHEHHUS 110
OTIpPENICICHHBIM QJITOPUTMaM C TPUMEHEHHEM KPHUNTOrpahUYecKuX KIIFOUeH OIpeneeHHON
JUIMHBL. AJTOPUTMBI M JJIMHA KPUOTOTpapUuUecKuX KJI4ed MOTYyT OCHOBBIBAaThCS Ha
COOTBETCTBYIOILIEM CTaHApTeE.

9.2.3 Ynpasaenune: FCS_COP.1

JIe!cTBYsA 110 YIIPABICHUIO HE IIPETYCMOTPEHBI.

9.2.4 Aynur: FCS_COP.1

Eciu B II3/3b BrmoueHo cemelictBo FAU GEN «['eHepanusi JaHHBIX ayauTa
0€30I1aCHOCTH», TO CJIEAYET MPeyCMOTPETh BO3MOKHOCTh ayAAUTa CICAYIOIIUX eHCTBUMI:
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a) MHHUMAIBHBIA: YCIIENIHOE WM HEYCIIEIIHOEC 3aBEpUICHHWE, a TaKke THUI
KpunTorpaduueckoi onepamuu;

b) 6a30BbIif: JHOOBIE MPUMEHSIEMbIE KPUNTOTPAPUUSCKHUE PEXKUMBI ONEpaIuid, aTpruOyThI
CyOBEKTOB M OOBEKTOB.

9.2.5 FCS_COP.1 Kpunrorpaguueckue onepamuu

Hepapxuueckuil 1iis: HET NOAYUHEHHBIX KOMIIOHEHTOB.

3aBucumoctu: [FDP ITC.1 MUmnopt maHHBIX TOJIb30BaTeNs 0e3 aTpuOyTOB O€30MacHOCTH,
W

FDP_ITC.2 UMnopT naHHBIX MOJB30BATENs ¢ aTpuOyTaMu 0€30MaCHOCTH, WA

FCS_CKM.1 I'enepanust Kpunrorpapuueckux KiIrouek |

FCS CKM.4 YHUuYTOXEHHE KPUNITOTPAPUISCKUX KITHOUEH

9.25.1FCS_COP.1.1

®BbO [M0oKHBI BBITIOJNHATH [Ha3HAYEHHUE: CHUCOK Kpunmoepaguueckux onepayuii] B
COOTBETCTBHUM C  OINpENCIIEHHBIMH  QITOPUTMaMH  [Ha3HAYCHHE:  KpunmoepaguuecKkue
ancopummsl| U JIMHON [Ha3HAYEHUE: OUHBI KpUnmozpaghuyeckux Kuroyel|, KOTOpble OTBEYAIOT
CJIeYIOLIEMY: [HA3HAUCHHUE: CRNUCOK CIMAHOapmos).

10 Kaacc FDP: 3amuTa JaHHBIX M0JL30BATEISA

Knacc FDP «3amura JaHHBIX TOJIb30BATENS» COJEPKUT CEMEHCTBA, OMPEIETSIONINE
TpeboBaHuss K (yHkusaMm Oe3omacHoct OO u momutukam (ynkmuit 6ezomacHoctu OO,
CBSI3aHHBIM C 3alIUTON JaHHBIX NoJb30BaTesd. OH pa30MT Ha YeThIpe TIPYIIbl CEMEHCTB,
IIEPEUUCIICHHBIE HI)KE M INPUMEHSEMBbIE K JaHHBIM Tojab30Batensa B npenenax OO mpu ux
UMIIOPTE, HKCIOPTE M XPAHEHUH, a TaKkXKe K aTpuOyraM Oe30MacHOCTH, MPSIMO CBS3aHHBIM C
JAHHBIMU T10JIb30BATEIIA:

a) [Monutuku QyHKIMIA OE30MACHOCTH IS 3aIMTHI JAHHBIX ITOJIb30BATEIIs:

- FDP_ACC «llonuTtuka ynpaBiaeHus: JOCTYIIOM»; U

- FDP_IFC «Ilonutuka ynpasieHust HHOOPMAITHOHHBIMHI TOTOKAMM.

KoMnoHeHThl 3THX ceMeNHCTB MOo3BOJAIOT pa3paboruuky I13/3b mmeHOBaTH MOAMTUKU
¢byHKIMH G€30MacHOCTH ISl 3aUIUThI JaHHBIX TOJIH30BATENS M OMPEIENsATh 001acTh AeHCTBUS
3THUX MOJUTHUK, KOTOpble HEOOXOANMO COOTHECTH C LiensaMu O6e3onacHocTu. [lpeanonaraercs, uyto
MMEHAa JTHX TNOJUTUK OyIyT MCIONB30BAaThCS TOBCEMECTHO B TeX (DYHKIIMOHAIBHBIX
KOMIIOHEHTAaX, KOTOPbIE MMEIOT ONepallyio, 3allpalliBaollyl0 Ha3zHaueHue Ui Bbioop «I1Db
ympasienus: goctynom» u/mnm «[1Ob ynpasnenus nHpopMaMOHHBIME TOTOKaMmy. [IpaBuia,
KOTOpbIE OIpeNeNnsoT (PYHKIMOHAIbHbIE BO3MOXHOCTM HMeHOBaHHBIX [IDB ynpaBnenus
JOCTYIIOM U yIpaBJIeHUs] MHMOPMALMOHHBIMU NOTOKaMM, OyAYyT YCTaHOBJIEHBI B ceMeilcTBax
FDP _ACF «®ynukuuu ynpasneHuss pocrynom» u  FDP IFF  «®ynkuum ynpaBieHUs
MH(GOPMALMOHHBIMH TOTOKaMM» COOTBETCTBEHHO.

b) Buzsl 3amuThl JAHHBIX TTOJIB30BATENS:

- FDP_ACF «®yHKIMM yIPaBIEHUSA AOCTYIIOM,

- FDP_IFF «®ynkuuu ynpaieHuss UHQOPMAlMOHHBIMUA TOTOKAMU,

- FDP_ITT «llepenaua B npenenax OO»,

- FDP_RIP «3ammTa octato4HOl HHGOpMaLUn»,

- FDP_ROL «Otxkat»,

- FDP_SDI «llenocTHOCTh XpaHUMBIX JaHHBIX).

¢) ABTOHOMHOE XpaHEHHE, UMIIOPT U SKCIIOPT JTAHHbBIX:

- FDP_DAU «AyrenTudukanus JaHHBIX),

- FDP_ETC «3kcnopt gaHHbIX 3a npeaensl geictBus @bO»,

- FDP_ITC «MImnopt naHHBIX U3-3a npeaenoB aeictsust ®bOy.
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KoMIoHEeHTBI 3TUX CEMEICTB CBsA3aHbl C JOBEPEHHOW mepenadeit nanHbix B OD wim u3
Old.
d) Ces3p mexy @bO:

- FDP_UCT «3amura KoH(DUISHITNATLHOCTH JTaHHBIX MOJB30BATENS MPU TIEpeade MEexIy
DOBOy,

- FDP_UIT «3amuTa 11eI0CTHOCTH JaHHBIX MOJIb30BaTeNs IpH nepenade Mexxay @bO».

KoMmoHeHTHI 3THX ceMeUCTB onmpenessitoT B3aumoaeicteue Mexxay ®bO cobctsenno OO
U JpYroro nosepeHHoro npoaykra IT

10.1 IMosmuTuka ynpasJjenus xocrynom (FDP_ACC)

10.1.1 XapakTepucTHKa ceMeiicTBa

CewmeiictBo FDP ACC uaentudpunupyer [IOb ynpaBnenus 1octynom, ycTaHaBIuBas UM
UMEHa, U ompejessieT o0NacTH AeHCTBUS MOJIUTUK, 00pa3yIoUX UACHTU(DHUIIMPOBAHHYIO YacTh
yopasieHus: gocrynom [IBO. OO6Gmactu fedcTBHST MOXKHO — XapaKTepU30BaTh  TpeMs
MHOECTBaMU: CYOBEKTHI IT0]1 YIIPABICHHEM MOJIUTUKH, OOBEKTHI 1101 yIIPaBICHHEM OJIUTUKU U
OIEepaLluy YIPABIsAEMbIX CYOBEKTOB Ha YIpaBIIeMbIX 00BEKTaX, HA KOTOPbIE PaCIPOCTPAHAETCS
nonutuka. OOLmMe KpUTEpUM JOMYCKAIOT CYLIECTBOBAHME HECKOJIBKUX IOJIMTUK, KaXKaas W3
KOTOPBIX HMEET YHMKaJIbHOE HMMsS. OTO JOCTUIaeTCsl MOCPEICTBOM BBINIOJIHEHUS UTEpalui
KOMIIOHEHTOB pPACCMaTpPUBAEMOTO CEMENCTBA IO OJHOMY pa3zy I KaxKJIOM HMEHOBAHHOMN
MOJIUTUKM ympasieHust goctynoM. [IpaBuina, onpenenstonme (QyHKIMOHAIbHbBIE BO3MOKHOCTH
[1®b ympaBneHust noctymoMm, OynyT YCTaHOBIIEHBI IPYTMMH CEMEHCTBAMM, TaKUMH Kak
FDP_ ACF «®yunkuuu ynpasneHus goctrynom» u FDP_SDI «llenocTHOCTh XpaHUMBIX TaHHBIX .
[Ipennonaraercs, uro umena [1®b, nnearndunuposannsie B cemeiicte FDP_ACC «llonutnka
yIpaBJIEHUs]  JOCTYIIOM», OyIyT HCIOJIb30BaThCsl MOBCEMECTHO B  (DYHKIIMOHAJIBHBIX
KOMIIOHEHTaX, KOTOPhIE MUMEIOT ONepallHio, 3allpalliBaloNlyl0 Ha3HaueHue Ui BbiOop «I1Db
YIIPABJICHUS TOCTYIIOM.

10.1.2 Pan:xnpoBaHue KOMIIOHEHTOB

FDP_ACC.1 «OrpaHnuueHHO€ yINpaBieHHE TOCTYIOM» COACPKHUT TpeOoBaHUE, UYTOOBI
Kaxaas uneHTuuuupoBannas [1Ob ymnpasieHus 1ocTynoM cymiecTBoBaia Uil TOJMHOKECTBA
BO3MOJKHBIX ONepaluii Ha moaMHoXkecTBe 00beKTOB B OO.

FDP_ACC.2 «IlomHoe ympaBjieHHE TOCTYIIOM» COAEPKUT TpeOOBaHWE, YTOOBI KaxKaas
uaeHtupunmuposantas [1Ob ynpaBneHus JOCTyNnoM OXBaThblBajla BCE ONEpPALMM CYOBEKTOB Ha
o0bekTax, ynpasisieMbix 3toii [IOB. Kpome sToro, Tpedyercs, 4ToObI Bce 00BEKTHI U OTepauu
B O/1® Obimu 0xBaveHbl, 0AHOMN uneHTuupoBannoil [IOb ynpaenenus goctymnom.

10.1.3 Yopasaenne: FDP_ACC.1, FDP_ACC.2

JleicTBYsI IO YIIPABIICHUIO HE IPEyCMOTPEHBI.

10.1.4 Ayaut: FDP_ACC.1, FDP_ACC.2

Hert coObITuii, 1715 KOTOPBIX CIAEAYET MPEAYCMOTPETh BO3MOKHOCTD ayINUTA.

10.1.5 FDP_ACC.1 OrpannyeHHoe ynpaBJjeHHe J0CTYIIOM

Wepapxuueckuii 1uis: HET HOJYMHEHHBIX KOMIIOHEHTOB.

3aBucumoctu: FDP ACF.1 VYnpaBiaeHue JOCTynoM, OCHOBaHHOE€ Ha aTpuOyTax
0€30MMacHOCTH

10.1.5.1 FDP_ACC.1.1

®bO nmomKHBI OCYHIECTBISATh [HazHaueHue: [IDB ynpasnenus oocmynom] nis
[Ha3HAUEHUE: CHUCOK CYOBbEKmMOo8, 00beKmos u onepayuti cyovLekmos Ha 00beKMax, Ha Komopule
pacnpocmpaunsiemcs [IDOFB].

10.1.6 FDP_ACC.2 IlostHOe ynpaBJieHHE J0CTYIIOM

Nepapxuuecknii uisi: FDP. ACC.1 OrpannyeHHOe yripaBieHHEe JOCTYIIOM

3aBucumoctu: FDP ACF.1 VmnpaiaeHue JOCTynmoM, OCHOBaHHOE Ha aTpubyTax
0€e30MacHOCTH
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10.1.6.1 FDP_ACC.2.1

@®BO fomKHBI OCYHIECTBIATh [Ha3HaueHue: [IDPH ynpasenenus Oocmynom] s
[Ha3HAUEHME: cnucox cyovekmos u 00vekmog] u BcexX orepanuil CyObeKTOB Ha 00OBEKTax, Ha
KoTopsle pacupocrpansercs [1Db.

10.1.6.2 FDP_ACC.2.2

®BO nomwkHBI 0becneYnBaTh, YTOOBI Ha onepaiuu Jiodoro cyorekra uz Od Ha mobom
oowvekTe 3 O] pacnipoctpansiack kakas-nmuoo [1Db ynpasnenus qoctymnom.

10.2 @ynkuun ynpasienus pocrynom (FDP_ACF)

10.2.1 XapakTepucTuKka cemeiicTBa

CewmeiictBo FDP ACF omnmuchiBaeT npaBuiia Ui KOHKPETHBIX (YHKLUH, KOTOpbIE MOT'YT
peanu3oBaTh MOJUTUKHU yrpasieHus aoctynom, umeHoBaHHele B FDP_ACC. B FDP ACC
TaKXKe ONpeesieTcsi 00J1acTh AEHCTBUS ATUX MOJIUTHK.

10.2.2 Pan:xupoBaHne KOMIIOHEHTOB

B orom cemeiicTBe paccCMOTpEHBI HCIOJb30BaHHWE aTpUOYTOB O€30IacHOCTH U
XapaKTepUCTUKHM MOJIMTUK YOpaBieHus noctynoM. Ilpeamonaraercs, 4TO KOMIIOHEHT 3TOrO
ceMeicTBa Oy/leT MCHOJb30BaH, YTOOBI ONMUCATh MpaBWiIa JUIA (YHKIUH, KOTOpas peaau3yeT
[1®b, panee wunentudunupoannyro B FDP ACC «llonuTtvka ymnpaBieHHS JTOCTYIIOMY.
Pazpabotunk I13/3b moxer Taxke BBIMOMHATH UTEPAMM 3TOTO KOMIOHEeHTa, eciu B OO
UMEETCsl HECKOJIBKO TaKUX MOJIUTHUK.

FDP _ACF.1 «YmpaBieHue JOCTYIIOM, OCHOBAaHHOE€ Ha aTpuOyTax Oe301acHOCTH
no3Boisier @BO ocyiecTBUTh JOCTYI, OCHOBAaHHBIM Ha aTpuOyTax M MMEHOBAHHBIX IPYMIax
atpudytoB Oe3zonacHoctu. Kpome Toro, @50 MoryT umeTh BO3MOXKHOCTh SIBHO pa3peuiath MU
3arpenarh JOCTYI K 00bEKTY, OCHOBBIBAsCh HAa aTpuOyTax 0€30MacHOCTH.

10.2.3 Ynpasaenue: FDP_ACF.1

Hns  dysxkuuiit ynpaBinenus u3 kinacca FMT Moryr paccMaTpuBaThCsl CllEAYIOLIME
JEUCTBHUS:

a) ymnpaBiieHue aTpuOyTaMu, MCIIOJIb3YEMbIMH JUISl IBHOTO pa3pellieHHs] MU 3alpeIieHus
JocTyma.

10.2.4 Ayaut: FDP_ACF.1

Ecmu B I13/3b Brmoueno cemeiictBo FAU GEN «['eHepaunmusi HaHHBIX —ayauTa
0€30I1aCHOCTU», TO CJIEAYET MPELyCMOTPETh BOZMOXKHOCTh ayAMTa CIEAYIOIIMNX 1eHCTBUA:

a) MUHUMAQJIbHBII: YCIIEIIHBIE 3allpOChl HAa BBHINOJHEHHE ONepanuil Ha 0O0beKTe, Ha
KOTOpbIM pacupoctpansercs [1Pb;

b) 0a30BbIi: BCe 3ampochl HA BBIOJHEHHWE OMEpanuii Ha OOBEKTe, Ha KOTOPBIHA
pacnpoctpansercs [1Db;

C) JeTaIu3UpPOBAHHBIN: cIlelUalbHble aTpUOYTHl O0€30IaCHOCTH, HCIOJIb3yeMble IpU
IIPOBEPKE MPABOMEPHOCTHU AOCTYIIA.

10.2.5 FDP_ACEF.1 YnpasieHue 10CTyIIOM, OCHOBAHHOE HA aTPpUOyTax 0e301acHOCTH

Wepapxuueckuii 1uis: HET HOJYMHEHHBIX KOMIIOHEHTOB.

3aBucumoctu: FDP ACC.1 OrpanndeHHO€E ynpaBileHUE JOCTYIIOM

FMT MSA.3 Naunuanu3amnusi CTaTHYECKUX aTpuOyTOB

10.2.5.1 FDP_ACF.1.1

®BbO nomkHBI OCYHIECTBIATh [Ha3HaueHue: [IDF ynpasnenus docmynom] K oOBEKTaM,
OCHOBBIBASICh Ha [HA3HAYECHUE: CHUCOK CYOBLEKMO8 U 00BEKMO8, Hax00auwuxcs noo ynpasieHuem
ykazaunou II®OB, u oOna xaxcooco u3z Hux - omuocsawuecsi k oannou IIDE ampubymor
bezonacnocmu unu UMEHOBAHHble 2PYNNbL ampudymos 6e30nacHoCmu).

10.2.5.2 FDP_ACF.1.2

@®BbO [10JKHBI OCYILECTBIATh CIEAYIOLUIME IpaBWIa ONpPENEIEHHUS TOr0, paspelieHa JIH
omepaiysl yInpaBIsIeMOro CyObeKTa Ha YOpaBiisieMOM OOBEKTe: [Ha3Ha4YeHWE: npasuid
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YIpagnenus 00CMynom YnpasisiemMblx cyObeKmos K ynpasisiemblM 00beKmam ¢ UCnoIb308aHUEM
YNpasisemvlx onepayull Ha Hux|.

10.253 FDP_ACF.1.3

@®BO nomKHBI SBHO pa3pemarbh [TOCTYll CYOBEKTOB K OOBEKTaM, OCHOBBIBASCh Ha
CIIEYIOIIUX JTOMOJIHUTEIbHBIX MpaBUIax: [Ha3HAaYCHHE: npasuid, OCHO8AHHble HA ampubdymax
bezonacnocmu, KOmopule sA6HO paspeularom 00Cmyn cyobeKmos Kk 00beKmam|.

10.254 FDP_ACF.14

@®BO nomwKHBI SBHO OTKa3blBaTh B JOCTYyINE CYOBEKTOB K OOBEKTaM, OCHOBHIBasCh Ha
CIIEYIOIIUX JOTOIHUTEIbHBIX MpaBUWIaX: [Ha3HAYCHHUE: Npasuid, OCHO8AHHble HA ampubdymax
bezonacnocmu, Komopule sA6HO 3anpeujarom 00Cmyn cyObeKmos Kk 00beKmam|.

10.3 Ayrentudguxaunus nanusix (FDP_DAU)

10.3.1 XapakTepucTHKa ceMeiicTBa

AyTeHTu(UKaMs JaHHBIX [O3BOJISIET CYIIHOCTH MPUHATH OTBETCTBEHHOCTh 3a
MOJUTMHHOCTh MH(OpMaIuK (Hampumep, ¢ MCIOJIb30BaHUEeM IudpoBoi noamnucu). CeMelcTBO
FDP DAU conepxur MeTOa TpPENOCTaBICHUS TapaHTUW MPABHJIBHOCTH CIEIUPUIECKOTO
Habopa JNaHHBIX, KOTOPBI MOXET OBITh BIIOCIIEACTBUU HCIIOJB30BaH Ui BepU(UKAIIUH TOTO,
YTO cojiepkaHue MHbopManuu He ObUIO MOJAENaHO WM MOJU(PUIMPOBAHO MOIIEHHUYECKUM
nyreM. B orimmume ot knmacca FAU «Ayaut 6e30macHOCTH» JaHHOE CEMEWCTBO MpPeIHa3HAYCHO
JUIS IPUMEHEHUSI CKOpee K CTaTUYECKUM, YEM K TIepeMeEIIaeMbIM TaHHbIM.

10.3.2 Pan:xnpoBaHue KOMIIOHEHTOB

FDP DAU.1 «ba3oBas ayreHTH(DHKAIUS JaHHBIX» COAEPKUT TpeboBaHue, yToOb1 OO
ObUIM CTIOCOOHBI TPEAOCTABUTH TAPAHTUIO TOJIMHHOCTH HWH(GOpPMAIMU, COAEpKaIIencs B
o0bekTax (Harmpumep, TOKyMEHTaxX ).

FDP DAU.2 «AyreHntudukanus JTaHHBIX C UWACHTU(UKAIMEH TrapaHTa) COJCPKHUT
JOTOJTHUTENbHOE TpeboBanue, 4ToObl DPBO ObUTM CHOCOOHBI YCTAHOBHTH HIAECHTU(UKATOP
cyObeKTa, KOTOPBII MPeaoCTaBUI FapaHTUIO MTOAJIUHHOCTH.

10.3.3 Yopasaenune: FDP_DAU.1, FDP_DAU.2

Jus  dyHkuit  ynpasiaeHus u3 kimacca FMT MoryT paccMarpuBaThCsl CIEAYIOIIHE
IEUCTBUS:

a) HAacTpoliKa B CHCTEME€ Ha3HAa4YCHUs WIM MOAU(DUKAIUU OOBEKTOB, IUISI KOTOPBIX
MpUMEHsIeTCs ayTeHTU(UKALNS TaHHBIX.

10.3.4 Ayaut: FDP_DAU.1

Eciu B II3/3b BkmoueHo cemelictBo FAU GEN «['eHepanusi [OaHHBIX ayauTa
0€30MaCHOCTHY, TO CJIEAYET MPEIyCMOTPETh BOZMOKHOCTh ayAUTa CISAYIOMINX ICHCTBUMA:

a) MUHUMAaJbHBIN: yCIIeNTHas TeHepalns CBUIETENIbCTBA TPABUIIbHOCTH;

b) 6a30BbIii: HeycHelIHas TeHepalysl CBUIETENbCTBA IPABUIbHOCTH;

C) AETaIU3UPOBAHHBIN: UACHTHU(PHUKATOP CyObEKTa, KOTOPBINA 3aIIPOCHII CBHIETEIHCTBO.

10.3.5 Ayaut: FDP_DAU.2

Ecmu B I13/3b Brmoueno cemeiictBo FAU GEN «['eHepauuss JaHHBIX —aynuTa
0€30MacHOCTHY, TO CIEAYET NPeayCMOTPETh BOZMOXKHOCTh ayAUTAa CIEIYIOIINX ACHCTBHIA:

a) MUHUMAaJbHBIN: yCIIEUIHAas TeHepalys CBUETENbCTBA IPABUILHOCTH;

b) 6a30BbIii: HeyclelHas TeHepalys CBUETEIbCTBA IPABUIbHOCTH;

C) JeTaM3UPOBAHHbBIN: UACHTU(DUKATOP CYOBEKTa, KOTOPBIN 3alIPOCUIT CBUIETENbCTBO;

d) neranu3upoBaHHBIN: HIEHTU(DUKATOP CYOBEKTa, KOTOPHII TeHEPUPOBAIl CBUACTEILCTBO.

10.3.6 FDP_DAU.1 ba3zoBast ayreHTH(pMKALUS JAHHBIX

Wepapxuueckuii 1yist: HET HOJYMHEHHBIX KOMIIOHEHTOB.

3aBUCHUMOCTH: HET 3aBUCUMOCTEH.
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10.3.6.1 FDP_DAU.1.1

®BbO [0yKHBI NPENOCTABIATh BO3MOXHOCTbh T€HEPUPOBATh CBUIETEIBCTBO, KOTOPOE
MOJKET OBITh MCIIOJI30BAHO KAaK I'apaHTUs MPABUIBHOCTH [HAa3HAYEHUE: CHNUCOK 00bEeKmo8 uiu
munog ungopmayuu].

10.3.6.2 FDP_DAU.1.2

®bO M0WKHBI NPEAOCTaBIATH [HAa3HAYEHME: CHUCOK CYObeKkmog| BO3MOXKHOCTb
BepU(PULIPOBATH CBUIETENBCTBO MPABUIIBHOCTH YKa3aHHOW HH(POpPMALIUK.

10.3.7 FDP_DAU.2 AyreHTH(UKALUS JaHHBIX ¢ HAeHTH(HUKALHMell rapaHTa

Uepapxuueckuii misa: FDP.DAU.1 bazoBast ayreHTuduKanus TaHHBIX

3aBucumoctu: FIA UID.1 Beibop MOMeHTa UACHTUDHUKAIIMN

10.3.7.1 FDP_DAU.2.1

®bO [0yKHBI NPENOCTABIATh BO3MOXHOCTH T€HEPUPOBATh CBUIETEIBCTBO, KOTOPOE
MOJKET OBITh MCIIOJI30BAaHO KAaK I'apaHTUs MPABUIBHOCTH [HAa3HAYEHUE: CHUCOK 00beKmo8 uiu
munog ungopmayuu].

10.3.7.2 FDP_DAU.2.2

®bO [0KHBI TPEAOCTaBIAThH [HA3HAUYEHHE: CHUCOK CYObekmog] BO3MOXKHOCTD
BepU(PULUPOBATh CBUIETENBCTBO IMPABWIBLHOCTH YyKa3aHHOM MH(OpManuu W HJeHTU(dUKaTop
I10JIb30BATENs], KOTOPBII CO3/1a]l CBUIETENILCTBO.

10.4 DxcnopT nanHbIx 3a npeaeasl aeiicteuss ®bO (FDP_ETC)

10.4.1 XapakTepucTHKa ceMeiicTBa

Cewmeiicteo FDP ETC onpenensier GpyHKIIUU 1J1s1 SKCNOpTa AaHHBIX mojb3oBaresns uz OO0
TaK, 4YTOOBI MX aTpuOyTHl O0E30MACHOCTH M 3alIUTa MOTJHM WIM TOJHOCTBIO COXPAHSATHCS, WU
UTHOPUPOBATbCS IPU DKCIOPTE OTHX JaHHBIX. B cemelcTBe Takke paccMaTpUBarOTCs
OTpaHUYEHUS Ha DKCIOPT M accolanus aTpuOyToB O€30MacHOCTH C HKCHOPTHPYEMBIMHU
JAHHBIMU T10JIb30BATEII.

10.4.2 Pan:xupoBaHue KOMIIOHEHTOB

FDP_ETC.1 «QxcnopT JaHHBIX MOJIb30BaTess 0e3 aTpuOyTOB OE30MACHOCTHY COACPKHUT
TpeboBanue, utoObl DPBO ocymecTBismn coorBercTBytomme [1DB mpu skcrmopre MaHHBIX
nosib3oBarens 3a npezaensl aedcteud @BO. J[aHHBIE TOIB30BATENSA, KOTOPHIE AKCIOPTUPYIOTCS
9TON (YHKIMEH, HE COMPOBOKIAIOTCS ACCOLUNPOBAHHBIMY C HUIMH aTpUOyTaMu O€30MaCHOCTH.

FDP ETC.2 «DkcnopT JaHHBIX IMOJIb30BaTels ¢ aTpuOyTaMu O€30MacHOCTH» COACPIKUT
TpeboBanue, uroOel ®BO ocymectBiusimm coorBercTBytome IIDb, wucnonesys ¢yHKIHIO,
KOTOpass TOYHO W OJHO3HAYHO AaCCOLMHUPYET aTpuOyThl O€30HaCHOCTH C HKCHOPTUPYEMBIMHU
JAHHBIMU T10JIb30BATEIS.

10.4.3 Ynpasaenue: FDP_ETC.1

JIecTBYSI IO YIIPABJICHUIO HE IPEyCMOTPEHBI.

10.4.4 Ynpasaenue: FDP_ETC.2

Hns  dysxuuii ynpaeinenus u3 kiacca FMT Moryr paccMaTpuBaThCsl ClIEAYHOIINE
JEUCTBHUS:

a) U3MEHEHHE JIOMOJHUTENIBHBIX TMpaBWJ YOPABICHUS OSKCIOPTOM HHGpOpMaLUU
I10JIB30BATEJIEM C OMPEIEIIEHHOMN POJIBIO.

10.4.5 Ayaut: FDP_ETC.1, FDP_ETC.2

Eciu B II3/3b Bxmoueno cemelictBo FAU GEN «['eHepamusi JaHHBIX ayauTa
0€30I1aCHOCTH», TO CJIEAYET MPeyCMOTPETh BO3MOKHOCTh ayAAUTa CICAYIOIIUX JeHCTBUM:

a) MUHUMAaJIbHBIN: YCIIEIIHBIA AKCIIOPT UH(POPMALUY;

b) 6a30BbIii: Bce MOMBITKYA SKCIIOPTUPOBATH HH(OPMAITHIO.

10.4.6 FDP_ETC.1 JkcnopT JaHHBIX M0JIb30BaTe sl 0e3 aTpuOyTOB 0e30NacHOCTH

Hepapxuueckuii uis: HET IOJYMHEHHBIX KOMIIOHEHTOB.

3aBucumoctu: [FDP_ ACC.1 OrpanuueHHO€ yrpaBiIeHUE JOCTYIIOM, WIH

FDP IFC.1 OrpanuueHHoe ympaBieHHE  MH()OPMALMOHHBIMU MOTOKAMHU |
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104.6.1 FDP_ETC.1.1

@®BbO nomkHBI OCYHIECTBIATh [HazHaueHue: [IDF ynpasnenus docmynom uw/unu IIDOF
VApaeneHus  UHQGOPMAYUOHHLIMU ~ NOMOKAMu| TIPU DKCIOPTE JaHHBIX  IOJb30BaTE,
koHTpoiupyemoM 11Db, 3a npenenst OJ[D.

104.6.2 FDP_ETC.1.2

®BO nomKHBI SKCHOPTHPOBATH JaHHBIE TOJb30BaTeNss 0e3 arpulOyToB OE30MACHOCTH,
aCCOLIMMPOBAHHBIX C JAHHBIMH I10JIb30BATEIIS.

10.4.7 FDP_ETC.2 JkcnopT JaHHBIX 0Jb30BaTeNs ¢ aTpuOyTaMu 0e30acHOCTH

Hepapxudeckuii Juisd: HET IOJYMHEHHBIX KOMIIOHEHTOB.

3aBucumoctu: [FDP ACC.1 OrpanuueHHOE ylpaBiIeHUE JOCTYIIOM, WIH

FDP_IFC.1 OrpannyeHHoe ynpasieHue HHHOPMAITMOHHBIMUA TOTOKAMH |

104.7.1 FDP_ETC.2.1

®bO nomkHBl OCYHIECTBIATh [HasHaueHue: [IDF ynpasnenus oocmynom u/unu I1DOH
VApaeneHuss  UHQGOPMAYUOHHLIMU ~ NOMOKAMu| TPU  DKCIIOpTE JaHHBIX  IOJIb30BATEs,
koHTposmpyemoM [1DB, 3a npenenst OJD.

104.7.2 FDP_ETC.2.2

®BO n0mKHBI AKCHOPTUPOBATH JIAHHBIE I0JIb30BATENs C aTpuOyTamMu O€30MacHOCTH,
aCCOLIMMPOBAHHBIMU C JAHHBIMU 10JIb30BATEIS.

104.73 FDP_ETC.2.3

®bO pomxHbl oOecneuyuBaTh, 4yTOOBI mpu 3Kcnopre 3a npeaensl OJP arpulbyTsl
0€30I1aCHOCTH OJIHO3HAYHO aCCOLIMUPOBAIMCH C SKCIIOPTUPYEMBIMU JAHHBIMU MOJIb30BATES.

104.74 FDP_ETC.2 4

@ObO NOKHBI OCYIECTBIIATH CIAEAYIOLMUE NPaBUia MPU SKCIOPTE JAHHBIX IOJIb30BATEINs
u3 O/1®: [Ha3HaueHUE: DonoaHUmMeENbHbIE NPABUIA YNPABTIEHUS SKCHOPMOM UHGopmayuu).

10.5 IMosmuTuka ynpasjenuss uHGopmaunonusivMu norokamu (FDP_IFC)

10.5.1 XapakTepucTHKa ceMeiicTBa

Cemeiicteo FDP _IFC unentudpumupyer I[IOb ympaBiaenus wuHOOpMALMOHHBIMU
MIOTOKaMH, YCTAHABJIMBAs UM MMEHA, M OTpeAesseT 00JacTu ACUCTBUS TOIUTUK, 00Pa3yIOMINX
UACHTU(GUIMPOBAHHYIO YacTh ynpasieHHUs uHpopMmanroHHsIMU noTokamu [1BO. Otu obnactu
NEHCTBUSL MOYKHO XapaKTepU30BaTh TPEMsI MHOXECTBaAMHU: CYOBEKTHl TIOJ YIPABICHUEM
MOJUTUKH, UH(pOpMAIM MO YIPABICHUEM MOJUTUKH U ONEpaluy IepeMeleH sl yIpaBIsieMoi
nHbOpPMAINY K YIPaBISIEMbIM CyOBEKTaM M OT HUX, Ha KOTOPBIE PAacIpOCTpaHSIETCs TOJIUTHKA.
OO111e KpUTEPUH JOITYCKAIOT CYLIECTBOBAaHUE HECKOJIBKUX MOJIUTHK, KaX/1as U3 KOTOPbIX UMEET
YHUKaIbHOE HMs. OTO JOCTUraeTcs IOCPEACTBOM BBINOJIHEHUS HUTEpaluil KOMIIOHEHTOB
paccMaTpuBaeMoOro CeMeWcTBa IO OJHOMY pa3y I KaXJAOW HMEHOBAaHHOW IOJUTUKU
ynpaBiieHUs: HMH(pOpMAlMOHHBIMM noTokamu. [lIpaBuna, ompenemnstomue (QyHKIHMOHAIbHbIE
Bo3MoxHOCTH [1Db ynpaBnenust nuH(pOpMallmOHHBIMU NTOTOKaMH, OYAYT YCTaHOBJIEHBI IPYTUMHU
cemerictBamu, TakuMu Kak FDP_IFF «®yuknuu ynpapienust ”HOOPMAIMOHHBIMHA TTOTOKAMK U
FDP_SDI «llenoctHOCTh XpaHUMBIX AaHHBIX». Mmena [IDb ynpasnenus wHQOpMAIMOHHBIMU
noTtokamu, uaeHtTuuuupoanusile B cemelictee FDP IFC, B nanpHeifmem  Oyayt
HCIIOJIb30BAaThCSl MMOBCEMECTHO B T€X (PYHKIIMOHAIbHBIX KOMIIOHEHTaX, KOTOphIE BKJIIOYAIOT B
ceOs  omepanuio, 3alpalluBalonlyl0 Ha3HayeHue win BbeiOOp «IIDBb  ympaBnenus
MH(OPMALIMOHHBIMU TOTOKAMU».

Mexanusm ®PBO ynpasnser uH(GOPMALMOHHBIMM NOTOKamMM B cooTBercTBUM ¢ [IDb
yrOpaBieHUs UHPOPMAIMOHHBIMM MOTOKaMH. Omnepanuu, KOTOpble H3MEHsUIM Obl aTpuOyThI
6e3omacHocTy uH(pOpManuu, B OOIIEM CcIy4ae HEIOMYCTUMBI, MOCKOJIbKY 3TO OBbLIO OBl
HapymienueM [I®b ynpasnenuss mHpopMannoHHBIMU TOTOKaMu. OJHAKO, KaK HCKIIOYEHUE,
Takue ornepauuu MoryT ObITh paspenieHsl B [IOb ynpaBnenus mHPOpPMaLMOHHBIMUA MOTOKaMH,
€CJIM 3TO SIBHO ONPEIEIIECHO.
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10.5.2 Pan:xupoBaHne KOMIIOHEHTOB

FDP IFC.1 «OrpaHu4yeHHOe yrpaBieHHe HH(OPMAIMOHHBIMU ITOTOKAaMH» COACPIKUT
TpeboBaHue, 4TOObl Kaxknas wuneHtuduupoBanHas [IDb ymnpaenenus wuHPOpMaMOHHBIMHU
IIOTOKAMH BBINOJIHAJTIACH JJI IIOJAMHOXKECTBA BO3MOXHBIX OIEpalii Ha IOJMHOYKECTBE
nH(popManoHHbIX MOTOKOB B OO.

FDP IFC.2 «llonmHoe ympaBieHue HMH(POPMAIMOHHBIMUA  MOTOKAMH»  COJCPKHT
TpeboBaHue, 4TOObl Kaxknas wuneHtudumupoBanHas [IDb ymnpaenenus wuHOpMAIMOHHBIMHU
MIOTOKaMH OXBaThIBajla BCE ONEpAIMH JUIsl CYOBEKTOB M MH(OPMAIMIO TOJ] YIPAaBICHUEM 3TOMN
[I®Bb. Takxe TpeOyercs, 4ToObI Bce MHPOPMAIMOHHBIE TIOTOKH M orepaiuu B npeaenax OJ[d
Obul OXBadyeHbl OAHON wuaeHTHQUUUpoBaHHONH [IDB ympaBneHus HHPOPMAITMOHHBIMU
notokamMu. CoBmecTHO ¢ kKoMroHeHTOM FPT RVM.1 310 obGecrneunBaeT acmeKkT «IOCTOsTHHAs
TOTOBHOCTb» MOHUTOpA OOpaIleHuil.

10.5.3 Yupasiuenue: FDP_IFC.1, FDP_IFC.2

JIeNCTBYsA 110 YIIPABIECHUIO HE IIPEyCMOTPEHBI.

10.5.4 Ayaur: FDP_IFC.1, FDP_IFC.2

Hert coObITui, 1715 KOTOPBIX CIAEAYET MPEAYCMOTPETh BO3MOKHOCTh AYAUTA.

10.5.5 FDP_IFC.1 OrpanuyeHnHoe ynpapJjieHue HHGOPMAIMOHHBIMHA TOTOKAMU

Wepapxuuecknii uis: HET HOJYMHEHHBIX KOMIIOHEHTOB.

3aBucumoctu: FDP_IFF.1 ATpu0GyThl 6e30macHOCTH

10.5.5.1 FDP_IFC.1.1

®bO nomKHBI OCYIIECTBIATh [Ha3HaueHue: [IDPH ynpaenenus uHpOpMAYUOHHBIMU
nomokamu| AN [Ha3HAYCHHE: CHUCOK CYOBEKMO8, umgopmayuu u onepayuti nepemeujeHus
ynpaensiemou uxngopmayuu K ynpaenaemviM —cyOvekmam U Om HUX, HA KOmopbie
pacnpocmpansiemcs [IDB].

10.5.6 FDP_IFC.2 IlosiHoe ynpaBJjieHrne HH(POPMANUOHHBIMH MOTOKAMHU

Uepapxuueckuit musi: FDP_IFC.1 OrpanuueHHoe ympaBieHue WHGOPMAIMOHHBIMH
MIOTOKAMH

3aBucumoctu: FDP_IFF.1 Atpu0yts 6e30macHocTi

10.5.6.1 FDP_IFC.2.1

®bO nomKHBI OCYIIECTBIATh [Ha3HaueHue: I[IDPH ynpaenenus ungopmayuoHuvimu
nomoxkamu]| I [Ha3HAYCHHE: CHUCOK CYObekmos u uH@popmayuu] W BCEX ONEpALUA
nepeMeIeHus yrnpasisieMold HHGOpPMAIMK K YIpPaBIseMbIM CyObeKTaM M OT HHX, Ha KOTOpBIE
pacnpoctpansercs [1Db.

10.5.6.2 FDP_IFC.2.2

®BO nomxHbl 00ecnieunBaTh, yToOB! B mpeaenax OJld Ha Bce omepaunuu nepeMerneHus
ylpaBisieMoi MH(pOpMalMK K YNpaBiseMbM CyOBEKTaM M OT HMX pPacHpoCTpaHsAiach Kakas-
m6o [1Db ynpasnenust nHHOPMAITMOHHBIMH TOTOKAMH.

10.6 ®ynkuun ynpasjeHus nHpopmaunoHubiMu norokamu (FDP_IFF)

10.6.1 XapakTepucTuKa ceMeiicTBa

CewmeiictBo FDP_IFF onuceiBaeT mpaBuia JUisi KOHKPETHBIX (DYHKIMH, KOTOpbIE MOTYT
peannzoBath I[IDb ynpasnenus uMHGOPMAUMOHHBIMH MOTOKamMH, MMeHoBaHHble B FDP IFC
«[Tomutka ynpaBieHuss HMHMOPMALMOHHBIMU TOTOKAMU», TJE€ TaKXKe OmpeiesieHa o001acTh
JEHCTBUS COOTBETCTBYIOLIEH NMOMUTUKU. CeMeNCTBO COAEPKUT JiBa THUIA TpeOOBaHUIl: MEPBbHII
CBSI3aH C MH(OPMAIIMOHHBIMU MOTOKaMH, a BTOPOH - ¢ HepazpeleHHbIMI MH()OPMAIIMOHHBIMU
MOTOKAMH (CKPBITBIMU KaHalaMu). OTO pa3lielIeHHe BO3HUKAET, IMOTOMY 4YTO Ipobdiema
Hepa3peleHHbIX UH(OPMALIMOHHBIX TOTOKOB B HEKOTOPOM CMBICIIE IIPOTUBOPEUUT OCTAIbHBIM
acniektam [I®b ynpaBnenuss nHpopmanroHHBIMU TOTOKaMu. [lo CyIIecTBy, CKpBIThIE KaHAJbI
Jat0T BO3MOKHOCTh 00x01uTh [IDb yrnpasnenus nHGopMaiOHHBIMU IOTOKaMHU B HapyIIEHUE
MOJINTUKU. BOo3HUKaeT NOTpeOHOCTh B ClIELUAIbHBIX (YHKIMIX, KOTOPbIE OTPAHUYUBAIOT JIHOO
IIPEIOTBPALIAIOT X BOZHUKHOBEHHUE.
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10.6.2 Pan:xupoBanne KOMIIOHEHTOB

FDP IFF.1 «Ipoctele arpuOyThl 0€30MaCHOCTH» COICPKHUT TpeOOBaHHE HAINYUSA
aTpuOyTOB 0€30macHOCTH MHGOPMAIUU U CyOBEKTOB, KOTOPHIE BBICTYMAIOT KaK MHHUIIMATOPHI
OTIpPABICHUS WM TOJydarenu 3Tod uHpopMmaimu. B HeMm Takke omnpenensiorcs IpaBHia,
KOTOpbIE HEOOXOAMMO peann3oBaTh C HMCIOJb30BAaHUEM (YHKLUHU, U ONUCAHO, KaK (PYHKLUA
MoJTy4yaeT aTpuOyThl 0€30IacHOCTH.

FDP IFF.2 «Mepapxuueckue aTpuOyThl OE€30MAaCHOCTH» pacIIUpseT TpeOoBaHUS
IpebIAYIIEero KOMIIOHEHTa, TpeOys, uToObl Bce IIDB ympaBnenus HHPOPMAIMOHHBIMU
notokamu B [1BO ucrnonb3oBanu repapxudeckue aTpuOyThl 0€30MaCHOCTH, KOTOPhIE 00pa3yroT
HEKOTOPYIO CTPYKTYPY.

FDP IFF.3 «OrpanudyeHue Hepa3penieHHbIX HH(POPMAIMOHHBIX TIOTOKOB» COICPKUT
tpeboBanue, ytoOs! IIDB pacnpocTpansiack Ha Hepa3pelleHHble HH(POPMALMOHHbIE IOTOKH, HO
He 00s13aTeIbHO YCTpaHsIa UX.

FDP IFF.4 «YactuuHoe ycTpaHEHHWE HEpa3peLICHHbIX HH()POPMAIIMOHHBIX ITOTOKOBY
cozepkutT Tpebosanue, uroOrl [IDb obecneunna ycTpaHeHHEe HEKOTOPBIX, HO HE 00s3aTEIbHO
BCEX, HEpa3pEIICHHBIX HHPOPMALMOHHBIX TIOTOKOB.

FDP IFF.5 «llonHoe ycTpaHeHHE HEpa3peIICHHBIX HWH(GOPMAIIMOHHBIX TTOTOKOBY
comepkut TpeboBanue, uroOel IIDB obecreunna ycTpaHeHHWE BCEX HEPa3pELICHHBIX
MH(pOPMALMOHHBIX TTOTOKOB.

FDP IFF.6 «MOHHUTOPUHI HEpa3peUIeHHBIX WH()OPMAIIMOHHBIX TIOTOKOB» COJCPKHT
TpeboBanue, 4rodbl IIDB oTcnexuBana Hepa3pelleHHble WH(QOPMALMOHHBIE IOTOKH,
MaKCHMaJbHasi MHTEHCUBHOCTh KOTOPBIX IIPEBBIILIAET 3a/1aHHOE IIOPOrOBOE 3HAYECHHUE.

10.6.3 Ynpasaenune: FDP_IFF.1, FDP_IFF.2

Hns  ¢ysxnmii ynpasiaenus u3 kinacca FMT Moryr paccmarpuBaThbes —ClEAyHOIINE
JIEUCTBUS:

a) ynpaBieHHE aTpuOyTaMH, UCIIOJNb3YEMBIMHU Ui SIBHOTO Pa3pelICHUs U 3ampeIieHus
J0CTyHa.

10.6.4 Yupasaenue: FDP_IFF.3, FDP_IFF.4, FDP_IFF.5

JlelcTBUS 1O YIPABICHUIO HE MPETYCMOTPEHBI.

10.6.5 Ynpasuenue: FDP_IFF.6

Jns  pynkmuii  ympaBiaenus u3 kimacca FMT Moryr paccmaTpuBaThCs  CIEAYIOININE
NEUCTBHS:

a) BKJIIOYEHUE WU OTK/IIOUeHHE (PYHKIIMY MOHUTOPHHTa;

b) ™Momupukanus MaKCHMaJbHONW HWHTEHCHUBHOCTH, KOTOpas OTCIEKHUBACTCS IPH
MOHUTOPHHTE.

10.6.6 Aynut: FDP_IFF.1, FDP_IFF.2, FDP_IFF.5

Ecu B I13/3b Brmoueno cemeiictBo FAU GEN «['eHepaumusi HaHHBIX —ayauTa
0€30IaCHOCTHU», TO CJIEAYET NMPEelyCMOTPETh BOZMOKHOCTh ayANTa CISAYIOIIMNX 1eHCTBUI:

a) MUHIMAJIbHBII: pa3pelieHrs Ha 3arnpamuBaeMble HH()OPMAIIHOHHBIE TIOTOKH;

b) 6a30BbIii: Bce pelieHus Mo 3anpocam Ha HH(OPMAIlMOHHbBIE TTOTOKH;

C) JAETaJIM3UPOBAHHBIN: cHenupuueckrue aTpuOyThl OE30MACHOCTH, HCIOJIb3yEeMbIE IIPU
MNPUHATUH PEILICHUH MO OCYIECTBIEHUIO MH()OPMAIIMOHHBIX IOTOKOB;

d) JneTanu3MpOBaHHBIA: HEKOTOpbIE cHenu(pUYecKue MOJMHOXKECTBa HH(pOpMAIH,
nepefaya KOTOpPOM o0OycloBieHa LENsAMH MOJUTHKHM (HampuUMep, ayAUT MaTepuayioB, s
KOTOPBIX I'pU( CEKPETHOCTH ObLIT TOHUKEH).

10.6.7 Ayaut: FDP_IFF.3, FDP_IFF.4, FDP_IFF.6

Ecin B II3/3b BkmoueHo cemelictBo FAU GEN «['eHepanusi JaHHBIX ayauTa
0€30IaCHOCTHY, TO CJIEYET MPeyCMOTPETh BOZMOKHOCTh ayAAUTa CISAYIOIMINX eHCTBUMI:

a) MUHUMAaJIbHBIN: pa3pelIeHus Ha 3anpaniiBaeMble HHPOPMAIIMOHHbIE IOTOKH;

b) 6a30BbIii: Bce pelieHus Mo 3anpocam Ha HH(GOPMAIMOHHbBIE TTIOTOKH;

33



CT PK ISO/IEC 15408-2-2017

) 6a30BBIii: HCIIOJI30BAHUE BBISIBJICHHBIX CKPBITHIX KaHAJIOB;

d) meranu3upoBaHHBINA: cnenuduueckue arpuOyThl 0€30MaCHOCTH, HCIONb3yeMble NpHU
MPUHATHU PEIIEHUH MO0 OCYIIECTBICHUIO NHPOPMAIIMOHHBIX TOTOKOB;

€) JeTaJu3WpOBAaHHBIN: HEKOTOphIe CIEHU(PUUECKUE MOJMHOXKECTBA HWH(pOpMAIIH,
nepenaya KOTOpoil o0OyClIOBi€HAa UENSIMHM MOJUTUKU (HalpuMep, ayAuT MaTepuanoB, IJs
KOTOPBIX TPU() CEKPETHOCTH OBbLIT TOHUKEH ),

f) neranuzupoBaHHBIN: MCHOJIB30BAaHUE HAECHTU(MUIMPOBAHHBIX CKPBITHIX KAaHAJIOB, IS
KOTOPBIX OLIEHKa MAaKCUMaJIbHOM HHTEHCUBHOCTHU IIPEBBIIIAET 33JaHHOE IOPOrOBOE 3HAUECHHUE.

10.6.8 FDP_IFF.1 ATpu0yTbl 6€301acHOCTH

Hepapxuueckuil 1iis: HET IOAYUHEHHBIX KOMIIOHEHTOB.

3aBucumoctu: FDP IFC.1 OrpannyenHoe ynpasieHue HHOOPMAITMOHHBIMU ITOTOKAMHU

FMT MSA.3 Nannuanu3anus CTaTHYeCKUX aTpuOyTOB

10.6.8.1 FDP_IFF.1.1

@®bO A0mKHBI OCYIIECTBIATh [Ha3HaueHue: [IDF ynpasieHus uHGOPMAYUOHHBIMU
nomoxkamu], OCHOBAHHYIO Ha CIIEYyIOIIMX TUNAX aTpuOyToB O€30macHOCTH CyObeKTa U
uHbOpMaMU: [HA3HAUYEHHUE: CHUCOK CYOBLEKmMO8 U Munos UHGOpMayuy, HaAxoosuwuxcs noo
ynpagnenuem ykazanuou I®b, u 0ns kaxoo2o uz nux - ampubdymol bezonacnocmu).

10.6.8.2 FDP_IFF.1.2

OBbO nomxHBI pa3zpemaTth HHPOPMAILMOHHBIA MOTOK MEXAY YIPaBIsSEMbIM CYOBEKTOM U
yhpaBisieMoil WH(pOpManuel IMOCPEJACTBOM YIIPABISEMONH OMNEpPAI[K, €CIH  BBIIOIHIIOTCS
ClIeyIoIle MpaBuiia: [Ha3HAUCHUE: OCHOBAHHblEe HA ampubymax 0e30nacHoCmu OMmHOUEHUS,
KOmopble HeoOX00UMO Nno00epIcUusams medncoy ampudymamu 06e30nacHocmu cyOvbeKmos u
unghopmayuu (015 kaxcoou onepayuu)].

10.6.8.3 FDP_IFF.1.3

®OBbO n10KHBI OCYIIECTBIATh [Ha3HAYCHHUE: donoaHumenvhvie npasuia [1OF ynpasnenus
UHDOPMAYUOHHBIMU NOTMOKAMU].

10.6.8.4 FDP_IFF.14

@®bO AO0MKHBI MPENOCTaBIATh CIEAYIONIee [Ha3HAUYEHUE: CHUCOK OONOTHUMENbHBIX
sosmooicnocmeti [1DB].

10.6.8.5 FDP_IFF.1.5

OBO nomKHBI SIBHO pa3periatb HHPOPMAIMOHHBIM MOTOK, OCHOBBIBASICH Ha CIEAYIOUINX
MpaBWIax: [Ha3HAYCHHUE: OCHOBAHHbIE HA ampubymax 0e30nacHocmu npasuid, KOmopule s6HO
paspewiarom uH@GopmMayuoHHvle NOMOKU .

10.6.8.6 FDP_IFF.1.6

OBO nomxHBI ABHO 3ampeniatb HHGOPMAIMOHHBIN MOTOK, OCHOBBIBAsACH HA CIEAYIOIINX
MpaBWIax: [Ha3HAYCHHUE: OCHOBAHHble HA ampubymax 0e30nacHocmu npasuid, KOmopbsle A6HO
3anpewaom ungopmayuoHHble NOMOKU).

10.6.9 FDP_IFF.2 Uepapxuueckue aTpudyThl 6€30MaCHOCTH

Wepapxuueckuit nusti: FDP_IFF.1 AtpuGytsr 6e30macHOCTH

3aBucumoctu: FDP_IFC.1 OrpanuuyenHoe ynpasneHue HHQOpPMAIMOHHBIMU IOTOKAMHU

FMT MSA.3 Naunuanu3amnusi CTaTHYECKUX aTpuOyTOB

10.6.9.1 FDP_IFF.2.1

®bO nomwKHBI OCYWMIECTBIATh [Ha3HaueHue: I[IDPH ynpaenenus ungopmayuoHuvimu
nomokamu], OCHOBAaHHYIO Ha CIIEYIOIIMX TUMAX aTpuOyToB O€30MmacHOCTH CyObeKTa U
nHpOpManuu: [HA3HAUYCHHUE: CHUCOK CYOBEKMO8 U MUunog uHpopmayuu, HAxXo00AWUXCs Noo
ynpagnenuem ykazauuou I®b, u 0ns kaxoo2o uz nux - ampudymol bezonacnocmu).

10.6.9.2 FDP_IFF.2.2

®BO momxHBI pa3pemats HHPOPMAIIMOHHBINM MOTOK MEXAY YIPaBISEMbIM CYOBEKTOM H
yhnpasisieMol MH}opmanueld NOCpeACTBOM YIpPaBISIEMOM OIEpalyH, €cClId BbIIOJIHSIIOTCS
CIIeyIOIllMe TpaBuja, OCHOBAaHHBIE HA YIOPSAOYEHHBIX CBS3SIX MEXKAY arpudyTramu
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0€30MacHOCTH: [Ha3HAYEHHUE: OCHOBAHHbIE HA amMpUuOYmMax 6e30nacHoCcmu OMHOWEHUs, KOMopble
HeobX00UMO NO00epIHCUBAMb MedHcoy ampudymamu 6e30nacHocmu cyoveKmos u uHgopmayuu
(05 kaxcoou onepayuu)].

10.6.9.3 FDP_IFF.2.3

®BO n1omKHBI OCYIIECTBIATH [Ha3HAUCHUE: donoaHumenvhvie npasuia [1OF ynpasnenus
UHDOPMAYUOHHBIMU NOMOKAMU].

10.6.94 FDP_IFF.2 4

@®BO nomKHBI MPEJOCTaBIATH CIEAYIOIIee [Ha3HAYCHUE: CHUCOK OONOJIHUMENbHBIX
gozmodcnocmet 11DF].

10.6.9.5 FDP_IFF.2.5

®BbO nomKHBI SBHO pa3peniaTh WHGOPMAIIMOHHBIN MMOTOK, OCHOBBIBAsACH Ha CIIEAYIOIINX
NpaBUjIax: [Ha3HAUYEHUE: OCHOBAHHblE HA ampubymax 6e30nacHocmu npasuid, Komopbvie s6HO
paspewaom uHpopmMayuorHHbvlie NOMOoKU)].

10.6.9.6 FDP_IFF.2.6

®BO A0mKHBI OCYLIECTBIATh CIEAYIOIIME OTHOLIEHUs s JHOOBIX JIBYX IIOIYCTUMBIX
aTpuOyTOB 6€30IaCHOCTH yIpaBiieHHUs] UH()OPMAIIHOHHBIMH ITOTOKAMU:

a)CylecTByeT (YHKIMs YNOPAJOYEHHUs, KOTOpass OmpeAesser A IBYX JOIMYCTHMBIX
aTpuOyTOB 0E30MaCHOCTH, SIBJISIOTCS JIM OHU PaBHBIMH, HJIM OJIMH U3 HUX OOJIBIIE IPYTOro, WU
OHH HECPABHHUMBI;

b) cymecTByeT Takas «HAaUMEHbIIass BEPXHsS TPaHb» B COBOKYMHOCTH aTpHOYyTOB
0€30IaCHOCTH, YTO JUIs JIIOOBIX JIBYX JOMYCTUMBIX aTpuOyTOB 0€30IaCHOCTH HaWJeTcs Takon
JOMYCTUMBIN aTpuOyT O€30MaCHOCTH, KOTOPBIA OOJbIIe WJIM paBeH JABYM JONYCTHMBIM
aTpuOyTam 0€301acHOCTH;

C) CYIIECTBYET Takas «HauOONbIIas HWKHAA TpaHb» B COBOKYMHOCTH aTpUOYTOB
0€30I1aCHOCTH, YTO JUIs JIIOOBIX JIBYX JOMYCTUMBIX aTpuOyTOB 0€30IaCHOCTH HaWJeTcs Takon
JOMyCTUMBIN aTprOyT 6€30MaCHOCTH, KOTOPBIM HE OOJBbIIE ATUX IBYX JOIYCTUMBIX aTpruOyTOB
0€301MacHOCTH.

10.6.10 FDP_IFF.3 Orpannuyenne Hepa3pemieHHbIX MHGOPMAIMOHHBIX IOTOKOB

Hepapxuueckuii 1uisd: HET IOJYMHEHHBIX KOMIIOHEHTOB.

3aBucumoctu: FDP_IFC.1 Orpannuyennoe ynpasienne HHOOpPMaIMOHHBIMU IIOTOKAMHU

10.6.10.1 FDP_IFF.3.1

®bO nomKHBI OCYIIECTBIATh [Ha3HaueHue: I[IDPH ynpaenenus ungopmayuoHuvimu
nomokamu|, 4YTOOBl OrpaHUYUTh WHTEHCUBHOCTb [HAa3HAUCHUE: mMuUNbl Hepa3peuleHHbIX
uHpopMayuoHHbIX NOMOK0E| 10 [Ha3HAYEHUE: MAKCUMATbHASL UHMEHCUBHOCTD |

10.6.11 FDP_IFF.4 YacTtuyHoe ycTpaHeHHe Hepa3pelleHHbIX HHE(OPMAIMOHHBIX
NOTOKOB

Wepapxuueckuit mma: FDP_IFF.3 Orpanuuenne Hepa3pelmeHHbIX WH(GOPMAIMOHHBIX
IIOTOKOB

3aBucumoctu: FDP_IFC.1 Orpannuyennoe ynpasienne HHQOPMAIMOHHBIMU IIOTOKAMHU

10.6.11.1 FDP_IFF 4.1

®bO nomwKHBI OCYMIECTBIATh [Ha3HaueHue: I[IDPH ynpaenenus ungpopmayuoHuvimu
nomokamu|, 4YTOOBl OrpaHMYUTh WHTEHCUBHOCTh [HA3HAUEHUE: mMuUNbl HepaA3PeuleHHbIX
UHDOPMAYUOHHBIX NOMOKOE] 10 [Ha3HAYEHUE: MAKCUMANbHASL UHIMEHCUBHOCTb .

10.6.11.2 FDP_IFF 4.2

OBbO nomKHBI MPeNoTBpALaTh [Ha3HAUYEHUE. MUnbvl HepaspeulenHulx UHGOPMAYUOHHBIX
nomokos].

10.6.12 FDP_IFF.5 OrcyrcrBue Hepa3peleHHbIX HH(POPMALIMOHHBIX TIOTOKOB

Wepapxuuecknit  mnsa:  FDP IFF.4  YactuuHoe  ycTpaHEeHHME  HEpa3pelIEHHBIX
MH(OPMALIMOHHBIX TOTOKOB

3asucumoctu: FDP_IFC.1 OrpanuuyenHoe ynpasneHue HHQOpMAIMOHHBIMU IOTOKAMHU
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10.6.12.1 FDP_IFF.5.1

@®bO  nmomxHBl  o0ecmeuMBaTh, YTOOBI  HE  CYIIECTBOBAJIO  HEpa3peLIeHHBIX
WH(OPMAIIMOHHBIX TTOTOKOB, CIIOCOOHBIX HApYIIUTh [Ha3HaueHue: ums [IDF ynpasnenus
UHGOPMAYUOHHBIMU NOTMOKAMU].

10.6.13 FDP_IFF.6 MoOHUTOPHMHI Hepa3pelleHHbIX HHPOPMAIIMOHHBIX IOTOKOB

Hepapxuueckuil 1iis: HET NOAYUHEHHBIX KOMIIOHEHTOB.

3aBucumoctu: FDP IFC.1 OrpannyenHoe ynpasieHue HHOOPMAITMOHHBIMU TOTOKAMHU

10.6.13.1 FDP_IFF.6.1

®bO nomKHBI OCYIMIECTBIATh [HazHaueHue: I[IDPH ynpaenenus unpopmayuoHHbiMU
nomokamu|, 4YTOOBl OTCIEAWUTh [HA3HAUEHUE: MUNbL HEPAPEULeHHbIX UHGOPMAYUOHHBIX
NOMOKO8], KOTJ1a OHU MPEBBIIAIOT [HA3HAYCHUE: MAKCUMATbHASA UHIMEHCUBHOCTD |.

10.7 UmnopT nanHbIxX u3-3a npeaenon aeiicreus ®bO (FDP_ITC)

10.7.1 XapakTepucTukKa cemeiicta

CewmeiictBo FDP_ITC onpenenser MexaHu3Mbl JJis Iepeadn JaHHbIX NoJib3oBatens B OO
Tak, 4TOObl ATH JAHHBIE UMEIHU COOTBETCTBYIOLIME aTpUOYTHl OE30MacCHOCTH W 3aluTy. B
CEMEMCTBE TaKKE paccMaTpUBAIOTCS OrpaHMUYEHUs Ha HMIIOPT U OINpeiesieHUuEe TPeOyeMbIX
aTpubyToB  Oe€30MacHOCTH, a TaKKe  HUHTeprnpeTanus  arpuOyToB  0€30MacHOCTH,
aCCOLIMMPOBAHHBIX C JIAHHBIMHU I10JIb30BATEIIS.

10.7.2 Pan:xupoBaHne KOMIIOHEHTOB

Komnonent FDP_ITC.1 «Mmmopt naHHBIX moib3oBarens 0e3 aTpuOyToB 0€30macHOCTHY
COJIEP’KUT TpeOoBaHUs, YTOOBI aTpUOYThI OE30MACHOCTH MPABHJIBHO MPEICTaBIsUIA JIaHHBIC
I10JIb30BATENS U ITOCTABJISIIUCH HE3aBUCUMO OT OOBEKTA.

Komnonent FDP_ITC.2 «MIMmopT IaHHBIX IMOJB30BaTEIs C aTpUOyTaMu OE30MaCHOCTH
COZePKUT TpeOOBaHUsA, YTOOBI aTPUOYTHl OE30MACHOCTH MPABHIBHO TPEICTABIISIIN JIaHHBIC
MOJIb30BATENSA, @ TAKXKE TOYHO M OJHO3HAYHO ACCOUMMUPOBAIMUCH C JAHHBIMM IOJIb30BATENs,
UMIIOPTUPYEMBIMHU U3-3a npenenos O/D.

10.7.3 Yupasaenune: FDP_ITC.1, FDP_ITC.2

Jus  dyHkuit  ynpasiaeHus u3 kimacca FMT MoryT paccMarpuBaThCsl CIEAYIOIIHE
IEUCTBU:

a) MOIU(UKAIHS TOTTOTHUTEIHHBIX IPABUJI YIIPABJICHUS, HCIIOIB3YEMBbIX JIJISl HMITOPTA.

10.7.4 Ayaut: FDP_ITC.1, FDP_ITC.2

Ecmu B I13/3b Brmoueno cemeiictBo FAU GEN «['eHepaumusi HaHHBIX —ayauTa
0€30MacHOCTHY, TO CIEAYEeT MPeayCMOTPETh BO3MOKHOCTh ayAUTa CIECAYIOIINX ACHCTBUIL:

a) MUHUMAJIbHBIN: YCTICUTHBIN UMITOPT JaHHBIX MOJIb30BATENs, BKIIIOYAs JIIOObIE aTpUOYTHI
0€301IaCHOCTH;

b) 0a30BbIif: Bce MOMBITKM HMMIIOPTUPOBATh JaHHBIE MOJB30BATENsl, BKIIOYas JHOObIE
aTpuOyTHI 0€30MaCHOCTH;

C) AETaTu3UpOBaHHBIN: crenudukanus aTpuOyToB OE30MaCHOCTU AJSI UMIIOPTUPYEMBIX
JTAaHHBIX T10JIb30BATEIS, BBIIIOJIHEHHAS YIIOJIHOMOUYEHHBIM 10JIb30BATEIIEM.

10.7.5 FDP_ITC.1 UMnopT JaHHBIX M0Jb30BaTeN s 0e3 aTpudyToB 0€301acHOCTH

Wepapxuueckuii 1uist: HET HOJYMHEHHBIX KOMIIOHEHTOB.

3aBucumoctu: [FDP ACC.1 OrpanuueHHO€ ynpaBiIeHUE JOCTYIIOM, WIH

FDP_IFC.1 OrpanuueHHoe ynpaBieHHe HH()OPMALIMOHHBIMU TOTOKaMH |

FMT_ MSA.3 Nnunuanu3anus cTaTHYECKUX aTpuOyTOB

10.7.5.1 FDP_ITC.1.1

@®BO nomKHBI OCYIIECTBIATh [Ha3HaueHue: noaumuxku OB ynpasnenus oocmynom u/unu
noaumuxku Db ynpasenenus un@opmayuoHHvIMU NOMOKAMU] TIPU HUMIOPTE JIaHHBIX
1oJIb30Barens, KoHTpoaupyemoM 11Pb, u3z-3a npenenos OAD.
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10.7.5.2 FDP_ITC.1.2

®BO nomKHBI UTHOPUPOBATH JIOOBIE ATPUOYTHl OE30MACHOCTH, ACCOLMHPOBAHHBIE C
JTAHHBIMH TI0JIb30BATEIIS, IPH UMIIOPTE M3-3a nipeneno OD.

10.75.3 FDP_ITC.1.3

@®bO ROMKHBI OCYIIECTBIIATH CIEAYIOLIME MTPaBUIIA TP UMIIOPTE AAHHBIX MOJIb30BATENS,
koHTpoiupyemoM II®b, u3-3a npenenoB OJ®D: [Ha3HaueHUE: OonoaHumenbHvle NPAGULA
YNpaeneHus UMnopmomy].

10.7.6 FDP_ITC.2 UMnopT JaHHBIX 0Jb30BaTeNs ¢ aTpUOyTaMu 0e30IacHOCTH

Hepapxudecknii Juid: HET NOJYMHEHHBIX KOMIIOHEHTOB.

3aBucumoctu: [FDP ACC.1 OrpanuueHHOE ylpaBiIeHUE JOCTYIIOM, WIH

FDP_IFC.1 OrpannyeHHoe ynpasieHue HHHOPMAITMOHHBIMUA TOTOKAMH |

[FTP_ITC.1 loBepennslii kanan nepenauu mexay ©bO, win

FTP _TRP.1 JloBepeHHbIi MapuipyT]

FPT TDC.1 ba3osas cornacoBanHOcTh AaHHbIX PBO Mexny ®BO

10.7.6.1 FDP_ITC.2.1

®BO nomkHBI OCYHIECTBIATH [HasHaueHue: /DB ynpasnenus docmynom u/unu I[IDOB
VApaenenus  UHQOPMAYUOHHLIMYU ~ NOMOKamMu] TPU HUMIOPTE JaHHBIX  I0Jb30BaTEls,
koHTpoiupyemoM 11DB, uz-3a npenenos OLD.

10.7.6.2 FDP_ITC.2.2

@®BbO JOomWKHBI  HWCMOJNIB30BaTh  aTpuOyThl  OE30HMACHOCTH, ACCOLUMUPOBAHHBIE C
UMIIOPTUPYEMBIMU JAHHBIMU T10JIb30BATEIS.

10.7.6.3 FDP_ITC.2.3

®BO nomxHbl obecneuynBaTh, 4YTOOBI MCIIOJIB3YEMbIH MPOTOKOJI NpeaycMaTpUBal
OJTHO3HAYHYIO aCCOIMALUI0 MEXIy aTpuOyTamMu O€30MacHOCTH W TIOJTYYE€HHBIMH JaHHBIMHU
I10JIB30BATEJIS.

10.7.6.4 FDP_ITC.2 4

®BbO nmomxHbl o0ecmeunBaTh, 4YTOOBI HMHTEpHpeTanus aTpudyToB 0€30MacHOCTH
UMIIOPTUPYEMBIX JaHHBIX MOJIb30BaTElNs ObliIa TAKOH, KaKk MPEAYCMOTPEHO UCTOYHUKOM JTaHHBIX
I10JIB30BATEIIS.

10.7.6.5 FDP_ITC.2.5

ObO ROIKHBI OCYIIECTBIIATH CIAEAYIOLIME MTPaBUIa NIPYU UMIIOPTE JaHHBIX M1OJIB30BATEI,
koHTpoiupyemoM II®b, u3-3a npegenoB OJ®D: [Ha3HaueHUE: OonoaHumenbHvle NPAGUILA
YNPaeieHus UMNOPmoMm].

10.8 Ilepenaua B npeaeaax OO (FDP_ITT)

10.8.1 XapakTepucTuka cemeiicTa

Cemeiicteo FDP ITT conepxxutr TpeOoBaHHs, CBs3aHHBIE C 3allMTOM JIaHHBIX
MI0JIB30BATENS MPU MX Iepefade Mexay pazaudHbIMU dacTaMu OO 1o BHYTPEHHEMY KaHaly.
O1uM naHHoe ceMericTBo oTimuaercs oT cemelicte FDP UCT «3ammura KoH(UISHINATEHOCTH
JaHHBIX MOJb30BaTeNs pu nepeaaue mexany ®bO» u FDP UIT «3amura 1e10CcTHOCTH JaHHBIX
nojp3oBarenss npu nepenade Mmexay DPBO», KkoTopble 00ecneuMBaIOT 3aAIIUTY JAHHBIX
I0JIb30BATENS NIPU UX nepenade Mexay paszianuabiMu @BO no BHemHEMy KaHally, a TakXe OT
cemeiictB FDP ETC «Oxcnopt nanHbix 3a npeapensl aeiictBus ®bO» u FDP ITC «Mmnopt
JaHHBIX U3-3a npezenoB aeictBus @bO», KoTopble CBsI3aHbl C Mepefadeil JAaHHBIX 3a MPeebl
unu u3-3a npeaenos aercteus ObO.

10.8.2 Pan:xupoBaHie KOMIIOHEHTOB

FDP _ITT.1 «ba3oBas 3amura BHYTPEHHEW Nepedaun» COAEPKUT TpeOOBaHUE, UYTOOBI
JAHHBIE MTOJB30BATENs OBUTN 3aIUILIEHBI TIPpU nepeaade Mexay yactsamu OO.

FDP ITT.2 «Pa3nenenue nepeaauu mo arpuOyram» COJIEP’KHUT B JOMOJHEHHE K MEPBOMY
KOMITOHEHTY TpeOOBaHHME pa3JeieHHsl JaHHBIX, OCHOBAHHOTO Ha 3HAaueHUAX mnpucymmx [1DPb
aTpuOyTOB.
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FDP ITT.3 «MOHHUTOpPUHI LIEIOCTHOCTH» COJAEPXUT TpeboBanue, utodsl Db
KOHTPOJIMpOBAJIa JaHHBIE IOJIb30BATENs, INepenaBaeMble Mexay dactamu OO, Ha Haauudue
UIEHTU(DUIIMPOBAHHBIX OIMTHOOK IIEJIOCTHOCTH.

FDP ITT.4 «MOHUTOPHUHT LEIOCTHOCTH MO aTpuOyTam» pacuIupseT TPETH KOMIIOHEHT,
paspemias  JONOJHUTENbHYIO  (OPMY  MOHHMTOPHUHIA  IIEIOCTHOCTH C  pa3JelIeHUEM,
ucnoib3youmm npucymue [1Ob arpulyTsl.

10.8.3 Ynpasisenue: FDP_ITT.1, FDP_ITT.2

Hns  ¢yakumii ynpasiaenus u3 kiaacca FMT wMoryr paccmarpuBaThbes —ClEAyHOIINE
NECUCTBHS:

a) eciiu @BbO mpenocTaBIAIOT HECKOJIBKO METOAOB 3alUTHl JAaHHBIX MOJIb30BATENs BO
BpeMs Tiepeiadud  Mexay ¢dusumdyecku pazneneHHbiMu  yactamMu OO, 1o DBO Moryr
IPESYyCMOTPETh NPEAONPEACTICHHYIO POJIb C BHIOOPOM MeTo1a, KOTOPBI OyIeT HCIOIb30BaH.

10.8.4 Yupasisenue: FDP_ITT.3, FDP_ITT.4

Hns  ¢yakumii ynpasiaenus u3 kiaacca FMT wMoryr paccmaTrpuBaThbes —ClEAyHOIINE
TIEUCTBUS:

a) BO3MOXXHOCTb HACTPOMKHM crHenu(UKanuu ACWCTBUH, NPEANPHHUMAEMBIX TI0CIE
OOHapyKeHMsI OIMOKH LIEIOCTHOCTH.

10.8.5 Ayaur: FDP_ITT.1, FDP_ITT.2

Ecmm B II3/3b Brmtoueno cemeiictBo FAU GEN «['eHeparusi NaHHBIX —ayaMTa
0€30MaCHOCTHY, TO CJIEAYET MPETyCMOTPETh BOZMOKHOCTh ayAANTa CICAYIOMINX JICHCTBUMA:

a) MHMHMMAJbHBIM: yCIEIIHble Iepefadd JaHHBIX [0JIb30BaTeNs C HAECHTH(QUKaLuen
HCIOJIb3YEMOTO METO/1a 3aLUThI;

b) ©0a30BBIi: BCe MOMNBITKM NEpeAaTh JaHHbIE IOJb30BaTENd C MJIEHTU(DUKaLUe
UCTIOJIB3yEeMOT0 METOA 3ALTUTHI U JTFOOBIX MPOU30MIEIINX OIIHUOOK.

10.8.6 Ayaur: FDP_ITT.3, FDP_ITT.4

Ecmu B I13/3b Brmoueno cemeiictBo FAU GEN «['enepaumusi JaHHBIX —ayauTa
0€30IaCHOCTH», TO CJIEAYET MPeyCMOTPETh BOZMOKHOCTh ayAAUTa CIASAYIOIINX eHCTBUMI:

a) MUHUMAaJbHBIM: YCIENIHbIE MEpeAaud JAAaHHBIX I[0JIb30BATENsl C UACHTU(UKAIMEH
HCIIOJIb3YEMOT0 METO/1A 3aLUThI LEIOCTHOCTH;

b) ©0a30BBI: BCce TMOMBITKM TEpeAaTh [aHHbIE TIIOJB30BATENA C HISHTH(UKALUEH
HCIOJIb3yEeMOI0 METO/A 3alUThI LIEJTOCTHOCTH U JIFOOBIX MPOU30LIEININX OMINOOK;

) 6a30BbIif: HECAHKIIHOHUPOBAHHBIE MOMBITKH W3MEHUTH METO/] 3aIIUTHI IIEJIOCTHOCTH;

d) neranmu3upoBaHHBIN: OEWCTBUSA, NpeINpUHUMAEeMble IOCIe OOHApY>KEHHs OLIMOKU
L[E€JIOCTHOCTH.

10.8.7 FDP_ITT.1 ba3oBas 3amuTa BHyTPeHHeH nepeaaqyu

Hepapxuueckuii Juisd: HET IOJYMHEHHBIX KOMIIOHEHTOB.

3aBucumoctu: [FDP ACC.1 OrpanuueHHOE yrpaBiIeHUE JOCTYIIOM, WIH

FDP_IFC.1 OrpannyeHHoe ynpaBieHHe HHGHOPMAIIMOHHBIMU ITOTOKAMH |

10.8.7.1 FDP _ITT.1.1

@®BO nomxHBI OCyWIECTBIATh [Ha3HaueHue: [IPH ympaenenus oocmynom u/unu I1Pb
ynpasieHus UHGOPMAYUOHHLIMU hnomonamu], 4ToObl TPenoTBpaIiaTh [BBIOOp: packpwvimue,
Mooughuxkayus, HedocmynHocms| TAHHBIX MOJB30BaTelNs MPU UX INepenade Mexay (usnuecku
paznenenubiMu yactamu OO.

10.8.8 FDP_ITT.2 Pa3nenenue nepeaayu mo arpudyram

Wepapxnueckuit nist: FDP_ITT.1 ba3zosas 3amura BHyTpEHHEN Iepegadn

3aBucumoctu: [FDP ACC.1 OrpanuueHHO€ ynpaBieHUE JOCTYIIOM WIIH

FDP_IFC.1 OrpannuenHoe ynpaBieHHe HH()OPMALIMOHHBIMU TOTOKAMH |

10.8.8.1 FDP_ITT.2.1

®bO nomkHBl OCYMIECTBIATh [HasHaueHue: [IDF ynpasnenus oocmynom uw/unu I1DOH
VApaeneHus: UHGOPMAYUOHHLIMYU NOMOKAMU], YTOOBI NPEAOTBpaLIaTh [BBIOOP: packpwvimue,
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Moougukayus, HeOoCMynHOCMb| JAHHBIX IOJIb30BATENS MPU UX Mepefade Mexay (Gusndecku
paznenenHbiMu yactamu OO.

10.8.8.2 FDP_ITT.2.2

@®bO nomKHBI pa3fensaTh AaHHblE, KOHTpoaupyemsble [IDb, mpu ux mnepenade Mexay
¢busnuecku pazgeneHHbIMUA yacTsiMu OO, OCHOBBIBAsCh Ha 3HAYEHUSIX CIEAYIOUIMX aTpHOYTOB:
[Ha3zHAueHUE: ampubymol bezonacHocmu, Komopule mpebyom pazoenenus OaHHbIX].

10.8.9 FDP_ITT.3 MOHMTOPHUHT LEJTOCTHOCTH

Hepapxuueckuil 1iis: HET IOAYUHEHHBIX KOMIIOHEHTOB.

3aBucumoctu: [FDP_ACC.1 OrpanndeHHoe ynpaBieHue JOCTYIIOM WIH

FDP IFC.1 OrpanuueHHoe ynpasieHHe HHPOPMALMOHHBIMUA TOTOKAMH |

FDP ITT.1 ba3oBas 3anura BHyTpEHHEH Nepeaayn

10.8.9.1 FDP_ITT 3.1

®bO nomkHBl OCYHIECTBIATh [HasHaueHue: [IDF ynpasnenus oocmynom u/unu I1DOH
VAPAaGueHUs. UHGOPMAYUOHHBIMU NOMOKAMU], YTOOBI KOHTPOJIMPOBATH JAHHBIE IMOJB30BATEI,
nepenaBaeMble MexAy Gusnuecku pazneneHHbMH yacTsmMu OO, Ha Hanuyue CIeAYIUUX
OIMMOOK: [Ha3HAYEHUE: OUUUOKU YEeIOCIMHOCUL].

10.8.9.2 FDP_ITT.3.2

IIpu oOHapy)eHUH OLIMOKH 11EeI0CTHOCTH JaHHBIX PO 10/KHBI [Ha3HAUEHUE: Oelicmeus
npu owubKe yerocmuocmu).

10.8.10 FDP_ITT.4 MoHMTOPUHT LeJOCTHOCTH IO ATPUOyTaM

Uepapxuueckuit qy1si: FDP_ITT.3 MOHUTOPUHT 1IE1I0OCTHOCTH

3asucumoctu: [FDP_ACC.1 OrpanuueHHOE ynpaBieHHE JOCTYIIOM WU

FDP_IFC.1 OrpannuyeHHoe ynpasieHue HHHOPMAITMOHHBIMHA ITOTOKAMH |

FDP_ITT.2 Pa3nenenue nepemaauu mo aTpudyram

10.8.10.1 FDP_ITT 4.1

®BO nomkHBI OCYHIECTBIATh [HasHaueHue: [IDF ynpasnenus docmynom u/unu I1OF
YNpagnenus UHGOPMAyUOHHbIMU NOMOKAMU], YTOOBI KOHTPOJIMPOBATh JAaHHBIE MOJIH30BATENs,
nepeaBaeMble MEXIy (usndecku paszaeraeHHbIMH dacTsamu OO, Ha HalM4Me CIEAYIOMINX
omMOOK: [Ha3HAUYEHUE: OWUOKU YeloCmHOCmU], OCHOBBIBAACh Ha CIEAYIOIIUX aTpudyTax:
[Ha3HaueHME: aTpUOYTHI OE30MACHOCTH, KOTOPHIE TPEOYIOT pa3/ieICHIs KaHAJIOB TIepeadn |.

10.8.10.2 FDP_ITT 4.2

[Ipu oOHapykeHUH OMIMOKY 1eI0CTHOCTU JaHHBIX PBO noMKHBI [Ha3HAUEHUE: Oelicmeus
npu owubKe yerocmuocmu).

10.9 3ammra ocrarounoii ungpopmannu (FDP_RIP)

10.9.1 XapakTepucTuKa cemeiicTBa

Cemeiicteo FDP RIP cBs3aHOo ¢ HEOOXOAMMOCTBIO OOECIEYECHHS TMOCIEIYIOIIeH
HEIOCTYITHOCTH yJaJIeHHOW WH(POpPMAlMM M OTCYTCTBUS BO BHOBH CO3JAQHHBIX OOBEKTax
uH(popMaluK, KOTOPYIO HE CIeAyeT OCTaBsATh JOCTYNMHOH. OTO CEMEWCTBO COJEPXKUT
TpeOOBaHUS 3amUTHl MH(GOPMAIMH, KOTOpas YK€ JIOTMYECKH yajleHa WIM HMCKIIOYeHa U3
paccMoTpeHHsl, HO (PU3UYECKH BCE elle MOXKET MPUCYTCTBOBATh B npeaenax OO.

10.9.2 Pan:xupoBaHne KOMIIOHEHTOB

FDP RIP.1 «OrpanundeHHas 3amuTa OCTaTOYHON HMH(pOpMalUNU» COIAEPKHUT TpeOOBaHHE,
yTo0b6l PBO obecneunny HETOCTYIHOCTh COAEpkKaHMs BCEH OCTaTOUHOM MH(POpMAIMK JIFOOBIX
PECYPCOB MJIsi OMpENelIeHHOro MOAMHOXKecTBa 00bekToB B OJd mpu pacmpenenceHu WiId
0CBOOOXKICHUH pecypca.

FDP_RIP.2 «IlonHast 3amuTa OCTaTOYHON HH(OpPMALUU» CONEPKUT TpeOOBaHUE, YTOOBI
ObO obecneymyin HEIOCTYMHOCTh COJEP)KaHHMS BCEH OCTaTOYHOM WH(GOpPMAIUU JTHOOBIX
pecypcoB U1 BceX 00BEKTOB MPU pacIpeelIeHUH WIH 0CBOOOXKIEHHH pecypca.
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10.9.3 Yupasaenune: FDP_RIP.1, FDP_RIP.2

Hns  ¢yakumii ynpasiaenus u3 kinacca FMT wMoryr paccmaTpuBaThbes —ClEAyHOIINE
JNEUCTBHUS:

a) BO3MOYKHOCTh HACTPOMKH, KOT'/1a BBIITOJHATH 3alIUTY OCTATOUYHOW HH(popMaluu (To ecTh
MIPH pacrpeaeeHuH Wik 0cBoOoxaeHun) B ipenenax OO.

10.9.4 Ayaur: FDP_RIP.1, FDP_RIP.2

Hert coObITuii, 17151 KOTOPBIX CIEAYET NMPEAYCMOTPETh BO3MOKHOCTD ayIUTA.

10.9.5 FDP_RIP.1 OrpanuyeHHasi 3a11UTa OCTATOYHOM MHpOpManun

Wepapxuueckuii 1uist: HET HOJYMHEHHBIX KOMIIOHEHTOB.

3aBUCHMOCTH: HET 3aBUCUMOCTEI.

109.5.1 FDP_RIP.1.1

®BO momxHBI 00eceuynBaTh HEJOCTYITHOCT JTIO0OT0 MPEIbIIYIIEro HH(PpOPMAIIMOHHOTO
coJiepKaHUsl PECYpCOB TPHU [BBIOOP: pacmpedeneHue pecypca, 0c8000dcoeHue pecypcal mis
CIIEYIOIIUX O0BEKTOB: [HA3HAYCHHE: CHUCOK 00BbEKMO8].

10.9.6 FDP_RIP.2 ITosiHasi 3amMTa 0CTATOYHON HHGOPpMAUKU

Uepapxuueckuit asi: FDP_RIR.1 OrpannyenHas 3amura OCTaTOYHON HHPOPMALIUU

3aBUCUMOCTH: HET 3aBUCUMOCTEM.

109.6.1 FDP_RIP.2.1

OBO npomxHBI 00ecreuynBaTh HEJOCTYMHOCTh JIIOOOT0 MPEIbIIyIero HHPpOPMalMOHHOTO
COJIEpKaHUsl PECYPCOB TIPH [BBIOOP: pacnpedenenue pecypca, 0c8000icoenue pecypcd) sl Beex
00BEKTOB.

10.10 Orkar (FDP_ROL)

10.10.1 XapaxkTepucTuKa cemeiicTBa

Omnepanus oTkata BKIOYAeT B ceOs OTMEHY IMOCIEAHEH Omepalfy WU psijia OIepariyid,
OTPaHUYEHHBIX HEKOTOPBIM TMpeleioM (Hampumep, I[EpUOJIOM BpEMEHHM), M BO3BpaT K
MIPEILIECTBYIOIEMY H3BECTHOMY COCTOSHMIO. OTKaT IMpPEenoCTaBiII€T BO3MOXKHOCTb OTMEHUTh
pe3ynbTaThl OMepaluy WM psa oIlepamuii, YToO0bl COXPAHUTh IEJIOCTHOCTh JaHHBIX
10JIb30BATEJI.

10.10.2 Pan:kupoBaHne KOMIIOHEHTOB

FDP ROL.1 «ba3oBblii OTKaT» CBsi3aH C HEOOXOIUMOCTBIO BEPHYTH OOpaTHO WIIH
OTMEHHUTbH OTPAHUYEHHOE YHCIIO OTepalliii B ONIPEACTICHHBIX Mpeaeax.

FDP _ROL.2 «PacmmpeHHBII OTKaT» CBSA3aH ¢ HEOOXOIUMOCTHIO BEPHYTh OOpaTHO WU
OTMEHHUTH BCE OIEpaIliy B ONPEIEICHHBIX Mpeienax.

10.10.3 Ynpasaenune: FDP_ROL.1, FDP_ROL.2

Jna ¢yakiuit ynpasiaenuss u3 kinacca FMT MoryT paccMmarpuBaThCsl CIEAYIOIIHE
IEUCTBUS:

a) BO3MOYKHOCTb HACTPOWKH Mpejesia OrpaHUYEHUH, JO KOTOPOrO BO3MOXKEH OTKaT B
npenenax OO;

b) pasperieHue BHITIOIHITH ONEPALINIO OTKATA TOJBKO BIIOJIHE ONPEIEICHHBIM POJISM.

10.104 Ayaut: FDP_ROL.1, FDP_ROL.2

Eciu B II3/3b BkmoueHo cemelictBo FAU GEN «['eHepanusi JaHHBIX ayauTa
0€30IaCHOCTHU», TO CJIEYET MPeyCMOTPETh BOZMOKHOCTh ayAAUTa CISAYIOIINX eHCTBUMI:

a) MUHUMAaJIbHBIN: BCE YCIIEUIHBIE ONEpaIlK OTKATa;

b) 6a30BbIii: BCe MOMBITKY BHIOTHUTH ONEPALIUU OTKATA,

C) JEeTaJIM3UPOBAHHBINA: BCE MOMBITKH BBIMOIHUTH ONEPALMU OTKaTa ¢ WACHTU(PUKAILMEH
THUIIOB OIEpallfii, OTMEHEHHBIX IIPU OTKATe.

10.10.5 FDP_ROL.1 ba3oBblii oTKAT

Hepapxuueckuil 1uisi: HET NOJYMHEHHBIX KOMIIOHEHTOB.

3aBucumoctu: [FDP_ACC.1 OrpanuueHHO€ ynpaBieHHE JOCTYIIOM WU

FDP IFC.1 OrpanunueHHoe ynpasieHHe HHPOPMALMOHHBIMUA TOTOKAMH |
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10.10.5.1 FDP_ROL.1.1

@®BbO nomkHBI OCYHIECTBIATh [HazHaueHue: [IDF ynpasnenus oocmynom uw/unu IIDOB
YNpagnenus UHQGOPMAYUOHHLIMU NOMOKAMU], UTOOBI pa3periatb OTKAT [Ha3HAYEHHUE: CHUCOK
onepayuti] Ha [Ha3HAYCHUE: CNUCOK 00BEKMO8].

10.10.5.2 FDP_ROL.1.2

@®BbO nomKHBI pa3peliaTb OTKAaT B IpeAeiax [Ha3HAUEHUE: O02PaHUYEeHUe GblNOTHEHUs.
omxamal.

10.10.6 FDP_ROL.2 PaciMpeHHBbI 0TKAT

Uepapxuueckuii qoisi: FDP_ROL.1 ba3oBelit oTkat

3aBucumoctu: [FDP_ ACC.1 OrpanuueHHOE ynpaBieHHE JOCTYIIOM WIIH

FDP_IFC.1 OrpannyeHHoe ynpasieHue HHHOPMAITMOHHBIMUA TOTOKAMH |

10.10.6.1 FDP_ROL.2.1

®BbO nomkHBl OCYHIECTBIATh [HasHaueHue: [IDF ynpasnenus oocmynom u/unu I1DOE
VApasneHuss UHQGOPMAYUOHHLIMU NomoKamu], 4ToObl paspelarb OTKAaT BCEX OIlepauuid Ha
[Ha3zHAUEHME: cnucok 0O6veKkmos).

10.10.6.2 FDP_ROL.2.2

®bO nomkHBl pa3pematb OTKaT B Mpeleiax [Ha3HAYCHUE: O2paHuyeHue 6blNOJHEeHUs
omkamay.

10.11 HeaocTtHocTth xpanumbix AaHubix (FDP_SDI)

10.11.1 XapakTepucTuka cemeiicTBa

Cemeiicteo FDP SDI coumepxut TpeOoBaHUWs, CBS3aHHBIE C 3alllMTOM JaHHBIX
nmosib30Baresi BO BpeMsi ux xpaHeHus B npenenax OJ®P. OmmOku 1ETOCTHOCTH MOTYT
BO3/ICMCTBOBAaTh Ha JAHHBIC IOJIb30BATENSl, XPAHUMBbIE KaK B ONEpPAaTUBHOM NaMATH, TaK M Ha
3alIOMUHAIONINX yCTpoHcTBax. JTo ceMelicTBo oTnuaercs oT cemelictea FDP ITT «Ilepenaua
B npeaenax OOy, KOTOpoe 3allUIIaeT JaHHbIE MT0JIb30BATENs OT OMIMOOK IEIOCTHOCTH BO BpeMsI
ux nepenauu B npegenax OO.

10.11.2 Pan:kupoBaHue KOMIIOHEHTOB

FDP _SDI.1 «MOHHUTOPHHI LEJIOCTHOCTU XpaHMMBIX JaHHBIX» COJEPKUT TpeOOBaHUE,
yTo0bl OB KOHTpOIMpOBaNa JaHHBIEC MOJIb30BaTENs, XpaHuMble B npenenax O[d, Ha nanuuue
UACHTU(PUIIMPOBAHHBIX OMNOOK [IEITOCTHOCTH.

FDP SDI.2 «MOHUTOPUHT 1EJIOCTHOCTH XPAaHUMBIX JaHHBIX U MpPeANpUHUMAEMBbIC
NEHCTBUS» JOMONHSIET MNPEAbIIYIIUI KOMIOHEHT JEHCTBUSMH, NPEANPUHUMAEMBIMU I10OCIIE
oOHapyXeHHsI OIIHOOK.

10.11.3 Ynpasaenune: FDP_SDI.1

JleficTBYA 1O YNPABIECHUIO HE MPETyCMOTPEHBI.

10.11.4 Ynpasaenue: FDP_SDI.2

Jus  dyHkuit  ympasieHus u3 kimacca FMT MoryT paccMarpuBaThCsl CIIEAYIOIIHE
IEUCTBUS:

a) BO3MOXXHOCTh HACTPOMKH JIEHCTBUM, NPEANPUHUMAEMBIX 110CIIE OOHAPYKEHUSI OIIMOKU
LIETTIOCTHOCTH.

10.11.5 Ayaut: FDP_SDI.1

Eciu B II3/3b Brmtoueno cemeiictBo FAU GEN «l'eHepauusi JaHHBIX ayauTa
0€30MacHOCTHY, TO CIEAYET NPEIyCMOTPETh BO3MOXKHOCTh ayAUTA CIEIYIOIINX AEHCTBUIA:

a) MUHMMAJIGHBIN: YCHEIIHbIE TOMBITKUA MPOBEPKU LIEJTOCTHOCTU JTAaHHBIX MOJB30BATEINS C
MHMKAIUEN pe3ybTaToB NPOBEPKHU;

b) 6a30BbIil: BCE MOMBITKK MPOBEPKU LIETOCTHOCTU JAHHBIX MOJIH30BATENs C MHIAMKAIUEH
Pe3yJIbTaTOB MPOBEPKH, €CIIH OHA ObLIa BHINOJIHEHA,

C) AETaIU3UPOBAHHBINA: THIT OOHAPYKEHHON OIMIMOKHU 11€I0CTHOCTH.
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10.11.6 Ayaut: FDP_SDI.2

Ecmu B II3/3b Brmoueno cemeiictBo FAU GEN «l'eHepauusi JaHHBIX ayauTa
0€30MacHOCTHY, TO CIEAYeT NPEeayCMOTPETh BO3MOXKHOCTh ayAUTAa CIEIYIOIINX AeHCTBUIA:

a) MUHUMAJIbHBIN: YCIEIIHbIEC MOIMBITKA MPOBEPKU LIEJIOCTHOCTU JAHHBIX MMOJIb30BATENS C
MHUKAIUE pe3ylbTaToB MPOBEPKHU;

b) 6a30BbIil: BCe MOMBITKM MPOBEPKU HEJIOCTHOCTU JAAHHBIX IOJb30BATEINS C MHIUKALIUCH
pEe3yNbTaTOB MPOBEPKH, €CIIH OHA ObLIa BHINOJIHEHA,

C) AETaIU3UPOBAHHBIN: THIT OOHAPY>KEHHOH OMIMOKHU IIETOCTHOCTH.

d) nmeramu3WpOBaHHBIN: NEWUCTBHS, NpPEANPUHAMAEMbIE TPH OOHAPYXKEHUU OIIMOKH
LIEJIOCTHOCTH.

10.11.7 FDP_SDI.1 MOHMTOPHHT HEJOCTHOCTH XPAHMMBbIX JTAHHBIX

Hepapxuueckuil 1iis: HET IOAYUHEHHBIX KOMIIOHEHTOB.

3aBHCUMOCTH: OTCYTCTBYIOT.

10.11.7.1 FDP_SDI.1.1

®OBO n0KHBI KOHTPOJIMPOBAThH JAHHBIE TOJI30BATENsI, XpaHUMbIe B nipeaenax Od, Ha
HaJlMuWe [Ha3HAYCHWE: OwubKU yerocmuocmu] I8 BCeX OOBEKTOB, OCHOBBIBASCh Ha
CIeNyIOMUX aTpuOyTax: [Ha3HAYCHHE: ampubymsvl OAHHbIX NOJIb308aAMeA].

10.11.8 FDP_SDI.2 MoOHMTOPHHI  LEJOCTHOCTH XPAHHUMBIX JaHHBIX H
npeanpuHUMAaeMble 1eiicTBUSA

Uepapxuueckunit nisi: FDP_SDI.1 MOHUTOpPUHT 1IEIOCTHOCTH XPAHUMBIX JTAHHBIX

3aBUCUMOCTH: HET 3aBUCUMOCTEM.

10.11.8.1 FDP_SDI.2.1

@OBbO A0mKHBI KOHTPOJIHUPOBATH JTAaHHBIE I0JIb30BaTENs, XpaHuMble B npenenax O/1d, na
HAIMYME [Ha3HA4YeHUE: OwubKy yerocmuHocmu| IS BCeX OOBEKTOB, OCHOBBIBASCH Ha
CIenyIomuX aTpulyTax: [Ha3HAYCHHE: ampudymsvl OAHHbIX NOJIb308aAMEA].

10.11.8.2 FDP_SDI.2.2

[Ipu oOHapyxeHuu omHOKH 1eTOoCTHOCTH JAaHHbIX OBO nomwkHBI [Ha3HAYEHHE:
npeonpunumaemvle 0elcmeus).

10.12 3amura KOHPUACHIMAIBHOCTH JAHHBIX MO0Jb30BaTeNsl NPU Nepeaade MeKLy
®BO (FDP_UCT)

10.12.1 XapakrepucTuka ceMeiicTBa

Cewmeticteo FDP_UCT omnpenensier TpeOOBaHUS O 00ECIICUeHUIO KOH(DHICHITUATBHOCTH
JaHHBIX TIOJB30BATENId MPU HUX Tepeladye C HCIONb30BAHMEM BHEIIHEro KaHalla MexXay
paznumuabiMi OO uiy nonb3oBaTensiMu pasnuulbix O0.

10.12.2 Pan:kupoBanue KOMIIOHEHTOB

ens xommonenta FDP UCT.1 «ba3zoBas kKOH(GUIEHIIMATLHOCTH OOMEHA JTaHHBIMHY
COCTOMT B NPEIOCTABICHUHM 3aIUTHl OT PACKPBITUS NaHHBIX IOJIb30BATENsl BO BpeMs HX
nepenaym.

10.12.3 Ynpasaenne: FDP_UCT.1

JleiicTBUSI 11O YIIPABICHUIO HE TPETIYCMOTPEHBI.

10.12.4 Ayaut: FDP_UCT.1

Eciu B II3/3b Brmtoueno cemeiictBo FAU GEN «l'eHepauusi JaHHBIX ayauTa
0€30MacHOCTHY, TO CIEAYET NPEIyCMOTPETh BO3MOXKHOCTh ayAUTA CIEIYIOIINX AEHCTBUIA:

a) MUHUMAJIbHBINA: UASHTH(PUKATOP JFOO0T0 MOJIB30BaTENS U CyOHhEKTa, HCIIOIb3YIOIIETO
MeXaHU3Mbl 0OOMEHA JaHHBIMU;

b) 6a3oBbIil: uaeHTUHUKATOP JTHOOOTO HEYIMOJIHOMOUYEHHOTO MOJIH30BATENS WIH CyOBEKTa,
JIEJIAIOIIEero MOMBITKY UCII0JIb30BaTh MEXaHU3Mbl 0OMEHa JaHHBIMU;

c) 0a30BBIi: CChUIKA HAa MMEHA WM JPYTyl0 HH(OPMAIMIO WHAEKCALUH, TOJE3HYI0 MpHU
UICHTU(QUKAIMN JAHHBIX I0Jb30BaTeNs, KOTOphle OBbUIM MEepeNaHbl WM MoJydyeHbl. Moer
BKJIIOUYATh B ce0s aTpuOyThl 6€30MaCHOCTH, aCCOLMUPOBAHHBIE ¢ HH(OpMaIIUEH.
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10.12.5 FDP_UCT.1 ba3oBast KOHpHAEHIHAJIBHOCTH 00MEHA JAHHBIMHU

Hepapxuueckuil 1iis: HET IOAYUHEHHBIX KOMIIOHEHTOB.

3aBucumoctu: [FTP _ITC.1  JoBepeHHblii kaHan nepeaauu Mexay @bO wim

FTP_TRP.1 /loBepeHHbIi MapipyT|

[FDP_ACC.1 Orpann4yeHHO€ ynpaBiI€HUE TOCTYIIOM UIIN

FDP_IFC.1 OrpanuueHHoe ynpasieHre HHPOPMALMOHHBIMHA TOTOKAMH |

10.12.5.1 FDP_UCT.1.1

®BbO nomkHBI OCYHIECTBIATh [HazHaueHue: [IDF ynpasnenus docmynom u/unu IIDOF
Ynpagnenus UHQOOPMAYUOHHBIMU NOMOKAMU], TIPEIOCTABISAIONIYI0 BO3MOYKHOCTb [BBIOOD:
omnpaenieHue,  noiydyeHue]  JAHHBIX  TIOJIb30BATENs  CHOCOOOM,  3alIMIIEHHBIM  OT
HECaHKLIIMOHUPOBAHHOTO PACKPBITHSL.

10.13 3ammuTa HEJOCTHOCTH AAaHHBIX MOJb30BaTeasi npu nepeaade mexay PBO
(FDP_UIT)

10.13.1 XapakTepucTuKa cemMeicTBa

Cewmeiicteo FDP _UIT ompexnenser TpeGoBaHUsS TO OOECIEUEHHUIO IIEITOCTHOCTH JAHHBIX
noJsib3oBarens npu ux nepenade mexay ®bO u apyrum nosepeHHbIM npoaykToM IT, a Takxke
IUI1 HUX BOCCTaHOBJIEHUs IpH OOHapyxkeHuu omuOok. Kak MuHMMYM aaHHOe ceMeicTBO
KOHTPOJIMPYET IEIOCTHOCTh JAaHHBIX TOJIb30BaTelNss Ha mpeaMer moaupukanuu. Kpome Ttoro,
CEMEHCTBO MNOJAEP)KUBAET pa3iMyHble CIIOCOOBI HCIpPaBIEHUS OOHAPYXKEHHBIX OLIMOOK
L[E€JIOCTHOCTH.

10.13.2 Pan:kupoBaHue KOMIIOHEHTOB

FDP UIT.1 «llenocTHOCT, TepeaaBacMbIX JAaHHBIX» CBSI3aH C  OOHApY)KEHUEM
MoJUGUKALMH, YIaTeHUH, BCTABOK U MIOBTOPEHHUS IIEpe1aBaeMbIX JaHHbBIX MOJIb30BATENS.

FDP UIT.2 «BoccraHoBieHHE MEpelaHHBIX JaHHBIX HMCTOYHMKOM)» CBSI3aH C
BOCCTAHOBJICHMEM HCXOJHBIX JaHHBIX IOJb30Barens, nonydeHHblx PbO, ¢ nomombro
HWCTOYHHKA - JOBEPEHHOTO npoaykra IT.

FDP UIT.3 «BoccraHoBieHue NEpeAaHHBbIX JaHHBIX MOJy4yaTeleM» CBA3aH C
CaMOCTOSITENTbHBIM BOCCTAHOBJICHHEM MCXO/HBIX JIaHHBIX MOJIb30BaTels, moxydeHHbIx ®BO, 6e3
KaKOH-TM00 MOMOIIM UCTOYHHKA - IOBEepeHHOTro npoaykra IT.

10.13.3 Ynpasaenue: FDP_UIT.1, FDP_UIT.2, FDP_UIT.3

JIecTBYSI IO YIIPABJICHUIO HE IPEyCMOTPEHBI.

10.13.4 Ayaur: FDP_UIT.1

Eciu B II3/3b Brimoueno cemeiictBo FAU GEN '"T'enepauust maHHBIX —ayauTa
0e30macHOCTH", TO CIIEyeT MPETyCMOTPETh BOBMOKHOCTD ayANTa CIEAYIOMINX CHCTBUMA:

a) MUHUMAaJIbHBIN: UIEHTU(UKATOP JTH000r0 MOJIb30BaTEN MM CYOBEKTa, UCIIOIb3YIOILEro
MeXaHU3Mbl 0OMeHa JaHHBIMU;

b) 0a30BbIii: HASHTH(PHUKATOP JTHOOOTO TOJIH30BATENSI WU CYyOBEKTa, MBITAIOMIETOCS
HCIOJIb30BaTh MEXAHW3Mbl OOMEHA JAaHHBIMU I10JIb30BATENsA, HO HE YIMOJHOMOYEHHOI'O JIeNaTh
3TO TaKUM 00pa3om;

c) 0a30BBIi: CChUIKA HAa MMEHA WIU JPYTyl0 HH(OPMAIMIO WHAEKCALUH, MOJE3HYI0 MpU
UICHTU(QUKAIMN JAHHBIX I0JIb30BATENs, KOTOpble OBLIM NepeJaHbl WM IHoJydeHbl. Moker
BKJIIOYATh B ce0s1 aTprOyThI 0€30MaCHOCTH, aCCOLMUPOBAHHbIE C JJAHHBIMU 110JIb30BATEIS;

d) 6a3oBblii: nr00BIE MAEHTU(ULIMPOBAHHBIE MOMNBITKM OJIOKUPOBATH Ieperady AaHHBIX
10JIb30BATEI;

€) JAETaJU3UPOBAHHBIN: TUIBI W/WIK PE3yNbTaThl JIOOBIX OOHAPYXKEHHBIX MOAUDUKAINA,
NEepPEIaHHBIX JAHHBIX MTOJIb30BATE.

10.13.5 Ayaur: FDP_UIT.2, FDP_UIT.3

Eciu B II3/3b Brimtoueno cemeiictBo FAU GEN «['eHepanms JaHHBIX —ayauTa
0€30MacHOCTHY, TO CIAEAYET NPEIyCMOTPETh BO3MOXKHOCTh ayAUTA CIEIYIOIINX AEHCTBUIA:
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a) MUHUMAJIbHBINA: HICHTU(PHUKATOP JF0O0T0 MOJIb30BaTENsI WK CyOBEKTa, UCIOIb3YIOIIEro
MeXaHU3Mbl 0OMeHa TaHHBIMU;

b) MUHUMAaNBHBIN: yCHENIHOE BOCCTAHOBIEGHHME TMOCiae OIMMOOK, BKIIOYAs THI
OOHapYKEHHOHN OILITUOKHY;

c) 0a3oBbIii: WACHTH(PHUKATOP JHOOOTO TMOJIB30BaTEIsl WM CyOBEKTa, MBITAOIIETOCS
UCTOJIb30BAaTh MEXaHW3Mbl OOMEHA JaHHBIMU I10JIb30BATENs, HO HE YIMOJHOMOUYEHHOIO JIeNaTh
3TO TaKUM 00pa3zom;

d) Ga30BBIi: cChUIKA HAa MMEHA WIM APYryl0 MH(OpMAIUI0 HHISKCAIUHU, MOJIE3HYI0 IpU
UICHTU(QUKAIUN JAHHBIX I0JIb30BATENs, KOTOpble OBLIM NepenaHbl WM MojydyeHbl. Mosker
BKJIIOYATh B ce0s1 aTprOyTHI 0€301MaCHOCTH, aCCOLMUPOBAHHbIE C JTAHHBIMU I10JIb30BATENIS;

¢) 0a30BbIi: JIFOOBIC WIECHTU(DUIIMPOBAHHBIE TOMBITKH OJIOKMPOBATH Iepeaady JAaHHBIX
10JIb30BATE;

f) neTanu3upoOBaHHBIN: TUIIBI W/WIH PE3YyIbTaThl JHOOBIX OOHAPYKEHHBIX MOIUDHUKAIINN,
IIEPEIaHHBIX JAHHBIX [10Jb30BATEISL.

10.13.6 FDP_UIT.1 [lesiocTHOCTH MepeaBaeMbIX JAHHBIX

Wepapxuueckuii uis: HET OJYMHEHHBIX KOMIIOHEHTOB.

3aBucumoctu: [FDP_ACC.1 OrpannueHHOE yIpaBlIeHUE JOCTYIOM WU

FDP_IFC.1 OrpanuueHHoe ynpasieHre HHPOPMAMOHHBIMHA TOTOKAMH |

[FTP _ITC.1 doBepennnlii kanan nepenauu Mexay @bO mnm

FTP_TRP.1 /loBepeHHbIi MapuipyT|

10.13.6.1 FDP_UIT.1.1

®BO nomkHBI OCYHIECTBIATh [HasHaueHue: [IDF ynpasnenuss docmynom u/unu I[IDBE
Ynpagnenus UHQOOPMAYUOHHBIMU NOMOKAMU], TPETOCTABISAIONIYI0 BO3MOXHOCTb [BBIOOD:
omnpaenenue, noiyyeHue] NAHHBIX IOJB30BATENs CIIOCOOOM, 3aIIMIIECHHBIM OT CIIEAYIOIINX
oImuO0K: [BBIOOP: MOOupukayus, yoaienue, 6Cmaska, nosmopenue].

10.13.6.2 FDP_UIT.1.2

@OBO nomwKkHBI OBITH CHOCOOHBI OMPEAENATH MOCE MOJYYEeHUS ITaHHBIX IOJIb30BATEs,
MPOM3ONUIA JIM  CIEAYIOIME OIMUOKU: [BBIOOp: Modugpukayus, yoanenue, 6cmaska,
nosmopetue].

10.13.7 FDP_UIT.2 BoccTaHoB/IeHHe NepeJaHHbIX JAHHBIX HCTOYHHUKOM

Wepapxuueckuii 1yis: HET HOJYMHEHHBIX KOMIIOHEHTOB.

3aBucumoctu: [FDP_ACC.1 OrpanuueHHOE ylpaBieHUE AOCTYIIOM HIN

FDP_IFC.1 OrpanuueHHoe yrnpaBieHHe HH(OOPMALMOHHBIMU TOTOKaMH |

FDP_UIT.1 LlenocTHOCTh nepeaBaéMbIX JaHHBIX

FTP_ITC.1 loBepenHnsbiii kaHan nepenauu mexay ®bO

10.13.7.1 FDP_UIT 2.1

®BO nomKHBI OCYHICCTBIATH [HasHaueHue: [IDF ynpasnenus docmynom uw/unu IIDOF
YNpaegnenus uHgopmayuoHHbLIMU nomoxamuy], MIPEI0CTABIISAIONIYIO BO3MO>XHOCTh
BOCCTAHOBJICHHS TIOCJE [HA3HAYCHHE: CHUCOK NOMEHYUANbHO UCHPABTAeMbIX OowudboK]| ¢
MOMOIIBIO0 UCTOYHHKA - TOBepeHHOTro npoaykTa IT.

10.13.8 FDP_UIT.3 BoccranoB/ieHHe NepeJaHHbIX JaHHBIX MOJy4YaTesieM

Nepapxuuecknii 1uia: FDP_UIT.2 BoccranoBieHNe epelaHHbIX JAHHBIX HCTOYHUKOM

3aBucumoctu: [FDP_ACC.1 OrpanuueHHOE ynpaBieHHe JOCTYNOM HIN

FDP IFC.1 OrpanunueHHoe ynpasieHHe HHPOPMALMOHHBIMUA TOTOKaMH |

FDP_UIT.1 LlenocTHOCTh nepe1aBaeMbIX JaHHBIX

FTP _ITC.1 JloBepennsiii kaHan nepenauu Mexay @bO

10.13.8.1 FDP_UIT 3.1

@®BO nomxHBI OCYWIECTBIATh [Ha3HaueHue: [IPH ympasenenus oocmynom u/unu IIPb
YIpaenenusl UHGDOPMAYUOHHBIMU nomoxkamu, MIPEIOCTABIISAIONLYIO BO3MO>KHOCTh
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BOCCTAQHOBJICHHs I10CJI€ [HA3HAYCHME: CHUCOK HNOMEHYUANbHO UCNPAGIaemMblx ouubox] 0e3
KaKOH-TM00 MOMOIIM UCTOYHHKA - IOBEpeHHOTo npoaykra IT.

11 Knacce FIA: UnenTudpukanus u ayreHTuGuKkanus

CemeiictBa kmacca FIA comepxar TpeOoBaHMsS K (QYHKIUSAM YCTAHOBICHHS U
BepU(UKALIMU 3a8BJIEHHOTO UIEHTU(PUKATOPA TOIH30BATENS.

Wnentudukanuss u ayreHTHQUKanus TpeOyroTcs A oOecledeHus accolUaluu
MOJIh30BaTeNIEH C COOTBETCTBYIOIIMMHU aTpUOyTaMu 0€30MacHOCTH (TaKUMHM KaK UAEeHTU(HUKATOP,
TPYIIIIBL, POJIM, YPOBHHU 0€30MaCHOCTH HIIH LIEJIOCTHOCTH).

OpHo3HayHast uACHTU(DUKAIMS  YINOJIHOMOYEHHBIX TIOJb30BaTeNe M  MpaBUIIbHAs
accoruamnusi aTpuOyToB O€30MaCHOCTH C TIOMB30BATENSIMH U CYOBEKTAMU KPUTHUYHBI IS
OCYILIECTBJICHUS! TMPUHATHIX MOJUTUK Oe3omacHocTH. CeMmelcTBa 3TOro Kiacca CBS3aHbl C
orpenieiecHUeM U BepuuKanue HACHTU(PHUKATOPOB IOJb30BaTeNel, ONpeNeIeHueM HX
nmoTHoMouni Ha B3ammojeircTBue ¢ OO, a Takke ¢ MPaBWIBHOW accolMaluer aTpuOyToB
0€30MacHOCTH € KaXKJIbIM YIIOJHOMOUYEHHBIM IOJb30BaTeseM. DPPEKTUBHOCTh TpeOOBaHUI
JIpYTUX KiaccoB (TakMX Kak «3aluTa JaHHBIX MOJIb30BaTeNs», «AyauT O0e30MacHOCTH») BO
MHOTOM 3aBHCHT OT TMPaBWIBHO TPOBEACHHBIX WACHTU(PUKANNKA H ayTCHTHU(PUKALUU
M0JIb30BaTENEH.
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Pucynok 11 — lexkomno3unus kiaacca FIA «UnenTudpuxanus u ayreHTH(PUKALUD)

11.1 Orka3sl ayrenTupuxannu (FIA_AFL)

11.1.1 XapakTepucTuKa ceMeiicTBa

CemeiictBo FIA AFL coxmepxuT TpeOOBaHMsS K OINPENEICHUIO 4YHCIa HEYCIEHIHbIX
MOMBITOK ayTeHTUQuKauuu u K jAeiictBusiMm @PBO mnpu npeBbllleHMM OrpaHUYEHUN Ha
HEYCHeIIHbIe MONBITKU ayTeHTH(ukanuu. [lapamerpamu, onpenensonMyi BO3MOXKHOE YHCIIO
MOMBITOK ayTeHTU(UKAMKU, CPEAM MIPOYMX MOTYT OBITh YHUCIO MONBITOK M JOIMYCTUMBIH
UHTEPBAJl BDEMEHH.

11.1.2 Pan:xupoBaHue KOMIIOHEHTOB

FIA AFL.1 «O0paboTka O0TKa30B ayTeHTU(PHUKALMU» COAEPKUT TpeOoBanue, yToosr PO
ObuIM CHOCOOHBI IpepBaTh INPOLECC OTKPBITHUSA CeaHca II0CIE OINPENENIEHHOro 4ucia
HEYCHEIIHBIX MOMbITOK ayTeHTU(UKALUK IMojb30Barens. Tawke TpeOyercs, 4ToOBl TOCHE
npepbiBaHus mpouecca oTKpbiTus ceanca ®bO Ob11H criocoOHBI OJOKUPOBATH YUETHBIE JaHHbBIE
MOJIb30BaTeNsl WJIM MECTO BXoJa (Hampumep, pabouyio CTAaHIHUIO), C KOTOPOTO BBINOJIHSIIUCH
MOTBITKH, 10 HACTYIUIEHUS ONPEEIIEHHOT0 aIMUHUCTPATOPOM YCIIOBUSI.
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11.1.3 Yopasaenne: FIA_AFL.1

Hns  ¢yakumii ynpasiaenus u3 kinacca FMT wMoryr paccmaTpuBaThbes —ClEAyHOIINE
JNEUCTBHUS:

a) yrpaBJieHHe OTPaHUYCHUSMU JIJIs1 HEYCIEIIHBIX MTONBITOK ayTeHTHU(PHKAINHN;

b) ynpasnenue nelicTBUAMHU, IPEATPUHUMAEMbIMH IIPU HEYCHEIIHON ayTeHTU(PUKAILIUY.

11.1.4 Aynurt: FIA_AFL.1

Ecim B II3/3b Brmtoueno cemeiictBo FAU GEN «['eneparusi [NaHHBIX —ayaMTa
0€30IaCHOCTHY, TO CJIEIYET MPEeyCMOTPETh BOZMOKHOCTh ayAAUTa CISAYIOMINX eHCTBUMI:

a) MUHUMAJIbHBINA: JOCTHKEHHE OIPAaHUYEHUS HEYCIEIIHBIX MOMBITOK ayTeHTH(QHUKAIUN U
NpeaNpUHATHIE AeHCTBHS (HanpuMep, OJIOKMpOBaHKWE TEPMUHAJIA), @ TAKXKe MTPH HEOOXOUMOCTH
MOCJIEAYIOIee BOCCTAHOBJICHHE HOPMAJIBHOTO COCTOSIHUS (Hampumep, [1e0JOKMpOBaHUE
TEPMMHAJIA).

11.1.5 FIA_AFL.1 O0pa0doTka 0TKa30B ayTeHTH(PUKALMHU

Hepapxuueckuil 1iis: HET IOAYUHEHHBIX KOMIIOHEHTOB.

3aBucumoctu: FIA UAU.1 Beibop MoMeHTa ayTeHTU(PUKAIIUH

11.1.5.1 FIA_AFL.1.1

®BO nomkHBl 00HAPYKUBATH, KOT/Ia TIPOU3OUIET [BBIOOD: [Ha3HaueHue.: nonoxdcumenbHoe
yenoe 4ucnof, ycmanasiusaemoe adOMUHUCMpPamopom nOI0HCUMENbHOE Yeloe YUCTO 8 npeoenax
[Hasnauenue: Oouanazon Oonycmumvlx 3HayeHuti]] HEYCIEUIHBIX MOMBITOK ayTeHTU(UKAIINHU,
OTHOCSIINXCS K [Ha3HAUYEHHUE: CIIMCOK COOBITUI ayTeHTU(DUKAIIH .

11.1.5.2 FIA_AFL.1.2

IIpy [pOCTHXKEHUM WM TIPEBBIIIEHUM OIPENEICHHOIO 4YMCIa HEYCHEIIHbIX MOIMbBITOK
ayreHTuukanu ®BO 10 KHBI BHITOTHUTE [HA3HAYCHUE: CHUCOK Oeticmaull].

11.2 Onpenenenue arpudyToB noab3osarens (FIA_ATD)

11.2.1 XapakTepucTuka cemeiictaa

Bce ynoiaHOMOYEHHBIE MOJB30BATEIM MOTYT, MOMHUMO HACHTHU(HUKATOPA MOJIH30BATEINS,
UMETh pyrue arpulOyTsl 6e30macHoCcTH, TpuMeHseMble rpu ocymiecTBienuu [1BO. CemelicTBo
FIA_ ATD onpemenser TpeOoBaHMs I accOIMAalMU  aTpuOyTOB  O€30MacHOCTH  C
M0JIb30BATEJISIMU B COOTBETCTBHH C HE0OX0auMocThI0 noanep:kku [150.

11.2.2 Pan:xnpoBaHue KOMIIOHEHTOB

FIA ATD.1 «Omnpenenenue aTpuOyToOB TMOJIB30BATENS» TO3BOJSET MOJACPKHUBATDH
aTpuOyTHI 0€30MaCHOCTH TOJIB30BATEIS ISl KK IOTO MOJB30BATENsI MHIANBHYaTbHO.

11.2.3 Yopasiaenue: FIA ATD.1

Hus  dyHkuit  ynpasieHuss u3 kimacca FMT MoryT paccMarpuBaThCsl CIEAYIOIIHE
IENCTBUS:

a)  YIOJHOMOYEHHBI  aAMUHUCTPATOp  MOXET OBbITh  CIOCOOEH  OMpenensTh
JOTIOJTHUTEJbHBIE aTpUOYTHI OE30MACHOCTH YIS MOJIb30BATENEH, €ClIM ATO YKa3aHO B OIeparfu
Ha3HA4YCHMUS.

11.2.4 Ayaurt: FIA_ATD.1

Hert coObITHi, 17151 KOTOPBIX CIEAYET MPEAYCMOTPETh BO3MOKHOCTD ayIUTA.

11.2.5 FIA_ATD.1 Onpenenenune arpudyToB NMoJb30BaTeJIsl

Hepapxuueckuii uis: HET IOJYMHEHHBIX KOMIIOHEHTOB.

3aBUCUMOCTH: HET 3aBUCUMOCTEH.

11.2.5.1 FIA_ATD.1.1

OBO nomKHBI MOAAEPKUBATH TSI KAXKIO0TO IMOIB30BATENS CASAYIOIINI CTUCOK aTpuOyTOB
0€30MacHOCTH: [HA3HAYCHHE: CNUCOK ampubymoes bezonacHocmul.
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11.3 Cneundurkanus cexkperos (FIA_SOS)

11.3.1 XapakTepucTHKa ceMeiicTBa

CewmeiictBo FIA SOS omnpenensier TpeboBaHHS K MeXaHU3MaM, KOTOPBIE PEATU3YIOT
OIIPECIEHHYI0O METPUKY KayecTBa JJIsl IPEIOCTABIIEMBIX CEKPETOB M T'€HEPUPYIOT CEKPETHI,
COOTBETCTBYIOIIUE ONPEACIEHHOU METPHKE.

11.3.2 Pan:xnpoBaHue KOMIIOHECHTOB

FIA SOS.1 «Bepudukaumss cekperoB» CcoAEepX UT TpedboBanue, utoObl DO
BepU(PULIPOBAIIN, OTBEYAIOT JIU CEKPETHI OIPEeIEHHON METPHKE KauyecTBa.

FIA SOS.2 «I'enepamus cexperoB ®BO» comepxut TpedoBanue, uytodbl ®BO Obutn
CIOCOOHBI TEHEPUPOBATH CEKPETHI, OTBEYAIOIINE ONPEIeIEHHON METPUKE KauecTBa.

11.3.3 Ynpasaenue: FIA SOS.1

Hns  ¢yakumii ynpasiaenus u3 kiaacca FMT Moryr paccmaTrpuBaThbes —ClEAyrOIINe
NEUCTBHS:

a) yrpaBJlieHHe METPUKOH, NCTIOIb3yeMOM ISl BepU(UKAIIUH CEKPETOB.

11.3.4 Yuopasiaenue: FIA SOS.2

Jus  dyHkmit  ynpasieHuss u3 kimacca FMT MoryT paccMarpuBaThCsl CIEAYIOIIHE
JIEUCTBUS:

a) ynpaBJieHUE METPUKOM, HCII0JIb3YEMOM NTPU T'€HEPALIUU CEKPETOB.

11.3.5 Ayaut: FIA_SOS.1, FIA_SOS.2

Ecmu B I13/3b Brmoueno cemeiictBo FAU GEN «['enepaumnsi JaHHBIX —ayauTa
0€30I1aCHOCTU», TO CJIEAYET MPEelyCMOTPETh BO3MOKHOCTh ayAAUTa CIACAYIOIIUX IeHCTBUMI:

a) MUHUMaJIbHBIN: oTKIIOHEHHE DBO m1060T0 MPOBEPEHHOTO CEKpeTa;

b) 6a3oBbIii: oTKIOHEHKE Miu npuHsITHE PBO 11000r0 MPOBEPEHHOrO CEKPETa;

C) AETaIU3UPOBAHHBIN: UACHTU(DHUKAINA JTIOObIX N3MEHEHUH 3aIaHHBIX METPUK Ka4ecTBa.

11.3.6 FIA_SOS.1 Bepudukauusi cekperon

Nepapxuueckuii 1uisi: HET NOJYMHEHHBIX KOMIIOHEHTOB.

3aBHCUMOCTH: HET 3aBUCUMOCTEM.

11.3.6.1 FIA_SOS.1.1

®BO nomKHBI MPENOCTaBIATh MEXaHW3M JUIsl BepU(UKAUMM TOro, 4YTO CEKpPEeThl
COOTBETCTBYIOT [Ha3HAUCHUE: ONpedesieHHAs MEMPUKA Kauecmad.

11.3.7 FIA_SOS.2 I'enepanus cexperoB P50

Nepapxuuecknii 1uist: HET NOYMHEHHBIX KOMIIOHEHTOB.

3aBHCUMOCTH: HET 3aBUCUMOCTEM.

11.3.7.1 FIA_SOS.2.1

@®bO [OmKHBI NPENOCTABIATH MEXAHM3M TEHEpallMM CEKPETOB, COOTBETCTBYIOLIMX
[Ha3HAUEHUE: onpedenenHas mempuka kaiecmea).

11.3.7.2. FIA_SOS.2.2

®BO nomxHbI OBITH CHOCOOHBI HCHOJB30BATh T'€HEPUPYEMBIE HMHU CEKpeThbl MJIs
[HasHauenwue: cnucok ynxyuii @HOY.

11.4 Ayrentndpuxanus noas3oBarens (FIA_UAU)

11.4.1 XapakTepucTuka cemeucTBa

CemeiictBo FIA UAU onpeznenser TUIBI MEXaHU3MOB ayTEHTH(UKALUU TOJIH30BATEINS,
npenocrabigempie @bO. OHO Takxke ompeaenser Te arpuOyThl, HA KOTOPHIX HEOOXOJAMMO
0a31poBaTh MEXaHU3MbI AYTEHTU(HUKALIUIH [10JIb30BATE.

11.4.2 Pan:xupoBaHne KOMIIOHEHTOB

FIA UAU.1 «Bbi6op MOMEHTa ayTeHTH()UKALUN» TT03BOJIET MOJIb30BATENIO BBHIIOIHUTH
HEKOTOpBIE JEHCTBUS 10 ayTeHTU(PHUKAIIUH 10Ib30BaATES.

FIA UAU.2 «Ayrentudukamuss 1m0 OOBIX JEUCTBUH TOIB30BATENSA» COIACPKUT
TpeOoBaHue, YTOOBI MOJIb30BATENN OBUIM ayTeHTH(QHUIMpOBaHbl mpexzae, yeM PbO mact um
BO3MOKHOCTb MPEANPUHUMATh KaKhe-T1100 JeicTBuUs.
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FIA UAU.3 «AyreHTudukanus, 3allMIIEeHHas OT MHOJJIEIIOK» COAEPKHUT TpebOoBaHUE,
9YTOObI MEXaHU3M ayTEHTU(UKAIMH ObUI CIIOCOOCH BBISBUTH AyTEHTHU(HKAIIMOHHBIE ITaHHBIE,
KOTOpbIE OBbLIH (pambcuUIPOBAHBI MM CKOITUPOBAHBI, U IPEAOTBPATUTH UX UCIOIb30BAHNUE.

FIA UAU.4 «MexaHu3Mbl OIHOPA30BOM ayTeHTU(UKALUN» COACPKHUT TpeOoBaHUE
HAJINYMS MEXaHU3Ma ayTeHTU(UKALMK, KOTOPBI ONepupyeT ayTeHTU(UKAMOHHBIMU JaHHBIMU
0JIHOPA30BOI'0 UCIOJIb30BaHUS.

FIA UAU.5 «Couetanue MeXaHM3MOB ayTeHTU(PHUKAUU» COACPKUT TpeOOoBaHUE
MIPEJOCTABICHUS] M NMPUMEHEHUsS Pa3IMYHBIX MEXaHU3MOB ayTEeHTH(UKALUU MOJIb30BaTEeNIeH B
0COOBIX CITy4asx.

FIA UAU.6 «lloBropHas ayTeHTH(UKaLUs» COAEPKUT TpeOOBaHHE BO3MOXKHOCTH
OIpeJIeJIEHUs] COOBITHM, PU KOTOPBIX HEOOXO0AMMA MIOBTOPHAS ayTEHTU(HUKALIMS OJIb30BATEISL.

FIA UAU.7 «Ayrentudukanus ¢ 3alldIIeHHOH OOpaTHOH CBS3bIO»  COICPKHT
TpeOboBaHUE, YTOOBI BO BpeMsl ayTEHTH(UKAIMH TOJH30BATENI0 TMPEIOCTABIAIACE CTPOTO
orpaHu4eHHast uH(popMaIus o Hell.

11.4.3 Ynpasaenue: FIA UAU.1

Jus  dyHkmit  ynpasieHuss u3 kimacca FMT MoryT paccMarpuBaThCsl CIEAYIOIIHE
JIEUCTBUS:

a) yrpasJieHHE ayTeHTHU(PUKAIMOHHBIMHI JaHHBIMH aJIMUHUCTPATOPOM;

b) ynpaBneHue ayTeHTU(UKAMOHHBIMU JaHHBIMU I10JIb30BATENEM, ACCOLMUPOBAHHBIM C
STHMU JaHHBIMU;

C) YIpPaBJIEHHUE CIIUCKOM JAEHUCTBHUM, KOTOpblE MOTYT ObITh NPEANPHHSATHI A0 TOro, Kak
M0JIB30BATEIh AYTCHTH(PHUITUPOBAH.

11.4.4 Yopasiaenue: FIA UAU.2

Hns  ¢ysxnmii ynpasiaenus u3 kinacca FMT Moryr paccmarpuBaThbes —ClEAyHOIINE
JIEUCTBUS:

a) yrpaslieHHe ayTeHTHU(PUKAIMOHHBIMHI JaHHBIMH aIMUHUCTPATOPOM;

b) ynpaBieHue ayTeHTU(PHUKALMOHHBIMU JAHHBIMU I10JIb30BaTENEM, aCCOLMMPOBAHHBIM C
STUMH JJTaHHBIMU.

11.4.5 Ynpasaenne: FIA_UAU.3, FIA_UAU4, FIA_UAU.7

JIeNCTBYSA 110 YIIPABIECHUIO HE MPETyCMOTPEHBI.

11.4.6 Yopasaenne: FIA_UAU.5

Jus  dyHkuit  ynpasiaeHuss u3 kimacca FMT MoryT paccMarpuBaThCsl CIEAYIOIIHE
IEUCTBUS:

a) yrIpaBlieHUE MEXaHU3MaMH ayTeHTU(UKAIINN;

b) ynpaBieHue npaBuiaMu ayTeHTU(DUKAINH.

11.4.7 Ynpasaenue: FIA UAU.6

Hus  ¢yHkmit  ynpasiaeHuss u3 kinacca FMT Moryr paccMarpuBaThCes CIEAYIONTUE
IEUCTBUS:

a) yrpaBJIeHHE 3allpOCOM Ha MOBTOPHYIO ayTCHTHU(HUKAIUIO, €CIIH JJIsi YIOTHOMOUYEHHOTO
aJIMUHHUCTpaTOpa NpeayCMOTPEHa BO3MOXKHOCTh TaKOT'0 3aIpoca.

11.4.8 Ayaurt: FIA_UAU.1

Eciu B II3/3b Brmtoueno cemeiictBo FAU GEN «l'eHepauusi JaHHBIX ayauTa
0€30MMacHOCTHY, TO CIAEAYET NPEIyCMOTPETh BO3MOXKHOCTh aAyAUTA CIEIYIOIINX AEHCTBUIA:

a) MUHMMAaJIbHbII: HEeYyCIIeIIHOE NCII0Ib30BAHNE MEXaHU3Ma ayTeHTU(UKALINY;

b) 6a30BbIii: Bce ci1ydyau UCIONb30BAHMS MEXaHU3Ma ayTeHTU(UKALIN;

C) JeTalu3upOBaHHBIN: Bce AeiicTtBus npu nocpeanuuectse ®bO no ayreHTHUKanmMu
10JIb30BATEJISI.

11.4.9 Ayaut: FIA_UAU.2

Eciu B II3/3b BrmoueHo cemelictBo FAU GEN «['eHepanusi JaHHBIX ayauTa
0€30I1aCHOCTH», TO CJIEAYET MPeyCMOTPETh BO3MOKHOCTh ayAAUTa CICAYIOIIUX eHCTBUMI:
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a) MUHUMAaJIbHBIN: HEYCIIEITHOE UCI0JIb30BaHUE MEXaHU3Ma ayTeHTU(UKAIINH;

b) 6a30BbIil: Bce Cllyuau HCIIOIB30BaHUS MEXaHU3Ma ayTEHTU(UKAIIIH.

11.4.10 Ayaut: FIA_UAU.3

Ecmu B II3/3b Brmoueno cemeiictBo FAU GEN «l'eHepauusi JaHHBIX —ayauTa
0€30I1aCHOCTH», TO CJIEAYET NPEeyCMOTPETh BO3MOKHOCTh ayAAUTa CICAYIOIINUX JeHCTBUMI:

a) MUHUMAaJIbHBII: 0OHapyxeHue GpaabcuGpUIUPOBaHHBIX ayTeHTH()PUKAIMOHHBIX IaHHBIX;

b) 6a30BbIil: Bce Oe30TiaraTesIbHO MPEAITPUHUMAEMbIE MEPBI U PE3yJbTaThl TPOBEPOK HA
¢banbcupuIpOBaHHbIE JaHHBIE.

11.4.11 Ayaut: FIA_UAU4

Ecmu B II3/3b Brmoueno cemeiictBo FAU GEN «['eHepauuss JaHHBIX aynuTa
0€30I1aCHOCTH», TO CJIEAYET NPEeyCMOTPETh BOZMOKHOCTD ayAAUTa CIACAYIOIINUX IeHCTBUMI:

a) MUHMMAJIbHBII: TOTBITKH TOBTOPHOT'O MCIIOJB30BaHNS ayTeHTU(DUKAIIMOHHBIX TaHHBIX.

11.4.12 Ayaut: FIA_UAU.5

Ecmu B II3/3b Brmioueno cemeiictBo FAU GEN «['eHepauusi JaHHBIX —ayauTa
0€30I1aCHOCTH», TO CJIEAYET MPEeyCMOTPETh BO3MOKHOCTh ayAAUTa CIACAYIOIINX eHCTBUMI:

a) MUHIMAJIbHBII: UTOTOBOE PEIICHHE MO ayTeHTHU(PHUKAINH;

b) Ga30BbIii: pe3ynbTaT IEHCTBHS KaKIOr0 AaKTUBU3UPOBAHHOI'O MEXaHHM3Ma BMECTE C
UTOTOBBIM PEILICHUEM.

11.4.13 Ayaut: FIA_UAU.6

Ecmu B I13/3b Brmoueno cemeiictBo FAU GEN «['enepauusi JaHHBIX ayauTa
0€30I1aCHOCTU», TO CJIEAYET MPEelyCMOTPETh BO3MOKHOCTh ayAAUTa CIACAYIOIIUX IeHCTBUMI:

a) MUHIMAJIbHBII: HEYCIICIIHAsl TOBTOPHAS ayTEHTU(UKAINS,

b) 6a30BbIii: BCE MOMBITKA IIOBTOPHOM ayTEeHTU(UKAIUH.

11.4.14 Ayaut: FIA_UAU.7

Het coObITuii, 1711 KOTOPBIX CIEAYET NPeyCMOTPETh BO3MOKHOCTh ay/IuTa.

11.4.15 FIA_UAU.1 Bpi0op MmomMeHTa ayTeHTHPUKALNHA

Wepapxuueckuil 171s1: HET MOAYUHEHHBIX KOMIIOHEHTOB.

3aBucumoctu: FIA UID.1 Beibop MOMeHTa HACHTH(DUKAIINA

11.4.15.1 FIA_UAU.1.1

@®BO 10mKHBI ONMYCKAaTh BBINOJIHEHHUE [HA3HAYEHUE: CHUCOK Oeucmeuil, 8blNOIHAEMbIX
npu nocpeonuvecmee @PHO] 0T HMEHM TONIb30BATENs, MPEXKIE YEeM I0JIb30BaTelb
ayTeHTU(DUIIUPOBAH.

11.4.15.2 FIA_UAU.1.2

®bO  momxHBI  TpebOBaTh, YTOOBI  KaXABIH  IOJB30BATENh  OBLUI  YCIICIIHO
ayTeHTU(UIUPOBAH [0 pa3pelieHuss Jr00ro Apyroro JeHCTBHSA, BBIIOJIHIEMOro IpU
nocpennudectse @PbO OT UMEHHU 3TOrO MOJIB30BATE.

11.4.16 FIA_UAU.2 AyrenTH(PUKAIUA 10 JIOOBIX el CTBUH M0JIb30BATEJIA

Hepapxuueckwuii nst: FIA UAU.1 Bei6op MoMeHTa ayTeHTH(PUKALIH

3aBucumoctu: FIA UID.1 Beibop MoMeHTa UACHTHDHUKAIIN

114.16.1 FIA_UAU.2.1

®bO  gomxHBI  TpeboOBaTh, UYTOOBI KXl  IOJB30BAaTENh  OBUT  YCIIEIIHO
ayTeHTU(UIUPOBAH 10 pa3pellieHus JTI000ro IeHCTBHS, BBINOJHAEMOrO MPHU MOCPEIHUYECTBE
®BO 0T UMEHH 3TOTO MOIH30BATEIS.

11.4.17 FIA_UAU.3 AyrenTudguranus, 3aliMIIEHHAS 0T NOJAEJI0K

Wepapxuueckuii 1uist: HET HOJYMHEHHBIX KOMIIOHEHTOB.

3aBHCUMOCTH: HET 3aBUCUMOCTEH.

11.4.17.1 FIA_UAU.3.1

®BO nmomxHBI [BBIOOP: 0OHapyscueamv, npedomepauams]| TPUMEHEHHE JHOOBIM
nosib3oBareneM ®bO ayTeHTUPHUKATMOHHBIX JaHHBIX, KOTOPBIE OBbLIN MOJAETaHbl.
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11.4.17.2 FIA_UAU.3.2

®BbO gomxHBI [BBIOOP: 0OHapyscusams, npedomepawams| TPUMEHEHHE JIFOOBIM
nonib3oBareneM OBO ayTeHTH(UKALMOHHBIX JTaHHBIX, KOTOPbIE OBLIM CKOMHUPOBAHBI y JFOOOTO
npyroro noas3oBatens OBO.

11.4.18 FIA_UAU.4 Mexanu3mMbl OJHOPA30BOi ayTeHTH(PUKAINH

Hepapxuueckuil 1jis: HET MOAYUHEHHBIX KOMIIOHEHTOB.

3aBUCHMOCTH: HET 3aBUCUMOCTEM.

11.4.18.1 FIA_UAUA4.1

®BbO nomKHBI MPeJOTBpaIIaTh TOBTOPHOE NMPUMEHEHHE ayTeHTU(UKALMOHHBIX JaHHbBIX,
CBSI3aHHBIX C [Ha3HAUYECHUE: UOEHMUPDUYUPOBAHHBII MEXAHUIM (MEXAHUZMbL) aymeHmugurayuu).

11.4.19 FIA_UAU.5 CoueTranne MeXaHM3MOB ayTeHTU(PUKALMHU

Hepapxuueckuil 1iis: HET IOAYUHEHHBIX KOMIIOHEHTOB.

3aBUCHMOCTH: HET 3aBUCUMOCTEM.

11.4.19.1 FIA_UAUS.1

®bO [OomKHBI MPENOCTABIATH [HA3HAYEHUE: CHUCOK COYemaemvlX MexaHu3mos
aymenmuguxayuu] 1 NOIACPKKH ayTeHTH(PHUKAIINN TTOJIb30BATEIS.

11.4.19.2 FIA_UAU.5.2

®bO  nmomkHBI  ayTeHTU(UIMPOBATH OO0  MPENCTaBICHHBIM  HMIECHTH(UKATOP
MOJIb30BATENSl COIVIACHO [HA3HAUYEHWE: Npasuid, Onucwléaroujue, KaKk couyemanue MexaHu3mos
aymenmugurayuu obecneyusaem aymeHmupurayuio).

11.4.20 FIA_UAU.6 IloBTopHas ayreHTH(PUKAUSA

Wepapxuuecknii uis: HET HOJYMHEHHBIX KOMIIOHEHTOB.

3aBUCUMOCTH: HET 3aBUCUMOCTEM.

11.4.20.1 FIA_UAU.6.1

@OBbO A0MmKHBI TOBTOPHO ayTeHTU(UIHUPOBATH IMOJIB30BATENS MPHU [HA3HAYCHHE: CIHCOK
YCIIOBHIA, TIPU KOTOPBIX TpeOyeTcst MOBTOPHAS ayTEHTHU(HKAIINSA .

11.4.21 FTIA_UAU.7 AyrenTudukanus c 3aliMleHHOI 00paTHOI CBS3bI0

Wepapxuuecknii 1uist: HET HOJYMHEHHBIX KOMIIOHEHTOB.

3aBucumoctu: FIA UAU.1 Beibop MoMeHTa ayTeHTU(PHUKALIUH

11.4.21.1 FIA_UAU.7.1

OBbO n0mKHBI NPEIOCTABIATh MOJIb30BATENI0 TOJBKO [HA3HAYEHHUE: CHUCOK JOMYCTUMOMN
nHpopMauy 00paTHOMN CBSI3U | BO BpeMs BHITIOJTHEHUS ayTeHTU(DUKALINH.

11.5 Unentudukanus noab3zoBareas (FIA UID)

11.5.1 XapakTepucTuka cemeiicTBa

CewmeiictBo FIA UID ompenenser ycnoBus, Ipu KOTOPBIX OT IMOJIb3oBareseil Tpedyercs
uaeHTuguuupoBaTh cedst 10 BbimoiaHeHus npu nocpeanudectBe OBO kakux-mbo apyrux
JeicTBUH, TPeOYIOUINX UASHTH(PHUKAIINN TTOTH30BATEIIS.

11.5.2 Pan:xupoBaHue KOMIIOHEHTOB

FIA UID.1 «Bbibop MOMEHTa WACHTH(HKAIMK» TO3BOJSET ITOJH30BATENI0 BBITOIHHUTD
HEKOTOpBIE JEHCTBHS epea cBoel uneHTudukanuei ¢ ucrnonb3opanuem OBO.

FIA UID.2 «Mnentudukamuss 10 JOOBIX JACHUCTBUH  MOJB30BATEIS»  COACPIKUT
TpeboBaHue, 4ToOBI MOJIb30BaTENN UACHTU(UIMpoBaIn cels npexzae, yemM @bO mno3poisaT um
MpeaNpUHUMATh KaKkue-In0o NeicTBus.

11.5.3 Ynpasiaenune: FIA_UID.1

Hns  pynkmuit  ynpaBienuss u3 kimacca FMT woryr paccmaTpuBaThCsl CIAEAYIOIINE
JIEUCTBUSL:

a) yrpasJjeHue UACHTU(UKATOPAMU TTOJIH30BATENCH;

b) ynpaBieHue CHOUCKOM JE€HCTBUH, €CIIM YIOJIHOMOYEHHBIH aJMHHHUCTPATOP MOXKET
U3MEHSITh JEHCTBUS, pa3pelieHHbIe 1O HACHTU(PUKALUY.
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11.5.4 Ynpasaenne: FIA_UID.2

Hns  ¢yaxnumii ynpasiaenus u3 kiacca FMT Moryr paccMaTpuBaThCsl ClEAYIOIIHE
NECUCTBHS:

a) yrpasJieHUe WIeHTU(UKATOPaMU MOJIb30BaTENCH.

11.5.5 Ayaut: FIA_UID.1, FIA_UID.2

Eciu B II3/3b Brmioueno cemeiictBo FAU GEN «l'eHepauusi JaHHBIX ayauTa
0€30MacHOCTHY, TO CIEAYeT NPeayCMOTPETh BOZMOXKHOCTh ayAUTa CIENYIOUIUX TEeHCTBUI:

a) MUHUMAaJbHBIH: HEYCIEIIHOE  HCIIOJb30BaHME  MeEXaHU3Ma  HJEHTH(UKALUU
I0JIb30BAaTEsl, BKJIIOYAs IPEICTaBICHHbIN HIEHTU(UKATOP MOJIb30BATENS;

b) 0a30BBIi: Bce Ciy4aW HWCIOJB30BaHUS MEXaHW3Ma WIACHTH()HUKAIMHU I0JIH30BATENs,
BKJIIOYasi IPEJICTaBICHHbIN HIEHTU(UKATOP MOJIb30BATEIS.

11.5.6 FIA_UID.1 Bbioop MmomMeHTa HACHTHPUKAIIUH

Wepapxuueckuii 1yist: HET HOJYMHEHHBIX KOMIIOHEHTOB.

3aBUCUMOCTH: HET 3aBUCUMOCTEN.

11.5.6.1 FIA_UID.1.1

®bO JomKHBI JONYCKaTh [Ha3HAYEHME: CHUCOK Oelicmeuill, 6blNOIHAEMbIX NpU
nocpeonuuecmee @HO| 0T IMEHU MOIB30BATENS MIPEK/IE, YEM OH UACHTU(DUIIUPOBAH.

11.5.6.2 FIA_UID.1.2

®bO  gomxkHBI  TpeboBaTh, UYTOOBI  KaXIbIM  IOJB30BaTENh  OBUT  YCIEIIHO
UACHTUPUIMPOBAH JO pa3pemeHus Jr00ro Jpyroro JeHCTBHSA, BBINOJIHAEMOTO MpU
nocpeannuectse ®BO 0T UMEHU 3TOTO MOJIB30BATEIS.

11.5.7 FIA_UID.2 UnenTudukanus 10 J00bIX JAeiicTBUI NM0Jb30BaTeIsl

Hepapxuueckuii mis: FIA UID.1 Beibop MoMeHTa naeHTHPUKAITUNA

3aBUCUMOCTH: HET 3aBUCUMOCTEN.

11.5.7.1 FIA_UID.2.1

®bO  momxHBI  TpebOBaTh, YTOOBI  KaXABIH  IOJB30BATENh  OBLUT  YCIICIIHO
UICHTU(QUIMPOBAH O pa3pelIeHHs] JT000ro NEHCTBUS, BBIIOIHSEMOTO MPH MOCPETHHUYECTBE
®BO oT UMEHH 3TOTO MOJIb30BATES.

11.6 Csi3biBaHune nosb3oBareib-cyobekT (FIA USB)

11.6.1 XapaxkTepucTHKa ceMeiicTBa

Hns pa6otel ¢ OO ayTeHTU(UUIMPOBAHHBIN MOJIB30BATENb AKTUBU3UPYET KaKOH-THOO0
CyObeKT. ATpuOyTBI 0€30MaCHOCTH ATOTO IIOJIB30BATENsl ACCOIMMUPYIOTCS (ITOTHOCTHIO WU
gacTU4yHO) ¢ 3TUM cyOobekToM. CemelictBo FIA USB omnpexnensier TpeGoBaHMs MO CO3JaHUIO U
COIIPOBOKACHUIO ~acCOIMAIMM  aTpUOYTOB O€30MacHOCTH IOJIB30BATENsI C  CYOBEKTOM,
JEHCTBYIOLIUM OT UMEHH MOIb30BaTENS.

11.6.2 Pan:xupoBanne KOMIIOHEHTOB

FIA USB.1 «Csi3pIBaHHE TTOJIB30BaTENb-CYOBEKT» TpeOyeT crenu(uKanud Kakux-au0o
MpaBWI, OMPEINEISIIONIMX AacCOLMAIMI0 MEXAy aTpuOyTaMy TMOJb30BaTeNss M aTpudyTamMu
CyObeKTa, B KOTOPbIE OHU OTOOPaKarOTCSL.

11.6.3 Ynpasiaenue: FIA_USB.1

Hns pynkmuit  ynpaBienus u3 kimacca FMT wmoryr paccmaTpuBaThCsa  CIEIYIONINE
JNEUCTBUA:

a) ONpENeNIEHWE YIMOJIHOMOYEHHBIM aJAMHHHMCTPATOPOM aTpuOyToOB 0O€30MacHOCTU
cyOBeKTa, 3a/1aBa€MbIX [0 YMOTYaHUIO;

b) n3MeHeHne ynoJIHOMOYEHHBIM aIMUHUCTPATOPOM aTPHUOYTOB O€30MaCHOCTH CYOBEKTa.

11.6.4 Ayaurt: FIA_USB.1

Ecin B II3/3b BkmoueHo cemelictBo FAU GEN «['eHepanusi JaHHBIX ayauTa
0€30IaCHOCTHY, TO CJIEYET MPeyCMOTPETh BOZMOKHOCTh ayAAUTa CISAYIOIMINX eHCTBUMI:

a) MUHUMAaJIbHBII: HEYCIIEIIHOE CBSI3bIBAaHUE aTpUOYTOB O€30MIaCHOCTH IMOJIb30BATENS C
CyOBeKTOM (HampuMep, MPH CO3IaHUU CYObEKTa);
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b) ©0a30BBI: ycHmemHOE WIM HEYCIENTHOE CBs3bIBAaHUE AaTpuOyTOB O€30MacHOCTH
MOJIb30BaTENs ¢ CYOBEKTOM (HalpUMep, YCIEIIHOE WIIM HEYCIIEITHOE CO3/IaHue CyOBEKTa).

11.6.5 FIA_USB.1 CBs3biBaHHE M0JIb30BATEIb-CY0ObEKT

Hepapxuueckuil 1jis: HET TOAYUHEHHBIX KOMIIOHEHTOB.

3aBucumoctu: FIA ATD.1 Onpenenenue aTpruOyTOB MOJIb30BATEINS

11.6.5.1 FIA_USB.1.1

®OBO 10MmKHBI aCCOIMUPOBATh COOTBETCTBYIONINE aTPHOYThI OE30MAaCHOCTH TMOJIh30BATENS
C cyOBbeKkTamMu, ACUCTBYIOUIUMH OT HMEHH JTOTO IIOJIb30BATeNs: [HA3HAYCHHE: CHUCOK
ampubymoe 6e30nacHocmu noibL308amelis).

11.6.5.2 FIA_USB.1.2

®BbO 10JKHBI OCYHIECTBIATH CIEAYIONIME TpaBUja MCXOAHOW acCOIMallud aTpuOyTOB
0€30MacHOCTH TOJIb30BaTENe C CyObEKTaMH, ACHCTBYIONIUMH OT HMMEHH MOJIb30BaTENICH:
[Ha3HAUEHME: npasuia UCXO0O0HOU accoyuayuu ampudymos).

11.6.53 FIA_USB.1.3

®BO n0mKHBI OCYHIECTBIIATH CIAEAYIOLINE MPaBUia YIIPABICHUS U3MEHEHUSIMU aTprOyTOB
0€30MacCHOCTH TIOJIb30BaTeNel, aCCOIMUPOBAHHBIMU C CYOBEKTaMH, JCHCTBYIOIIMMH OT MMEHHU
MOJIh30BaTENICH: [HA3HAUCHUE: NPaAsULa U3MEHeHUss ampuoymos].

12 Kanacec FMT: Ynpasienue 0e30acHOCTHIO

Knacc FMT mnpennasHaueH ans cnenu(uKanyy yrpaBlieHHS HEKOTOPBIMU aCHEeKTaMu
@®BO: arpubyramu 0e€30MaCHOCTH, NAHHBIMM M OTAEIbHBIMH (YHKUMAMU. Moryt ObITh
YCTQHOBIICHBI PA3JIMYHBIE POJHM YIPABICHUS, a TaKXKe OMpPEJeNeHO HUX B3aHMMOJACHCTBHE,
HanpumMmep, pacrpeeraeHne 00s3aHHOCTEH.

Kitace FMT no3Bouisier pemars Cleayronme 3a1adu:

a) ympasneHue jgaHHeiMH  DBO, Koropele BKIIOYAlOT B cels, Hampumep,
MpeIyIpexKAA0LIIEe COOOIICHMS;

b) ympaBnenue arpuOyramMm O€30MACHOCTH, KOTOpPBIE BKIIOYAIOT B ceOs, Hampumep,
CIMCKH YTIPaBJIEHUS TOCTYIIOM U NEPEYHU BO3MOXKHOCTEHH;

c¢) ynpasienue GyHkiusamu u3 ynucia @bO, koTopoe BKIIIOYaeT B ce0si, HaIpumep, BEIOOP
(GyHKLIHMH, a TaKKe MPAaBUI UM YCIOBUM, BIUAIOLIMX Ha peskuM BbinoiaHeHus ObO;

d) ompenenenue poieii 6€30MaCHOCTH.
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Pucynok 12 — /lekomno3unus kiaacca FMT «YnpaiieHue 0e30acHOCHIO»

12.1 YnpasJienue otaeabHbiMu pynkuusamu P50 (FMT_MOF)

12.1.1 XapakTepucTHKa ceMeHcTBa

Cemeiicteo  FMT _MOF mno3BosisieT yHOJHOMOYEHHBIM IOJIb30BATESIM  YIIPABIISTh
¢ynkumsamMu  u3 uucna PbO. K HUM oOTHOcATCA, Hampumep, (QYHKUUM ayauTa MU
ayTeHTU(UKALINH.

12.1.2 Pan:xupoBaHue KOMIIOHEHTOB

FMT MOF.1 «¥YnpaBneHue pexXxMMOM BbINOIHEHHS (QYHKIIMI 0€301acHOCTUY» MO3BOJISET
YIIOJIHOMOYEHHBIM TOJb30BaTeIsIM (POJIIM) YIPABIATh PEKUMOM BBIMOJIHEHUS (YHKUMN M3
gucna ®BO, ucnonp3yromux mpaBwia WIM NpPeAyCMaTPUBAIOIIUX OIPENEICHHbIE YCIIOBUS,
KOTOPBIMHM MOKHO YIIPaBJISTh.

12.1.3 Yopasaenne: FMT_MOF.1

Hns  ¢yHkumii ynpaBinenuss u3 kimacca FMT Moxer paccMaTpuBaThCsl ClEAyrolee
JIIEUCTBUE:

a) ynpaBJeHHE TpYMION poiiel, KOTOpble MOTYT B3aUMOJEHCTBOBATh ¢ (DYHKIUSAMH M3
guciaa OBO.
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12.1.4 Ayaur: FMT_MOF.1

Eciu B II3/3b Brmoueno cemeiictBo FAU GEN «['enepauusi JaHHBIX ayauTa
0€30MacHOCTH», TO CleAyeT MPEIyCMOTPETh BO3MOKHOCTbH ayAWUTa CIEAYIOIIUX AeHCTBUIi:a)
0a30BbIii: Bce MOAM(UKALINU pexXrMa BIoTHEHUs GyHKIMH u3 uncina OBO.

12.1.5 FMT_MOF.1 YupaBjeHue pe;kMMOM BbINOJHEHUS PYyHKIUI 0€30MaCHOCTH

Hepapxuueckuil 1iis: HET NOAYUHEHHBIX KOMIIOHEHTOB.

3aBucumoctu: FMT SMR.1 Pomu 6e3onacnoctuFMT SMF.1 Crneundukanus GyHKIANR
YIPABICHUS

12.1.5.1 FMT_MOF.1.1

@®BO nomKHBI MPEJOCTABIIATE BO3MOXKHOCTD [BBIOOD: onpedensimy pexicum blnOIHEeHUs,
OMKNIOUamMsb, NOOKAIOUAMb, MOOUDUYUPOBamb pedicum 6vinoineHuss] GyHKIUN [Ha3HaueHue:
CRUCOK yHKYull] TOIBKO [Ha3HAYCHUE: YHOIHOMOYEHHbIEe UOeHMUDUYUPOBAHHbBLE POIU].

12.2 YupasJenue arpudyramu 6ezonacuoctu (FMT_MSA)

12.2.1 XapakTepucTHKa ceMeiicTBa

CemeiictBo  FMT MSA 1o3BojsieT YNOJHOMOYEHHBIM IOJIb30BATENSAIM  YIPABIATH
arpuOyramMu Oe3omacHOCTH. Takoe yIpaBiIeHHWE MOXET BKJIIOYaTh B ce0s BO3MOXKHOCTH
MPOCMOTpa U MOAUPUKALUU aTpUOYTOB 0€30MaCHOCTH.

12.2.2 Pan:xupoBaHue KOMIIOHEHTOB

FMT MSA.1 «YnpaBinenue arpuOyramMu O€30MaCHOCTH» ITO3BOJISET YIOJIHOMOYEHHBIM
MOJIb30BATEISIM (POJISIM) YIIPABIISITH ONPEeIeHHBIMU aTpruOyTaMu 0€30IacHOCTH.

FMT MSA.2 «be3omnacHble 3Ha4YeHHs aTpuOyTOB 0€30MacHOCTH» 00ECTICUMBAET, YTOOBI
3HA4YeHUs1, TPUCBOCHHBIE aTprOyTam 0€30MacHOCTH, OBITH TOMYCTUMBI TTO0 O€30MaCHOCTH.

FMT MSA.3 «/aunuanu3anmst CTaTHYECKUX aTpuOyTOB» OOCECIEUYMBAET, YTOOBI
3Ha4YeHUs1 aTprOyTOB OE30MACHOCTH MO YMOJTYAHHUIO SBIISUIMCH MO CYTH Pa3peIIalolIMH JINO0
OTrpaHUYUTEIIbHBIMU.

FMT MSA.4 «HacnenoBanwe 3HadeHWs aTpuOyra  OE30MACHOCTH»  ITO3BOJISET
MpaBWJIaM/TIONIUTUKAM OBITh CreUU(PUIMPOBAHHBIMHU, UYTOOBI JHUKTOBATh 3HAY€HHE, KOTOPOE
OyIeT HaclIeIoBaHO aTpHOyTOM OE30ITaCHOCTH.

12.2.3 Yopasaenne: FMT_MSA.1

Jus  dyHkmit  ynpasieHus u3 kimacca FMT MoryT paccMarpuBaThCsl CIIEAYIOIIHE
IEUCTBUS:

a) yrpasJeHue TPYNION poJieid, KOTOpPbIe MOTYT ONIEpUPOBATH aTpHUOyTaMu OE30MaCHOCTH.

b) ympaBneHue mpaBUIaMHU, IO KOTOPHIM aTpuUOYyThl O€30MacHOCTH HACIeAyIOT
crienn(pUIMPOBAHHBIC 3HAYCHUSI.

12.2.4 Yupasiaenue: FMT MSA.2

Crnenyrouye 1eHCTBUS MOKHO IPUHUMATh BO BHUMaHUeE 1715 GyHKIMs ynpasinenus FMT:

a) VYmpaBieHue TMpaBWIAMH, IO KOTOPbIM aTpUOyTHl OE€30MacCHOCTH HACIEIyIOT
crenupUIIMPOBaHHbIC 3HAYCHHUS.

12.2.5 Ynpasiaenune: FMT_MSA.3

Hns ¢ysknuit ynpasienuss u3 kimacca FMT Moryr paccMmarpuBaThCsi CIEAYIOIIHE
JEUCTBUA:

a) yrpaJieHHEe IPYIION posiei, KOTOpble MOTYT ONPEeIATh HayallbHbIe 3HAUEHUS;

b) ympaBieHHe YyCTaHOBKOM pa3pellalolluX WIM OrPaHUYUTENIbHBIX 3HAYEHUH II0
ymMoyaHuo 1 fanHou [1db ynpasieHus 10CTynoMm;

C) YIOpaBlIEHHWE MpaBWIaM{, IO KOTOPbIM aTpUOyThl OE30MACHOCTH HAacIeAyIOT
crenupUIMPOBAHHbIC 3HAYCHHUS.

12.2.6 Yupasienue: FMT _MSA 4

Crnenytoniye AeWcTBUS MOTYT OBITh NMPUHATHI BO BHUMaHUE s QYHKIUN yIpaBICHHS
FMT:
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a) crneurdukanus poiM, JOMYIIEHHON YCTaHOBUTh WJIM MOAMPHUIMPOBATH aTpUOYTHI
0€30MaCHOCTH.

12.2.7 Aynur: FMT_MSA.1

Ecmu B II3/3b Brmoueno cemeiictBo FAU GEN «l'eHepauusi JaHHBIX —ayauTa
0€30MMacHOCTHY, TO CIEAYeT NPeayCMOTPETh BOZMOXKHOCTh ayIuTa CIEAYIOIUX NeHCTBUIL:

a) 6a30BbIii: Bce MOAU(DHUKAIINHN 3HAYCHUI aTpUOyTOB 0E€30M1aCHOCTH.

12.2.8 Ayaut: FMT_MSA.2

Eciu B II3/3b Brmioueno cemeiictBo FAU GEN «['eHepauusi JaHHBIX —ayauTa
0€30MacHOCTHY, TO CIEAYeT NPeayCMOTPETh BO3MOXKHOCTh ayAUTAa CIEIYIOIINX AeHCTBUIA:

a) MUHUMAQJIBHBIA: BCEe TMpenjaraéMble U OTKIOHCHHBIE 3HAUeHUs aTpuOyTOB
0€e301acHOCTH;

b) meTanu3upoBaHHEIN: BCe MpeAsiaraéMble U MPUHATHIC 0e30IacHbIe 3HAYCHUS aTPUOYTOB
0€30MMacHOCTH.

12.2.9 Ayaut: FMT_MSA.3

Ecmm B II3/3b Brmoueno cemelictBo FAU GEN «['eHepamusi JaHHBIX —ayauTa
0€30MaCHOCTHY, TO CJIEAYET MPEIyCMOTPETh BOZMOKHOCTh ayANTa CISAYIOMINX JICHCTBUMA:

a) 0azoBblii: MoaupUKAIMKM HACTPOMKM MO YMOJNYAHHUIO pPa3pelIalonIuX WM
OTPAaHUYUTEIILHBIX TTPABUIL;

b) 6a30BbIii: Bce Momu(UKaMK HaYaIbHBIX 3HAUEHUH aTpUOYTOB OE30MaCHOCTH.

12.2.10 Ayaur: FMT_MSA 4

Ecmm B II3/3b Brmtoueno cemeiictBo FAU GEN «['eHeparusi JHaHHBIX —ayaMTa
0€30MaCHOCTHY, TO CJIEAYET MPETyCMOTPETh BOZMOKHOCTD ayANTa CICAYIOMINX JICHCTBUMA:

a) 0a3oBbIii: Monudukanuu aTpuOyTOB OE30MACHOCTH, MO BO3MOXKHOCTH CO CTapbIMHU
W/WIH 3HAYEHUSIMU aTpUOYTOB OE€30MaCHOCTH, KOTOPBIC OBLITH MOIU(DUITUPOBAHBL.

12.2.11 FMT_MSA.1 YupaBJ/jieHue aTpudyramu 0€30acHOCTH

Wepapxuueckuil njisi: HET MOAYUHEHHBIX KOMIIOHEHTOB.

3aBucumoctu: [FDP_ACC.1 OrpannueHHoe yrpaBieHue JOCTYIIOM WIH

FDP_IFC.1 OrpannueHHoe ynpapieHre HHPOPMAIMOHHBIMUA TOTOKAMH |

FMT SMR.1 Ponu 6e3onmacHoCcTH

FMT_SMF.1 Cneundukanust GyHKIUH yIpaBiIeHUs

12.2.11.1. FMT_MSA.1.1

®bO fA0mKHBI OCYHIECTBIATh [Ha3Hauenue: [IDF ynpasnenus oocmynom, IIDE
Ynpagnenus UHQOOPMAYUOHHBIMU NOMOKAMU], TIPEIOCTABISIONIYI0 BO3MOXHOCTb [BBIOOD:
UBMEHAMb 3HAYEHUs. NO YMOIYAHUIO, 3aNpauu8ams, MOOUGUYUposams, yoaiams [Ha3HAYCHUE:
opyeue onepayuu] aTpuOyThl 0€30MAaCHOCTH [HA3HAYEHHE: CHUCOK ampubdymos 6e30nacHocmu|
TOJIKO [Ha3HAUYCHUE: YNOIHOMOUEHHble UOeHMUPUYUPOBAHHbBIE POIU].

12.2.12 FMT_MSA.2 be3onacHble 3Ha4eHUsI aTPUOYTOB 0€30I1aCHOCTH

Wepapxuueckuii 1uist: HET HOJYMHEHHBIX KOMIIOHEHTOB.

3aBucumoctu: [FDP ACC.1 OrpannyenHoe ymnpasienue npocrynom winFDP IFC.1
OrpanudeHHOe ynpaBieHue HHPOPMAITMOHHBIMH TOTOKAMH |

FMT MSA.1 Ynpasnenue arpuOyramu 6€300aCHOCTH

FMT SMR.1 Ponu 6e3onacHoctu

12.2.12.1 FMT_MSA.2.1

®BO momkHBI 00eceunBaTh MPUCBOCHUE aTpuOyTaM OE30MaCHOCTH TOJBKO O€30MacHbBIX
3HA4YCHMI.

12.2.13 FMT_MSA.3 Uannnaaun3anus CTaTHYeCKUX aTpudyToB

Wepapxuueckuii njisi: HET MOAYUHEHHBIX KOMIIOHEHTOB.

3aBucumoctu: FMT MSA.1 Vnpasienue arpuOyramu 6€300acHOCTH

FMT SMR.1 Ponu 6e3omacHocTu
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12.2.13.1 FMT_MSA 3.1

®bO nomKHBI OCYHIECTBIATh [HazHaueHue: [IPH  ympasnenus oocmynom, I[IDBE
YNpasieHuss UHGOPMAYUOHHLIMU NOMOKamu], TpeaIycMaTpUBaIONlyi0 [BbIOOp (BBIOpaTh OJHO
U3): ocpanuuumenvuvle, pazpewaiowue, opy2ue ceoticmeéa) 3HAYCHHH IO YMOJYAHUIO JUIs
aTpuOyTOB 06€30MaCHOCTH, KOTOPBIC UCIIONB3YIOTCS TSl ocyiiecTBieHus [1Db.

12.2.13.2 FMT_MSA 3.2

®BbO nomKHBI MO3BOJIATH [Ha3HAYCHHE: VNOIHOMOYEHHblE UOEHMUDUYUPOBAHHbLIE DO ]
ONpENENATh AIbTEPHATUBHBIC HAYAJIbHbIEC 3HAYEHUS JJI1 OTMEHBI 3HAUCHHM 110 YMOJIYAaHUIO MPU
co3aHuu 00BeKTa WM HH(OpMAITUH.

12.2.14 FMT_MSA .4 HacienoBaHnue 3Ha4eHuii aTpu0yTOB 0€3011aCHOCTH

Wepapxnuueckuil 1iisi: HET MOAYNHEHHBIX KOMIIOHEHTOB.

3aBucumoctu: [FDP ACC.1 Orpanuuenue KOHTpOJIS AOCTYIA, WK

FDP_IFC.1 OrpannyeHue KOHTPOJIS TOTOKOM MH(POpPMaIINH |

12.2.14.1 FMT_MSA 4.1

OBbO A0mKHBI UCHOIB30BaTh CIEAYIONIME MpaBWia JUIsi HACTPOWKHM 3HAueHHUs aTpulOyTta
0€30MMacHOCTH: [HA3HAYCHHE: NPaAsUIa OJisi HACMPOUKU 3HAYeHULl ampudymos 6e30nacHocmu].

12.3 Yupasienue 1anabimu P60 (FMT_MTD)

12.3.1 XapakTepucTuKa ceMeiicTBa

Cemeiicteo FMT MTD mno3BoJisieT yoJHOMOYEHHBIM ITOJIB30BATEISAM (POJISIM) YIIPABIISAThH
naaabiMu OBO. TIpumepst nanasix @BO: uHpOpMaIus ayauTa, TeKyllee 3HAYCHHE BPEMEHH,
KOH(UTypalys cucTeMbl, [pyrue napamerpsl koHpurypamuu ObO.

12.3.2 Pan:xnpoBaHue KOMIIOHEHTOB

FMT MTD.1  «Ynpanenue jgaHHbiMu  DBO»  1mo3BoOJISIET  YNOJHOMOYEHHBIM
I10JIb30BATENAM YIPaBiIATh JaHHBIMU PBO.

FMT MTD.2 «YnpaBinenue orpanudeHusmu naHHbix DBO» onpepenser nencTBus,
MpeANPUHUMAEMbIE MTPU JOCTUXKEHUU UITU TIPEBBIILIEHUN OrpaHnyeHuit qaHHbeix OBO.

FMT MTD.3 «be3omacasie manHbie @DBO» obecrieunBaer, 4YTOOBI 3HAYCHHS,
npucBoeHHble JaHHBIM B0, ObUTH JOTTyCTUMBI TIO O€30MaCHOCTH.

12.3.3 Yopasaenune: FMT_MTD.1

Jus  dyHkmit  ynpasieHus u3 kimacca FMT MoryT paccMarpuBaThCsl CIIEAYIOIIHE
IEUCTBUS:

a) yrpasJeHUe TPYMIION poJieid, KOTOpbIe MOTYT onepupoBaTh qaHHbEIMU DBO.

12.3.4 Ynpasaenue: FMT _MTD.2

Hus  dyHkuit  ynpasieHuss u3 kimacca FMT MoryT paccMarpuBaThCsl CIEAYIOIIHE
IENCTBUS:

a) YmpaBlieHue TpyImoil posied, KOTOpble MOTYT ONEpPUPOBaTh OrPAaHUYCHUSIMH JaHHBIX
®BO.

12.3.5 Yopasaenne: FMT_MTD.3

JIe!CcTBYsA 110 YIIPABICHUIO HE IPEIYCMOTPEHBI.

12.3.6 Ayaut: FMT_MTD.1

Eciu B II3/3b BkmoueHo cemelictBo FAU GEN «['eHepanusi JaHHBIX ayauTa
0€30IaCHOCTHU», TO CJIEYET MPeyCMOTPETh BOZMOKHOCTh ayAAUTa CISAYIOIINX eHCTBUMI:

a) 0a3oBbIii: Bce Moaudukanuu 3HaueHni nanubpix OBO.

12.3.7 Aynut: FMT _MTD.2

Eciu B II3/3b BkmoueHo cemelictBo FAU GEN «['eHepanusi JaHHBIX ayauTa
0€30MacHOCTHY, TO CIEAYET NPeayCMOTPETh BOZMOXKHOCTh ayAUTAa CIEIYIOIINX ACHCTBHIA:

a) 6a30BbIii: Bce Moaupukanuu orpanndeHnii qauusix ®bO;

b) ©0a3oBblii: Bce MoaubuUKaWK OEHCTBUM, NPEANPUHUMAEMBIX TIPU HAPYIICHUSX
OTpaHUYCHUH.
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12.3.8 Ayaut: FMT_MTD.3

Ecmu B II3/3b Brmoueno cemeiictBo FAU GEN «l'eHepauusi JaHHBIX ayauTa
0€30MacHOCTHY, TO CIEAYeT NPEeayCMOTPETh BO3MOXKHOCTh ayAUTAa CIEIYIOIINX AeHCTBUIA:

a) MUHMMAaJIbHBIN: BCE OTKJIOHEHHbIE 3HaueHUs TaHHbIX DBO.

12.3.9 FMT_MTD.1 Ynpagienue nanabimu @60

Hepapxuueckuil 1iis: HET NOAYUHEHHBIX KOMIIOHEHTOB.

3aBucumoctu: FMT SMR.1 Ponu 6e3omacHocTn

FMT_SMF.1 Cneuudukanus GyHKIUN yIpaBieHus

123.9.1 FMT_MTD.1.1

@®BO 10mKHBI IPEIOCTABIATH BO3MOKHOCTH [BBIOOp: U3MEHeHUue 3HaueHuti O YMOJIUAHUI,
3anpoc, moougukayus, yoaneHue, oducmka [Ha3HaueHUe: oOpyeue onepayuu]]| CIETYIOIINX
JTaHHBIX [Ha3HAYEeHHE: cnucok OanHvix @OBO] TONBKO [HA3HAYCHUE: YHOTHOMOYEHHbIE
uoeHmu@uyuposanmvie pouu].

12.3.10 FMT_MTD.2 YnpasJienue orpannueHusiMu JaHHbIX PBO

Wepapxnuueckuil 1Jis: HET NOAYUHEHHBIX KOMIIOHEHTOB.

3asucumoctu: FMT MTD.1 Vnpasnenue nanueivu @50

FMT SMR.1 Ponu 6e3onmacHoCTH

12.3.10.1 FMT_MTD.2.1

®bO  [OmKHBI NOPENOCTaBIATH BO3MOXKHOCTB — ONPEIENECHUS  OrPaHUYEHUN s
[HazHauenuwe:  cnucox  Odaumbix ~ @BO]  TONBKO  [HA3HAUEHUE:  YNOJIHOMOYEHHbIE
uoenmu@uyuposanmvie pouu].

12.3.10.2 FMT_MTD.2.2

®BO 0KHBI TPEANPUHUMATD CIECAYIOIINE IEUCTBUS MTPU JOCTUKEHUN WM IPEBBILLIEHUN
nanHsiIMH  DBO  ycTaHOBIEHHBIX BBIIIE OrPaHUYEHUMN: [Ha3HAUEHUE: npeonpuHuUMaembvle
Oeticmeusi].

12.3.11 FMT_MTD.3 Bbe3onacubie 1anabie ®bO

Wepapxuueckuil niisi: HET MOAYNHEHHBIX KOMIIOHEHTOB.

3aBucumoctu: FMT MTD.1 Vnpasnenue nanusimu @50

12.3.11.1 FMT_MTD.J3.1

®BO momxHbl obecnieunBaTh npucBoeHne MaHHBIM OBO Tonpko OGe30macHBIX 3HAYEHUUN
[mpennucanue: nepeuens oannvix PHO].

12.4 Ormena (FMT_REV)

12.4.1 XapakTepucTuKa cemeiicTBa

CemeiictBo  FMT REV cBsizaHo ¢ oTMeHOi aTpuOyTOB 0€30MaCHOCTH Pa3TUYHBIX
cymHoctel B mpeaenax OO.

12.4.2 Pan:xupoBanne KOMIIOHEHTOB

FMT REV.1 «Otmena» mnpegycMaTpuBaeT OTMEHY aTpuOyToB  O€30MacHOCTH,
OCYUIECTBJISIEMYIO B HEKOTOPBIM MOMEHT BPEMEHH.

12.4.3 Ynpasaenue: FMT_REV.1

Hns ¢ysknuit ynpasienuss u3 kimacca FMT Moryr paccMmarpuBaThCsi CIEAYIOIIHE
NEUCTBHS:

a) ympaBleHHE TpyHnmod posiel, KOTOpble MOTYT BBI3BIBaTH OTMEHY aTpHOyTOB
0€301IacCHOCTH;

b) ynpaBneHue crnuckamu IMoJib30BaTesei, CyObeKTOB, 0ObEKTOB U JIPYTHX PECYPCOB, IS
KOTOPBIX BO3MO>KHA OTMEHA;

C) ympaBlieHUE MPaBUIaMH OTMEHBI.

12.4.4 Ayaur: FMT_REV.1

Eciu B II3/3b Brmtoueno cemeiictBo FAU GEN «l'eHepauusi JaHHBIX ayauTa
0€30MacHOCTHY, TO CIAEAYET NPEIyCMOTPETh BO3MOXKHOCTh ayAUTA CIEIYIOIINX AEHCTBUIA:

a) MUHUMAaJbHBIN: HEYyCIeTHas OTMEHa aTpuOyTOB 0€30MacHOCTH;
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b) 6a30BbIii: Bce MOMBITKM OTMEHUTH aTPUOYThI 0€3011aCHOCTH.

12.4.5 FMT_REV.1 Ormena

Wepapxuueckuii 1uist: HET HOJYMHEHHBIX KOMIIOHEHTOB.

3aBucumoctu: FMT SMR.1 Ponu 6e3onacHocTu

12451 FMT_REV.1.1

®BO nOMWKHBI TPEJOCTaBIATH BO3MOXHOCTH OTMEHBI aTpUOYTOB OE30MAaCHOCTH,
aCCOLIMMPOBAHHBIX C [BBIOOp: nonvzoeamenu, cyovekmvl, o0bOvekmvl [Ha3HaueHue: Opyeue
oononnumenvHvle pecypcul]], B mpenenax OJI® ToiabKO [HA3HAYEHHE: YHOIHOMOUEHHbLIE
uoeHmu@uyuposanmvie pouu].

12452 FMT_REV.1.2

®BO A0KHBI OCYIIECTBIATH PaBUiia [Ha3HAYEHUE: NPABULA OMMEHDL].

12.5 Cpox neiictBusi atrpudyra 0ezonacnoctu (FMT_SAE)

12.5.1 XapakTepucTuka cemeiictaa

CemeiictBo  FMT SAE cBfi3ZaHO C BO3MOXHOCTBIO YCTAaHOBJIEHHMSI CpOKa JEWCTBHUSA
aTpuOyTOB 0€30MaCHOCTH.

12.5.2 Pan:xupoBaHue KOMIIOHEHTOB

FMT SAE.1 «OrpanuueHHas 1Mo BPEMEHM aBTOPH3AIMSL» MPEAOCTABISIET BO3MOXKHOCTD
YIIOJTHOMOYEHHOMY TOJIb30BATENI0 yCTAaHABIMBATH CPOK JCWCTBHUS OINpPENEIEHHBIX aTpUOYyTOB
0€301MacHOCTH.

12.5.3 Ynpasaenune: FMT_SAE.1

Jnst  pynkmuii  ynpaBiaeHuss u3 kimacca FMT wMoryr paccmaTpuBaThCsl CIEAYIOIIHE
JEUCTBHUS:

a) ynpaBleHUE CIIUCKOM aTpUOyTOB O€30MACHOCTH ¢ HA3HAYEHHBIM CPOKOM JIEHCTBUS;

b) npeanpuHIMaeMbIe IO UCTEYCHUN HA3HAYCHHOTO CPOKa JAEHCTBUSI.

12.5.4 Aynut: FMT_SAE.1

Ecmu B I13/3b Brmoueno cemeiictBo FAU GEN «['enepaumusi JaHHBIX —ayauTa
0€30MacHOCTHY, TO CIEAYeT NPeayCMOTPETh BOZMOXKHOCTh ayAUTa CIEIYIOIINX AeHCTBHIA:

a) 0a30BBIiA: HA3HAUCHUE CPOKA JCUCTBHUS IS aTpHOyTa;

b) 6a30BbIii: 1eHCTBUS, NPEANPUHATHIEC 10 HICTEYCHUH Ha3HAYEHHOTO CPOKa.

12.5.5 FMT_SAE.1 OrpannyeHHasi 10 BpeMeHH aBTOPU3alUsl

Wepapxuueckuii 1yisi: HET HOJYMHEHHBIX KOMIIOHEHTOB.

3asucumoctu: FMT SMR.1 Ponu 6e3omacHoctu

FPT _STM.1 Hanexxuble METKH BpEMEHHU

12.5.5.1 FMT_SAE.1.1

®BO 10oMKHBI TPEIOCTABIATH BO3MOKHOCTh Ha3HAYaTh CPOK JEHCTBUS ISl [HA3HAYCHHE:
cnucox ampubymoe 06e30nacHocmu, O KOMOPbLIX NPeodyCMOMPeHO YCMAHOGNeHue CPoKa
Oeticmausi| TOTBKO [Ha3HAUCHUE: UOeHMUDUYUPOBAHHbLE YNOIHOMOUEHHbLE POIU].

12552 FMT_SAE.1.2

Jns xkaxaoro w3 3TuX arpuOyroB Oe3omacHocTh DPBO NOKHBI OBITH CHOCOOHBI K
[Ha3HAYEHHE: CHUCOK OelCmBUll, NPeONnPUHUMAEMBIX OJisl KAAHCO020 ampubdyma 6e30nacHocmiu]
10 UCTEYEHHUH €r0 CPOKa JEHCTBUSL.

12.6 Cnennpuxanus ¢pynkuuii ynpasiaenus (FMT_SMF)

12.6.1 XapakTepucTuka cemeiicrsa

CemeiictBo  FMT SMF  no3pomsier  cneun¢uuupoBath  (yHKIMU — YOpPaBICHHUS,
npeaocrasigembie OO. OyHkumu ympaieHus: npeaoctaBissioT MDPBO, koTopelii mo3BossieT
aJIMMHHUCTPATOpPaM OIpPEAeNsATh MapaMmeTpsl yrpamieHus ¢yHkiuonupoBanueM OO B yacTu
aCMeKTOB, OTHOCSIIUXCS K 0€30MacHOCTH, HampuMep, aTpuOyThl 3alUTHl JaHHBIX, aTpPUOYTHI
3aumtel OO, aTpuOyThl ayauTta, aTpuOyThl HAeHTH(UKAUUU U ayTeHTUukauu. DyHKIUU
YIpaBJIeHUS TaK)Ke BKIIOYAIOT B ce0s1 (PyHKIIMU, BBIIIOJIIHAEMbIE OllepaTopamMu Ui o0ecrieueHus
HenpepsiBHOK padoTel OO, Takue Kak pe3epBUPOBAHUE U BOCCTAHOBIEHHUE. JJaHHOE CeMEeNCTBO
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HCIIOJB3YETCS COBMECTHO C JAPYIMMM KOMIIOHeHTaMH u3 kiacca FMT «Ympasnenue
0€30IaCHOCThIO»: KOMIIOHEHT M3 3TOr0 CeMeicTBa MpeaycMaTpUBaeT Hajduuue QYHKUUH
yopaBieHus, a Japyrue cemeiictBa u3 kimacca FMT «YmpaBnenue 0€30MacHOCTHIO»
HaKJIabIBAlOT OTPAaHUYEHUS Ha BO3SMOXXHOCTb UCIOJIB30BAHUS 3TUX (DYHKIIM yIIpaBIeHUs.

12.6.2 Pan:xupoBaHne KOMIIOHEHTOB

FMT SMF.1 «Crnemudukamms QyHKIui ynpaBneHus» Tpedyer, utodosr DBO
MIPEIOCTABIISIIN KOHKPETHbIE PYHKIIUU YIIPABICHUS.

12.6.3 Ynpasiaenune FMT_SMF.1

JlelicTBUSA MO yIPaBICHUIO HE MPETyCMOTPEHBI.

12.6.4 Aynutr FMT_SMF.1

Ecim B TI3/3b Brmroueno cemeiictBo FAU GEN «['eHeparusi J1aHHBIX —ayaMTa
0€30IaCHOCTHY, TO CIIEAYET MPEeTyCMOTPETh BOZMOKHOCTh ayANTa CISAYIOIINX JIeHCTBUMA:

a) MUHUMAaJbHBIN: UCIIOJIb30BaHUE (PYHKIMH yIpaBIeHUSI.

12.6.5 FMT_SMF.1 Cneunduxanus GyHKIUA ynpasJeHust

Wepapxuueckuil 1iisi: HET MOAYNHEHHBIX KOMIIOHEHTOB.

3aBUCUMOCTH: HET 3aBUCUMOCTEM.

12.6.5.1 FMT_SMF.1.1

@®BO nomxHBI OBITH CHOCOOHBI K BBIMOJHEHHIO CIEAYIOMNX (YHKIUN yIpaBIeHUS
0€301MacHOCTbIO: [Ha3HAYEHHUE: CRUCOK  (QYHKYull  Ynpaeneuus bezonacrnocmoio,
npeoocmasnsiemovix PHO].

12.7 Posim ynpasJienusi 0e3onacuoctsio (FMT_SMR)

12.7.1 XapakTepucTuka ceMeiicTBa

Cewmeiicteo FMT SMR npeanazHadyeHo JJIs1 YIIPaBJICHUS Ha3HAYEHUEM Pa3JIMYHBIX poJieh
I10JIb30BaTEISAM. BO3MOXKHOCTH 3THX POJIEH 10 yNIPABICHUIO OE30MMACHOCTBHIO ONMCAHBI B IPYTUX
CeMENCTBAX ITOro Kjacca.

12.7.2 Pan:xupoBaHue KOMIIOHEHTOB

FMT SMR.1 «Ponu 6e30macHOCTH» OMpeAemsieT PojH, OTHOCSIIHECS K 0€30MacHOCTH U
pacnioznaBaembie OBO.

FMT SMR.2 «OrpanudeHusi Ha posii 0€30IaCHOCTH» ONpPEAEIsAeT, YTO B JIOMOJHEHHE K
ONPEIIEICHUIO POJIEH UMEIOTCS IIPABUIIA, YIIPABJISIIOINE OTHOIEHUSIMH MEXKY POJISIMU.

FMT SMR.3 «lIpunstue posei» COIepXKUT TpeOOBaHUE, YTOOBI MPHUHATHE POJIH
MIPOU3BOIMIIOCH TOJBKO uepe3 siBHbIN 3anpoc k PBO.

12.7.3 Yupasiaenue: FMT _SMR.1

Hus  dyHkuit  ynpasieHuss u3 kimacca FMT MoryT paccMarpuBaThCsl CIEAYIOIIHE
IENCTBUS:

a) yrnpaBlieHUE TPYIION MONb30BaTENeH - UCIIOTHUTENEH POITH.

12.7.4 Yupasaenue: FMT_SMR.2

Hna ¢yakiuit ynpaBinenuss u3 kinacca FMT Moryr paccMmarpuBaThCsl ClEAYIOIIHE
JIEHCTBUA:

a) ympaBleHUE TPYIIION MOIb30BaTeNeH - UCIIOJHUTENEH POJIH;

b) ynpasneHue ycinoBUsIMU, KOTOPBIM JOJKHBI YJIOBJIETBOPSATH POJIH.

12.7.5 Ynpasaenune: FMT_SMR.3

JIe!CTBYSA 110 YIIPABIECHUIO HE MPEyCMOTPEHBI.

12.7.6 Aynut: FMT_SMR.1

Eciu B II3/3b BkmoueHo cemelictBo FAU GEN «['eHepanusi JaHHBIX ayauTa
0€30MacHOCTHY, TO CIEAYET NPeayCMOTPETh BOZMOXKHOCTh ayAUTAa CIEIYIOIINX ACHCTBHIA:

a) MUHUMAaJbHBINA: MOAM(UKALMS TPYIIIBI [T0JIb30BATENEH - UCIIOTHUTENIEH POIIH;

b) neTanu3upoBaHHBINA: KaX/10€ HCIOIb30BAHKE TIPaB, IPEIOCTABICHHBIX POJIBIO.
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12.7.7 Ayaut: FMT_SMR.2

Ecmu B II3/3b Brmoueno cemeiictBo FAU GEN «l'eHepauusi JaHHBIX ayauTa
0€30MacHOCTHY, TO CIEAYeT NPEeayCMOTPETh BO3MOXKHOCTh ayAUTAa CIEIYIOIINX AeHCTBUIA:

a) MUHMMAJIbHBIN: MOAN(UKAIUS B TPYIIIE MOJIb30BaTEIeH - UCIOTHUTEICH POIIH;

b) MUHUMaIBHBINA: HEyCTEUIHbIE MOMBITKYA UCIOIb30BaTh POJIb BCIEACTBUE OTPaHUYEHUH,
HaKJIa/IbIBAEMBIX Ha POJIH;

C) JeTAM3UPOBAHHBIN: KaX10€ UCIOIb30BaHUE MPAB, MPEJOCTABICHHBIX POJIBIO.

12.7.8 Ayaut: FMT_SMR.3

Ecim B II3/3b Brmtoueno cemeiictBo FAU GEN «l'eHepamusi MaHHBIX ayauTa
0€30IaCHOCTHY, TO CJIEAYET MPEeyCMOTPETh BOZMOKHOCTh ayAAUTa CICAYIOMINX eHCTBUMI:

a) MUHUMAaJIbHBIA: KOHKPETHBIE 3aIIPOCHI HA IPUHATHE POJIH.

12.7.9 FMT_SMR.1 PoJuu 6e30nacHocTu

Wepapxuueckuii 1yist: HET HOJYMHEHHBIX KOMIIOHEHTOB.

3aBucumoctu: FIA UID.1 Beibop MOMeHTa UAECHTHUDHUKAIIMN

12.79.1 FMT_SMR.1.1

OO f0oKHBI NOAJEPKUBATH CIEAYIOLIME pOJIM [HAa3HAYEHUE: YHOIHOMOUEHHbIE
uoenmu@uyuposanmvie pouu].

12.7.92 FMT_SMR.1.2

®BO n0KHBI OBITH CITOCOOHBI ACCOLIMUPOBATH MOJIB30BATENEH C POJISIMHU.

12.7.10 FMT_SMR.2 OrpannyeHnusi Ha poJii 0e301aCHOCTH

Uepapxuueckuii niss: FMT _SMR.1 Ponu 6e3onacHocTH

3aBucumoctu: FIA UID.1 Beibop MOMeHTa HACHTHU(DHUKAIINA

12.7.10.1 FMT_SMR.2.1

OO noKHBI NOANEPKUBATH CIEAYIOLIME pOJIM [HAa3HAUEHUE: YHOIHOMOUEHHbIE
uoenmu@uyuposantvie pouiu].

12.7.10.2 FMT_SMR.2.2

®BO n0mKHBI OBITH CITIOCOOHBI ACCOLIMUPOBATH MOJIB30BATENEH C POISIMHU.

12.7.10.3 FMT_SMR.2.3

ObO nomxkHBI o0OecrieurBaTh, YTOOBI YCIOBHUS [Ha3HAYCHHUE: YCI08UA O PA3NUYHLIX
poeli] yIOBIETBOPSUIHUCH.

12.7.11 FMT_SMR.3 IIpunstue posei

Nepapxuuecknii 1uisi: HET NOJYMHEHHBIX KOMIIOHEHTOB.

3aBucumoctu: FMT SMR.1 Ponu 6e3omacHocTr

12.7.111 FMT_SMR.3.1

®BO nomKHBI TPeOOBATh SBHBIN 3aMpoC AJIS MPUHITUS CIACAYIOIIMX POJiei [Ha3HayeHHe:
CNUCoK poneu].

13 Kanacce FPR: IlpuBaTHOCTD
Knacc FPR conmepxxutr TpeGoBaHMs NPUBATHOCTU. OTHU TpeOOBaHUS MPEAOCTABISIOT

MOJIB30BATCIIIO 3alIUTY OT PACKPLITUA €TI0 I/IIICHTI/Iq)I/IKaTOpa nu 3J'IOy1'IOTpe6J'IeHI/I}I OTUM JpYIruMu
IIOJIB30BATCIAMU.
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i FPR_ANO: AHOHUMHOCTS boood 12
e I S
A2
i FPR_PSE: IlceB1OHUMHOCTD i._-__.i 1 :r’ ____________
R | L ___ ] \\\E 3 i
i FPR_UNL: HeBO3MOXHOCTb acCOLMALAN i.--__i 1
e
i FPR_UNO: CkpbITHOCTB i(.’:_-_i“;“i

Pucynok 13 - Jlekomno3uuus kiaacca FPR «IIpuBaTHOCTBY»

13.1 Anonumuocts (FPR_ANO)

13.1.1 XapakTepucTuka ceMeiicTBa

CemeiictBo FPR_ANO o0ecrnieunBaeT mojab30BaTEN0 BOZMOXKHOCTh MCIIOIB30BAaTh PeCcype
WIH ycIyry 0e3 pacKphIThsl CBOETO WIeHTHU(UKaTopa. TpedoBaHuUs ceMelcTBa MPEaOCTaBISIOT
3amuTy wuaeHTHduKaropa mosb3oBarens. CeMeHCTBO He NpeIHA3HAYEHO Ui  3allUTh
UACHTU(PUKATOPOB CYOBEKTOB.

13.1.2 Pan:xupoBaHue KOMIIOHEHTOB

FPR_ANO.l «AHOHUMHOCTB)» COIEPKUT TpeOOBaHME, YTOOBI APYTHe MOIb30BATEIN WIH
CyOBEKTBI HE MOTJIM ONpPEeNeIUTh UACHTU(PUKATOP MOJIb30BATENs, CBI3aHHOTO C CYyOBEKTOM WIIH
omnepanuen.

FPR ANO.2 «AHOHMMHOCTb 0e3 3ampoca uHMOpMaAIUKW» pacimupser TpeOOBaHMS
FPR_ANO.1 «AHOHUMHOCTB», obOecrieunBasi, 4uTo0bl ®BO He 3ampammBamu HIASHTHPUKATOP
MOJIb30BaTETIsl.

13.1.3 Yopasaenune: FPR_ANO.1, FPR_ANO.2

JleicTBUsI 11O YIIPABICHUIO HE TPETyCMOTPEHBI.

13.14 Ayaut: FPR_ANO.1, FPR_ANO.2

Ectm B II3/3b Brmoueno cemelictBo FAU GEN «['eneparusi JMaHHBIX —ayaMTa
0€30MaCHOCTHY, TO CJIEAYET MPEIyCMOTPETh BOZMOKHOCTh ayAUTa CISAYIOMINX JICHCTBUMA:

a) MUHMMAaJIbHBIN: oOpalieHre K MeXaHu3My aHOHUMHOCTH.

13.1.5 FPR_ANO.1 AHOHUMHOCTH

Hepapxuueckuii 1uisd: HET IOJYMHEHHBIX KOMIIOHEHTOB.

3aBUCHUMOCTH: HET 3aBUCUMOCTEH.

13.1.5.1 FPR_ANO.1.1

®BO nomxHBI 0OecreuynBaTh, YTOOBI [Ha3HAYEHHUE: COBOKYNHOCHb NOAb308amenetl u/uiu
cybvekmos] Obula HE CIOCOOHAa OMpPENeNUTh MOMJIMHHOE HMMS IOJIb30BaTelNsl, CBSI3aHHOTO C
[Ha3HAUEHUE: CNUCOK CYOBEKMOS U/unu onepayuti, u/uiu 00beKmos).

13.1.6 FPR_ANO.2 AHOHUMHOCTH 0e3 3anpoca nHpopMaunu

Nepapxuuecknii uia: FPR.ANO.1 AHOHUMHOCTD

3aBUCUMOCTH: HET 3aBUCUMOCTEH.
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13.1.6.1 FPR_ANO.2.1

®BO momxHBI 00ecTeuynBaTh, YTOOBI [Ha3HAYEHUE: COBOKYNHOCMb NOAb308amenell u/uiu
cybvekmos] Obula HE CHOCOOHAa OMpPENEeNHTh MOJIMHHOE HMS I0JIb30BaTeNsl, CBSI3aHHOTO C
[Ha3HAYEHUE: CNUCOK CYOBEKMO8 u/unu onepayutl, u/uiu oo6vexkmos].

13.1.6.2 FPR_ANO.2.2

®BbO nomKHBI MPEAOCTABISATH [HA3HAUCHUE: Cnucok yciaye| JUis [Ha3HauY€HUE: CHUCOK
cybvexmog] 6e3 3ampoca Kakoh-1100 CChUTKHM Ha MOJTMHHOE UMSI TIOJIb30BaTEIIs.

13.2 llceBponumuocts (FPR_PSE)

13.2.1 XapakTepucTuka cemeiictaa

CewmeiictBo FPR_PSE o0ecnieunBaeT mosibp30BaTenio BO3MOXKHOCTh HCIIONIB30BaTh PeCcype
WK yCIyry 0e3 pacKpbITHs CBOEro WACHTH(PHUKATOPA, OCTABAsACh B TO K€ BPEMSI OTBETCTBEHHBIM
3a 9TO UCIOJIb30BAHHUE.

13.2.2 Pan:xupoBaHne KOMIIOHEHTOB

FPR _PSE.1 «IIceBDIOHUMHOCTBY» COEPKUT TpeOOBaHHUE, YUTOOBI HEKOTOPAsE COBOKYITHOCTh
nmosib30oBarenell W/mim CyObeKTOB OblJa HE CHOCOOHAa OMNpEeNeIuTh HIASHTU(UKATOP
MIOJIb30BATEJIS, CBSI3AHHOTO C CYOBEKTOM MIJIM OIEpPAIUei, HO B TO K€ BPEeMsl 3TOT IOJIb30BATEINb
0CTaBaJICsl OTBETCTBEHHBIM 33 CBOM JICHCTBUSI.

FPR PSE.2 «OO0parumasi TICEBIOHMMHOCTB» COJCPXKHUT TpeboBanue, 4rodbsr DPHO
MPEIOCTaBUIIMN BO3MOXHOCTh OMPEIENIUTh MEePBOHAYAIBHBIN HAESHTU(UKATOP TOIb30BATENS,
OCHOBBIBASICH Ha MPEJICTABIICHHOM ICEBOHUME.

FPR PSE.3 «AnbTepHaTUBHAs TICEBJOHMMHOCTB» COJIEPKHUT TpeOOoBaHHE, YTOOBI TNpHU
CO3JIaHMM TICEBIOHUMA U HiaeHTH(uKaTropa nonb3oBarenss OBO crienoBanu onpeaeneHHBIM
MIpaBUJIaM.

13.2.3 Ynpasaenue: FPR_PSE.1, FPR_PSE.2, FPR_PSE.3

JleicTBUSI 110 YIIPABIICHUIO HE IPETyCMOTPEHBI.

13.2.4 Aynut: FPR_PSE.1, FPR_PSE.2, FPR PSE.3

Eciu B II3/3b BkmoueHo cemelictBo FAU GEN «['eHepanusi [OaHHBIX ayauTa
0€30MaCHOCTHY, TO CJIEIAYET MPEIyCMOTPETh BOZMOKHOCTh ayANTa CIEAYIOMINX IeHCTBUMA:

a) MUHHUMAQJIbHBIA: HIACHTH(PHUKATOP CyOBEKTa/NOJIb30BaTENsI, KOTOPHIH MOTpeOoBa
PacKpBITHS UACHTH(DHUKATOPA TTOJIH30BATEIIS.

13.2.5 FPR_PSE.1 IlceBA10OHUMHOCTD

Wepapxudeckuii 1y1si: HET IO JIMHEHHBIX KOMITIOHEHTOB.

3aBHCUMOCTH: HET 3aBUCUMOCTEH.

13.2.5.1 FPR_PSE.1.1

®BO nomxHBI 00ecreunBaTh, YTOOBI [HA3HAYCHUE: COBOKYNHOCHb NOAb306amMenetl u/unu
cybvekmos] ObUla HEe CHOCOOHA OIpenessaTh MOMJIMHHOE HMMs TOJb30BaTelNis, CBSI3aHHOTO C
[Ha3HAYCHUE: CNUCOK CYOBEeKmMO8 u/unu onepayutl, u/uiu oo6vekmos].

13.2.5.2 FPR_PSE.1.2

®bO A0mKHBI OBITH CHOCOOHBI MPEJOCTABISATH [HA3HAUYCHHE: YUCIO NCEBOOHUMOE]
TICEBJJOHUMOB TIOJYTMHHOTO UMEHU MOJIb30BaTENs AJIsl [HA3HAUCHUE: CHUCOK CYOBbEKmOo8].

132.5.3 FPR_PSE.1.3

®BO nomxHBI OBITH CIOCOOHBI [BBIOOP (BBIOpaTh OIHO W3): onpedensimv NCEeBOOHUM
noiv3oeamens, NPUHUMAMb NCEGOOHUM OM  Noab3ogamens| W BepuUUUPOBATH  €rO
COOTBETCTBHE [HA3HAYCHHE: MempUKa nce@OOHUMO8)].

13.2.6 FPR_PSE.2 O6paTtumasi nceB1OHUMHOCTH

Nepapxuuecknii 1uia: FPR_PSE.1 IlceBnonumMHOCTB

3aBucumoctu: FIA UID.1 Boi6op MmoMeHTa uaeHTUUKaLuu
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13.2.6.1 FPR_PSE.2.1

®BO momxHBI 00ecTeuynBaTh, YTOOBI [Ha3HAYEHUE: COBOKYNHOCMb NOAb308amenell u/uiu
cybvekmos] Oblla HE crnocoOHa OMpeAensiTh MOJIMHHOE HUMS IOJb30BaTelNs, CBA3AHHOE C
[Ha3HAYEHUE: CNUCOK CYOBEKMO8 u/unu onepayutl, u/uiu oo6vexkmos].

13.2.6.2 FPR_PSE.2.2

®BbO nomxHBI OBITH CHOCOOHBI MPENOCTABNIATH [HA3HAUCHUE: YUCAO NCEBOOHUMOS)]
MICEBJJOHUMOB TOJTMHHOTO UMEHH MOJIb30BaTeNs 1)1 [Ha3HAUCHUE: CHUCOK CYOBbEeKmos].

13.2.6.3. FPR_PSE.23

®bO nomkHBI OBITH CHOCOOHBI [BHIOOP (BBIOpATh OMHO W3): onpedensimv NCe8OOHUM
noavb3oeamens, NPUHUMAMb NCEGOOHUM OM  NOb308amens] W BEPUPHUIMPOBATH  €rO
COOTBETCTBHE [HAa3HAYCHUE: MempUKa nceg0OHUMO8)].

13.2.6.4 FPR_PSE.24

®BbO A0mKHBI TPENOCTABIATh [BBIOOP: VHOIHOMOYEHHbI HOIb3086amMensb [HaA3HAUeHue.
CRUCOK 008epeHHbIX cYObeKnog]] BOZMOKHOCTh ONPEAeNATh UACHTU(UKATOP MOJIb30BATENs 110
MIPE/ICTaBJICHHOMY IICEBIOHMUMY TOJIBKO MPHU BHIMOIHEHUH [HA3HAYCHUE: CHUCOK YCIOBUIL].

13.2.7 FPR_PSE.3 AubTepHaTBHAasI ICEBIOHUMHOCTD

Uepapxuueckuit qsi: FPR_PSE.1 IlceBnoHMMHOCTB

3aBUCUMOCTH: HET 3aBUCUMOCTEN.

13.2.7.1 FPR_PSE.3.1

@®BO nomxHBI 00ecrieunBaTh, YTOOBI [HA3HAUCHHUE: COBOKYNHOCMb NOb308aAmeNnell u/unu
cybvekmos] Oblla HEe crnocoOHa OMpeneNaTh MOAJUHHOE WM IMOJIb30BaTelsl, CBSI3aHHOE C
[Ha3HAYCHUE: CnUCOK CYOBEeKMO8 u/unu onepayutl, u/uiu oo6vekmos).

13.2.7.2 FPR_PSE.3.2

®BbO fomxkHBI OBITH CHOCOOHBI MPENOCTABNIATH [HA3HAUCHUE: YUCAO NCEBOOHUMOS)]
MICEBJJOHUMOB TIOJTMHHOTO UMEHH MOJIb30BaTeNs ISl [Ha3HAUCHUE: CHUCOK CYOBbEKmOo8].

13.2.7.3 FPR_PSE.3.3

®BbO nomxHBI OBITH CIOCOOHBI [BBIOOpP (BBIOpaTh ONHO U3): onpedensimv HCEBOOHUM
noav3oeamens, NPUHUMAMb NCEGOOHUM OM  NOIb308ameNss] W BEPUPHUIMPOBATH  €TO
COOTBETCTBHUE [Ha3HAYCHUE: MEMPUKA NCEBOOHUMOB].

13.2.74 FPR_PSE.3 4

ObO [omKHBI MPEAOCTABIATH ICEBJOHUM JJSl TMOMAJMHHOTO HUMEHHM MOJIb30BaTes,
KOTOPBIA JOKEH OBITh WACHTHYEH ICEBJOHUMY, MIPEIOCTABICHHOMY paHee, IPH CIICTYIOIINX
YCIOBUSIX [HAa3HAYEHHUE: CAUCOK YCA06UlL]; B TIPOTUBHOM CIIy4ae MPEAOCTaBIsIEeMbIH TICEBAOHUM
JIOJDKCH OBITh HE CBSI3aH C MPEJOCTABICHHBIMU paHEe TICEBAOHUMAMHU.

13.3 HeBo3moxnocTh acconuanumn (FPR_UNL)

13.3.1 XapakTepucTuka cemeiicTa

CemeiictBo  FPR_UNL o0ecrneunBaeT MOJIB30BATEII0 BO3MOXHOCTh HEOJHOKPATHO
HCIIOJIb30BaTh PECYpPChl WM YCIYTH, HE JaBas B TO € BPEMS HUKOMY BO3MOXHOCTH CBSI3aTh
BMECTE MX UCIIOJIb30BaHUE.

13.3.2 Pan:xnpoBaHue KOMIIOHECHTOB

FPR UNL.1 «HeBO3MOXHOCTh  accoUMalMM»  COACPKUT  TpeOOBaHHWE,  UYTOOBI
MOJIb30BAaTEIN W/MIU CYOBEKTHl ObUIM HE CHOCOOHBI OIpeneInTh, WHUIUUPOBAHBI U
OTpe/ieTICHHBIC OTIEPAIIUN B CHCTEME OJTHUM M TEM XK€ ITOJTh30BATEIICM.

13.3.3 Ynpasaenune: FPR_UNL.1

Hns pynkmuit  ynpaBinenus u3 kimacca FMT wmoryr paccmaTpuBaThCs  ClEAYIOIINE
JIEUCTBUSL:

a) yrpasieHue GyHKIMEH MpeoTBPAIICHUS aCCOIIAAIIAH.

13.3.4 Ayaut: FPR_UNL.1

Eciu B II3/3b BrmoueHo cemelictBo FAU GEN «['eHepanusi JaHHBIX ayauTa
0€30MacHOCTHY, TO CIEAYEeT NPeayCMOTPETh BOZMOXKHOCTh ayAUTAa CIECIYIOIINX ACHCTBUIA:
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a) MUHUMAaJIBHBIN: 00paleHne K MEXaHU3MY MPeIOTBPAIICHHS aCCOIMAIIIH.

13.3.5 FPR_UNL.1 HeB03MOKHOCTb aCCOLUALNH

Wepapxnueckuil 1iisi: HET MOAYNHEHHBIX KOMIIOHEHTOB.

3aBUCHUMOCTH: HET 3aBUCUMOCTEM.

13.3.5.1 FPR_UNL.1.1

®BO nmomxHBI 00ecIeuynBaTh, YTOOBI [Ha3HAYCHUE: COBOKYNHOCHb NOAb308amenetl u/uiu
cybvexmog] Oblia He CriocOOHAa OMPEIeNIATh, YTO [Ha3HAYEHUE: CHUCOK onepayull] [BBIOOp: OvlLiu
UHUYUUPOBAHBL OOHUM U MeEM JHce NOTb308AMeNeM, C8A3AHbI CLeOVIOWUM 00pa3oM [HasHaueHue:
CNUCOK COOMHOUIEHULL] |.

13.4 CxkpbiTHOCTH (FPR_UNO)

13.4.1 XapakTepucTuka cemeiicta

Cemeiicteo FPR_UNO o0ecrnieunBaeT BO3MOKHOCTH IMOJIB30BATEIIO HCIIOIB30BATh PECYpC
WU yCIyTy 0€3 MpeaoCTaBlIeHUs] KOMY-TH00, B 0COOEHHOCTH TPEThel CTOpoHe, HH(popMaIuu 00
WCIIOJB30BaHUM TAHHOT'O Pecypca WM IaHHOM YCIIyTH.

13.4.2 Pan:xupoBaHne KOMIIOHEHTOB

FPR_UNO.1 «CKpBITHOCTB» COIEPKUT TpeOoBaHWE, YTOOBI IOJIB30BATEIH W/WIH
CyOBEKTBI HE MOTJIM OMPEENIUTD, BHIMOIHICTCS JIM OMEpalus.

FPR UNO.2 «Pacnpenenenue wHpOpManuu, BIHSIONIEE HAa CKPBITHOCTB» COJCPKHT
TpeboBanue, urodsl OBO mpenocTaBUIM CHEUANbHBIE MEXaHWU3Mbl I TMPEeAOTBpAaIleHus
KOHIIGHTpauuu HH(GOpMAIMK, CBS3aHHOM ¢ mpuBaTHOCThlo, B mpenenax OO. Taxas
KOHIIEHTpallMss Morja Obl TMOBIUATH Ha 0O0eCreYeHHe CKPBITHOCTH IMPU  HapyIICHUSX
0€30MacHOCTH.

FPR UNO.3 «CkpbITHOCTh 0€3 3ampoca WH(POPMAIMH» COJICPKHUT TpeOOBaHWE, YTOOBI
®bO He MNHITATUCH TMOJYYUTh HMH(POPMAIHIO, CBS3aHHYIO C MPUBATHOCTHIO, YTO MOXKET
WCIIO0JIb30BATHCA JIJISl HAPYILIEHUS! CKPBITHOCTH.

FPR UNO.4  «OTtkpblTOCTh Il  YHNOJHOMOYEHHOTO  IOJIb30BATENS»  COLEPKUT
TpeboBanue, uyToObl DPBO mnpenocTaBUIM OJHOMY WM HECKOJIBKUM YHOJTHOMOYEHHBIM
MOJTb30BATEISIM BO3MOYKHOCTh HAOIIOIaTh 32 UCTIOIh30BAHUEM PECYPCOB H/HITH YCITYT.

13.4.3 Yopasaenne: FPR_UNO.1, FPR_UNO.2

Jus  dyHkmit  ynpasieHus u3 kimacca FMT MoryT paccMarpuBaThCsl CIIEAYIOIIHE
IEUCTBUS:

a) yrpaBJieHHE PEKUMOM BBIITOJHEHHS (DYHKITMH CKPBITHOCTH.

13.4.4 Ynpasaenue: FPR_UNO.3

JIeHCTBYSA 110 YIIPABICHUIO HE MPEyCMOTPEHBI.

13.4.5 Ynpasiaenue: FPR_UNO.4

Jns  pynkmuii  ympaBiaeHus u3 kimacca FMT Moryr paccMaTpuBaThCs  CIEAYIONINE
JEUCTBUA:

a) yIpaBJIeHHE COBOKYIMHOCTHIO YIIOJTHOMOUYEHHBIX IOJb30BaTeNell, KOTOPhIE CIIOCOOHBI
OTPEAEIUTD, BHITOJIHSIUCH JIU OTIEpPaIUH.

13.4.6 Ayaqut: FPR_UNO.1, FPR_UNO.2

Eciu B II3/3b BkmoueHo cemelictBo FAU GEN «['eHepanusi JaHHBIX ayauTa
0€30IaCHOCTHY, TO CJIEYET NMPeyCMOTPETh BOZMOKHOCTD ayANTa CIEAYIONUINX AeHCTBUIM:

a) MUHUMAaJbHBIN: 0OpallleHue K MEXaHU3MY CKPBITHOCTH.

13.4.7 Aynur: FPR_UNO.3

Hert coObITuii, 1715 KOTOPBIX CIAEAYET NPEAYCMOTPETh BO3MOKHOCTD ay/IUTA.

13.4.8 Ayaur: FPR_UNO.4

Ecin B II3/3b BkmoueHo cemelictBo FAU GEN «['eHepanusi JaHHBIX ayauTa
0€30IaCHOCTH», TO CJIEAYET MPeyCMOTPETh BOZMOKHOCTh ayAUTa CISAYIOIINX eHCTBUMI:

a) MUHUMAaJIbHBIN: HAOIIOZAEHHUE 32 UCIOJIb30BAaHUEM peCypca WM YCIYTH MOJIb30BaTEIEM
W CyOBEKTOM.
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13.4.9 FPR_UNO.1 CkpsbITHOCTH

Hepapxuueckuil 1iis: HET IOAYUHEHHBIX KOMIIOHEHTOB.

3aBUCHMOCTH: HET 3aBUCUMOCTEM.

13.4.9.1 FPR_UNO.1.1

®BbO nomxHBI 00ecreunBaTh, YTOOBI [HA3HAYEHUE: COBOKYNHOCHb NOAb306amMenetl u/unu
cyovekmos] Obula He crocoOHa HAOMIOJATh CIENYIOIIME OIlepaluy [Ha3HAueHHE: CHUCOK
onepayuil] Ha [Ha3HAYEHUE: CNUCOK 00BEKmog|, BBITOJIHIEMbIC [HA3HAUYCHUE: COBOKYHNHOCMb
3auuwaemMvlx noivzogamereti u/uiu cyobeKmos).

13.4.10 FPR_UNO.2 Pacnpenesenue nH(popManuu, BJIUA0IIECEe HA CKPBITHOCTH

Nepapxuuecknii 1uist: FPR.UNO.1 CkpbITHOCTB

3aBUCHMOCTH: HET 3aBUCUMOCTEMN

13.4.10.1 FPR_UNO.2.1

®BbO nomxHBI 00ecreunBaTh, YTOOBI [HA3HAYEHUE: COBOKYNHOCHb NOAb306amMenetl u/unu
cyovekmos] Obula He CcIocoOHa HAOMIOAATh CJENYIOIIUE OIlepaluy [Ha3HAueHHE: CHUCOK
onepayuti] Ha [Ha3HAYEHUE: CHUCOK 00BLEKmMog|, BBHINOJIHAEMbIE [HA3HAYEHHE: COBOKYNHOCHIb
3auuaemMvlx noiv3oeamereti u/unu cyobeKmos).

13.4.10.2 FPR_UNO.2.2

@®BO nomwKHBI pacnpenensaTh [Ha3HAYCHUE: UHPOPMAYUs, CEAZAHHASL CO CKPLIMHOCMbBIO]
cpenu paznuyHbIX yacteit OO Tak, 4TOOBI BO BpeMs CYIIECTBOBaHUS HH(POPMAIIMH BBITOIHSIINCH
CJIEIYIOIME YCIIOBUSI: [HA3HAUCHUE: CHUCOK YCA08UIL].

13.4.11 FPR_UNO.3 CkpbITHOCTH 0€3 3anipoca uHpopManumn

Wepapxuueckuil njisi: HET MOAYUHEHHBIX KOMIIOHEHTOB.

3aBucumoctu: FPR_UNO.1 CkpbITHOCTB

134.11.1 FPR_UNO.3.1

®OBO nomKHBI MPENOCTaBIATh [HA3HAYCHHWE: CHUCOK ycaye| Ui [Ha3HAu€HHWE: CHUCOK
cyovexmos] 06e3 3ampoca KakuX-IHO0O CCBUIOK HA [HA3HAUCHUE: UHPOpMAYUs, CEA3AHHAS C
NpUBAMHOCMBIO|.

13.4.12 FPR_UNO.4 OTKpBITOCTH /1J151 YIIOJJHOMOYEHHOI0 10JIb30BATEJIs

Wepapxuueckuii 1yis: HET HOJYMHEHHBIX KOMIIOHEHTOB.

3aBUCHMOCTH: HET 3aBUCUMOCTEM

13.4.12.1 FPR_UNO 4.1

®bO  nNOoWKHBI  NPENOCTaBIATH  [HA3HAUEHUE:  COBOKYNHOCMb  YNOJIHOMOYEHHbLIX
noaiv3oeamernetl] BO3MOXHOCTh HAOMIOIAaTh 32 UCHOJIB30BAHUEM [HAa3HAUEHUE: CHUCOK pecypcos
u/unu ycuye).

14 Kanacc FPT: 3ammura ®BO

Knacc FPT copmepxut cemeiicTBa (DYHKIMOHAJIBHBIX TpeOOBaHUM, CBA3aHHBIX C
LIEJIOCTHOCTBIO U YIPaBJIECHUEM MEXaHHW3MaMH, peain3oBaHHbIMU B @BO (He 3aBuCcA mpu 3TOM
or ocobennocteit IIBO), a Takke ¢ 1enocTHOCThIO gaHHBIX DBO (He 3aBucsa oOT
cnenuduueckoro coaepxkanust nanHpix [16O). B HexkoTopoM cMbiciieé KOMIIOHEHTHI CEMEMCTB
3TOro KJlacca AyOJIUpYyIOT KOMIOHEHTHI U3 kiacca FDP u MoryT nake ncnosb30BaTh OJHHU U T
xe mexanusmbl. Opnako kimacc FDP «3ammra maHHbIx mosb3oBatens» C(HOKYCHpPOBaH Ha
3alMTE JaHHBIX M0JIb30BaTesl, B TO Bpems Kak kinacc FPT «3amura ®BO» - Ha 3amuTe naHHBIX
®BbO. daktuueckn KoMHoHeHTHl u3 kiacca FPT nHeoOxomumel miis oOecnieueHus TpeOOBaHUIMA
HEBO3MOXXHOCTH HapyueHus U 06xonaa noautuk @bO nannoro OO.

B pamkax naHHOro Kitacca BBIIEISIIOT TPU BaxkHbIE cocTaBHbIe yacTu PBO:

a) aOctpaktHas MamuHa PBO, To ecTb BuUpTyadbHas Wi (U3MUECKas MallMHa, Ha
KOTOpOI1 BBINIOJIHSAETCS olleHnBaeMas peanuzauus OPbO;
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b) peanuzauust ®BO, koTopas BBINOJIHSETCS HAa aOCTPAKTHOM MalllMHE W peanu3yeT
MexaHu3Mbl, ocymecTsistomue [150;

c) nganneie @DBO, KOTOphIe SBIAIOTCS aIMUHHUCTPATUBHBIMH 0a3aMu  JTaHHBIX,
ynpasistoummu ocyuectsienneM I[160.
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__________________________________________________________________

________________________________________________________________________

________________________________________________________________________

®RO P
gy [
i FPT_ITI: llenocTHOCTB 3KCHOPTUPYEMbIX JaHHBIX DBO i_-___i 1 ba 2 |
R T
i FPT_ITT: Ilepenaua nanupix PBO B npenienax OO v [
B
_________________________________________________________________ 41 b2
i FPT PHP: ®usuueckas 3amura G5O L:/ :.:::I- bo---- !
T
b b
i FPT_RCV: Hanexxnoe BOCCTaHOBJIEHHUE 'y::, I:_'_'_'_'_'_I, B Lot I
] IS
Lo i
i FPT_RPL: OGHapy»eHHe MOBTOPHOTO HCTIONBE30BaHMs beeeed 1
O T
i FPT_SSP: IIpoTokon cCHHXpOHHM3AIMH COCTOSHUN i-----J: 1 i—--JE 2
O A
i FPT STM: MeTku BpeMeHH beeecl 10
i FPT _TDC: CornacoBanHoctb gaHabix ®bO mexay @O i ----- 15 1 i
L o o o o o o e e e | boood
i FPT _TRC: CormacoBannocth nanusix ®bO npu i i 1 i
i nybnupoBanuu B npenenax OO in-l |

Pucynok 14 - /lekomno3unus kiaacca FPT «3ammra ®BO»

14.1. besonacnoctb npu cooe (FPT_FLS)

14.1.1 XapakTepucTUKa ceMelcTBa

TpeboBanust cemeiictBa FPT FLS o0ecrnieunBaroT BO3MOKHOCTh COXPAHEHUS MOJTUTUKH
0€30MacHOCTH MPH UJIEHTUPUIMPOBaHHBIX THIax cooeB OBO.
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14.1.2 Pan:xupoBaHne KOMIIOHEHTOB

Oto cemeiictBo coctouT u3 oxHoro kommoHeHta FPT FLS.1 «CoOoit ¢ coxpaneHuem
0€301acHOTO COCTOSIHUS», cojepkamiero TpeboBanue, uytoObr ®BO coxpansam Oe3omacHoe
COCTOSIHUE NPH UICHTU(DHUIIMPOBAHHBIX COOSX.

14.1.3. Ynpasaenue: FPT_FLS.1

JIeHCTBYsA 110 YIIPABICHUIO HE NIPEyCMOTPEHBI.

14.1.4 Ayaut: FPT_FLS.1

Ecmu B II3/3b Brmoweno cemeiictBo FAU GEN «['enepauusi JaHHBIX ayauTa
0€30MacHOCTHY, TO CIEAYeT NPeayCMOTPETh BO3MOXKHOCTh ayAUTAa CIEIYIOIINX AeHCTBUIA:

a) 6azoBbIii: c60it DBO.

14.1.5 FPT_FLS.1 Co6oii ¢ coxpaneHueM 0€30aCHOI0 COCTOSIHUS

Hepapxuueckuil 1jis: HET TOAYUHEHHBIX KOMIIOHEHTOB.

3aBUCUMOCTH: HET 3aBUCUMOCTEMN.

14.1.5.1 FPT_FLS.1.1

®BbO [omKHBI COXpaHATh 0O€30MacHOe COCTOSHHE TIPU CIEAYIOUIUX TUMaX cOOeB:
[HasHaueHwue: cnucok munog cooes PHO).

14.2 JoctynHocTh 3kcniopTupyembix 1aHHbIX ®BO (FPT _ITA)

14.2.1 XapakTepucTuKa ceMeiicTBa

CemeiictBo FPT ITA onpegenser mnpaBwia NpPeaOTBpPAlIEHUs] MOTEPU JTOCTYIMHOCTH
nanHslx @BO, nepenaBaembix Mexay @BO u ynaneHHsIM JoBepeHHBIM npoayktoMm IT. Oto
MOTYT OBITh, HampuMep, KpuTHuHble faHHble B0, Takue Kak Mmapoiiu, KJIIOYHM, JaHHbIe ayIuTa
unu BeinosHseMbii ko OBO.

14.2.2 PanxupoBaHue KOMIIOHEHTOB

Oro cemeiictBo cocrour u3 ogHoro kommnoHeHTa FPT ITA.1  «JlocTynmHOCTb
skcroptupyemMbix AaHHbix @BO B mpenenax 3aJaHHONW METPUKU», COJEpiKallero TpedoBaHue,
yro0p1 DPBO obecneunnu ¢ 3aJaHHON BEPOSTHOCTBIO JOCTYMHOCTHh JaHHBIX DBO,
MPEAOCTABIIAEMbIX YIaJIEHHOMY JOBEpeHHOMY IpoayKTy IT.

14.2.3 Yupasaenue: FPT_ITA.1

Jns  pynkmuii  ympaBiaeHus u3 kimacca FMT Moryr paccMaTpuBaThCs  CIEAYIOIINE
JEUCTBHS:

a) ympaBieHHE CIUCKOM THUMOB AaHHbIX PbO, KOTOpbIE MOMKHBI OBITH JOCTYITHBI
YAQICHHOMY JOBEpPEHHOMY NpoAyKTy IT.

14.2.4 Aynut: FPT _ITA.1

Ecmu B I13/3b Brmoweno cemeiictBo FAU GEN «['eHepaumsi HaHHBIX ayauTa
0€30MacHOCTHY, TO CIEAYeT NPeayCMOTPETh BOZMOXKHOCTh ayAUTa CIEIYIOIINX AeHCTBUIA:

a) MUHUMaJIbHBIN: oTcyTcTBUE qaHHBIX DBO, korna onn 3ampomensl OO.

14.2.5 FPT_ITA.1 JoctynHocTh 3Kcnoprupyembix aaHHbix ®BO B mpepenax
3aJaHHOI METPUKH

Wepapxuueckuii 1uis: HET HOJYMHEHHBIX KOMIIOHEHTOB.

3aBUCUMOCTH: HET 3aBUCUMOCTEN.

14.25.1 FPT_ITA.11

®BO pomkHBI o0ecneunBaTh ITOCTYMHOCTh [Ha3HAYEHHE: CAUCOK munos Ooanuvix DPHO]
JUIs yJAJIEHHOTo JoBepeHHoro mpoaykra IT B mpenenax [Ha3Hau€HUE: 3a0aHHAS Mempuxa
oocmynHocmu| TPU BHINOTHEHUH CIEAYIOUIMX YCIOBUU [HAa3HAUCHUE: YC106uUsi 0becneueHus:
docmynnocmu.

14.3 KonpuaeHuuajabHOCTh IkcniopTupyemsix 1aHHbIX PO (FPT_ITC)

14.3.1 XapakTepucTuka cemeiicrsa

Cemeiicteo  FPT ITC  ompenmenser mnpaBuna — 3amuTel  gaHHbix  DPBO ot
HECAaHKLMOHUPOBAHHOTO PacKphIThs mpu mnepenade mMexay @bO M yaaleHHbIM J0BEPEHHBIM
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npoaykroM IT. Dto mMoryr ObITh, Hampumep, KpuTHuHble AaHHble PBO, Takue Kak maposu,
KJIIOUH, JAaHHBIE ayuTa WK BbInoiaHseMbli koa @bO.

14.3.2 Pan:xupoBaHue KOMIIOHEHTOB

Oto cemeiictBo coctouT u3 oxHoro kommnoHeHta FPT ITC.1 «Kou¢puaeHuuaaisHOCTh
skcropTupyeMbix maHHbix DPBO mpu mepemave», coaepikamiero tpedoBanue, uroosl OBO
obecrieynsii  3alIUTy JaHHBIX, TmepenaBaeMbix Mexay PBO W ynajieHHbIM JIOBEpEHHBIM
npoayktoM IT, oT packpeiTus Npu niepenaye.

14.3.3 Yupasaenune: FPT_ITC.1

JlelicTBUSA MO yIPaBICHUIO HE MPETyCMOTPEHBI.

14.3.4 Ayaur: FPT_ITC.1

Het coObITuii, 111 KOTOPBIX CIEAYET NPEeyCMOTPETh BO3MOKHOCTD ay/INUTa.

14.3.5 FPT_ITC.1 KoH}uaeHHHAIBHOCTh JIKCHOPTHPYeMbIX AaHHbIX PBO npm
nepenave

Hepapxuueckuil 1iis: HET IOAYUHEHHBIX KOMIIOHEHTOB.

3aBUCUMOCTH: HET 3aBUCUMOCTEH.

14.35.1 FPT_ITC.1.1

®OBbO nomkubl 3amumark Bce gaHHble DBO, nepenaBaembie o PO Kk ynaneHHOMY
JoBepeHHOMY NpoaAyKTY IT, OT HECAaHKIIMOHUPOBAHHOI'O PACKPBITHS NIPU MEpeaaye.

14.4 llenocTHOCTb dKcIOpTHPYeMbIX JaHHBIX DBO (FPT _ITI)

14.4.1 XapaxkTepucTuKa ceMeiicTBa

CeMencTBO FPT ITI OIpeIeIIsieT MpaBUIIa 3aIIUThI JTAHHBIX dBO oT
HECAaHKIIMOHMPOBAHHOW MoauduKanmu npu nepenade Mmexay ®@bO u ynaneHHBIM T0BEpEHHBIM
npoayktoM IT. D10 Moryr ObITh, Hampumep, KputHuHble JaHHble PBO, Takue Kak maposw,
KJIIOUH, JAHHBIE ayuTa WK BeINoiaHseMbIi kog @BO.

14.4.2 Pan:xupoBaHne KOMIIOHEHTOB

FPT ITL1 «O6uapyxenune moaudukanuu skcropTupyeMbix naHHbX ®OBO» mo3Bomser
oOHapyxuTh Mogudukanuio aaHHelx PBO mpu mnepemaue mexay PBO u  ynaneHHbIM
noBepeHHbIM mnpoaykTtoMm IT mpu JomylieHuu, 4TO MOCIEIHEMY W3BECTEH MCIIOIb3yEeMbIi
MEXaHMU3M Iepeadn.

FPT ITL2 «OOHapyXeHue W WHCIpaBlieHHEe MOAU(DUKANNU DKCIOPTUPYEMBIX JAaHHBIX
®BbO» mno3BONAET YyNAJIEHHOMY JOBepeHHOMY mpoaykTy IT He Toibko OOHapyXuTh
MOU(UKAINIO, HO M BOCCTaHOBUTH HaHHble ®BO, Moaudummposanusie npu nepeaayde ot OO,
IIPY JOMYIIEHHUH, YTO MOCIEIHEMY U3BECTEH UCIIOJIb3YEMBIM MEXaHU3M IIEpeayn.

14.4.3 Ynpasaenue: FPT_ITI.1

JleicTBYsI IO YIIPABIICHUIO HE IPEyCMOTPEHBI.

14.4.4 Yupasaenue: FPT ITIL.2

Hus  dyHkmit  ynpasiaeHuss w3 kimacca FMT MoryT paccMarpuBaThCsl CIEAYIOIIHE
IEUCTBUS:

a) ynpasinenue Tunamu aaiHeix @BO, kotopsie @BO cneayeT nbITaTbes UCIPABUTH, €CIIH
OHHU MOJU(PUIMPOBAHBI IPU TEepeiaye;

b) ynpasnenue tunamu neicTBuil, koropsie ®bO moryT npennpuHsTh, eciau ganabie @O
MOJUGUIMPOBAHBI ITPU NIepeaye.

14.4.5 Ayaur: FPT_ITI.1

Eciu B II3/3b BkmioueHo cemelictBo FAU GEN «['eHepainusi [JaHHBIX ayauTa
0€30MacHOCTHY, TO CIAEAYET NPEIyCMOTPETh BO3MOXKHOCTh ayAUTA CIEIYIOIINX AEHCTBUIA:

a) MUHMMAaJIbHBII: 0OHapyxeHue Moaudukanuu nepenaBaembix JaHHbX OBO;

b) 0a30BbIil: AelcTBUS, NPEANPUHATHIE TPU OOHAPYKEHUU MOAM(PHUKAIUHN TepeaBaeMbIX
nmauHbeIX OBO.

70



CT PK ISO/IEC 15408-2-2017

14.4.6 Ayaur: FPT_ITL.2

Ecmu B II3/3b Brmoueno cemeiictBo FAU GEN «l'eHepauusi JaHHBIX ayauTa
0€30MacHOCTHY, TO CIEAYeT NPEeayCMOTPETh BO3MOXKHOCTh ayAUTAa CIEIYIOIINX AeHCTBUIA:

a) MUHUMAaJIbHBINA: 0OHapyKeHHe MOAU(UKAIIUY TIepeaaBacMbIX naHHbIX OBO;

b) 6a30BbIil: AEHCTBUA, MPEANPUHATHIC TIPU OOHAPYKEHUU MOIU(DUKAIIUN TIepeaaBaeMbIX
nanHeIX OBO;

¢) 0a30BBIii: UCTIOIB30BAHNE MEXaHU3Ma BOCCTAHOBJICHHS.

14.4.7 FPT_ITI.1 O0napy:xenue MoaupuKaunu IKCHOPTUPYeMbIX JaHHbIX PBO

Wepapxnueckuil 1iisi: HET NOAYNHEHHBIX KOMIIOHEHTOB.

3aBUCHMOCTH: HET 3aBUCUMOCTEI.

14471 FPT_ITI.1.1

@®BO 1omKHBI MPEAOCTABIATH BO3MOXKHOCTH OOHApy>KMBaTh MOAM(DUKALNIO THOOBIX
nanabix OBO npu nepegave Mexnay PBO u ynaneHHbIM JoBepeHHbIM mpoayktom IT B
npesenax cieayrouie MeTpUKU: [Ha3HaUeHUe: MempuKka Moouguxkayuu).

14.4.7.2. FPT_ITI.1.2

@®BO m0mKHBI TPETOCTABIATH BO3MOXKHOCTh BEPU(PHUIIMPOBATEH LEIOCTHOCTh BCEX AAHHBIX
®BO npu ux nepegadye Mexxay @bO u ynaneHHbIM JOBEpEHHBbIM NMPOAYKTOM [T M BBINOIHATH
[Ha3HaueHME: npeonpuHumaemvle deticmaus|, eciii MoauduKamms OOHapyKeHa.

14.4.8 FPT _ITL.2 O0OHapy:keHue U ucnpaBjieHMe MOAMPUKANUN IKCIHOPTHPYEMbIX
JpaHHbIXx DBO

Hepapxuueckuit nisi: FPT ITI.1 O6napyxeHne MoauduKanuyu SKCIOPTUPYEMBIX JaHHBIX
dbO

3aBUCUMOCTH: HET 3aBUCUMOCTEM.

14.4.8.1 FPT_ITI.2.1

ObO J0mKHBI MPENOCTABIATH BO3MOXKHOCTH OOHApyX HBaTh MOIU(DUKAIMIO JHOOBIX
nanHblx ®BO npu nepenaue mexay ®bO u ynaneHHbIM Ao0BepeHHBIM IpoayktoM [T B
npenenax cieayroleid MeTpUKH: [Ha3HauYeHUEe: Mempura Moougurxayuu].

14.48.2 FPT_ITI.2.2

@OBO nomKHBI MPEAOCTABIATH BOZMOKHOCTh BepU(UIIMPOBATh IIETIOCTHOCTh BCEX JAHHBIX
®bO npu ux nepenade mexxay ®bO u ynaneHHbIM AOBEpEHHBIM MPOAYKTOM [T M BBINOIHATH
[Ha3HAUEHME: npeonpuHumaemole deticmsusi], eciiu MoauuKaius oOHapyKeHa.

14483 FPT_ITI.2.3

®bO  [OomKHBI MPEJOCTABIATH  BO3MOXHOCTh  HMCIPABIATh  [HA3HAUYECHHE:  mMun
mooughuxayuu]| Bce manusie ®BO, mepenaBaembie Mexny ®BbO u ynaneHHBIM JTOBEpEHHBIM
npoaykrom IT.

14.5 Ilepenaua nanubix ®bO B npegeaax OO (FPT_ITT)

14.5.1 XapakTepucTuKa ceMeiicTBa

CewmeiictBo FPT ITT comepxxkutr TpeOoBanms 3ammuthl daHHbIX PBO mpu ux mepemade
MexXy paszeneHHbIMU yacTaMu OO 1o BHyTpEHHEMY KaHaTy.

14.5.2 Pan:xupoBaHue KOMIIOHCHTOB

FPT ITT. 1 «ba3oBas 3amura BHYTpeHHeW mepenauun naHHbix DOBO» copepxut
TpeboBanue, 4ToObl faHHble PBO ObUIM 3aIUMIIEHBI NPU WX Iepeaade MeXAY pas3/ie’IeHHbIMU
gactamu OO.

FPT ITT.2 «Pa3nenenue nannbsix @BO npu nepenaye» coaep kUt TpedoBaHue, 4ToObl pH
nepeaade ®BO otaensm nanHpie moyib3oBaTenei ot AaHHbIX PBO.

FPT ITT.3 «MoHuTtopuHr nenoctHoctd JaHHbIX PBO» comepxuT TpeboBaHUE, UTOOBI
nanusle ®BO, mepenaBaemble MexIy paszaeneHHbIMUH dacTIMu OO, KOHTPOJIMPOBATIUCH Ha
UACHTU(UIMPOBAHHBIE OUIMOKU I[EIOCTHOCTH.
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14.5.3 Yupasaenne: FPT_ITT.1

Hns  ¢yakumii ynpasiaenus u3 kinacca FMT wMoryr paccmaTpuBaThbes —ClEAyHOIINE
JNEUCTBHUS:

a) ympasieHue TunamMu Moaupukanmu, ot kKotopeix @®BO cneayer 3amuimarth
repeaBaeMble IaHHbIE;

b) ympaBieHue MeXaHM3MOM, HCIOIB3YEMBbIM Ul OOECHeueHHs 3allUThl JAaHHBIX IIPH
nepenaye Mexy paznuuabiMu yactsimu OBO.

14.5.4 Yupasiaenune: FPT_ITT.2

Jns pynkmuit  ynpaBinenus u3 kimacca FMT wmoryr paccmaTpuBaThCs  ClEAYIOIINE
JEUCTBUA:

a) ympaBieHue TumamMu Moaudukanuu, ot Kortopeix DPBO crmexyer 3amumath
nepelaBaeMble JaHHBIE;

b) ynpaBieHue MEXaHM3MOM, HCHOJB3YEMBIM JUIsl OOECreueHUsl 3alUThl JaHHBIX TMPU
nepenadye Mexay pasnuHbiMU yacTsMu PBO;

C) yrnpaBlieHUE MEXaHU3MOM pa3/IeleHUs JaHHBIX.

14.5.5 Ynpasaenune: FPT_ITT.3

Hna ¢yukuuit ynpaBneHuss u3 kimacca FMT Moryr paccMmarpuBaThCsl CrEAyHOIIHE
JICUCTBUA:

a) ympaBieHue THUHamMu Moaudukanuu, ot kortopeix PBO crnegyer 3amuIIaTh
nepe/laBaeMble JaHHBIE;

b) ympaBiieHue MEXaHU3MOM, HCHOJB3YEMBIM JUIsl OOECIEeUeHUsl 3alUThl JaHHBIX TMPU
nepeadye Mexay pasindyHbiMu gactamMu PBO;

c) ynpasienue Tunamu monudukammu aaHHeix OBO, kotopeie ®BO cienyer meiTaThes
O0OHapYKUTh;

d) ynpaBienue qeiicTBUSME, IPEANPUHUMAEMBIMU TIOCTIE OOHAPYKEHUS MOAU(DUKAITIH.

14.5.6 Aynur: FPT_ITT.1, FPT_ITT.2

Hert coGpITuii, 17151 KOTOPBIX CIEAYyEeT MPEAyCMOTPETh BO3MOKHOCTh ayAHTa.

14.5.7 Ayaut: FPT_ITT.3

Ecmm B II3/3b Brmtoueno cemeiictBo FAU GEN «['eHeparusi MaHHBIX —ayaMTa
0€30MaCHOCTHY, TO CJIEAYET MPEIyCMOTPETh BOZMOKHOCTD ayAUTa CIEAYIOMINX eHCTBUMA:

a) MUHUMAaJbHBINA: 0OHapyxkeHue Moaudukanuu nanueix @bO;

b) 6a30BbIif: TEHCTBUS, MPEANPUHSATHIC TOCIIe OOHAPYKEHHSI OITHOOK IIEIIOCTHOCTH.

14.5.8 FPT _ITT.1 ba3oBas 3amuTa BHyTpeHHel nepeaaun 1anubix P60

Wepapxuueckuii 1uis: HET HOJYMHEHHBIX KOMIIOHEHTOB.

3aBUCUMOCTH: HET 3aBUCUMOCTEM.

14581 FPT_ITT.1.1

®BO momKHBI 3aIUIIATh CBOM JAaHHBIE OT [BBIOOP: packpwvimue, Moougurxayus] Ipu Ux
nepeaade Mexay paszaeneHHbiMu yactsmu OO.

14.5.9 FPT_ITT.2 Pa3zagenenne nanabix ®bO npu nepegayve

Nepapxuueckuii 1uia: FPT ITT.1 ba3oBas 3amura BHyTpeHHe#N nepeaaun nanHbix @bO

3aBUCUMOCTH: HET 3aBUCUMOCTEH.

14591 FPT_ITT.2.1

®OBbO m0mKHBI 3alTUIIATh CBOU JIaHHBIE OT [BBIOOP: packpwvimue, Moougukayus] Ipu mux
nepeaade Mexay pasaeneHHbiMu yactsmu OO.

14592 FPT_ITT.2.2

®BO n0mKHBI OTAENATH JaHHBIE TTosIb30BaTens oT AaHHbIX OBO npu ux nepegade Mexny
paznenenubiMu yactamu OO.

14.5.10 FPT_ITT.3 MoHUTOPHHT eJI0CTHOCTH JaHHBIX ®BO

Wepapxuueckuii 1uist: HET HOJYMHEHHBIX KOMIIOHEHTOB.

3aBucumoctu: FPT ITT.1 bazoBas 3amuTa BHyTpeHHeH nepenaun faHHelx @bO
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14.5.10.1 FPT_ITT.3.1

@®BO nomxHbI OBITH CIOCOOHBI OOHAPYKUBATH [BBIOOD: MOOUPUKaAYUs OAHHBIX, NOOMEHA
OaHHbIX, NEepPecmano8Kka OAaHHbIX, VOaleHue OAdHHbIX [HA3HAUCHUE: Opyeue OwuUOKU
yenocmuocmu] B nanubix ®bO, nepenaBaembix Mexay pazaeneHHbiMUA yacTsaMu OO.

14.5.10.2 FPT_ITT 3.2

IIpu oOHapyxeHUM OMMOKM LEIOCTHOCTH JaHHbIX PBO HOKHBI NpeanpuHUMATH
CIIeNyIONINe ACHCTBUSA: [Ha3HAUCHHE: 8bINOIHAEMblE OCUCMBUSL].

14.6 ®usuueckas 3ammura @50 (FPT_PHP)

14.6.1 XapakTepucTuka cemeiicraa

Komnonentsr cemeiictBa FPT PHP npaioT BO3MOXHOCTH OTpaHMYMBATh (U3NYECKUN
noctyn k ®BO, a Takke pearupoBaTh Ha HECAHKIIMOHUPOBAHHYIO (DM3UYECKYIO MOJU(PUKAIINIO
niu noaMmeny peanusanuu ®bO u npoTuBoaeicTBOBATL UM.

TpeGoBaHUsT KOMIIOHEHTOB JAHHOTO ceMmeicTBa obOecrneunBaioT, 4TtoOsl DBO ObuTH
3alIMIIEHBl OT (PU3UYECKOTO BO3JEHCTBHMS W BMEIIATENBCTBA. Y AOBJIETBOpEHHE TpeOOBaHUI
3TUX KOMIIOHEHTOB MO3BOJISIET MOMY4YUTh peanu3annio @bO, KOMIOHyeMy0 M UCIOJIb3YEMYIO
CIoco0OM,  TpeAyCMaTpUBAIOIIMM  OOHapykeHHe  (pU3MUecKoro  BO3ICHUCTBUS WU
npotuBojeiicTBue eMy. be3 aTux kommnonentoB 3ammura OBO Tepser addekTuBHOCTL B cpele,
rJIc HE MOXET OBITh TPEIOTBPANICHO (PU3NYSCKOE TMOBPEKICHHE. DTO CEMEWCTBO TakKke
colep)kuT TpeboBanuss k peakunun OBO Ha mombITkH (U3MYECKOro BO3ACUCTBUS Ha HUX
peanu3anuio.

14.6.2 Pan:xupoBaHne KOMIIOHEHTOB

FPT PHP.1 «llaccuBHoe oOHapyxeHHE (PHU3HMUECKOTO HAMaJACHUS» TPEIOCTABISICT
BO3MOKHOCTb U3BECTUTh O BMEUIATENILCTBE B YCTPOMCTBA WJIM AIEMEHTHI, peanusyomue OBO.
OpHako OINOBEUIEHHE O BMEIIATEIbCTBE HE JIEWCTBYET aBTOMATUYECKH; YINOJHOMOYEHHOMY
MOJIb30BATEI0 HEOOXOIMMO BBI3BATh AJMUHHUCTPATUBHYIO (YHKIUIO O€30MacHOCTH WU
IIPOBEPUTH CAMOMY, IIPOU3OIIIO JIU BMEIIATENBCTBO.

FPT PHP.2 «OmnoBemenue o (pu3nyeckoM HamaaeHUM» 0OECIeYynBaeT aBTOMATHYECKOe
OMOBEIIEHHE O BMEIIATEIICTBE JUIS  yYCTAHOBJICHHOTO  ITOJMHOXECTBA  (PU3NYECKUX
MPOHUKHOBEHUH.

FPT PHP.3 «I[IpotuBozeiictBue  (PU3MUECKOMY  HAMAJEHUIO»  MPEJOCTABISAET
BO3MOXXHOCTH TPEJOTBpAIICHUs WM TMPOTUBOACHCTBUS (PU3NYECKOMY BMEIIATEIbCTBY B
YCTpOICTBa U A51eMeHTHI, peanuzytouiiue @bO.

14.6.3 Ynpasaenue: FPT PHP.1

Hus  dyHkuit  ynpasieHuss u3 kimacca FMT MoryT paccMarpuBaThCsl CIEAYIOIIHE
IENCTBUS:

a) ympaBieHHE IMOJb30BATEIIEM WU POJIbIO, KOTOpBIE OMPEAEIsAIOT, MPOU3OILIO JIH
¢u3nIecKoe BMENIaTeabCTBO.

14.6.4 Yupasaenue: FPT_PHP.2

Hus  ¢yHkmit  ynpasiaeHuss u3 kinacca FMT Moryr paccMarpuBaThCs —CICIYIOIIHE
JIEUCTBUSL:

a) yHOpaBl€HUE T[OJb30BATENEM WIH POJbI0, KOTOpbIE MOIy4arOT HHGOPMALUIO O
BTOPKEHUSX;

b) ympaBieHue CHHCKOM YCTPOMCTB, O BTOPKEHHUH B KOTOpPbBIE CIIEYET OIOBECTUTh
YKa3aHHOT'O MOJIb30BaTelIs WU POJIb.

14.6.5 Yupasaenune: FPT_PHP.3

Hns ¢yskiuit ynpasiaenuss u3 kimacca FMT MoryT paccMmarpuBaThCcsi CIEAYIOIIHE
JEUCTBUA:

a) yrpaBJieHHe aBTOMaTHYeCKOM peakiuel Ha puznyeckoe Bo3IeHCTBHE.
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14.6.6 Ayaur: FPT_PHP.1

Ecu B II3/3b Brmoueno cemeiictBo FAU GEN «['eHepauuss JaHHBIX —ayauTa
0€30MacHOCTHY, TO CIEAYeT NPEeayCMOTPETh BO3MOXKHOCTh ayAUTAa CIEIYIOIINX AeHCTBUIA:

a) MUHMMAaJIbHBII: OOHapyxeHue BTopxkeHus cpeacrsamu IT.

14.6.7 Aynut: FPT_PHP.2

Eciu B II3/3b Brmioueno cemeiictBo FAU GEN «l'eHepauusi JaHHBIX ayauTa
0€30MacHOCTHY, TO CIEAYeT MPEeyCMOTPETh BOZMOKHOCTh ayAUTa ClAeNYyIOUINX JeHCTBHIA:

a) MUHUMAJIbHBIN: OOHApY)KEHUE BTOPKEHHUSL.

14.6.8 Ayaut: FPT_PHP.3

Het coObITuii, 1711 KOTOPBIX CIEAYET MPeyCMOTPETh BOZMOKHOCTh ay/INTa.

14.6.9 FPT_PHP.1 [1accuBHoe o0OHapYy:keHHE (PM3UYECKOT0 HATIAACHUSA

Hepapxuueckuil 1jis: HET IOAYUHEHHBIX KOMIIOHEHTOB.

3aBUCHMOCTH: HET 3aBUCUMOCTEM.

14.6.9.1 FPT_PHP.1.1

®BbO nomxHB o0ecrieunBaTh OJHO3HAYHOE OOHApYyKeHHE (PU3UUECKOro BO3ACHCTBUS,
KOTOpPO€ MOKET yrpoXkaTh BbllosiHeHUI0 PBO.

14.6.9.2 FPT_PHP.1.2

@®BO [0mKHBI MPENOCTaBIATh BO3MOXHOCTh ONPEAETATh, MPOH3O0LUIO JH (PU3HUECKOE
BO3/ICHCTBUE HA YCTPOMCTBA WM 3JIEMEHTHI, peanusyonue ObO.

14.6.10 FPT_PHP.2 OnoBenenue o ¢pusnvyeckoM HanaaeHUu

Hepapxuueckwuii nist: FPT PHP.1 ITaccuBHoe oOHapy)eHne GU3NIECKON aTaku

3aBucumoctu: FMT MOF.1 Vnpasnenue pexxuMoM BBITIOTHEHUST GyHKINN 0€3011acHOCTH

14.6.10.1 FPT_PHP.2.1

@®BO nmomxkHBl 00ecneunBaTh OJHO3HAUYHOE OOHApYXKEHHE (DU3MUYECKOTO BO3JCHCTBHUA,
KOTOPOE€ MOXKET yrpoxkaTh BbinojHeHnio OBO.

14.6.10.2 FPT_PHP.2.2

@OBO AOMKHBI MPEOCTaBIATh BO3MOXKHOCTH OMPEIENATh, MPOU3OIUIO0 JU (U3NUECKOE
BO3JICHICTBUE HA YCTPOMCTBA UIIH 3JIEMEHTHI, peanusyromue OBO.

14.6.10.3 FPT_PHP.23

Jis [HA3HAYCHHE: CHUCOK ycmpoucme/snemenmos, peanuzyiowux @BO, ons komopwvix
mpebyemcs akmusroe oonapyiceHue] ®bBO NOMKHBI MOCTOSHHO KOHTPOIUPOBATH YCTPOUCTBA,
AJIEMEHTHI U ONOBELIATh [Ha3HAYCHUE: HA3HAYEHHbIU NOIb308ameNb UlU POjib], YTO TPOU3O0IIIIO0
¢bu3nueckoe BO3IEHCTBUE HA YCTPOICTBA UK 3JIeMEHTHI, peanu3yomue OhO.

14.6.11 FPT_PHP.3 IIpoTruBoaeiicTBre GpU3NIECKOMY HaIaAeHHUIO

Wepapxuueckuil niisi: HET MOAYNHEHHBIX KOMIIOHEHTOB.

3aBUCUMOCTH: HET 3aBUCUMOCTEM.

14.6.11.1 FPT_PHP.3.1

®BbO nomKHBI MPOTHBOACUCTBOBATh [HA3HAUCHUE: CyeHapuu (usuuecko2o 8030eicmeusi|
Ha [Ha3HAYCHHWE: CHUCOK  ycmpoucme/snemenmos,  peamuzyiowux  DPHO], pearupys
aBTOMATHUYECKH TaK, 4TOOBI peaoTBpamats Hapymenue [150.

14.7 Hanexxnoe BoccranoBjsienue (FPT_RCYV)

14.7.1 XapakTepucTuKa ceMelcTBa

TpeboBanust cemerictea FPT RCV ob6ecneunBator, utoost ®BbO wmoriam ompeaenutsb
oTcyTcTBHE HapymieHus 3aumuTel OBO mpu 3amycke M BOCCTaHABIUBATHCSA 0€3 HapyIICHUS
3alUThl TIOCTE TPEPHIBAaHUS oOlepaluil. JTO CEeMEHCTBO Ba)XXHO, MOTOMY 4YTO HaydajibHOE
cocrosune ®BO mnpu 3amycke WM BOCCTAHOBJIEHUHM ompenenser 3amuiieHHocts OO B

MOCJIEAYIOIEM.
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14.7.2 Pan:xxupoBaHue KOMIIOHEHTA

FPT RCV.1 «Pyunoe BoccraHoBieHue» mno3possieT OO mnpenocTaBUTh TOJIBKO TaKHE
MEXaHM3Mbl BO3BpaTa K 0O€30IaCHOMY COCTOSIHHIO, KOTOpbIE IpPEANOoaraloT BMEIIATEeIbCTBO
YeJI0BeKa.

FPT RCV.2 «ABTOMarn4ecko€ BOCCTAHOBJICHHE» MPEAOCTABIAECT Uil OJHOIO THUIIA
MpephIBaHMs OOCITYXKHBaHUS BOCCTAHOBJIICHHE OE€30MacCHOTO COCTOSHUSI 03 BMeEIIaTeNnbCTBA
YelloBeKa; BOCCTAHOBJIICHME TIOCJ€ MpephIBaHUM Jpyrux TUIOB MOXET MNOTpedoBaTh
BMELIATEIbCTBA YEJIOBEKA.

FPT RCV.3 «ABTOMarnueckoe BOCCTAaHOBJIICHHE 03 HEIOIMYCTUMOH IOTEpH» TaKkKe
IpeaycMaTpUBaeT aBTOMAaTHUECKOE BOCCTAHOBJICHHE, HO IOBBIIIAET YPOBEHb TpPeOOBaHMIA,
MPEMsTCTBYS HEIOMYyCTUMOM MOTepe 3alUIIEHHBIX 00BEKTOB.

FPT RCV.4 «BoccranoBneHue GyHKIUN» IpeaycMaTpUBaeT BOCCTAHOBJICHNUE HAa YPOBHE
ornenbHbIX @b, obecmeunBas WX HOPMAJIbHOE 3aBepIIeHHE Tocie cOos JuO0 BO3BpaT K
0e3o0macHoMy cocTosiHUIO JaHHBIX DBO.

14.7.3 Ynpasaenue: FPT _RCV.1

Hus  dyHkmit  ynpasieHuss u3 kinacca FMT Moryr paccMarpuBaThCs CIEAYIONTUE
JIEUCTBUS:

a) yIpaBJICHHE CIIMCKOM JIOCTyIa K CpEACTBaM BOCCTAHOBJIEHHS B PEXHMME aBapUHHOU
MO PIKKH.

14.7.4 Yupasaenue: FPT_RCV.2, FPT_RCV.3

Jns  pynkmuii  ynpaBiaeHus u3 kimacca FMT Moryr paccmaTpuBaThCs  CIEAYIOIINE
JIEUCTBUA:

a) yIpaBJIeHHE CIIMCKOM JIOCTyla K CpPEACTBaM BOCCTAHOBJICHHUS B PEKHUME aBapUIHOM
MOJIIEPIKKH;

b) ympaBnenwe crnuMckoM —cOOEB/pepbIBaHU  OOCITY)KMBaHUS, KOTOpbIE OYyIyT
00pabaTbIBaThCs aBTOMATHUECKUMH MTPOLIETyPaMH.

14.7.5 Ynpasaenne: FPT_RCV 4

JIeHCTBYSA 110 YIIPABIECHUIO HE MPEyCMOTPEHBI.

14.7.6 Aynut: FPT_RCV.1, FPT_RCV.2, FPT_RCV.3

Ecmu B I13/3b Brmoueno cemeiictBo FAU GEN «['eHepaunmusi HaHHBIX —ayauTa
0€30MacHOCTHY, TO CIEAYeT NPeayCMOTPETh BOZMOXKHOCTh aAyAUTA CIEIYIONINX ACHCTBUIA:

a) MUHIMAJIbHBIN: (aKT BOZHUKHOBEHUS COOsI MM TIPEPBIBAHUS 00CTYKHUBAHUS;

b)MUHUMATBHBIN: BO30OHOBIEHIE HOPMATIBLHOU PabOTHI;

c) 6a30BbIii: TUI COOS I IPEPBIBAHHS 0OCTY)KUBAHUSI.

14.7.7 Ayaut: FPT _RCV .4

Ectm B II3/3b Brmoueno cemeiictBo FAU GEN «['eHeparusi NaHHBIX —ayaMTa
0€30MaCHOCTHY, TO CIIEAYET MPETyCMOTPETh BOZMOYKHOCTD ay/IUTa CIEAYIOMINX NEHCTBUM:

a) MHUHHMAJbHBII: HEBO3MOXXHOCTh BO3BpaTa K 0O€30MacHOMY COCTOSIHHIO Mociie cOos
¢dbyHKIIMN b) 6€30MMacHOCTH, €CITA Ay TUT BO3MOKEH;

c) 6a30BbIii: 0OHapYkeHue cO0st GyHKIIUU 0€30MaCHOCTH, €CITU ayIUT BO3MOXKEH.

14.7.8 FPT_RCYV.1 PyuHoe BoccTaHOBJIeHHE

Hepapxuueckuii uist: HET NOAYMHEHHBIX KOMIIOHEHTOB.

3aBucumoctu: AGD ADM.1 PykoBoacTBO aAMUHHUCTpAaTOpa

14.7.8.1 FPT_RCV.1.1

[Tocne [wa3zHaueHue: cnucoxk cboes/npepvisanuti odcayxcusanus] DOBO  mOMKHBI
MEPEXO/IUTh B PEKUM aBapUHHON MOJACPKKHU, KOTOPBIA MPeoCTaBIseT BOZMOXKHOCTh BO3BpaTa
OO k 0e30MacHOMY COCTOSTHUIO.

14.7.9 FPT_RCV.2 ABToOMaTH4ecKoe BOCCTAHOBJICHHE

Wepapxuueckuii quist: FPT RCV.1 Pyunoe BoccTtaHOBIIEHUE

3aBucumoctu: AGD OPE.1 PykoBoacTtBo anMuHHCTpaToOpa
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14.79.1. FPT_RCV.21

Ecnu aBTOMaTHueckoe BOCCTAHOBJICHME IOCTE [HAa3HAUEHHUE: CHUCOK cOOes/npepuléanull
oocayacusanus] HeBo3MOKHO, DBO MOIDKHBI MEPEeXOaUTh B PEXKHM aBaApUMHOW TOJIEPIKKH,
KOTOPBIH MpeocTaBisieT BO3MOXKHOCT Bo3BpaTa OO Kk 06€301acHOMY COCTOSHUIO.

14.79.2 FPT_RCV.2.2

Hns  [Ha3HaueHWe: cnucox cboes/npepviganuti  obcayscueanus] DPbO  MOMKHBI
o0OecnieunBaTh BO3BpaT K OE30MACHOMY COCTOSIHMIO C KCIIOJb30BAaHHUEM aBTOMATHYECKUX
IIpOLEaYD.

14.7.10 FPT_RCV.3 ABTOMaTH4eCcKO€e BOCCTAHOBJIeHUE 0e3 HeI0MyCTUMOM NOTepH

Uepapxuuecknii nisi: FPT _RCV.2 ABromatnuyeckoe BOCCTaHOBJICHUE

3aBucumoctu: AGD OPE.1 PykoBoacTBO aniMHUHUCTpaTOpa

14.7.10.1 FPT_RCV.3.1

Ecnu aBTOMaTHueckoe BOCCTaHOBJIEHHE MOCJE [Ha3HAuU€HUE: CHuUcok cboes/npepvléanuii
obcnyxcusanus] HeBo3MOXHO, @BO HOMKHBI MEPeXoIuTh B PEXUM aBAPUMHOM MOJIEPIKKH,
KOTOPBIH MPeA0CTaBIsieT BO3MOKHOCTH Bo3BpaTta OO Kk 6€30MacHOMY COCTOSIHHUIO.

14.7.10.2 FPT_RCV.3.2

Jlns  [HasHaueHue: cnucok cboes/npepviganuti  oocayscusanusi] DPbBO  mOIKHBI
obecrieunBath Bo3Bpar OO 0e30mMacHOMY COCTOSHHUIO C HCIOJIb30BAHMEM aBTOMATHYECKHUX
MpoLEeayp.

14.7.10.3 FPT_RCV.33

Oyukuuu u3 yncna ObO, mpenHasHaueHHbIE A MPEOJOJICHUS MOCIEACTBUN cOOsl MU
MpepBIBaHMS 00CITYKHUBaHHS, JODKHBI 00€CTIeYnBaTh BOCCTAHOBIIEHHE 0€301TaCHOTO HAYaIbHOTO
COCTOSIHUSI 0€3 MpEBBIILICHUS [HA3HAYCHUE: Koauuecmeennas mepa| norepu naHueix ObO wnu
00bexToB B npenenax O/d.

14.7.104 FPT_RCV.34

®BO nomkHBI 00ecreYnBaTh CIIOCOOHOCTH ONPENIEICHNUs, KaKie 00BEKThI MOTYT, a KaKkue
HE MOTYT OBITh BOCCTAHOBJICHBI.

14.7.11 FPT_RCV .4 BoccranoBjieHne (pyHKIHH

Wepapxuueckuil jsi: HET MOAYUHEHHBIX KOMIIOHEHTOB.

3aBUCUMOCTH: HET 3aBUCUMOCTEM.

14.7.11.1 FPT_RCV 4.1

®bO pomxHB obOecreunBaTh CIEAYIOIIEE CBOMCTBO i [HazHaueHue: cnucoxk Pb u
cyenapueg cooeg|: ®b HOpMaTbHO 3aKaHYMBAET PaObOTy WIH, AJIS IPETYyCMOTPEHHBIX CIICHAPUEB
c00eB, BOCCTaHABJINBACTCS €€ YCTOWYMBOE U OE30MIaCHOE COCTOSTHHE.

14.8 O0napyxkenue noBTopHoro ucnoan3opanus (FPT_RPL)

14.8.1 XapakTepucTuka ceMeiicTBa

CewmeiictBo FPT RPL cBsizano ¢ oOHapy:keHHEM MOBTOPHOTO MCTIOJIb30BAHUS PA3IMIHBIX
TUIOB CYHTHOCTEH (TaKuX Kak COOOIIEHHMS, 3alpochl Ha OOCITYKMBAaHUE, OTBETHl Ha 3ampOChl
OOCITy’>)KMBaHMsI) W TOCIEAYIONMMH JEHCTBUAMU 1O ero ycrtpaHeHuio. [Ipm oOHapyxeHuu
MTOBTOPHOTO MCIOJIb30BaHUs BBIIOJIHEHUE TpeOoBaHUI cemeiicTBa 3 (EeKTUBHO MpeoTBpaIIaeT
ero.

14.8.2 Pan:xupoBaHue KOMIIOHEHTOB

CewmeiictBo coctoutr u3 ogHoro kommnoHeHTa FPT RPL.1 «OG6HapyxeHHe MOBTOPHOTO
WCIOJIb30BaHUS», KOTOPBIH colep:kUT TpeboBaHue, 4yrodobl @bO OblTH CIOCOOHBI 0OHAPYKUTH
MTOBTOPHOE MCIOJIb30BaHUE UIEHTU(UIUPOBAHHBIX CYLITHOCTEH.

14.8.3. Ynpasaenne: FPT_RPL.1

Jnst  pynkmuit  ynpaBienus u3 kimacca FMT wmoryr paccmaTpuBaThCs ClEAYIOIINE
JNEUCTBUA:

a) ymnpaBj€HUE CIHUCKOM HACHTU(DUIHMPOBAHHBIX CYIIHOCTEH, NIJISi KOTOPBIX IOBTOPHOE
UCIOJIb30BaHUE JIOJKHO ObITh OOHAPYKEHO;
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b) ynpaBieHue CMCKOM JIEHCTBUHM, KOTOPbIE HEOOXOAMMO MPEIIPUHSTH [IPH MOBTOPHOM
HCIIOJIb30BAaHUU.

14.8.4 Ayaut: FPT_RPL.1

Ecmu B II3/3b Brmoueno cemeiictBo FAU GEN «l'eHepauusi JaHHBIX —ayauTa
0€30MacHOCTHY, TO CIEAYeT NPeayCMOTPETh BOZMOXKHOCTh ayAuTa CAEAYIOIUX NeHCTBUI:

a) 6a30BbIi: 0OHAPY)KEHHBIE HAMAJICHUS TOCPEICTBOM IIOBTOPHOTO MUCTIOIb30BAHUS;

b) netanu3upoBaHHBIN: IPEANPUHSITHIE ClIELUaIbHbIE JEHCTBUS.

14.8.5 FPT_RPL.1 O0Hapy:keHue NOBTOPHOI'0 HCII0JIb30BAHUS

Wepapxnueckuil 1iisi: HET NOAYNHEHHBIX KOMIIOHEHTOB.

3aBUCHUMOCTH: HET 3aBUCUMOCTEI.

14.8.5.1 FPT_RPL.1.1

®BO nomxHBI 00HAPYXMBATh MOBTOPHOE HCIIOJIB30BAHHUE JUIS CJIEAYIOIIMX CYIIHOCTEH:
[Ha3HAYEHME: CnUCOK UOeHMUDBUYUPOBAHHBIX CYUWHOCHEN].

14.8.5.2 FPT_RPL.1.2

®bO MO0MKHBI BBIMOJHATH [HA3HAYECHHE: CHUCOK CHEeYUANbHbIX Oelcmeutl] Tph
00Hapy>KEHUH MTOBTOPHOTO UCTIOIH30BAHUSI.

14.9 IIporoxoa cunxponusanuu cocrosinuii (FPT_SSP)

14.9.1 XapakTepucTuka ceMeiicTBa

Pacrnipenenennble CUCTEMBI MOTYT UMETh OOJIBIIYIO CJIOKHOCTb, YEM HepacHpeeeHHEbIE,
13-3a MHOT0OOpa3usi COCTOSIHMM 4acTell CHCTEMbI, a TaKXkKe 3aJlepKeK CBsi3U. B OonblInMHCTBE
CIIy4aeB CMHXPOHHU3AILIUS COCTOSHUSA MEXKIY pachpeleseHHbIMU (YHKIUSMHU BKIIOYaeT B cebs,
IIOMHUMO OOBIYHBIX JIEHCTBUI, IPUMEHEHNE NPOTOKOIa oOMeHa. Eciin B cpeze pacripeieeHHbIX
CUCTEM CYIIECTBYIOT Yyrpo3bl 0€30MacHOCTH, MOTpedyroTcs Oosiee CIOXKHBIE 3allUIIECHHBIC
IIPOTOKOJIBI.

CemeiictBo  FPT SSP  «IIpoTokon CHUHXpOHM3allMM  COCTOSIHUM»  yCTaHABJIMBAEeT
TpeOOBaHUE WCIOJB30BAHUS HAJASKHBIX IPOTOKOJIOB HEKOTOPBIMH  KPUTHYHBIMH  TI0
6e3omacHoctu ¢yHkiusamMu u3 yncna DBO. JlanHoe cemeicTBO obecrneunBaeT, 4YTOOBI JIBE
pacnpenenennbie yactu OO (Hanmpumep, riiaBHbie IBM) CHHXpPOHM3UPOBAIM CBOM COCTOSIHUS
MocJie AeWCTBUM, CBA3aHHBIX ¢ 0€30MaCHOCTHIO.

14.9.2 Pan:xnpoBaHue KOMIIOHEHTOB

FPT SSP.1 «OpHocTOpOoHHEE HAAEKHOE TMOATBEPKACHUE» COACPKHUT TpeOoBaHUE
MOATBEPKICHUS OJTHUM JIMIIb TOTyYaTeseM TaHHbIX.

FPT SSP.2 «B3auMHOe HafeKHOE MOITBEPKICHHE» COAEPKHUT TpeOOBaHHE B3aUMHOTO
MOATBEPKI€HUSI OOMEHA TaHHBIMH.

14.9.3 Ynpasaenue: FPT _SSP.1, FPT _SSP.2

JleiicTBYA MO YNIPABIECHUIO HE MPETYCMOTPEHBI.

14.9.4 Ayaur: FPT_SSP.1, FPT_SSP.2

Ectm B II3/3b Brmoueno cemetictBo FAU GEN «['eHeparusi NaHHBIX —ayaMTa
0€30MaCHOCTHY, TO CJIEAYET MPEIyCMOTPETh BOZMOKHOCTh ayAUTa CISAYIOMINX ICHCTBUMA:

a) MUHUMAaJIbHBINA: HEMOTYYEHHE 0KHIAEMOTO MOATBEPIKIACHHUS.

14.9.5 FPT_SSP.1 OanocTopoHHee HalesKHOE MOATBEP:KIeHUEe

Hepapxuueckuii uis: HET IOJYMHEHHBIX KOMIIOHEHTOB.

3aBucumoctu: FPT ITT.1 ba3zoBas 3amuTa BHyTpeHHel nepenaun faHHbIx GBO

14.9.5.1 FPT_SSP.1.1

®bO nomKHBI MOATBEPXKAATH TMoOcie 3ampoca apyro yactu DOBO momydeHue
Hemonupunuposannbix JaHHbIX OBO npu nepenauye.

14.9.6 FPT_SSP.2 BzaumHoe Ha/le:kHOe NOATBEP KAeHHE

Wepapxuuecknii uia: FPT _SSP.1 OnHocTOpOHHEE HaleKHOE OATBEPKIAECHUE

3aBucumoctu: FPT ITT.1 ba3zoBas 3amuTa BHyTpeHHel nepenaun faHHbIx ©BO
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14.9.6.1 FPT_SSP.2.1

®bO nomwkHBI TOATBEpXKIATh TMocie 3ampoca napyrod vactu @OBO mnomydenue
HeMoauunupoBaHHbIX qaHHbIX ®BO npu nepegaye.

14.9.6.2 FPT_SSP.2.2

®bO pomxHB obecrmeunBaTh, YTOOBI COOTBeTCTBYyIoHME yacth DObO wu3Bemanuce,
WCIIONB3Ysl TOATBEPKACHUS O TMPABWIBHOM COCTOSSHUM JIAHHBIX, MEPEIaBaEMbIX MEXIY
paznuuabiMU yacTsiMu OBO.

14.10 Metku Bpemenn (FPT_STM)

14.10.1 XapaxkTepucTuKa cemeiicTBa

CemeiictBo FPT STM cozepxut TpeOOBaHUS MO TPEIOCTABICHUIO HAJEKHBIX METOK
BpemeHu B npenenax O0.

14.10.2 PanskupoBaHue KOMIIOHEHTOB

D10 ceMeilcTBO coctouT U3 ogHoro kommnoHeHTa FPT STM.1 «HanexHble MeTKu
BPEMEHH», KOTOPBIA COAEpKUT TpeboBaHue, yToObl DPBO mpemocTaBisiiu HaJAECKHBIE METKU
BpeMeHu 1 hyHKuui u3 yncia GBO.

14.10.3 Ynpasaenne: FPT_STM.1

Jns  pynkmuii  ynpaBiaeHus u3 kimacca FMT wMoryr paccmaTpuBaThCs — CIEAYIOININE
JICUCTBUA:

a) ynpaplieHUEe BHYTPEHHUM IPE/ICTaBJICHHUEM BpEMEHH.

14.10.4 Aynut: FPT_STM.1

Ecmm B II3/3b Brmtoueno cemeiictBo FAU GEN «l'eHepamus MaHHBIX ayauTa
0€30MaCHOCTHY, TO CJIEAYET MPETyCMOTPETh BOZMOKHOCTD ayANTa CICAYIOMINX JICHCTBUMA:

a) MUHUMAaJbHBINA: U3MEHEHUSI BHYTPEHHETO MPEACTABICHUS BPEMEHU.

b) neTanu3upoOBaHHBINA: IPEJOCTaBIEHNE METOK BPEMEHH.

14.10.5 FPT_STM.1 Hage:xHble METKH BpeMEeHHU

Wepapxuueckuil njisi: HET MOAYUHEHHBIX KOMIIOHEHTOB.

3aBUCUMOCTH: HET 3aBUCUMOCTEM.

14.10.5.1 FPT_STM.1.1

®bO nomKHBI OBITh CHOCOOHBI TMPEAOCTABIATH HAACKHBIE METKM BPEMEHH JUIs
COOCTBEHHOTO MCTIOIB30BAHUSI.

14.11 CornacoBanHocTh AaHHbIX ®BO Mexny ®bO (FPT_TDC)

14.11.1 XapakTepucTuka cemeiicTa

B cpene, pacnpeneneHHoi wnm crnoxkHo cuctembl oT OO MoxkeT noTpeboBaThCs
npousBecTh oOMeH naHHbIMU DBO (Hampumep, arpubyramu IIDDB, acconmuupoBaHHBIMU C
JTaHHBIMU, MHQOpMaILHel ayauTa UiIu UIeHTU(GUKALMN) ¢ APYTUM JAOBEPeHHBIM MpoaykToMm IT.
Cemeiicteo FPT TDC omnpenenser TpeOOBaHHS JUIsi COBMECTHOTO HCIIOJIb30BAHHS U
COTJIACOBAaHHOM HWHTeprpeTanuu 3TuX arpulyroB Mmexay @®BO u apyrum J0BepeHHBIM
nponyktom IT.

14.11.2 Pan:kupoBaHue KOMIIOHEHTOB

FPT TDC.1 «ba3oBas cornacoBaHHOCTh JAaHHbIXx @DOBO wMexny @ObO» coxepxut
TpeboBanue, utoObl @OBO mnpenocraBUIM BO3MOKHOCTH OOECIEUUTH COIVIACOBAHHOCTH
atpudytoB Mexay ©BbO.

14.11.3 Ynpasaenune: FPT _TDC.1

JleficTBUA 1O YNIPABIECHUIO HE MPETYCMOTPEHBI.

14.11.4 Ayaut: FPT _TDC.1

Eciu B II3/3b Bkmoueno cemeiictBo FAU GEN «['eHepamusi [aHHBIX ayJauTa
0€30MacHOCTHY, TO CIEAYeT NPEIyCMOTPETh BO3MOXKHOCTh ayAUTA CIEIYIOIINX AEHCTBUIA:

a) MUHHAMAaJIbHBIN: YCIIENTHOE UCIIOIb30BaHNE MEXaHU3MOB coriacoBanus JaHHbIX DBO;

b) 6a30BBIif: HCTIOIB30BAaHUE MEXAHU3MOB corjiacoBanus JaHHbIX DBO;

c) 6a3o0Bslii: uaeHTHGUKaUs ObO, 1aHHBIE KOTOPBIX HHTEPIIPETUPYIOTCS,
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d) 6a3oBbIii: 0OHaApYXeHUE MOAUPHUITUPOBAHHBIX JaHHBIX PBO.

14.11.5 FPT_TDC.1 ba3oBas coriiacopanHocTh J1aHHBIX PBO mexny 5O

Wepapxnueckuil 1iisi: HET MOAYNHEHHBIX KOMIIOHEHTOB.

3aBUCHUMOCTH: HET 3aBUCUMOCTEI.

14.11.5.1 FPT_TDC.1.1

®bO jmomwkHBI  o0ecrmeuynBaTh  CIHOCOOHOCTH  COTJIACOBAHHO  WHTEPIIPETHPOBATH
[HazHauenue: cnucox munog Oaunvix @®BHO], coBMecTHO wucnoib3dyemble ®bO u apyrum
NOBEPEHHBIM ITpoayKToM IT.

14.11.5.2 FPT_TDC.1.2

®bO  [OomKHBI MCNONB30BaThb [HA3HAUYEHUE: CHUCOK NpAsUl  UHmMepnpemayu,
npumensiemvix @bO| npu unrepnperanuu 1aHHbIX OBO, MOaydeHHBIX OT IPYTroro JOBEPEHHOIO
nponaykra IT.

14.12 TectupoBanue BHemHuX cymHocreii (FPT_TEE)

14.12.1 XapakTepucTHKa ceMelcTBa

JlanHoe cemeiicTBo ompenensieT TpedoBanus st OBO s BHIMOMHEHWS UCIIBITAHUN Ha
OJTHOM MJIK O0Jiee BHEUTHUX CYIIHOCTSIX.

JlaHHBIII KOMIIOHEHT HE€ MpeJHAa3HadaeTcd K HCIOJIb30BAHUIO  YEJIOBEUYECKUMU
I10JIb30BATEISIMHU.

BHemnue cymHOCTH MOTYT BKIIIOYaTh MpUiIoKeHUs, paboratoume Ha OO, anmapaTHOM
WM TPOTpaMMHOM obecrieueHnn, padoraroniem «B pamkax» OO (mardopmel, oneparmoOHHbIC
CUCTEMBI, ¥ T.J.) WIH NPUIIOKEHHUS/00KCh, coenuHeHHble ¢ OO (cucteMbl OOHApYKEHHS
BTOPIKEHUS, CETEBbIE YCTPONCTBA 3aIMThI, CEPBEPHI JIOTHHA, CEPBEPBI BPEMEHM, U T.J.).

14.12.2 Pan:kupoBaHue KOMIIOHEHTOB

FPT TEE.l «TectupoBaHue BHEIIHMX CYLIHOCTEH» MPENOCTABISIET BO3MOXHOCTh
TECTUPOBAHUS BHEIIHUX cymHOocTel DBO.

14.12.3 Ynpasaenune: FPT_TEE.1

Hna ¢yaknuit ynpasiaenuss u3 kimacca FMT Moryr paccMmarpuBaThCcsi CIEAYIOIIHE
JEUCTBUA:

a) ymOpaBieHHE YCIOBUSMU B paMKaX KOTOPBIX BO3HHMKA€T TECTHUPOBAHUE BHEIIHUX
CYLIHOCTEH, K IPUMEPY, BO BPEMSI HCXOHOTO 3aIlyCKa, PEryIsIpHbIX UHTEPBAJIOB, UJIU B paMKax
JPYTUX YCIOBUH;

b) ynpaBieHue BpeMEHHBIM HHTEPBAIOM, €CJTH MPUEMJIIEMO.

14.12.4 Ayaut: FPT _TEE.1

Ecmu B I13/3b Brmoweno cemeiictBo FAU GEN «['eHepaumsi HaHHBIX ayauTa
0€30MMacHOCTHY, TO CIEAYeT MPeayCMOTPETh BOZMOKHOCTh ayIuTa CIEAYIONUX IeHCTBUIL:

a) 0a30BBIii: BHIMIOJHEHUE TECTOB BHEIIHUX CYIIHOCTEH U pe3yIbTaThl TECTOB.

14.12.5 FPT_TEE.1 TecTupoBanue BHEIIHUX CYLIHOCTEH

Wepapxuueckuil njisi: HET MOAYUHEHHBIX KOMIIOHEHTOB.

3aBUCUMOCTH: HET 3aBUCUMOCTEM.

14.12.5.1 FPT_TEE.1.1

®bO nomkHBl 00ecneYnBaTh CIOCOOHOCTh MPOBOAUTH TECTHI [Ha3HAYCHUE: 80 GpeMs
UCXOOHO020 3anycKd, NepuooUdecKy 80 epems 00bIYHOU onepayul, no 3anpocy YNOIHOMOYEHHO20
noaiv3oeamens, [HaznaueHmue: npouue Ycao6usl], KOTOpble MPOBEPSIOT COOTBETCTBUE
[Ha3HAUeHME: IEPEUEHb CBOMCTB BHEIITHUX CYIIHOCTEH].

14.12.5.2 FPT _TEE.1.2

Ecnu tect ne npoiinen, ®bO nomkeH [HazHaYeHUE: Oeticmaust).

14.13 CoraacoBanHoctb aaHHbIXx ®BO npu ayéaupoBanmu B mnpeneaax 0O
(FPT_TRC)
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14.13.1 XapakrepucTuka ceMeiicTa

TpeboBanus cemeiictBa FPT TRC nHeoOxoaumbl, yTOOBI 00€CMEYHUTH COTIACOBAHHOCTH
nanabix OBO, ecnm onm ayommpytorcs B mpeaenax OO. Takue ngaHHBIE MOTYT CTaTh
HECOTJITACOBAaHHBIMU IPU HApYyLIEHUU PabOTOCIIOCOOHOCTH BHYTPEHHETO KaHalla MEXIY YacTAMHU
OO. Ecmu OO BHYTpEHHE CTPYKTYpUPOBAH KakK CE€Th, TO 3TO MOXKET MPOU3O0MTH H3-3a
OTKJIIOUEHUS OTJENIbHBIX YaCTEN CETH NPU Pa3pbIBE CETEBLIX COEINHEHUM.

14.13.2 Pan:kupoBaHue KOMIIOHEHTOB

Oro cemeiictBo cocrouT u3 oaHoro kommnoHeHTa FPT TRC.1 «CorizacoBaHHOCTb
nyomupyembix  gaHHbIx  DBO», comepxkamero TpedoBanue, uToObl DBO obecneunnu
HENPOTUBOPEUUBOCTH JaHHBIX ®BO, 1ybnupyeMbix B Heckoiabkux acTsax OO.

14.13.3 Ynpasaenue: FPT_TRC.1

JIeNCTBYSA 110 YIIPABIECHUIO HE IPEYCMOTPEHBI.

14.13.4 Ayaur: aas FPT _TRC.1

Ecmu B II3/3b Brmioueno cemeiictBo FAU GEN «['eHepauusi JaHHBIX —ayauTa
0€30MMacHOCTHY, TO CIEAYeT NPeayCMOTPETh BOZMOKHOCTh ayJUTa CIEAYIOLUUX NeHCTBHI:

a) MUHUMAQJIbHBIA: BOCCTAHOBJIGHME  COIJIACOBAHHOCTH  IIOCJIE€  BOCCTAHOBJICHHUS
COCJIMHEHMS;

b) 6a30BbIii: BBIBICHNE HECOTIIACOBAHHOCTU MeXAy naHHBIMU DBO.

14.13.5 FPT_TRC.1 CorsnacoBanHOCTh 1y0JaupyemMbIX 1aHHbIX PBO

Hepapxuueckuil 1jis: HET NOAYUHEHHBIX KOMIIOHEHTOB.

3aBucumoctu: FPT ITT.1 ba3zoas 3amuTa BHyTpeHHeH nepegaun gaHHbx @O

14.13.5.1 FPT_TRC.1.1

®BbO nomxHbl obecrnieunBaTh coryiacoBaHHOCTh AaHHBIX DBO mpu nybnupoBaHuu UX B
pasnnusbIxX yactax OO.

14.13.5.2 FPT_TRC.1.2

Korga yactu OO, coaepxkamue nyonupyemoie nanasie @bO, pazbenunens:, DbO gomxHbI
o0ecrieunBaTh COTJIACOBAHHOCTh AyOnupyeMbix naHHBIXx @OBO mocne BOCCTaHOBJICHHUS
COeMHEHUs Tepes; 00paboTKOM JMOOBIX 3ampocoB K [Ha3HaueHue: cnucok @b, zasucawux om
coenacosannocmu 0yoaupyemvix oannvix PHO).

14.14 CamortectupoBanue ®bO (FPT_TST)

14.14.1 XapakrepucTuka ceMeiicTBa

Cewmeticteo FPT TST ompenenser TpeOGoBanusi aisi camorectupoBanus ®bO B yacTw
HEKOTOPBIX OMEpaluil C U3BECTHBIM pe3ynbTaroM. [IpuMepamMu MOTYT CIy>KUTh OOpalieHusi K
uHTepdeiicaM peannsyemMblx (QYHKIUH, a Takke HEKOTOphle apu(METHUECKHE OIepaIiH,
BBINIOJIHSIEMbIE KPUTHYHBIMU dYacTsMu OO. DTH TecTbl MOTYT BBINOJHATHCS IPHU 3aIycKe,
MEPUOIUYECKH, MO 3aIPOCY YIIOJTHOMOUYEHHOTI'O MOJIb30BATENS UM IIPU YIOBIETBOPEHUH APYTUX
ycnoBuil. [erictus OO, nmpennpuHUMaeMble 10 pe3yibTaTaM CaMOTECTHPOBAHMUS, ONPEEICHBI
B JIPYTUX CEMEICTBaxX.

TpeGoBanust 3TOro cemeiicTBa TaKke HEOOXOOUMBI UIsI OOHAPYKEHHUS HWCKaKCHUS
BeimonHsiemoro koga ®BO (to ecth mporpammuoi peanmzaimuun PBO) u npanaeix DOBO
pa3aMYHbIMU COOSIMHU, KOTOpPbIE HE BCETJa MPUBOAAT K MPUOCTaHOBKE (PyHKIHOHUpoBaHus OO
(paccMoTpeHHOM B Apyrux cemeiicTBax). Takue mpoBepkH HEOOXOIMMO BBIMOJHATH, TAK Kak
1oso0HbIe COOM HE BCErla MOXKHO NPENOTBpaTUTh. Takue cOOM MOTYT MPOUCXOJIUTh H3-3a
HEMpPeyCMOTPEHHBIX BHUIOB COOEB WM HMEIONIMXCS HETOYHOCTEH B MPOEKTE amnmaparHbIX,
MIPOrpaMMHO-AIIApPaTHBIX W MPOTPaMMHBIX CPEJICTB JIMOO BCJIEICTBUE 3JI0HAMEPEHHOTO
uckaxxenuss ®bO, 1omyIeHHOro u3-3a HeaJAeKBaTHOM JTOTUYECKON W/WiH (pU3MUeCKO 3alHThI.

14.14.2 Pan:kupoBaHue KOMIIOHEHTOB

FPT TST.1 «TectupoBanue ®HO» mno3BosisleT NPOBEPATH NPABUIBHOCTH BBINOJIHEHUS
@®BO. TecTbl MOT'YT BBIIOIHSITHCS IPU 3aITyCKE, MEPUOJUUECKH, TI0 3aIPOCY YIIOJIHOMOUYEHHOTO
MOJIb30BATENsl WJIM TPU BBINOJIHEHUM JIPYTUX 3apaHee OTrOBOPEHHBIX YyCIOBUU. JlaHHBIN
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KOMIIOHEHT TaKXe IPeA0oCTaBiIsieT BO3MOXKHOCTh BepU(UIIMPOBATH LEIOCTHOCTh JAHHBIX U
BoInosIHsIeMOro koga dBO.

14.14.3 Yupasaenue: aiasa FPT _TST.1

Hns  ¢yakumii ynpasiaenus u3 kiaacca FMT wMoryr paccmarpuBaThbes —ClEAYHOIINE
NEUCTBHUS:

a) yOpaBJ€HUE YCIOBHUSMM, IPU KOTOPBIX MpoucxoauT camorectupoBanue dBO (mpu
3aIlycKe, C MOCTOSSHHBIM MHTEPBAJIOM WM IIPU OMPEeSIEHHBIX YCIOBHSIX);

b) ynpaBneHue nepuoAnIHOCTHIO BHITIOTHEHUS (P HEOOXOAUMOCTH).

14.14.4 Aypur: nas FPT _TST.1

Ecmu B II3/3b Brmoyeno cemeiictBo FAU GEN «['eHepauusi JaHHBIX ayauTa
0€30MMacHOCTHY, TO CIEAYeT NPeayCMOTPETh BOZMOXKHOCTh ayAUTAa CIEIYIOIINX ACHCTBUIA:

a) 6a30BbIii: BHIMOIHEHUE U Pe3ynbTaThl camoTecTupoBanus ObO.

14.14.5 FPT_TST.1 TectupoBanue ®bO

Hepapxuueckuil 1iis: HET IOAYUHEHHBIX KOMIIOHEHTOB.

3aBUCUMOCTH: HET 3aBUCUMOCTEH.

14.14.51 FPT_TST.1.1

OBbO nOoKHBI BBIIOIHATH MaKeT MPOTrpamMM CaMOTECTUPOBAaHUS [BbIOOp: npu sanycke,
nepuoouyecKu 8 npoyecce HOPMAIbHO20 (HYHKYUOHUPOBAHUS, NO 3aNpocy YHOJIHOMOUEHHO20
noav3oeamens, NPU YClOBUAX [HaA3HaAYeHUe: YClo8Us, NPpU KOMOPbLIX Cledyem npedycMompenms
camomecmuposanue]] Uisi 1eMOHCTpally TPaBUJILHOTO BBHINOJHEHUS [BBIOOp: [Haznauenue:
yacmu ©®50], ®BO].

14.145.2 FPT_TST.1.2

®bO [0MKHBI TPEIOCTABIATH  YHOJHOMOYEHHBIM IOJb30BATENIIM  BO3MOXKHOCTD
BepUPUIIUPOBATH IIEIIOCTHOCTH [BBIOOD: [Haznauenue: dannvix yacmeti @HO], oannvix OHO].

14.1453 FPT_TST.1.3

®bO  [0MKHBI NPEJOCTABIATh  YHNOJHOMOYEHHBIM  I10JIb30BATENSIM  BO3MOXHOCTb
BepUUIIUPOBATH LIEJIOCTHOCTh XpPaHUMOTo BbinonHsieMoro koaa dBO [BwiOOp: [Hasmauenue:
yacmu ®H0O], OFO).

15 Kaacce FRU. Ucnosab30BaHne pecypcoB

Knacc FRU conepxut Tpu cemelicTBa, KOTOpbIE MOJAEPKUBAIOT JOCTYITHOCTh TPEOyEeMbIX
PECYpPCOB, TaKUX KaK BBIYMCIUTENbHBIE BO3MOXKHOCTH W/WiH o0beM mamatu. CemeicTBO
FRU FLT «OTka30ycTOMYMBOCTE» NPEIOCTABISAET 3alUTy OT HEAOCTYMHOCTH PECYPCOB,
Bb3BaHHON cOoem OO. CemeiictBo FRU PRS «lIpuoputer obcmykuBaHus» oOecrneyuBaer,
YTOOBI pPecypchl BBIACISAIUCH HanOosiee BaKHBIM HIIM KPUTHUYHBIM IO BPEMEHHU 3a7auyaM U He
MO OBITh MOHOIIOJNM3UPOBAHBI 3ajadaMu ¢ Ooiee HU3KUM mpuoputeToM. CemeicTBO
FRU RSA «Pacnpenenenue pecypcoB» YCTAHABIMBAET OrpPaHUYEHHS  HUCIIOJIb30BaHUS
JOCTYITHBIX PECypCOB, IIPEAOTBpaIasi MOHOIIOJIU3ALMIO PECYPCOB MOJIb30BATEIAMH.

Pucynoxk 15 - Ilekomno3unus kiaacca FRU «Mcnosis3oBanue pecypcos»
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15.1 Orka3zoycroitunBocth (FRU_FLT)

15.1.1 XapakTepucTuKa ceMeiicTBa

TpeboBanus cemeiictBa FRU FLT o6ecneunBatot, uro661 OO mpoI0IHKU TOAIEPKUBATH
NpaBUIbHOE (PYHKIIMOHUPOBAHHE AaXKe B CIydae cOOeB.

15.1.2 Pan:xupoBaHne KOMIIOHEHTOB

FRU FLT.1 «lloHnxeHHass OTKa30yCTOHYMBOCTB» COJEPKHUT TpeboBanue, utoost OO
MPOJOJKMII  MpPaBWJIbHOE  BBIIOJIHEHHWE  YKa3aHHBIX ~ BO3MOXKHOCTEM B ciydae
UACHTU(UIMPOBAHHBIX COOEB.

FRU FLT.2 «OrpanuyeHHasi OTKa30yCTOWYMBOCTBY» COIEPKHUT TpeboBaHue, 4yToObl OO
IPOJO/DKWII  TPAaBUIBHOE  BBIIOJIHEHHE  BCEX  CBOMX  BO3MOXKHOCTEH B cllydae
UJIEHTU(DUIIMPOBAHHBIX COOEB.

15.1.3 Ynpasaenune: FRU_FLT.1, FRU_FLT.2

JlelicTBUSA MO yIPaBICHUIO HE MPETyCMOTPEHBI.

15.1.4 Ayaur: FRU_FLT.1

Ectm B II3/3b Brmoueno cemelictBo FAU GEN «['eHepamusi JaHHBIX —ayaWTa
0€30MaCHOCTHY, TO CJIEAYET MPEIyCMOTPETh BOZMOKHOCTh ayANTa CISAYIOMINX JICHCTBUMA:

a) MUHUMAaJIBHBIN: JIF000H cOoii, 00HapyxeHHbIH DBO;

b) 6a3oBerii: Bce onepanuu OO, mpepBaHHbIE U3-3a COOSL.

15.1.5 Ayaur: FRU_FLT.2

Ecu B I13/3b Brmoueno cemeiictBo FAU GEN «['eHepanms [naHHBIX —aynuTa
0€30MacHOCTHY, TO CIEAYeT NPeayCMOTPETh BOZMOXKHOCTh ayAUTAa CIEIYIOIINX AeHCTBUIA:

a) MUHUMAJIBHBIN: TF000H cO0i, 00Hapy)keHHbIi DBO.

15.1.6 FRU_FLT.1 Ilonu:xkeHHasi 0TKA30yCTOHYHUBOCTH

Hepapxuueckuil 1iisi: HET TOAYUHEHHBIX KOMIIOHEHTOB.

3aBucumoctu: FPT FLS.1 C6oii ¢ coxpaneHrnemM 6€301acHOTO COCTOSHUS

15.1.6.1 FRU_FLT.1.1

®BbO nomxHBI 00ecreunBaTh BBIMOJHEHUE [HA3HAYCHHE: cnucox eozmodicnocmeti OO0,
KOT'/Ia IPOUCXOAT CIEAYIONINe cOOr: [Ha3HAYCHHE: CNUCOK MUnog cooes).

15.1.7 FRU_FLT.2 OrpanunyeHHas 0TKa30yCTOMYMBOCTH

Uepapxuueckuit jisi: FRU _FLT.1 [ToHmkeHHas 0TKa30yCTONYMBOCTD

3aBucumoctu: FPT FLS.1 C6oii ¢ coxpaHeHreM 6€30MacHOT0 COCTOSHUS

15.1.7.1 FRU_FLT.2.1

®BO nomxkHBl o0ecreunBaTh BBHIMOTHEHHE Bcex Bo3MoxkHOocTed OO, korma mpoucXOAsT
clieayromue coou: [Ha3HAUCHUE: CHUCOK MUNos cHoes].

15.2 Ilpuopurer odcay:xuBanusi (FRU_PRS)

15.2.1 XapakTepucTukKa cemeiicTa

TpeboBanust cemeiictBa FRU PRS mnozBomstor ®BO  ynpaBiasTh HCIOIB30BaHUEM
PECYPCOB MOJB30BATEIAMH M CyOBbEKTaMH B Ipejaesiax CBOeW 00yacTu JeHCTBHUS TakK, YTOOBI
BBICOKOTIPHOPHUTETHBIE onepanuu B npeaenax O/I® Bcerna BHIMONHAINCH 0€3 MPEMsITCTBUI WIn
3aJIep’KeK CO CTOPOHBI omepaluii ¢ 0ojiee HU3KUM IPHOPUTETOM.

15.2.2 Pan:xupoBaHue KOMIIOHEHTOB

FRU PRS.1 «OrpaHuueHHBI MPUOPUTET OOCIYKUBAHHS» IMPEIOCTABISIET MPUOPUTETHI
JUTSI ICTIONIb30BaHUs CyOBEKTaMH TIOJIMHOXKECTBA pecypcoB B mipeaenax Od.

FRU PRS.2 «llonsbiii npuoputeT 00CITY)KMBAHUSA» IPENOCTABISAET NPUOPUTETH IS
WCIIOIB30BaHUsI CYOBEKTaMU BCEeX pecypcoB B mipeaenax O1d.

15.2.3 Ynpasaenune: FRU_PRS.1, FRU_PRS.2

Hns pynkmuit  ympaBienuss u3 kimacca FMT woryr paccmaTpuBaThCs CIEAYIOIINE
JNEUCTBUA:

a) Ha3HaYEHHUE MPUOPUTETOB KakIoMy cyobekTy B @BO.
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15.2.4 Aynut: FRU_PRS.1, FRU_PRS.2

Ecmu B II3/3b Brmoueno cemeiictBo FAU GEN «l'eHepauusi JaHHBIX ayauTa
0€30I1aCHOCTH», TO CJIEAYET NPEeyCMOTPETh BOZMOKHOCTD ayAAUTa CICAYIOIINX JeHCTBUMI:

a) MUHUMAJIbHBII: OTKJIOHEHHE OIlEpaliii Ha OCHOBAHUU HCII0JIb30BAHUS IIPUOPUTETA IIPU
pacnpeeleHuu pecypea;

b) 6a30BbIil: BCe MOMBITKM UCIONB30BaHUS (YHKLIMHU PACHPEACTICHUS PECYPCOB C YUETOM
IIPUOPUTETHOCTU OOCITYKUBAHMSL.

15.2.5 FRU_PRS.1 Orpanu4eHHbIi NPHOPUTET 00CYKUBAHUSA

Hepapxudeckuii Juisd: HET IOJYMHEHHBIX KOMIIOHEHTOB.

3aBUCUMOCTH: HET 3aBUCUMOCTEN.

15.2.5.1 FRU_PRS.1.1

@®BO nomKHBI yCTaHABIMBATH MPUOPHUTET KaXI0My cyOsekTy B @BO.

15.2.5.2 FRU_PRS.1.2

®BO momxHBI 00ecreunBaTh JOCTYII K [HA3HAYCHHE: Ynpagisiemvle pecypcbl] Ha OCHOBE
IIPUOPUTETOB, HA3HAYEHHBIX CYOBEKTaM.

15.2.6 FRU_PRS.2 IloHb1ii NpropuTeT 00CTy:KMBAHUS

Hepapxuueckuii mist: FRU PRS.1 OrpanndeHHbIi IPUOPUTET 0OCITYKHMBAHUS

3aBUCUMOCTH: HET 3aBUCUMOCTEN.

15.2.6.1 FRU_PRS.2.1

@®BO 10KHBI YCTaHABJIMBATH IPUOPUTET KaKAOMY cyOobekTy B DBO.

15.2.6.2 FRU_PRS.2.2

®BbO nomKHBI 00ecneunBaTh JOCTYNl KO BCEM COBMECTHO HCIOJB3YEMBIM pecypcaM Ha
OCHOBE ITPUOPUTETOB, HA3HAYEHHBIX CYOBEKTaM.

15.3 Pacnpenesienue pecypcoB (FRU_RSA)

15.3.1 XapakTepucTuka cemeiictpa

Tpebosanust cemeiictBa FRU RSA mnossosssror @BO  ynpaBiaTh HMCHOIB30BAaHUEM
peCypcoB TOJb30BATENSIMU U CyOBEKTaMHM TakK, 4YTOOBI HE TNPOMCXOJWIO OTKa30B B
00CITy>)KUBAaHHH M3-32 HECAHKIIMOHWPOBAHHON MOHOIIOJIU3AI[H PECYPCOB.

15.3.2 Pan:xupoBaHue KOMIIOHEHTOB

FRU RSA.1 «MakcumanpHbple KBOTBI» COAECPKUT TpeOOBaHUS K MEXaHHU3MaM
KBOTHPOBAaHUSA, KOTOpble OOECIEeYMBAaIOT, YTOOBl  IOJB30BaTeNd U  CyOBEKTHl  He
MOHOITOJIU3UPOBAIIN YIIPABISIEMBIN pecypc.

FRU RSA.2 «MunumanbHple W MaKCHMajlbHbIE KBOTBD) COIEPKUT TpeOOBaHUS K
MeXaHH3MaM KBOTUPOBAHUS, KOTOPbIE 00ECTIEYNBAIOT, YTOOBI M0OJIH30BATENN U CYOBEKTHI BCETaa
uMenu Obl MMHHMYM CHEIM(HUUIUPOBAHHOIO pecypca, HO TMpH O3TOM HE MOINIM Obl
MOHOIIOJIU3UPOBATh 3TOT PECYPC.

15.3.3 Ynpasaenune: FRU_RSA.1

Jnst  pynkmuii  ympaBiaeHus u3 kimacca FMT wMoryr paccmaTpuBaThCs  CIEAYIOIINE
JEUCTBHUS:

a) OompejereHHE aJMUHUCTPATOPOM MAKCHUMAIbHBIX KBOT pecypca uis Tpymn W/Wid
OTJIENIbHBIX M0JIb30BATENEH, U/ NN CYOBEKTOB.

15.3.4 Ynpasienune: FRU_RSA.2

Hns pynkmuit  ynpaBienus u3 kimacca FMT wmoryr paccmaTpuBaThCs  ClEAYIOIINE
JIEUCTBUL:

a) OmpelesieHne aJMUHUCTPATOPOM MHUHUMAIBbHBIX U MaKCHUMAalbHBIX KBOT pecypca s
TPYIIl W/WIK OTAETIbHBIX NOJIb30BaTENEH, H/UITH CyOBEKTOB.

15.3.5 Ayaut: FRU_RSA.1, FRU_RSA.2

Eciu B II3/3b Brmtoueno cemeiictBo FAU GEN «l'eHepauusi JaHHBIX ayauTa
0€30MacHOCTHY, TO CIAEAYET NPEIyCMOTPETh BO3MOXKHOCTh ayAUTA CIEIYIOIINX AEHCTBUIA:
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a) MUHUMAJBHBINA: OTKJIOHEHHE ONEpalliy pachpelesieHuss pecypca U3-3a  €ro
OTPaHUYEHHOCTH;

b) 6a30BwIii: Bce oOpalieHus K QYHKIUAM pacrpeereHus: pecypcon, ynpasiseMbix OBO.

15.3.6 FRU_RSA.1 MakcuMaJjibHbIe KBOTBI

Wepapxuueckuii 1yist: HET HOJYMHEHHBIX KOMIIOHEHTOB.

3aBHUCHUMOCTH: HET 3aBUCUMOCTEIA.

15.3.6.1 FRU_RSA.1.1

®bO [0MKHBI  peaTu30BBIBATH MAaKCHUMallbHblE KBOTHI ~ CIEIYIOLIUX  PECYPCOB:
[Ha3HaueHUWe: ynpasnsiemvle pecypcuvl], KOTOpbIE [BBIOOp: omoenvHble NOIbL30BAMENU,
onpeodenenuvie  2pynnul  noivzogameneli, CcyOvekmsl| MOTYT  MCIIONB30BaTh  [BBHIOOP:
00HOBPEMEHHO, 8 medeHue OnpeoenleHH020 Nepuodd 8PemMeHn].

15.3.7 FRU_RSA.2 MuHuMaJibHbIe 1 MAKCUMAJIbHbIE KBOTbI

Uepapxuueckuii q1y1s1: FRU RSA.1 MakcumanbHblEe KBOTBI

3aBUCHUMOCTH: HET 3aBUCUMOCTEH.

153.71 FRU_RSA.2.1

®bO [0MKHBI  peaTu30BBIBATH MAKCHUMAJIbHBIE KBOTHI  CJIEIYIOIIUX  PECYPCOB:
[Ha3HaueHUWe: ynpasisieMvle pecypcuvl], KOTOpbIE [BBIOOp: omoenvHble NOIbL308AMEN,
onpeoeiieHible  2PYNNbL  NOAb308amenel, CyOvekmuvl] MOTYT  HCIOJNB30BaTh  [BBIOOP:
00HOBPEMEHHO, 8 medeHue ONPeoeleHH020 Nepuodd 8PemMeHtlL].

15.3.7.2 FRU_RSA.2.2
®BO nomxHbl 00ecrieunBaTh BbIACICHNE MUHUMAIBHOIO YKMCIIA KaX/10T0 U3 [Ha3HAYCHHUE:

ynpagisemvle pecypcovl], KOTOpBIC SIBISIOTCS JOCTYIIHBIMU JUIS  [BBIOOp: omoeinbHbll
noib306amenb, ONPeOeleHHas 2pynna noavzoeamenell, cyOvekmul], YTOOBI HCIIOJIB30BaTh
[BBIOOD: 0OHOBpeMeHHO, 8 MeyeHUe ONpedesleHHO20 Nepuood 8pemeHU].

16 Knace FTA: loctyn k OO

Knacc FTA ompenenser ¢pyHKIHOHATbHBIE TPEOOBAHHS K YIIPABICHHIO OTKPHITHEM CEaHCca
I10JIB30BATEIIS.

i FTA_LSA: Orpannyenue obnactu BoiOnpaeMbix arpubyTos  ----1 1 |
i FTA_MCS: Orpannyenue Ha napajuieIbHble CEAHChI i—-—--i 1 :-—--i 2 1
Ut SN SR SR N

i1

A

i FTA_SSL: brnokupoBaHue ceaHnca L::___i 2

FTA_TAB: [Ipenynpexaenue nepes NpeaocTaBIeHUEM

noctyna k OO . o
i FTA TAH: Uctopus nocryna k OO i—---.i 1
e d Lol
i FTA_TSE: Orkpoitre ceanca ¢ OO beeecd 1

Pucynok 16 - lekomno3nnus kjaacca FTA «/loctyn k OO»
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16.1 Orpannuyenue od1actu BeiOupaembix atpudyToB (FTA_LSA)

16.1.1 XapakTepucTuKa ceMeiicTBa

CemeiictBo FTA LSA onpenensier TpeOOBaHHS TO OTPaHUYCHHIO OOJIACTH aTPUOYTOB
0€30IaCHOCTH CeaHca, KOTOPbIe MOXKET BBIOMPATH JUIS HETO IOJIb30BaTeNb.

16.1.2 Pan:xupoBaHne KOMIIOHEHTOB

FTA.LSA.1 «Orpanuyenue o61acTu BBIOMpaeMbIX aTpHOyTOB» COAEPKUT TpeOOBaHUE K
OO 1o orpann4eHui0 0671acTH aTpUOYTOB 0€30MAaCHOCTH C€aHCa BO BPEMS €0 OTKPBITHSI.

16.1.3 Ynpasienune: FTA_LSA.1

Jns pynkmuit  ynpaBinenus u3 kimacca FMT wmoryr paccmaTpuBaThCs  ClEAYIOIINE
JEUCTBUA:

a) yrpaBJjeHue aJIMUHUCTPATOPOM 00JI1aCThIO0 aTpUOYTOB OE30ITaCHOCTH CEaHca.

16.1.4 Aynnt: FTA_LSA.1

Ecim B TI3/3b Brmtoueno cemeiictBo FAU GEN «['eneparusi nNaHHBIX —ayaMTa
0€30IaCHOCTHY, TO CJIEYET MPEeyCMOTPETh BOZMOKHOCTh ayAAUTa CISAYIOMNX eHCTBUMI:

a) MUHHUMAaJIbHBIN: BCE HEYCIEIIHbIE MOMBITKU BIOOpa aTpUOyTOB O6€30MaCHOCTH CeaHca;

b) 6a30BBIif: BCe MOMBITKHA BEIOOPA aTprOyTOB OE30MTACHOCTH CEaHCa;

C) JeTaM3UPOBAHHBIN: (hHMKcallKs 3HaYeHUI aTpuOyTOB 0€30MaCHOCTH KaXI0TO CeaHca.

16.1.5 FTA_LSA.1 Orpanuvenue 06;1acTu BbIOUpaeMbIX aTpuldyTOB

Wepapxuueckuii 1uist: HET HOJYMHEHHBIX KOMIIOHEHTOB.

3aBUCUMOCTH: HET 3aBUCUMOCTEH.

16.1.51 FTA_LSA.11

@®BO nomKHBI OrpaHMYMBATH 00JACTh aTpUOYTOB OE30MACHOCTH CeaHca |[Ha3Ha4YeHHE:
ampubymuvl 6e30nacHOCMU ceancad), OCHOBBIBAsICh Ha [Ha3HAUCHUE: ampudymul].

16.2 Orpannyenne Ha napaJuieabHbie ceancbl (FTA_MCS)

16.2.1 XapakTepucTuKa cemeiicTpa

CewmeiictBo FTA_MCS omnpezenser TpeOOBaHUS MO OTPAHUYCHUIO YHCIIA MapaICIbHBIX
CEaHCOB, MPEOCTABISEMBIX OTHOMY U TOMY K€ MOJIb30BaTEINIO.

16.2.2 Pan:xnpoBaHue KOMIIOHEHTOB

FTA MCS.1 «ba3oBoe orpaHnyeHre Ha NapauleIbHBIE CEAHCh» MPEJOCTaBISET
OTpaHUYEHUS], KOTOPbIE IPUMEHSIOTCA KO BceM noib3oBaTessiM OBO.

FTA MCS.2 «OrpanuveHre Ha TapajUIebHbIE CEaHCHI MO aTpuOyTaM IOJIb30BATENIS
pactmmpsier FTA MCS.1 «ba3oBoe orpannueHue Ha MapaliebHBIE CEAHChD» TpeOOBaHUEM
BO3MOXXHOCTH OIPEACTUTh OTPAaHUUYEHHUS HA YHCIO MapajielbHBIX CEaHCOB, OCHOBBIBASICh Ha
aTpuOyTax 0€30MacHOCTH, CBSA3aHHBIX C MTOJIb30BATEIICM.

16.2.3 Yupasiaenue: FTA MCS.1

Jns  pynkmuii  ympaBiaeHus u3 kimacca FMT Moryr paccMaTpuBaThCs  CIEAYIONINE
JEUCTBUA:

a) ympaBlieHHE aJIMHUHHUCTPATOPOM MaKCHMalbHO JOMYCTHUMBIM YHCIOM MapajlielbHbIX
CEaHCOB, IIPEOCTABISAEMBbIX M10JIb30BATENIO.

16.2.4 Ynpasuenune: FTA_MCS.2

Hns pynkmuit  ynpaBienuss u3 kimacca FMT wmoryr paccmaTpuBaThCs  CIEAYIOIINE
JNEUCTBUA:

a) yOpaBlieHUE aJMHUHHUCTPATOpPOM IIpaBHJIaMH, KOTOPBIE OINPEAEsAOT MaKCHUMAaJIbHO
JOMYCTUMOE YHCIIO MapauIeNIbHBIX CEAaHCOB, MPEOCTABISIEMBIX MOJIB30BATEINIO.

16.2.5 Aynut: FTA_MCS.1, FTA_MCS.2

Eciu B II3/3b BkmoueHo cemelictBo FAU GEN «['eHepainusi [JaHHBIX ayauTa
0€30MacHOCTHY, TO CIEAYeT NPEIyCMOTPETh BO3MOXKHOCTh ayAUTA CIEIYIOIINX AEHCTBUIA:

a) MUHUMAaJbHBIA: OTKJIOHEHHE HOBOTO CE€aHCa, OCHOBAaHHOE HAa OTPAaHMYEHUU YHCIA
NapajiesIbHbIX CEaHCOB;
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b) neranu3upoBaHHBINA: (PUKCALMS YHUCIIA MMapAUICTbHBIX CEAHCOB MOJB30BaTENs, a TAKXKe
aTpuOyTOB 0€30IaCHOCTHU ATOTO MOJIB30BATENS.

16.2.6 FTA_MCS.1 ba3oBoe orpaHu4eHue Ha NapaJjjieJibHbIE CEaHChl

Hepapxuueckuil 1jis: HET TOAYUHEHHBIX KOMIIOHEHTOB.

3aBucumoctu: FIA UID.1 Beibop MmoMeHTa uneHTUGHUKAIIAN

16.2.6.1 FTA_MCS.1.1

®bO  OKHBI  OrpaHMYMBATh  MAaKCHUMAJIBHOE YHCIO  IAPAUICIBHBIX  CEaHCOB,
IIPEIOCTABIIAEMBIX OJTHOMY U TOMY K€ II0JIb30BATENIO.

16.2.6.2 FTA_MCS.1.2

®bO pomwKHBI 337aBaTh 10 YMOJIYAHUIO OTPAHMUYEHUE [HA3HAUEHUE: 3a0asaemoe no
VMONYAHUIO YUCTIO| CEAHCOB IMOJIb30BATEIII.

16.2.7 FTA_MCS.2 OrpannyeHue Ha mapajlie/ibHble CeaHChl 10 aTpudyram
N0JIb30BaTeJIsl

Nepapxuuecknii uist: FTA MCS.1 bazoBoe orpaHn4eHne Ha apajlielbHbIE CEAHChI

3aBucumoctu: FIA UID.1 Bribop MoMeHTa naeHTHGHUKaIIn

16.2.7.1 FTA_MCS.2.1

®bO  fomKHBI OrpaHUYMBATH MAaKCHUMallbHOE YHMCIO MapauleJbHBIX  CEaHCOB,
MIPEOCTABIAEMBIX OAHOMY M TOMY JK€ IOJb30BaTENl0, COIJIACHO IpaBWiaM [Ha3Hau€HUE:
npasuia onpeoenenus MaKCUManibHO20 YUCIA NAPALENIbHbIX CeaHCcos].

16.2.72 FTA_MCS.2.2

OBbO pomKHBI 337aBaTh [0 YMOJIYAHUIO OTpPaHMYEHUE [HAa3HAYEHHE: 3adasaemoe no
VMONYAHUIO YUCTO]| CEAaHCOB I0JIb30BATEII.

16.3 baokupoBanue ceanca (FTA_SSL)

16.3.1 XapakTepucTuKa ceMeiicTBa

CewmeiictBo FTA SSL onpenenser tpedoBanus k @bO 1o npenocTaBIeHH0 BO3MOXKHOCTH
kak ®BO, Tak moip30BaTeto OJIOKUPOBATH U Pa30IOKHUPOBATH HHTEPAKTUBHBIN CEAHC.

16.3.2 Pan:xupoBaHue KOMIIOHEHTOB

FTA SSL.1 «bnokupoBanue ceanca, uHunuupoBaHHoe @ObO» Bxiouyaer B cedd
WHUIUUPOBAHHOE CHUCTEMOW OJIOKMPOBAHHWE HMHTEPAKTUBHOIO CEaHCa IOCJE OMpPEIeICHHOTO
neproia 0e3eCTBUS OIH30BATEIS.

FTA SSL.2 «bnokupoBanue, WHHUIMHUPOBAHHOE IMOJB30BAaTENEM»  MPEIOCTABISET
MI0JIb30BATEI0  BO3MOXKHOCTh ~ OJIOKUpPOBaTh M Pa30JOKMPOBAaTH CBOM  COOCTBEHHbBIE
WHTEPAaKTUBHBIE CEAHCHI.

FTA_ SSL.3 «3aBepmenne, nannurpoanHoe ®bO» mpenocraiser tpedoBanus k PO
IO 3aBEPILIEHUIO CeaHca Moclie ONpeAeNIeHHOro neproaa 0e31eiCTBUS MOIb30BaTeNs.

FTA SSL.4  «3aBepuieHre, HWHULUMMPOBAHHOE  IOJIL30BATEIEM»  MPEAOCTABISET
BO3MOYKHOCTB T0JIb30BATEIII0 3aBEPIIUThH CECCHUIO.

16.3.3 Yopasaenune: FTA SSL.1

Hus  ¢yHkmit  ynpasieHuss w3 kimacca FMT MoryT paccMarpuBaThCsl CICAYIOIIHE
JIEUCTBUSL:

a) 3aJaHue BpeMeHH Oe3[eHCTBUS MOJNb30BaTENs, I0CIE€ KOTOPOro IPOUCXOAUT
OJIOKMPOBKA CeaHca;

b) 3amanue MO yMOTYaHUIO BPEMEHH O€3ACHCTBHUS TMOJIB30BATENsS, IOCIE KOTOPOTO
MIPOUCXOJUT OJIOKUPOBKA;

C) ypaBieHUE COOBITUSAMU, KOTOPBIE IIPEYCMAaTPUBAIOTCS 10 pa30JOKUPOBAHUS CEaHCa.

16.3.4 Ynpasaenune: FTA_SSL.2

Jnst  pynkmuit  ynpaBienus u3 kimacca FMT wmoryr paccmaTpuBaThCs ClEAYIOIINE
JNEUCTBUA:

a) ynpaBJieHUE COOBITUSAMU, KOTOPBIE IIPEyCMaTPUBAIOTCS /10 pa30J0KHUPOBAaHUS CeaHca
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16.3.5 Ynpasaenune: FTA_SSL.3

Hns  ¢yakumii ynpasiaenus u3 kinacca FMT wMoryr paccmaTpuBaThbes —ClEAyHOIINE
NECUCTBHS:

a) 3aJaHue BpeMEHU Oe37eHCTBUS MOJb30BATENs, IOCJIE€ KOTOPOrO IPOUCXOAUT
3aBepIlEHNE HHTEPAKTUBHOIO CEaHCa;

b) 3amaHMe TO YMOSYAHUIO BpEeMEHH Oe37eCTBUS IOJIBb30BaTENs, IOCIE KOTOPOTO
IIPOUCXOJUT 3aBEPIIEHUE HHTEPAKTUBHOIO CEAHCa.

16.3.6 Ynpasienune: FTA_SSL.1, FTA_SSL.2

JlelicTBUl MO yIpaBJIECHUIO AEHCTBUSAMH HE TPEAYCMOTPEHO.

16.3.7 Ayaut: FTA_SSL.1, FTA_SSL.2

Ecim B TI3/3b Brmroueno cemeiictBo FAU GEN «['eHeparusi J1aHHBIX —ayaMTa
0€30IaCHOCTHY, TO CJIEAYET MPEeyCMOTPETh BOZMOKHOCTh ayAAUTa CICAYIOMINX eHCTBUMI:

a) MUHUMaJIBHBINA: 3aBEpIICHUE HWHTEPAKTUBHOI'O CEAaHCA MEXaHU3MOM OJOKMPOBAHUS
ceaHca.

b) MuHMMabHBIN: ycrienHoe pa30JI0KUpOBaHUE HHTEPAKTUBHOTO CEaHca.

c¢) bazoBsrii: 1100bIe OMBITKH Pa30JIOKMPOBATH MHTEPAKTUBHBIN CEaHC.

16.3.8 Aynut FTA_SSL.3

Ecu B I13/3b Brmoweno cemeiictBo FAU GEN «['enepaumusi JaHHBIX —ayauTa
0€30I1aCHOCTH», TO CJIEAYET NMPEeyCMOTPETh BOZMOKHOCTh ayAAUTa CIACAYIOIINX JeHCTBUMI:

a) MUHUMAJbHBINA: 3aBEpLICHHE WHTEPAKTHBHOIO CEaHCAa MEXaHM3MOM OJIOKUPOBAHHMS
ceaHca.

16.3.9 Ayaur FTA_SSL.4

Ecmm B II3/3b Brmroueno cemeiictBo FAU GEN «['eHeparusi JHaHHBIX —ayaMTa
0€30MaCHOCTHY, TO CJIEYET MPEeIyCMOTPETh BOZMOKHOCTh ayAAUTa CIEAYIOIMINX JIeHCTBUMA:

a) MUHMMAaJIbHbII: 3aBepIIeHNEe UHTEPAKTUBHOTO CEaHCa M0JIb30BaTENIEM.

16.3.10 FTA_SSL.1 BrokupoBanue ceanca, uHnunupyemoe ®60

Wepapxuueckuil 171s1: HET MOAYUHEHHBIX KOMIIOHEHTOB.

3aBucumoctu: FIA UAU.1 Beibop MOMeHTa ayTeHTH(PHUKAINN

16.3.10.1 FTA_SSL.1.1

®bO f0mKkHBI OJOKMPOBAaTh HHTEPAKTHBHBIA CEaHC II0CJIE [HAa3HAYCHUE: UHMepEal
gpemenu be30eticmeus no1v3oeamelis], A 4ero npeanpuHUMaroTCs CIeayIoLe qecTBUsA:

a) OYMCTKAa WM TIepe3amuch YCTPOMCTB OTOOpaXEHWs, NPHUIAHHE WX TEKyIIeMYy
COJIEp’KaHUIO0 HEUUTAEMOT0 BU/IA;

b) GmoxupoBaHue JIOOBIX NEHCTBUN MO JOCTYIy K JAaHHBIM ITOJIb30BATENs/yCTPOHCTBAM
0TOOpaXKeHMsI, KpOMEe HEOOXOIUMBIX Il pa30JIOKUPOBAHMSI CeaHCat.

16.3.10.2 FTA_SSL.1.2

®BO nomKHBI TPeOOBaTh, YTOOBI IO PA30JIOKHPOBAHUS CEaHCA MPOW3ONUTH CIICTYIOIIHE
COOBITHS: [HA3HAYCHHUE: COObIMUSL, KOMOpble 0OV NPOUCXOOUMD ).

16.3.11 FTA_SSL.2 BiiokupoBanue, "HUIMHPOBAaHHOE M0JIb30BaTeIeM

Hepapxuueckuil 171s1: HET MOAYUHEHHBIX KOMIIOHEHTOB.

3aBucumoctu: FIA_ UAU.1 Bsibop MoMeHTa ayTeHTU(UKALUN

16.3.11.1 FTA_SSL.2.1

@®bO nomKHBI JOMYCKaTh WHUIMHPOBAHHOE IIOJb30BATENEM OJIOKHPOBAHUE CBOETO
COOCTBEHHOT'O MHTEPAKTHUBHOI'O CEaHca, I Yero NpeANpUHUMAIOTCS ClIeAYIOIINE AeHCTBUS:

a) OYMCTKAa WJIM T[Eepe3alluch YCTPONCTB OTOOpa)KE€HUs, MPHUAAHHE HX TEKYyLIEMY
COJIEp’KaHUI0 HEUUTAEMOT'0 BU/IA;

b) GnokupoBaHue JIOOBIX AEUCTBUN MO JOCTYNMY K JaHHBIM IOJb30BaTElIs/yCTpOHCTBAM
0TOOpaXkeHHsI, KpOMe HEOOXOJUMBIX ISl pa30JIOKUPOBaHMS CeaHca.
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16.3.11.2 FTA_SSL.2.2

®BO nomwkHBl TpeOOBaTh, YTOOBI 10 Pa30IOKMPOBAHUS CEaHCa MPOU3OLUIMA CIEAYIOIINe
COOBITHS: [HA3HAUCHHUE: COObIMUSL, KOMOpble 0YOYI NPOUCXOOUMD ).

16.3.12 FTA_SSL.3 3aBepmienne, uHunuuposanHoe ®bO

Wepapxudeckuil 171s1: HET NOAYMHEHHBIX KOMIIOHEHTOB.

3aBUCUMOCTH: HET 3aBUCUMOCTEM.

16.3.12.1 FTA_SSL.3.1

®BbO n10yKHBI 3aBEpIIaTh UHTEPAKTUBHBIN CEAHC MOCIE [HA3HAUYECHUE: UHMEPEAll 8PeMeHU
be30eticmeus noiv3osamels).

16.3.13 FTA_SSL.4 3aBepiienne, MHHHIIUMPYeMoe N0JIb30BaTe/IeM

Wepapxuueckuil 1j1s1: HET NOAYMHEHHBIX KOMIIOHEHTOB.

3aBUCUMOCTH: HET 3aBUCUMOCTEN.

16.3.13.1 FTA_SSL 4.1

®bO n0MmKHO MO3BOJATH 3aBEPIICHUE, HHULIUUPYEMOE MOJIb30BATEIEM, HHTEPAKTUBHOTO
CeaHca IMoJIb30BaTells.

16.4 Ilpexynpesxxnenus nepen npenocrasiaenuem pocryna k OO (FTA_TAB)

16.4.1 XapakTepucTuka cemeiictpa

CewmeiictBo FTA TAB onpenensier TpeOoBaHMsI K OTOOpa)KEHMIO JUIsl IOJIb30BaTEJEH
IpeSyNpexaaonero CcooOlleHnss ¢ IepecTpauBaeMod  KOHQUIypanued OTHOCHUTEIbHO
xapakrepa ucnonb3oanus OO.

16.4.2 Pan:xupoBaHne KOMIIOHEHTOB

FTA TAB.1 «lIpegynpexieHus no yMOJ4aHUIO Iiepe npeaocTapieHueM goctyna k OO»
COZIEPKUT TPeOOBaHMS K IMPEIYNPEkAAOUMM COOOLIECHUSIM, KOTOpble OTOOpa)KaroTCs IMepen
Ha4aJioM JIMajiora B CEaHce.

16.4.3 Ynpasaenue: FTA TAB.1

Jus  ¢yHkmii  ynpasieHuss u3 kinacca FMT MoryT paccMarpuBaThCsl CIEAYIOIIHE
IEUCTBUS:

a)  CONPOBOXIECHHME  YINOJIHOMOYEHHBIM  aJMHHHCTPATOPOM  IPEIYNPEKIAIOLINX
COOOILIEHUH.

16.4.4 Aynur: FTA_TAB.1

Het coObITuii, 1711 KOTOPBIX CIEAYET MPeyCMOTPETh BO3MOKHOCTh ay/IuTa.

16.4.5 FTA TAB.1 IlpenynpexaeHusi 1mo yYMOJYAHHIO TMepel MNpPeaoCTaBIeHHEM
aocryna k OO

WNepapxuueckuii 1uisi: HET HOJYMHEHHBIX KOMIIOHEHTOB.

3aBUCUMOCTH: HET 3aBUCUMOCTEH.

164.5.1 FTA_TAB.1.1

[lepen oTkpeITHEM ceanca noib3oBarenst PBO MOKHEI 0TOOpaXaTh MpeAyIpeKIatoee
COOOIIeHNE O HECAHKLIMOHUPOBAHHOM Hcnoyib3oBanuu OO.

16.5 Uctopus nocryna k OO (FTA_TAH)

16.5.1 XapakTepucTuka ceMeiicTsa

CemeiictBo FTA TAH ompenenser tpeboBanus k PBO mno oroOpaxkeHuro s
I10JIb30BATENS, IIPU YCIEIHOM OTKPBITHH CEAHCA, UCTOPUH YCIIEIIHBIX U HEYCIIEIIHBIX MOIBITOK
MOJIYYUTh AOCTYI OT UMEHHU ATOTrO MOJIb30BATENS.

16.5.2 Pan:xupoBaHne KOMIIOHEHTOB

FTA TAH.1 «Mcropus noctyna k OO» conepxkut TpeboBanus k OO 1mo oToOpaxeHUIo
nHpOpMaINH, CBSI3aHHOM € MPEeAbLAYILIMMH MOMBITKAMH OTKPBITh CEaHC.

16.5.3 Yupasaenune: FTA TAH.1

JleicTBYSI 11O YIIPABJIEHUIO HE IPEyCMOTPEHBI.

16.5.4 Aynut: FTA_TAH.1

Het coObITuii, 1711 KOTOPBIX ClEAYyeT NPelyCMOTPETh BOZMOKHOCTD ayHTa.
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16.5.5 FTA_TAH.1 Ucropus aocryna k OO

Hepapxuueckuil 1iis: HET IOAYUHEHHBIX KOMIIOHEHTOB.

3aBHCHMOCTH: HET 3aBUCUMOCTEM.

16.5.5.1 FTA_TAH.1.1

[Ipu ycnemnoM oTkpeiTHH ceaHca @BbO moKHBI OTOOpakaTh [BBIOOp: dama, 8pems,
Memoo, pacnonodceHue] TOCIEIHEr0 YCHEITHOTO OTKPBITUS CeaHca OT HWMEHHM JTOro
I0JIb30BAaTeIsl.

16552 FTA_TAH.1.2

[Ipu ycnemnoM oTkpeiTHH ceaHca @BbO moKHBI OTOOpakaTh [BBIOOp: dama, 8pems,
Memoo, pacnonodcenue]| TOCHENHEH HEYCHEIIHOW TONBITKA OTKPBITHS CeaHca W YHUCIIO
HEYCIEUTHBIX MOIMBITOK CO BPEMEHU MOCJEIHEr0 YCIEIHOT0 OTKPBITUS CeaHca.

16553 FTA_TAH.1.3

®bO He nowKHBI yaamaTh WHOpManuio 00 HMCTOpUM JOCTyma U3 uHTepderica
MOJIb30BaTeNsl 0€3 MPeOCTaBICHHS MOIH30BATEII0 BOZMOKHOCTH IIPOCMOTPETS €€.

16.6 OTkpoiTHe ceanca ¢ OO (FTA_TSE)

16.6.1 XapakTepucTuka ceMeiicTBa

CemeiictBo FTA TSE ompenenser TpeGoBaHMS 10 3alpelIeHUI0 TMOJIb30BaTENIAM
oTkpbITHs ceaHca ¢ OO.

16.6.2 Pan:xupoBaHne KOMIIOHEHTOB

FTA TSE.1 «Otkpsite ceanca ¢ OO» COIEpKUT YCIOBUS 3alpeIieHUs MOJIb30BaATEINSAM
nocrtyna k OO, 0CHOBaHHOTO Ha aTpuOyTax.

16.6.3 Yupasienue: FTA_TSE.1

Jns  pynkmuii  ynpaBiaeHus u3 kimacca FMT Moryr paccmaTpuBaThCs  CIEAYIOIINE
JEUCTBUA:

a) ynpaplieHUE YIOJIHOMOYEHHBIM aJIMUHUCTPATOPOM YCIIOBUSIMHU OTKPBITHS CEaHca.

16.6.4 Aynur: FTA_TSE.1

Eciu B II3/3b BkmoueHo cemelictBo FAU GEN «['eHepanusi [OaHHBIX ayauTa
0€30MaCHOCTHY, TO CJIEAYET MPEIyCMOTPETh BOZMOKHOCTD ayAUTa CIEAYIOMINX ICHCTBUMA:

a) MUHUMAaJbHBIN: 3allpellleHne OTKPHITHS CeaHCa MEXaHU3MOM OTKPBITHS CEaHca,

b) 6a30BEIii: Bce MOMBITKA OTKPBITUS CEaHCa MOJIb30BATEIS;

C) IeTalu3upPOBaHHBIN: (UKcalUs 3HAUCHUIN BHIOPAHHBIX MApaMETPOB JAOCTYIA (TaKUX KaK
MECTO JIOCTYIIa UM BPEMS JOCTYTIA).

16.6.5 FTA _TSE.1 OtkpbiTHE ceanca ¢ OO0

Wepapxuueckuil njisi: HET MOAYUHEHHBIX KOMIIOHEHTOB.

3aBHCUMOCTH: HET 3aBUCUMOCTEH.

16.6.5.1 FTA_TSE.1.1

®BbO [0KHBI OBITH CIMOCOOHBI OTKAa3bIBaTh B OTKPBITHM CEAaHCA, OCHOBHIBASACH Ha
[Ha3zHaueHME: ampubymoi].

17 Knace FTP: [loBepeHHblii MapmipyT/KaHaJ

CewmeiictBa kmacca FTP comepxkar TpeGoBaHus KaKk K JOBEPEHHOMY MAapIIPYTY CBSI3H
Mexay nonb3oBatensiMu U1 @BO, Tak u k 1oBepeHHOMY KaHainy cBsa3u Mexay @bO u agpyrumu
noBepeHHbIMU TIpoaykTamu [T. JloBepeHHbIE MapUIpyThl U KaHaIbl UMEIOT CIEAYIOIINUe 001ue
CBOICTBA:

- MapUIPYT CBSI3U CO3JAETCA C UCIOJIb30BAHUEM BHYTPEHHUX U BHEIIHUX KaHAJIOB CBSI3H (B
COOTBETCTBUH C KOMITOHEHTOM), KOTOpBIE W30JIUPYIOT UJeHTU(DUITPOBAHHOE
MMOAMHOKECTBO AaHHBIX U KoMaHa PBO oT octanbHOM YacTH JaHHBIX IoJib3oBareiaed u PBO;

- WCIIOJIb30BAaHME MapIIpyTa CBSI3U MOKET OBITh MHUIIMUPOBAHO IOJI30BATEJIEM W/WUIN
®BO (B COOTBETCTBUU C KOMIIOHEHTOM);
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- MapuipyT CBSI3U croco0eH o0ecneunTh JOBepue TOMY, UTO II0JIb30BaTENb
B3anmojeiicteyer ¢ TpeOyembiMu DPBO umm ®BO - ¢ TpebyeMbM Tmonb3oBareneM (B
COOTBETCTBUH C KOMIIOHEHTOM).

B nmanHOIi mapamurme MOBEpEHHBIM KaHAJ - 3TO KaHal CBS3U, KOTOPBIH MOMKET OBITh
WHUIMUPOBAH 000N M3 CBA3BIBAIOIIMXCS CTOPOH U OOECHeuMBaeT XapaKTePUCTHKHU
HEOTKa3yeMOCTH 10 OTHOIICHHUIO K UJICHTU(PUKAIIMOHHBIM MPU3HAKAM CTOPOH KaHaJa.

JloBepeHHBIM MapuIpyT MPEAOCTaBIAET IMOJb30BATENSAM CPEACTBA JUISl BBINOJHEHUS
¢bynkuuii myrem obecrieueHuss mpsimoro B3aumoneucTBus ¢ PBO. JloBepeHHBI MapmipyT
JKeJlaTeJIeH MPU HayaJIbHOM MAEHTU(UKALMY W/WIH ayTeHTU(DUKAIIMY T10JIb30BaTeNs, HO MOKET
OBITh TaK)Ke MPUMEHEH Ha MPOTSHKEHUU BCETO ceanca moib3oBatenss. OOMEHBI 10 JOBEPEHHOMY
MapHIpyTy MOTYT ObITh HHUIIUUPOBaHBI Mojib3oBarenieM i OBO. ["apanTupyercsi, 4To OTBETHI
MOJIb30BaTENsl C MPUMEHEHHWEM JOBEPEHHOTO0 MapuipyTa OyAyT 3allUIIeHbl OT MOAN(PUKAIUU
WJIY PACKPBITHS HETOBEPEHHBIMU IPUIIOKEHUSIMU.

Pucynok 17 - lekomnosunus kiaacca FPT «/loBepenHblii MapmpyT/KaHamm»

17.1 JoBepennnlii kanaja nepegaun mexxkay ®bO (FTP_ITC)

17.1.1 XapakTepucTUKa ceMeiicTBa

CewmeiictBo FTP_ITC onpenensier mpaBuiia co3gaHusi JoBepeHHoro kanaia Mexay ®bO u
IPYTMMH JOBEpEeHHBIMM mpoaykTamu IT 1uid BBIOJIHEHUS oOmepanuuil, KPUTUYHBIX IS
0€301aCHOCTH. DTO CEMENUCTBO CIIEyeT UCIOb30BaTh BCAKUI pa3, KOrAa UMEIOTCS TpeOOBaHUS
Oe3omacHoill mepenaun JaHHBIX nojb3oBarens win ObO mexay OO u IpyruMu T0BEpEeHHBIMU
nponykramu IT.

17.1.2 Pan:xupoBaHue KOMIIOHEHTOB

FTP _ITC.1 «/loBepennsiii kanan nepegaun Mexay @bO» comepxkut TpedoBaHue, 4TOOBI
@®bO mnpenocTaBIsUIM JIOBEPEHHBI KaHall CBSI3U MEXIYy HUMH U JIPYTUM JJOBEPEHHBIM
npoaykrom IT.

17.1.3 Ynpasiaenue: FTP_ITC.1

Hna ¢ysknuit ynpaBiaenuss w3 kiaacca FMT MoryT paccMmarpuBaThCsi CIEAYIOIIHE
NEUCTBHS:

a) u3MeHeHue Habopa oneparyii, KoTopble TpeOyIoT JOBEPEHHOI0 KaHaa (€CIU UMEETCs).

17.1.4 Ayaur: FTP_ITC.1

Ecmm B II3/3b Brmtoueno cemeiictBo FAU GEN «['eHeparusi MaHHBIX —ayaMTa
0€30MMacCHOCTHY, TO CIEAYeT NPEIyCMOTPETh BOZMOKHOCTh ayJIUTa CIAEAYIOLUUX NeHCTBHI:

a) MUHUMAaJbHBINA: cOON (YHKIINI TOBEPEHHOTO KaHAaa;

b) MuHUManbHBIA: WACHTU(UKAIMS HMHULKAATOpAa M ajgpecara OTKa3aBIIMX (YHKIUI
JIOBEPEHHOT0 KaHaJa;

c) 6a30BBIii: BCE MOMBITKU UCIOJIb30BaHUS (DYHKIUI TOBEPEHHOIO KaHaa;

d) Oa3oBblii: MaeHTH(UKALUMS HHULKMATOpPA U ajpecara BceX (QYHKUIUI JTOBEpeHHOIo
KaHaJja.

17.1.5 FTP_ITC.1 {oBepenHslii kanaJ nepenadu mexay PbO

Wepapxuuecknii 1uist: HET HOJYMHEHHBIX KOMIIOHEHTOB.

3aBUCUMOCTH: HET 3aBUCUMOCTEN.

90



CT PK ISO/IEC 15408-2-2017

17151 FTP_ITC.11

@®bO nOWKHBI NPEAOCTaBIATh KaHaJl CBA3M MEKIYy HUMHU M YAAJEHHBIM JOBEPEHHBIM
npoayktoM IT, KOTOpBIM JOrMYecKkd OTIMYMM OT JPYTHX KaHaJOB CBSI3U U OOecrneunBaeT
YBEPEHHYIO HICHTU(UKAIMIO €ro KOHEYHBIX CTOPOH, a TaKXKe 3aIlUTy JaHHBIX KaHaja OT
MOAU(DUKAIIMH UITH PACKPBITHUS.

17152 FTP_ITC.1.2

®bO nomKHBI MO3BOJATH [BBIOOp: DHO, yoanennwviti O0osepennviti npooykm IT]
MHULMUPOBATh CBS3b UEPE3 TOBEPEHHBIN KaHaJI.

17153 FTP_ITC.13

@®bO [OMKHBI MHULMHAPOBATH CBSI3b 4YEpEe3 JOBEPEHHBIM KaHal s BBIIOJIHEHHUS
[Ha3zHAUEHME: cnucoK YHKYUL, 011 KOMOPbIX mpedyemcs 008ePeHHbI KAHAT].

17.2 loBepennsblit mapupyT (FTP_TRP)

17.2.1 XapakTepucTuKa cemeiicTBa

CewmeiictBo FTP_TRP ompenenser TpeGoBaHUS YCTaHOBKH U TOAJIEPYKAHUS JTOBEPEHHOMN
CBs3U MexAy mojib3oBarelsiMu U ®BO. JloBepeHHBI MapuIpyT MOXKET MOTpeOOBaThCS IS
000T0 CBSI3aHHOTO C 0E30MAacCHOCTBIO B3auMozencTBUs. OOMEH MO JOBEPEHHOMY MapIIPYTY
MOKET OBbITh MHUIMUPOBAH MoJsib3oBareneM mpu B3aumojeiictBun ¢ ®bO, wim ®BO moryt
YCTAHABJIMBATh CBA3b C [10JIb30BATEJIEM I10 JOBEPEHHOMY MapIIPYTY.

17.2.2 Pan:xupoBaHne KOMIIOHEHTOB

FTP_TRP.1 «/loBepeHHBIII MapmipyT» COACpKHT TpeOOBaHUE, YTOOBI TOBEPEHHBIH
MapuipyT Mmexay ®BO u monb3oBareneM MpefoCTaBsUICS [UIsl COBOKYIHOCTH COOBITHH,
orpeneneHHbIX paspadorunkom I13/36. B0o3MOXKHOCTP MHUIIMHMPOBATH JAOBEPEHHBIA MapIIPyT
MOT'YT UMETb M0JIb30BaTeb u/umu @bO.

17.2.3 Ynpasaenue: FTP_TRP.1

Jnst  pynkmuii  ynpaBiaenus u3 kimacca FMT wmoryr paccmaTpuBaThCs —CIEIYIOLINE
JEUCTBHUS:

a) u3MeHeHue Habopa orepanuii, KOTopble TPeOYIOT JAOBEPEHHOIO MapIIpyTa, €CIU OH
MEETCS.

17.2.4 Ayaut: FTP_TRP.1

Ecmu B I13/3b Brmoueno cemeiictBo FAU GEN «['eHepaunmusi HaHHBIX —ayauTa
0€30MacHOCTHY, TO CIEAYeT MPEeayCMOTPETh BOZMOXKHOCTh ayAUTa CIEIYIOIINX AeHCTBHIA:

a) MUHUMAJIBHBINA: COOM ()YHKITUI TOBEPEHHOTO MapIIpyTa;

b) MuUHUMaNBHBIA: UIACHTU(PUKAIMS TOJIb30BaTeNel, AaCCOIMUPOBAHHBIX CO BCEMH
OTKa3aMu JIOBEPEHHOI'0 MapuIpyTa (€CJIM 3TO BO3MOXKHO);

¢)0a30BbIii: BCe MOMBITKH UCIIOJIb30BaHUS (DYHKIUN JOBEPEHHOT'O MapIIPyTa;

d) 6a30BbIii: WACHTHU(HUKAIUS MOJIB30BaTENEH, ACCOLMHUPOBAHHBIX CO BCEMH BBI30BAMHU
JIOBEPEHHOT'0 MapIuIpyTa (€CIu 3TO BO3MOYKHO).

17.2.5 FTP_TRP.1 /loBepeHHblil MApLIPYT

Wepapxuueckuii 1uis: HET HOJYMHEHHBIX KOMIIOHEHTOB.

3aBUCHMOCTHU: HET 3aBUCUMOCTE.

17.25.1 FTP_TRP.1.1

®BO nomxHBI NPEAOCTAaBIATh MapUIPYT CBS3M MEXAYy coO0oi U [BbIOOp: yoazneHHbiil,
JIOKQ/IbHYILL| TIOJIb30BATENIEM, KOTOPBIM JIOTMYECKH OTJIMYUM OT JAPYrUX MapLIpyTOB CBSI3U U
o0ecrieurBaeT YBEPEHHYIO HWICHTH(PHUKAIMIO €ro Havajla U KOHIIAa, a TaKXke 3alluTy
NepelaBaeMbIX JAHHBIX OT MOAU(PUKALIUU WIIA PACKPBITHSL.

17252 FTP_TRP.1.2

®bO nomwkHBI TO3BOJUTH [BBIOOp: @PHO, 1n0KanbHvie noavzosamenu, YOdJleHHble
noav306amenuy] AHUIUUPOBATh CBA3b YEPE3 TOBEPEHHBIN MapIIPYT.
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17253 FTP_TRP.1.3

®bO gomkHBI TpeOOBaTh WCIONB30BAHUS JOBEPEHHOTO Mapuipyra s [BBIOOD:
HauanvbHas aymeHmuukayus noivzoeamens [HazHayeHue: Opyaue Ycayeu, Oasi KOMOPHIX
mpebyemcs 0osepenHblil mapupym] |.
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Ipunoxenne A
(obs13amenvhoe)

3ameyaHus 10 IPUMEHEHHUIO (PYHKIMOHAJIBHBIX TPeOoBaHuii 0e30acHOCTH

Hacrosiee npuiokeHne COAEpKHUT JOMOJHUTEIHHOE PYKOBOACTBO MO HCIHOJIB30BAHUIO
CeMEICTB M KOMIIOHEHTOB, OIPEIETICHHBIX B pa3zeiax HaCcTOSIIErO CTAaHIapTa, KOTOPOE MOXKET
MOHAZIO0UTBCA  MOTpeOUTENsAM, pa3paboTUMKaM WIM OLCHIIUKAM TpU  HCIOJIb30BAHUU
KOMITOHEHTOB. /7151 ymporieHus norucka Tpedyemoit mHGOpManuy MopsiioK CIeI0BaHUS KIIacCOB,
CEeMENCTB U KOMIIOHEHTOB B [IpHIo’keHUX TOT K€, YTO U B pa3jienax HaCTOSIIEro CTaHaapTa.

A.1 Ctpykrypa 3ame4yaHuii

Hacrosmuit pasznen ompenensieT coxepxkaHue U (GopMy 3aMEeUaHHM, OTHOCSIIUXCS K
¢ynkunonansHbIM TpeboBanusaM ISO/IEC 15408.

A.1.1 CTpykTrypa Kjaacca

CrpykTypa QyHKIIMOHAIBHOTO KJIacca B IPUIIOKEHUU A ITpHUBEIeHA HA pUCYHKE A. 1.

____1____
[l
1]

1
!
! KJace
1
1

Kirou

KJiacca

| DyHKIMOHANBHBIN Ki1acc
| MOXET coAepKarhb
I
|
|

T T s ettt

1
1
1
HECKOJIBKO ' o b
! HKI[MOHAJIbHBIE V!
D YHKIIMOHATBHBIX o Y uu .
| CEMEHNCTBA ! =1
1 i 1
1

. CeMeUCTB !

Pucynok A.1 - CTpykTypa pyHKIIHOHAJIBHOIO KJacca

A.1.1.1 AUmsa kaacca

Nwms knacca - 3T0 yHUKaIbHOE UMsI KJ1acca, ONPENIEICHHOE B COOTBETCTBYIOLINX pa3zienax
HACTOSILEro CTaHAapTA.

A.1.1.2 IIpeacrasiieHue Kjacca

B mpencraBnenun kimacca B mpuioxkeHusx C-M  mpuBeneHa wuHdopmanus 00
UCIIOJIb30BAHUU  CEMEHCTB KOMIIOHEHTOB Kiacca. JlanHas wuHdopmanus aonojHEHa
COOTBETCTBYIOLIUM PHCYHKOM, IMOKAa3bIBAIOIIMM OPTraHU3aLUI0 KaXJIOro Kjacca MU CEMEWCTB B
Ka)KJIOM KJIacCe, a TAaKXKe HepapXUUECKUE CBSI3U MEXly KOMIIOHEHTaMH B Ka)KJIOM CEMEMNCTBE.

A.1.2 CTpykTypa cemelicTBa

CrpykTypa (yHKIIMOHAJIBHOIO CEMENCTBA B 3aMEYaHUAX MO MPUMEHEHUIO MPHUBEICHA Ha
pucyske A.2.
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Pucynok A.2 - CTpykTypa PYHKIIMOHAJBLHOIO CeMeiCTBA B 3aMeYaAHUAX 110
NPUMEHEHHI0

A.1.2.1 Ums cemeiicTBa

NwMms cemeiicTBa - 5TO yHHKalIbHOE MMsI CEMEICTBA, OMPEEIEHHOE B COOTBETCTBYIOIINX
pazzienax HacTOAILIETO CTaHaapTa.

A.1.2.2 3ameyaHnud 15 OJIbL30BaTEIs

3ameuaHusi IS TOJB30BATENsl COJICPXKAT JOMOTHUTEIbHYIO WH(OpMAINI, KOTOpas
MpPe/ICTaBIsieT HHTEpec Uil TMOTeHLUMAJbHBIX TIOJb30BaTeNell ceMelcTBa, TakuxX Kak
paspabotuuku 13, 3b, dyakmonansHbx makeToB, a Takke OO. J[aHHBIC 3aMedaHUsT UMEIOT
MH(OPMATUBHBIN XapakTep M MOTYT OXBaThIBaTh MPEAYNPEKIECHUS 00 OrpaHUYSHHSIX
MPUMEHEHHS U aCTIeKTaX, TPEOYIOIMUX 0c000T0 BHUMAHWS IPHU MCTIOIH30BAaHIH KOMIIOHEHTOB.

A.1.2.3 3ameyaHus 1J151 OCHIIUKA

3ameuaHusi ISl OICHIMUKA COACpX AT JIOOyr0 HH(POpPMAIHMIO, KOTOpas IMPeICTaBiIseT
uHTEpeC A pa3paboTunkoB M oneHmukoB OO mnpu mOpoBepKke €ro Ha COOTBETCTBUE
KOMITOHCHTAaM CeMeCTBa. 3aMe4YaHusl HOCAT WH()DOPMATUBHBIN XapaKTep M MOTYT OTHOCHUTBCS K
pa3IMYHBIM 001acTIM, TPEOYIOIIMM 0cO00T0 BHUMaHHUS MpU OIleHKe. J[aHHbIe 3aMevYaHusi MOTYT
BKJIIOYATh B c€0s1 pa3bsiCHEHUE HA3HAUCHUS U OTPECIICHHE BO3MOXKHBIX MyTEH MHTEPIpPETAUU
TpeOoBaHUM, a TaKXkKe MPEJOCTEPEeKEHUsI U MPEAYNPEKIACHUs, MPEACTABIAIONINE OCOOBIN
WHTEPEC IS OLICHIITUKOB.

[ToAnmyHKTHI ¢ 3aMeUaHUSMU 7Sl TOJIb30BATEINS U OICHILMKA HE SBISIOTCS 00g3aTeNbHBIMU
Y TIPUBOSATCS TOJIBKO MPH HEOOXOIMMOCTH.

A.1.3 CTpyKTypa KOMIIOHEHTa

CrpykTypa (QyHKIIMOHAILHBIX KOMIIOHEHTOB B 3aMEUaHHUAX MO MPUMEHEHHUIO IMOKa3aHa Ha
pucyske A.3.
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1
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Pazpemennsie
onepanuu

Pucynok A.3 — CTpykrypa pyHKIIHOHAJILHOT0 KOMIIOHEHTA

A.1.3.1 UpenTudukanuss KOMIOHEHTA

MM KOMIOHEHTa - 93TO YHUKaJbHOE HMs KOMIIOHEHTa, ONpEIEJICHHOe B
COOTBETCTBYIOIIMX Pa3Jieax HACTOALIETO CTaHIapTa.

A.1.3.2 O00cHOBaHHE KOMIIOHEHTA U 3aMeYAHUS M0 MPUMEHEHUI0

B 1aHHOM TOANYHKTE MOXET COAEpKaThCs Jr00asi OTHOCAUIAsACA K KOMITOHEHTY
«uHbOpMaLHSI».

- ObocHosaHue CONECPKHUT TaKWe ICTAIH, KOTOPHIE YTOUYHSIOT oOmue (HOopMyIHPOBKU
IIPUMEHUTEIBHO K ONpPE/ICTIEeHHOMY YPOBHIO; €r0 CJelyeT UCIOIb30BaTh TOIBKO B Cllydae, €cliu
Ha 5TOM ypOBHE TpeOyeTcs pacIIMPeHHOE OHCAaHUE.

- 3ameuanus no npumenenuro COAEPKaT NONOJHUTEIbHOE YTOUHEHHE B BUJE OINMCAHMA,
OTHOCAIIETOCS K OIPEACIIEHHOMY KOMITOHEHTY. YTOYHEHHE MOJKET KacaTbCs 3aMEYaHui st
MOJIb30BaTENsl W/WIM  OLCHIIMKAa, Kak ykazaHo B A.l.2. JlaHHOe yTOYHEHHE MOXET
UCTIOJNB30BAThCS TPU  OOBSICHEHWH TPHPOIBI  3aBHCUMOCTEH  (Hampumep, COBMECTHO
npuMeHsiemMas nHGopMalus Win AeHCTBUE).

JlaHHBI TOANYHKT HE SBISETCS OO0S3aTeNbHBIM W NPUBOAUTCS TOJNBKO  IIPH
HEeOOXOIUMOCTH.

A.1.3.3 Pa3pemieHHble onepauuu

B naHHOM moOAMyHKTE Ui KaXIOTO KOMIIOHEHTa COJEpKaTcsd PpPEeKOMEHJAMH IIo
BBITIOJIHEHUIO Pa3pEIICHHBIX B JAHHOM KOMITOHEHTE OTIEpaIfii.

OTOT NOJIYHKT HE SBJISIETCS 00513aTENbHBIM M IPUBOAUTCS TOJIBKO MPU HEOOXOJUMOCTH.

A.2 Tabdnuubl 3aBHCHMOCTEH

B cnmemyrommx Tabnumax 3aBHCMMOCTEH Ui (PYHKIIMOHAIBHBIX ~ KOMIIOHEHTOB
IPEJCTAaBICHbl TMpsMble, KOCBEHHbIE U BBIOMpAcMble 3aBHCUMOCTH  (YHKLIHOHAIBHBIX
KOMITOHEHTOB. {7151 Ka)K10ro KOMITIOHEHTa, OT KOTOPOI'0 3aBUCAT KakHe-Tu00 (yHKIMOHAJIbHbIE
KOMIIOHEHTBI, OTBeJeH cronden Tabiauubl. Jns Kaxaoro (yHKIMOHAJIBHOTO KOMIIOHEHTa
OTBEJIEHA CTpOKa TaOJuLbl. 3HAaKU Ha MEPECEUYEHUU CTPOK M CTOJIOLOB TaOJIUIBl YKa3bIBalOT
XapakTep 3aBUCHMOCTH COOTBETCTBYIOIIMX KOMIIOHEHTOB: «X» - HpsiMas 3aBUCHUMOCTB; «-» -
KocBeHHasi, a «O» - BblOupaemas. BriOupaeMyr0 3aBHCHMOCTh PAacCMOTPUM Ha TMpPUMEpE
komrnoHeHTa FDP _ETC.1 «3OkcnopT AaHHBIX MOib30BaTess 0e3 aTpuOyTOB O€30MacHOCTHY,
Tpedytomero npucyrcrBust komnoHeHta FDP ACC.1 «OrpaHndyeHHOE ynpaBiIeHHE JTOCTYIOM»
m6o xomnoneHta FDP IFC.1 «OrpanuyeHHoe ynpaBieHHE MHPOPMALMOHHBIMU HMOTOKaMM.
Tak, ecnu BbiOpan komnoHeHT FDP ACC.1 «OrpaHu4yeHHOE yINpaBiI€HUE AOCTYIIOM», TO
npucyrctBue FDP IFC.1 «OrpanuuyeHHoe ympapieHHE HH()OPMAIMOHHBIMU HOTOKaMM»
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HeoOs13aTenbHO U Hao0opoT. Ecnu nmepeceuenne cTpoku U ¢Tosd1a TabJUIbl MyCTO, KOMIIOHEHT
U3 CTPOKH HE 3aBHCHUT OT KOMIIOHEHTAa U3 CTOJOIA.

Tadauuna A.1 — Tabauna 3aBucumoctu A4 kiaacca FAU: Ayaut 6e3onacHocTu

I'NAD Nv4

I'VVS Nvd

[4VS Nvd

I'DLS NvdA

'din vid

I'ALN LA

'ANS LINA

[YNS LA

[I'WLS Ldd

FAU_ARP.1

o

FAU_GEN.1

FAU_GEN.2
FAU_SAA.1

FAU SAA2

FAU_SAA3

FAU_SAA.4
FAU_SAR.1
FAU_SAR.2
FAU_SAR.3

o

FAU SEL.1

FAU_STG.1

FAU_STG.2
FAU_STG.3
FAU_STG.4

=
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Taoauma A.2 — Tadauna 3asucumoctH 1 kiacca FCO: CBsa3b

1

‘ain vid

FCO_NRO.1
FCO_NRO.2
FCO_NRR.1
FCO_NRR.2

XXX X
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Ta6nauna A.3 — Tadauua 3aucumocty 1 kiaacca FCS: Kpunrorpadguueckas

MOJ/IEPKKA

FTP-trp.1

FTP_ITC.1

FPT_TDC.

1

FMT_SMR

FMT_SMF
1

FMT_MSA
3

FMT_MSA

FIA UID.1

FDP ITC.2

FDP_ITC.1

FDP_IFF.1

FDP_IFC.1

FDP_ACF.
1

FDP_ACC.
1

FCS_COP.

FCS_CKM

FCS_CKM
2

0O

FCS_CKM

0]

FCS_CKM.1

FCS_CKM.2| O

FCS_CKM.3| O

FCS_CKM4| O

FCS_COP.1
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Taoauna A.4 — Tadauna 3apucuMoctH 1 Kiaacca FDP: 3ammura 1aHHbIx
0JIL30BaTeJIs

['00V dad

1'ADV ddd

1’041 ddd

144l dad

['LLI dad

TLLI ddd

['LIN dad

'din vid

['VSIN LINA

CVSIN LINA

['ANS LINA

NS LANA

['SAL 1dd

['DLI d1d

I'ddL d1d

FDP_ACC.1

FDP_ACC.2

FDP_ACF.1

FDP_DAU.1

FDP_DAU.2
FDP_ETC.1

FDP_ETC.2

o

FDP_IFC.1

FDP_IFC.2
FDP_IFF.1
FDP_IFF.2

FDP_IFF.3

XX

FDP_IFF .4

FDP_IFF.5
FDP_IFF.6
FDP_ITC.1
FDP_ITC.2

FDP_ITT.1

FDP_ITT.2

FDP_ITT.3
FDP_ITT.4
FDP_RIP.1
FDP_RIP.2

©O O OO0 O X X X

FDP_ROL.1

FDP_ROL.2

FDP_SDI.1
FDP_SDI.2
FDP_UCT.1
FDP_UIT.1

FDP_UIT.2

FDP_UIT.3
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Tabauua A.S — Tabauna 3aBucumoctu Ajs kiaacca FIA: Unentudgukanus u
ayTeHTH(UKANNUSA

I'dLy vid
'nvn vid
'din vid

>

FIA_AFL.1
FIA_ATD.1
FIA_SOS.1
FIA_SOS.2
FIA_UAU.1
FIA UAU.2 X
FIA_UAU.3
FIA UAU.4
FIA_UAU.5
FIA_UAU.6
FIA_UAU.7 X -
FIA_UID.1
FIA_UID.2
FIA_USB.1 X

>

Tabanna A.6 — Tadauna 3apucumocty 14 Kiacca FMT: Ynpasaenune
0e30I1aCHOCTHIO

d

1'A0V ddd
['d4l dad
"VSIN LINA
L
L
INS LINA
I
NS LINA
L
‘NLS LINA

‘ALN LN

o8}

[
DOV ddd
1’041 4d
'ain’ vid
I
"VSIN LINA

FMT_MOF.1 - X
FMT_MSA.1 0

o
=

FMT MSA.2 o) -0 - .

ol
XX XX

FMT_MSA.3 - -l -] - .

FMT_MSA 4 0 -0 - - -] - } ]
FMT_MTD.1 - X
FMT_MTD.2 - X ]
FMT MTD.3 - X ] )

> X

=

FMT_REV.1 -

>~
>~

FMT_SAE.1 -

FMT_SMF.1
FMT_SMR.1 X
FMT_SMR.2 X
FMT_SMR.3 - X

99



CT PK ISO/IEC 15408-2-2017

Ta6aunna A.7 — Tadauna 3apucumoctH 144 kiaacca FPR: IlpuBatHocTh

I

‘ain vid

o

NN ¥dd

FPR_ANO.1
FPR_ANO.2
FPR_PSE.1
FPR_PSE.2 X
FPR_PSE.3
FPR_UNL.1
FPR_UNO.1
FPR_UNO.2
FPR_UNO.3 X
FPR_UNO.4

Taoauua A.8 — Tadauna 3apucumoctu a4 kiaacca FPT: 3ammura @50

1'
440 dov
I
"ain vid
1'd
O LA
I
ANS LINA
I
ANSLINA
['LLI Ldd

FPT FLS.1

FPT ITA.1
FPT ITC.1
FPT ITL1
FPT _ITI.2

FPT ITT.1

FPT ITT.2

FPT ITT.3 X
FPT_PHP.1
FPT PHP.2 - X - -
FPT PHP.3

FPT RCV.1 X

FPT RCV.2

>~

FPT_RCV.3 X
FPT RCV.4
FPT RPL.1
FPT_SSP.1 X
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IIpooonscenue mabauyvt 8

1'
440 dov
I
ain vid
1'd
O LINA
I
ANS LINA
I
AINSLINA
I'LLI Ldd

FPT_SSP.2 X
FPT_STM.1
FPT_TDC.1
FPT_TEE.1
FPT_TRC.1 X
FPT_TST.1

Taoauna A.9 — Tabauua 3aucumoctu s kiacca FRU: Ucnosib3oBanmne pecypca

I

STd Ldd

<

FRU FLT.1
FRU FLT.2
FRU_PRS.1
FRU_PRS.2
FRU RSA.1
FRU RSA.2

<

Taoauna A.10 — Taéauna 3apucumoctu s kiaacca FTA: noctyn k OO

n
VN VId
13
‘ain’ vid

FTA_LSA.1
FTA_MCS.1 X
FTA_MCS.2 X
FTA_SSL.1 X -
FTA_SSL.2 X -
FTA_SSL.3
FTA SSL.4
FTA TAB.1
FTA_TAH.1
FTA_TSE.1
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IIpuiaoxenune B
(obs13amenvhoe)

(I)yHKIII/IOHaJILHLIe KJIACChI, ceMeHCTBA H KOMIIOHEHThI

[Tpunoxenus C-M conepxar 3amMeyaHusi MO0 NPUMEHEHHIO (YHKIMOHAJIBHBIX KIIaCCOB,
ONpEIEICHHBIX paHee B HACTOSIIEM CTaHIapTe.
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IHpunoxenune C
(obs13amenvhoe)

Aynurt 6e3onacuoctu (FAU)

CewmeiictBa ayaura no ISO/IEC 15408 mpenocraBnstor aBropam I[13/3b BO3MOXXHOCTB
OTpeAeNIuTh TpeOOBaHUs JJII MOHUTOPUHIA JNEHCTBUIl MOJb30BAaTENsl U B HEKOTOPBIX CIydasx
OOHApYXHUTh CYIIECTBYIOIINE, BO3MOXHBIC WIH roToBsmmecs HapymeHus [16O. OyHkuum
aymuta Oe3zomacHoctd OO ompezaeneHbl ¢ TeM, YyTOObI MOMOYb OCYIIECTBISATH KOHTPOJIb 3a
OTHOCALIMMUCSA K O€30HacCHOCTH COOBITHSMH, M BBICTYHNAIOT Kak CIEpKHUBaroOmui (akTop
HapylieHui 6e3omnacHocTu. TpeGoBaHUs CEMEUCTB ayIuTa UCTIONIB3YIOT (DYHKIIMH, BKIIOYAIOIINE
B ce0s 3alIUTy JaHHBIX ayauTa, GopMar 3ammcu, BEIOOp COOBITUH, @ TaKKe HHCTPYMEHTAJIbHbBIE
CpeICTBa aHAJIM3a, CUTHAJIBI OMOBEUICHHS MpPU HAPYLIEHUH W aHAJM3 B PeabHOM MaciiTade
BpeMmeHu. JXKypHan ayauTa cieayeT MpeicTaBisiTh B (hopMaTe, JOCTYITHOM YeJOBEKY JINOO SIBHO
(Hanmpumep, XpaHs KypHal ayauTa B TakoM Qopmare), Tu00 HESBHO (HAmpUMep, MPUMEHSS
WHCTPYMEHTAJIbHBIE CPEJICTBA IPEIBAPUTENBbHOM 00paOOTKM JaHHBIX ayAWTa), HIH C
UCIOJIb30BaHUEM 00OHMX METOIOB.

IIpu cocraBnenuu TpeboBanuii ayaura Oe3omacHocTu aBropy I[13/3b crmemyer oOpamarh
BHUMaHHE Ha B3aMMOCBSI3b CEMEHCTB M KOMIIOHEHTOB ayAuTa. BO3MOXHOCTH peanu3anuu
COBOKYITHOCTH TpeOOBaHMI ayauTa B COOTBETCTBUU CO CIHMCKAMHU 3aBUCHUMOCTEN KOMIIOHEHTOB
MOJKET IPUBECTU U K HEKOTOPBIM HEAOCTaTKaM (YHKIMH ayauTa (Hampumep, IpH MPOBEICHUN
ayJHnTa BCEX COOBITHIA, OTHOCSIINXCS K O€30MacCHOCTH, HE Oy/eT BO3MOKHOCTH YIPABIATh UMHU
Ha CEJICKTMBHOW OCHOBE, TaKOW Kak NPUHAAIC)KHOCTh K OTAEIbHOMY IIOJB30BaTENI0 WU
00BEKTY).

C.1 TpeGoBanus ayaura B pacnpeejieHHON cpeje

Peanuzanus TpeOGoBaHMM ayauTa JUId ceTed W JAPYrMX OOJBLIMX CHCTEM MOXET
3HAYUTENIBHO OTJIMYAThCAd OT pealu3allud TakuX TpeOOBaHUI B aBTOHOMHOM cucrteme. Jlius
OONBIIMX M CIOXHBIX CHCTeM TpeOyeTcs Oosiee MpOJyMaHHBIH IUIaH cOOpa W yNpaBlIEHUS
JaHHBIMH ayJIuTa, TIOCKOJIbKY MX TpYyJHEEe HHTEPIPETHPOBaTh (M Aaxe XpaHuTh). OOBIYHBIN
CIMCOK, YHNOPSAOUYEHHBIH MO BPEMEHM, WM XKYpPHaJ COOBITHM, MOJIBEPrarollUXCs ayAuTy, He
NPUMEHUMBI B TJOOANBHBIX, HE CHHXPOHU3WPOBAHHBIX CETAX, B KOTOPBIX OJHOBPEMEHHO
MIPOUCXOTUT MHOKECTBO COOBITHH.

Kpowme Toro, B pactipeneneHHoM OO B pa3inMyuHBIX XOCT-KOMIIBIOTEPAX U CEPBEPAX MOTYT
OBbITh pa3jMyHble MOJIMTUKU Ha3zHaueHUs MMeH. [ Toro yToObl M30ekaThb M30BITOYHOCTU U
«CTOJIKHOBEHUS» UMEH, MOKET MOTPeOOBaThHCsI 00IIECETEBOE COVIAIIEHNE 00 UX COrJIaCOBAaHHOM
MIPEICTAaBICHUM [Tl AyAUTA.

Jns  oOcimyKUBaHMUs PACHPENEICHHOM CHCTEMbl MOXKET HOTPeOOBaThCS XpaHUIMLIE
JaHHBIX ayJuTa W3 MHOTUX OOBEKTOB, JOCTYINHOE NOTEHLUUAIbHO IIHPOKOMY KpYyTy
YIIOJIHOMOYEHHBIX I10JIb30BaTENCH.

Hakonen, k 31m0ynoTpebieHUsIM YHNOJHOMOYEHHBIX I10JIb30BAaTENEH CBOMMM IIpaBaMH
ClIeAyeT OTHECTH CUCTEeMAaTHYeCKOe YHUYTOXKEHHE OTAEIbHBIX OO0JIacTe XpaHEHUs MaHHBIX
ayauTa, OTHOCALIMXCA K JEHCTBUAM aIMUHUCTPATOPA.

Hexomno3unus kinacca FAU «Ayaut 6e300acHOCTH» Ha COCTABISIONIME €r0 KOMIIOHEHTHI
nokaszana Ha pucyHnke C.1.
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Pucynok C.1. lexomno3unus kiaacca FAU «Ayaurt 6e30nmacHoCTH

C.2 ABromaTrnueckas peakuus ayaura oesonacnoctu (FAU_ARP)

C.2.1 3ameyaHnusi N0 NPUMEHEHHIO

CemeiictBo FAU ARP «ABTOMaruueckas peakiusi ayauTa Oe30MacHOCTH» COICPIKUT
TpeboBaHMs M0 00paboTke coObITHI ayauTa. KoHKpeTHOE TpeOOBaHME MOYKET BKJIFOYATH B CE0s
TpeboBaHus curHana TpeBoru wim aeicteuii ®bO (aBTomarnueckas peakuus). Hanpumep, @bO
MOTYT O0eCIeUrBaTh MoJjauy CUTHaja TPEBOTH B PEabHOM BPEMEHH, MpEephIBaHUE Ipolecca ¢
BBISIBJICHHBIM HapyILIEHHEM, MpeKpalieHrue OoOCTyKUBaHUS, OJIOKUPOBAHHWE WM 3aKPBITHE
YYETHBIX JAHHBIX MOJIb30BATEIS.

CoObITHE aynuTa ompenensiercs Kak «BO3MOKHOE HapylleHHe O0e30MacHOCTH, €CIH Tak
yKazaHo B KomnoHeHTax cemeiictBa FAU SAA «Ananu3 ayaurta 6€301MacHOCTH.

C.2.2 FAU_ARP.1 Curnajsl HapyumieHusi 0€30acCHOCTH

C.2.2.1 3aMeuyaHus MO0 NPUMEHEHHUIO ISl 0JIb30BaTeJIsl

[Ipu curnane TpeBoru creayer NPEANPHUHATH OIpeAesieHHble nedcTBUs. OHU MOTYT
BKJIIOYaTh B ce€0si MHGPOPMUPOBAHHE YIOJHOMOYEHHOIO II0JIb30BATENsl, IPEIOCTaBICHUE
YIOJHOMOYEHHOMY TOJIb30BAaTEII0 IEpEeYHsT BO3MOXKHBIX MEp MPOTUBOACHCTBUA WU
BBIIIOJTHEHUE KoppekTupyromux geiicreuil. Astopy II3/3b cinegyer ObiTh  0COOEHHO
BHUMATEJIbHBIM MIPU ONPEJEICHUH MOCIEA0BATEIbHOCTU TPOBEACHUS TaKUX JACHCTBUM.

C.2.2.2 Onepanuu

C.2.2.2.1 Ha3nauyeHue

B osnemente FAU ARP.1.1 aBropy II3/3b cnenyer omnpeaenutrb JeWCTBHS,
MpeaNpUHIMAEMbIE B CIIy4ae BO3MOXKHOTO HapyIieHus: 6e3omacHocTH. [Ipumepom cucka Takux
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NecTBUM  sBAsETCS: «MH(DOPMHPOBATH YINOJIHOMOYEHHOTO IMOJIb30BaTeNsl, OJOKHUPOBATh
CcyObeKTa, IEHCTBHSI KOTOPOTO MOTYT NMPHBECTU K HAPYIICHUIO 0€30MacHOCTH». MOXKHO Takke
yKa3aTb, YTO MNpEANPUHUMAEMble JAEHCTBUS MOTYT OINpPENENAThCA  YIOJIHOMOYEHHBIM
I10JIb30BATEIIEM.

C.3 I'enepanus gannbix ayaura 0esonacHoctu (FAU_GEN)

C.3.1 3ameyaHusi 10 NPUMEHEHU IO

CemeiictBo FAU GEN «l'eHepauusi JaHHBIX ayauTa O€30MAaCHOCTH»  COICPKHT
TpeOoBaHUsI MO creuuPuKauu COOBITHI ayauTa, KOTOpPBIE CIIEAyeT TEHEepUpoBaTh C
ucnoib3oBanreM OBO 11t cOOBITHH, OTHOCIIIMXCS K 0€30IaCHOCTH.

DTO ceMENHCTBO OPraHW30BaHO TaK, YTOOBI M30€KaTh 3aBUCUMOCTEHN OT BCEX KOMITOHEHTOB,
TpeOYIOIMX TONACPKKUA ayauTa. B KakIoM KOMIIOHEHTE HMMEETCS TMOJTrOTOBIICHHAS CEKIUS
«AyauT», B KOTOPOM TEPEUYUCIIEHbl COOBITHS, TMpeasiaraeéMble s ayauTa B €ro
¢bynkunonanbHOM obnactu. ConepkaHue yKa3zaHHOM OOJIaCTH ayauTa UCIOJIb3YeTCsl aBTOPOM
I13/3b npu coctaBnenuu [13/3b nis 3aBeprueHus: onepaiuii 5Toro kommnonenta. Crenuduxanus
TOTO, YTO MOXET TIOJIBEPTaThCs aAyAUTY B (DYHKIIMOHAIBLHOU 00JIaCTH, COACPKUTCS B YKa3aHHOU
o0nacTu.

Cnucok coOBITHM, MOTEHIIMAIBHO MOABEPTraeMbIX ayAUTY, MOJHOCTHIO 3aBUCUT OT JAPYTUX
¢byakunoHansHbIX cemeirictB B [13/3b. IloaTomy B ommcaHue KakIoro ceMencTBa ClemyeT
BKJIIOYATh CIHUCOK COOBITHH, OTHOCAIIMXCS K CEMEWCTBY M NOTEHIIMAIBHO TOJBEPracMbIX
ayauTy, JUIs KaKIOro KOMIIOHEHTa cemeiictBa. Kaxkmoe coObiTHE B CHUCKE MOTEHIMAIBHO
MOJIBEPraeMbIX ayIUTy COOBITUH, crienu(pUIIMpoBaHHOE B (YHKIIMOHATHLHOM CEMEHCTBE, CIIEAYeT
OTHECTH K OJTHOMY U3 MIPUHSITHIX YPOBHEH reHepaiuu COObITHI aynuTa (TO €CTh MUHUMAaJIbHOMY,
0a30BOMYy, JETAIM3MPOBaHHOMY). OJT0 mpenoctasiser astopy I[13/3b wuHpopmanuro,
MO3BOJISIIOILYI0 O0ECIIeUNTh, YTOOBI BCE COOBITHS, MOTEHIIUAILHO MOJIBEPraeMble ayauTy, ObLIN
cneunumposansl B [13/3b. Kak HeoOxoamMo crenuduuupoBaTh COOBITHS, NMOTEHIMAIHHO
MOJIBepraeMble ayauTy, B COOTBETCTBYIOIIUX (DYHKIIMOHATBHBIX CEMEHCTBaX IMOKa3aHO Ha
CJIEYIOILEM ITPUMeEpE.

«Ecmu B II3/3b Brkmoueno cemeiictBo FAU GEN «['eHepamus maHHBIX ayauTa
0€30MaCHOCTHY, TO CJIEAYET MPEeTyCMOTPETh BOZMOKHOCTD ayANTa CIEAYIOIMINX IeHCTBHMA:

a) MMHHUMAJBHBIA: YCHEIIHOE HCIOJb30BaHUE (PYHKIHUH aJIMUHUCTPATUBHOTO
yIpaBieHus: aTpuOyTamMu 0€30MacCHOCTH MOJIb30BATEIIs;

b) 6a30BbIii: Bce MOMBITKH UCTOIB30BAaHUS (DYHKIIUN aAMHUHUCTPATUBHOTO YIIPABICHUS
aTpuOyTraMu 0E€30MaCHOCTH I0JIb30BATEIIS;

c) 0a30BbIi: uACHTHPUKAIMS MOAUPUIMPOBAHHBIX aTpUOYTOB 0E€30MacHOCTH
MOJIb30BAaTES;

d) gmeranM3WpOBAaHHBINA: HOBBIE 3HAYEHUS  aTPUOYTOB, 3a  HCKIIOUYEHUEM
YyBCTBUTEJIBHBIX aTpUOYTOB (HApUMep, Mapoiieil, Kirouel mudpoBaHus).»

Jist KaxIoro BBIOPAHHOTO (PYHKIIMOHAIBHOTO KOMIIOHEHTa B OOIIYI0 COBOKYITHOCTBH
COOBITHI, MOTEHIMAIBLHO TMOJBEPraeMbIX ayauTy, CIEAyeT BKIIOYHUTH T€ YKa3aHHbIE B HEM
COOBITHS, KOTOpBIE COOTBETCTBYIOT YypOBHIO, ycraHoBieHHOMY B FAU GEN «l'enepauus
JaHHBIX ayauTa Oe3omacHocTu». Eciu B mnpuBenenHom Boime npumepe B FAU GEN
«['enepanus JaHHBIX ayAuTa 0€30MaCHOCTU» BHIOPAH YpOBEHb «0a30BbIi», COOBITHS, YKa3aHHBIE
B MIEPEUUCIICHUAX «@» - «C», CIIEyeT OTHECTH K MOTEHIIUAIBHO TOJJBEPraeMbIM ayIUTY.

Cnenyer oOpaTuTh BHUMaHHWE Ha TO, YTO KaTErOPUPOBAHUE COOBITHUM, TMOTECHIIMATHHO
MOJIBepraeMbIX ayauTy, uepapxuyHo. Hampumep, ecnu tpedyercs «lenepanus 06a30BOro
ayJuTa», TO BCEe COOBITHS, TOTCHIIHAIHHO MOABEPraeMble Kak MUHUMAILHOMY, TaKk U 0a30BOMY
aymuTy, cieayeT BKIOYUTh B [13/36 ¢ moMomipio cOOTBETCTBYIOIIEH Onepalii Ha3HAuYeHUs, 3a
HCKJIIOUEHHUEM Cllydasi, KOra coObITHE 00Jiee BBICOKOI'O YPOBHS UMEET OOJIBLIYIO IE€TaIU3alHIo,
yeMm coObITHe Oonee Hu3Koro ypoBHs. Ecim TpeOyercs «['eHepanus AeTaan3upOBaHHOTO
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aynuta», To B I13/3b crneayer BKIIOUUTH BCe COOBITHS, NOTEHUUANBHO MOJBEPracMble ayauTy
(MHHHMAaTEHOMY, 0230BOMY U JAETATU3UPOBAHHOMY).

ITo ycmotpenuto atopoB I13/3b B cmmcok COOBITHI, MOTEHIMAIBLHO TOJIBEPracMbIX
ayaIMTy, MOTYT BKJIOYAThCS COOBITHS, MOMHUMO TpeOyeMbIX JUIsl JaHHOTO YPOBHS ayaWTa.
Hamnpuwmep, B I13/3b M0xHO 3asBUTH TOJBKO BO3MOKHOCTH MPOBEJECHUS MUHUMAIHHOTO ayauTa,
HECMOTpsT Ha BKIIOYEHHE OOJBIIOW 4YacTH BO3MOXHOCTEH 0a30BOr0 ayauTa, MOCKOJIBKY
HEKOTOPBIC M3 OCTaBIIMXCS BCTYMAIOT B MpOTHBOpeuue ¢ orpanudeHusmu I13/3b (manpumep,
MOTYT TpeboBaTh cOOpa HEJOCTYIHBIX JaHHBIX ).

OyHKIHMOHAIbHBIE  BO3MOXHOCTH, BBIIIOJIHEHUE KOTOPBIX MOPOXKAAET  COOBITHS,
IIOTEHLIMAJIbHO IOJBEPraeMble ayauTy, cieayeT ycraHaBiuBatb B II3 mmm 3B kax
(hyHKIIMOHATBHBIE TPEOOBAHUSI.

Hwxke mnpuBeneHsl NpUMEpbl THUIOB COOBITHH, KOTOpBIE CIIEAYET OIpENesnTh, Kak
MOTEHITMATIBHO MOJIBEPracMble ayAUTy B KaK10M (QyHKIIHOHaTbHOM KoMrioHeHTe [13/3b:

a) BBeZieHne 00bekToB 3 O] B agpecHOe MPOCTPAHCTBO CyOBEKTA;

b) ynanenue o0bEKTOB;

C) MIPENOCTABIICHNE WIX OTMEHA ITpaB WJIM BO3MOKHOCTEN JIOCTYIIA;

d) u3menenue aTpuOyTOB O€30MaCHOCTH CYObEKTa UIIM O0BEKTA;

€) MPOBEPKH MOJUTUKH, BhionHsieMble DBO kak pe3ynbrar 3ampoca CyObheKTa;

f) ucnonp3oBanue MpaB gocTyna st 00X0Aa MPOBEPOK MOTUTHKHY;

g) uCIoNb30BaHue (YHKIMNA UACHTH(PHUKAINN U ayTeHTHPUKAINHN;

h)  njelicTBusa, mpeANpUHHMAaeMble  ONEPaTOPOM  H/WIM  YHOJHOMOYEHHBIM
10JIb30BaTEIEM (HaIpUMep, M0aBJIEHNE Takoro MexaHusMma 3amuTsel ®bO, Kak 10CTyIHbIE
YeJI0OBEKY METKH);

1) BBOJI/BBIBO/I TAaHHBIX C/HA 3aMEHsSEMbIe HOCUTENN (HAaIpUMep, NeYaTHbIe MaTepHalbl,
JICHTBI, IUCKETHI).

C.3.2 FAU_GEN.1. I'eHepauus JaHHBIX ayIUTa

C.3.2.1 3ameuyaHus 10 NPUMEHEHHUIO /ISl T10JIb30BaTeJ sl

Komnonentr FAU GEN.1 «I'eHepaiusi JaHHBIX ayAuTa» OIpeAenseT TpeOOBaHUS 110
UICHTU(PUKAIIUN COOBITUH, MOTEHIMAIbHO TMOJABEPraeMbIX ayauTy, AJS KOTOPBIX CIIeIyeT
TeHEePHUPOBATH 3AIMCH ayJUTa, H COCTaB MHPOPMALIMHU B STHX 3AIHCSX.

Ecnu I1bO He mpemycmaTpuBaeT acCoLMallUUd COOBITUH ayAuTa C UIACHTH(PHUKATOPOM
MI0JIb30BATENSA, TO JOCTAaTOYHO INpuMeHeHusi Toiabko kKoMmnoHeHTa FAU GEN.1 «['enepanus
JaHHBIX ayauTay. To ke mpuemiemMo M B ciydae, koraa I[I13/3b comepkut TpeGoBaHUsS
npuBatHOCTH. Ecinn HE0OX0aMMO MOIKITIOUEHUE HIISHTH(HUKATOpa TOIB30BATEINS, JOMYCKAETCS
JOTIONIHUTENBHO Hcmonb30BaTh KOMIOHEHT FAU GEN.2 «Accomumarnusi uaeHTHUKaTOpa
TIOJIb30BATEIIS».

Ecnmu cyObekToM sBISIETCS TMOJB30BAaTENb, €r0 HACHTH(PHKATOP MOXKET OBITh 3alicaH B
KauecTBe HJEHTU(UKATOpa CYHIHOCTH. MmeHTudukatop mojb30BaTelsi MOXKET elle He ObITh
Bepuduuuposan, ecnu «Ayrentudukamus monb3oBatens» (FIA UAU) nwe npumenena. B
cllydae HeBEpHOTO MapoJis, JOKEH ObITh 3alMcaH UASHTH(PUKATOP 3asBICHHOTO MOJIb30BaTEIs.
Cnenyer npuHMMAaTh BO BHUMaHHE, YTO HYXHO YKa3aTh, KOTJa 3allMCaHHBIM UAEHTU(UKATOD HE
ObUT ayTeHTU(UITUPOBAH.

C.3.2.2 3ameuaHus 0 NPUMEHEHHUIO JIJIsl OLEHIIIHKA

Nwmeercs 3asucumocts 0T FPT _STM «Metku BpeMeHn». Ecian TouHOE 3HaueHNE BpEMEHU
coObITui JU1st JaHHoro OO HecylIeCTBEHHO, TO JOMYCKAETCs JOTUYECKHM OOOCHOBAHHBIM OTKa3
OT 3TOM 3aBHCUMOCTH.

C.3.2.3 Onepanuu

C.3.2.3.1 Boi6op

B FAU GEN.1.1 B pa3nene aynurta GyHKIMOHAJIbHBIX TpeOoBanuii, Bxonaumx B [13/3b,
clieyeT BBIOpaTh ypOBEHb COOBITUH, MOTEHLHATHHO MOJBEPraeMbIX AayAWTy, YKa3aHHBIH B
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paszene ayauTa Apyrux GyHKIMOHAIBHBIX KOMIIOHEHTOB, BKItoUeHHBIX B [13/3b. DTOT ypoBeHb
MOKET OBITh «MUHUMAJIBHBIMY, «0a30BbIMY, «1€TATU3UPOBAHHBIMY UM «HEOIPEICTICHHBIM.

C.3.2.3.2 HaznaueHue

B FAU GEN.1.1 asropy II3/3b crnemyer cOCTaBHTb CIHCOK M JPYTHX COOBITHIH,
MOTEHIMAJIBHO MOJBEPraéMbIX ayIuTy, JUIsl BKJIIOUEHHMS B CIIMCOK COOBITMH, NMOTEHLMAIbHO
MoJIBEpraeMbIx ayaury. HazHaueHue B MEPEUYHMCICHUH «C» MOXXET HE BKIIOYAaTh B ce0s HHU
OJTHOTO COOBITHSI («HET») WM BKJIOYATh COOBITHS W3 (PYHKIMOHAIBHBIX TpeOOBaHUM,
MOTEHIMAJILHO TIOJIBEpraeMble ayJUTy 0oJiee BBICOKOT'O YPOBHS, 4eM TpeOyeTcsi B IepeUnCIeHUN
«b», a Takke COOBITHS, TEHEPUPYEMBIE TIPU UCIIOIB30BAHUH CIIEIU(UIIMPOBaHHOTO HHTEpderica
IIPUKJIaHOrO nporpammupoBanus (API).

B FAU GEN.1.2 amropy II3/3b cnemyer s BceX COOBITHI, TOTEHIIHAIBHO
noJBepraeMbIx ayauTy u BkitoueHHbIX B [13/3B, cocraBuTh crnucok WHOW HHGMOpMAIHH,
UMEIOILEH OTHOUIEHUE K ayAUTY, AJIs BKIFOUEHHS B 3aIIUCU COOBITUI ayIUTa.

C.3.3 FAU_GEN.2 Accounanusi H1eHTH(PHKATOPA N0JIb30BaTEJIs

C.3.3.1 3ameuyaHus 0 NPUMEHEHUIO IS NOJIb30BATEJISA

Komnonenr FAU GEN.2 cBsizaH ¢ TpeOOBaHHWEM HCHOJIb30BAHUS HICHTU(UKATOPOB
[I0JIb30BaTEeH MPU ydeTe COOBITHH, MOTEHLUUAIBHO MOJBEPraeMbIX ayJuTy. ITOT KOMIIOHEHT
cienyer ucnospi3oBath B gonojiHeHue K FAU GEN.1 «I'eHepaius 1aHHBIX ayquTay.

TpeboBanus ayauta U MpUBATHOCTH MOTYT IPOTUBOPEUMTH Ipyr Ipyry. Ilpu mpoBenenun
ayquTa JKelaTeabHO 3HaTh, KTO BBINOJHWI aeWcTBue. llonp3oBaTeslb MOKET HE MOKEIaTh
npeJaBaTh CBOM JEMCTBUS OIJIACKe, a TAKXKE MOYKET HE 3aX0TeTh, YTOOBI €ro UJIeHTU()UIIMPOBAIN
Apyrue Jmna (HampuMep, Ha caiite mowcka paboTsl). TpeGoBaHue 3amUTHI UACHTH(PHUKATOpPA
MI0JIb30BATENs] MOXKET TAKXKE COAEPIKAThCS B MOJUTHKE O€30MAaCHOCTH OpraHu3aluu. B Takux
cllydasix e ayauTa M COXPAaHEHHWs MPUBATHOCTH MPSIMO MPOTHBOIOJIOXKHBI IPYT IPYTY.
ITosToMy, eciu npH BBINOJIHEHUH TPEOOBaHUI ayuTa HEOOXOIUMO COXPAaHUTh MPUBATHOCTb, B
TOM KOMITOHEHTE MOXKHO HCIOJb30BaTh IICEBIOHUM IOJIb30BaTens. 1pebdoBaHus 10
OIpENICJICHUIO TOAJUHHOIO MMEHHU I0JIb30BaTeNsl IO IICEBIOHMMY coJepiKaTrci B Kiacce
«IIpuBaTHOCTBY.

Ecnu umaentudukaTop mnonb3oBaress emie He ObUl  BepU(PHUUIMPOBAH IMOCPEICTBOM
ayTeHTU(UKALMK, B CIIydae HEBEPHOTO JIOTHHA, CIEAYET 3aicaTh NACHTH(PHUKATOP 3asBICHHOTO
nons3oBarens. Cneayer mNpUHUMaTh BO BHUMAHHE, YTO HEOOXOAMMO YKaszaTh, KOI/a
3aMMCaHHbIA UACHTU(DHUKATOP HE ObLT ayTeHTU(HUITPOBAH.

C.4 Ananus aynura 6e3onacHoctu (FAU_SAA)

C.4.1 3ameyaHusi M0 NPUMEHEHHU IO

CemeiictBo FAU SAA omnpeaenser TpeOOBaHHS I aBTOMATH3WPOBAHHBIX CPEJCTB,
KOTOpBIE aHAIM3HUPYIOT TMOKa3aTenu (yHKIMOHWPOBAHUS CHCTEMBI M JaHHBIE ayAWTa B LEJSIX
IIOMCKAa BO3MOXHBIX WM pEalbHbIX HapylmIeHUH O0€30MacHOCTH. OTOT aHajau3 MOXKET
WCIOJIb30BaThCA JJI1 MOJIEPKKU KaK OOHApyXEHHS BTOpPKEHHUS, TaK U aBTOMAaTHYECKOM
peakIMM Ha 0)KUJaeMoe HapylleHue 0€30MacHOCTH.

HeiictBust ans BoinonaHeHUss @BO npu oOHapyKEHUM OXUAAEMOT0 WM MOTEHIMAIBHOTO
HapyLIEHUs ONpenensatoTcs B komnoHeHTax cemencta FAU ARP «ABToMarmyeckass peakuus
aynuTa 0€30MacHOCTH Y.

Jlns aHanmu3a B peXHMMeE PeajlbHOI0 BPEMEHH JaHHBIE ayIuTa MOTYT IpeoOpa30BbIBATHCS
HE TOJbKO B (OopMaT, MCHOJB3YEMBIM JUIsl aBTOMAaTHYECKONM 0O0pabOTKH, HO Takxke B (opmar,
yIOOHBIN AJI MPOCMOTpPA YIIOJTHOMOYEHHBIMU NOJIb30BATEISIMH.

C.4.2 FAU_SAA.1 AHa/iM3 NOTEeHIHAJBHOT0 HAPYIIEHHUS

C.4.2.1 3ameuyaHus 0 NPUMEHEHHUIO ISl N10JIb30BaTeJIsl

Komnonentr FAU SAA.l wucnosnb3yercss Ajisi ONPENENICHUS COBOKYIHOCTH COOBITUH,
MIOTEHLIMAJIBHO TOJBEPracMbIX ayJIuTy, IOSBIEHUE KOTOPBHIX (KaXAOrO OTHCIBHO WIH B
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COBOKYITHOCTH) YKa3bIBaeT Ha MoTeHIuanbHble Hapyienus [160, u npaBuil, npuMeHsIeMbIX JUIs
aHaIM3a YTUX HAPYILICHU.

C.4.2.2 Onepauun

C.4.2.2.1 Ha3znaueHnue

B FAU SAA.1.2 aBropy II3/3b crnexyer omnpenenuTb COBOKYITHOCTh COOBITHHA,
MIOTEHLIMAJIbHO IOJBEPraeMbIX ayJUTy, MPOSBICHHE KOTOPBIX (KaXKJOro0 B OTIEIBHOCTH WIIU
COBMECTHO) Oy/IeT yKa3bIBaTh Ha BO3MOXKHBIE HapymieHus [150.

B FAU SAA.1.2 aBtopy I13/3b cienyer onpenenuts go0ble Apyrue rnpaBuiia, KOTOpPbIE
®OBO crnenyer UCNonap30BaTh IS aHAIM3a KypHala ayauTa. DTH MpaBujia MOTYT BKIIOYaTh B
ce0s1 KOHKpETHbIE TPeOOBaHUS, COTJIACHO KOTOPhIM HEOOXOIMMO, YTOOB! B TEUEHUE YKa3aHHOTO
nepuoja BpPEeMEHU (HAampUMep, YCTAHOBJIIEHHOTO BPEMEHU CYTOK, 3aJaHHOTO HWHTEpBaja
BpPEMEHH) MPOU3OLLIN OIpeesieHHbIe COOBITUS. ECM HeT HUKAaKUX JOMOJHUTENBHBIX MPaBUII,
KOTOpBIE NOKHBI Hcnoyib30BaTh OBO mpu anHanuse KypHaia ayauTa, TO JTaHHOE Ha3HAYEHUE
MOJKET OBITh BBIITOJHEHO KaK «HETY.

C.4.3 FAU_SAA.2 BoisiBjIeHUEe aHOMAJIUM, OCHOBAHHOE HA npoduJie

C.4.3.1 3ameyaHusi 10 NPUMEHEHHUIO [JIs1 N10JIL30BaTeJIs1

Ilpogpune sBrsercs CTPYKTYpOH, XapaKTepU3YIOIIeH MOBEIEHUE MOJIb30BaTeNe H/Win
CyOBCKTOB; OH OIHCHIBACT PA3IMYHBIC CIIOCOOBI B3aMMOJICHCTBHS IMOJIb30BATENICH/CYOBEKTOB C
®BO. [IlabmoHbI UCMONB30BaHUS JJIS  TOJIb30BATENICH/CYyOBEKTOB  YCTAHABIHMBAIOT IO
OTHOLICHHUIO K pa3JIMYHbIM BHUJAM pE3YJIbTaTOB HUX JAEATEIbHOCTH, BKIIIOYas, HaIpUMED,
11a0J0HBI BOSHUKHOBEHMSI MCKIIIOUUTENBHBIX CUTYalui, IIA0JOHBI HCIOJIb30BAaHUS PECypCOB
(korma, KakWx, Kak), MaOJOHBI BBHIMOIHAEMBIX JCUCTBUNA. Mempuku npoghunisi CChIIAIOTCS Ha
CHOCOObI, KOTOPBIMU pa3MYHbIC BHUJBI JAEATEIBHOCTH OTpa)XaroTcsi B mpoduiie (Hampumep,
M3MEpEeHNe UCIIOJIb30BAaHHBIX PECYPCOB, CUETUMKU COOBITHI, TaliMepHl).

Kaxnpiii mpoduns mpencraBisier coOOW  okujgaemble 1IaOJOHBI  UCIHOJIb30BaHUS,
BBINIOJIHSAEMbIE YWICHAMHU TPYNIBI, HA KOTOPYIO OH OPUEHTHPOBAH (yeregas epynna npoguis).
JlanHblit 1m1aOJIOH MOXET OCHOBBIBATHCS Ha TMPEIIECTBYIOIIEM HCIOIb30BaHUU (111a0JI0H
MPEIBICTOPHH) WM Ha OOBIYHOM HCIIOJIb30BAHHUH ITOJIB30BATENISIMU MOTOOHBIX IIENIEBBIX TPYIIT
(oxumaemoe noBeaenue). Llenesas rpynna npoduis BKIOYaeT B ce0s OAHOTO MM HECKOIBKHUX
nosib3oBarenei, B3aumozeicTeyronmx ¢ ®bO. JleareabHOCTh KaXA0ro 4jaeHa IpyNibl JaHHOTO
npoduis aHAIU3UPYETCS UHCTPYMEHTAIBHBIMHU CPEACTBAMH, YTOOBI CPAaBHUTH €€ C HIabJIOHOM,
MIPEJCTaBICHHBIM B mipodute. [I[pumepamu 11eneBbIX TPy MPoQUIIs SIBISIOTCS:

a) y4yeTHas 3aluCh OTAEIBHOTO TIONB30BATENSd - OJUH MNPOQUIL UIA KaXIOTo
10JIb30BATE;

b) uaentudukaTop rpynnsl UIM ydeTHas 3alKuch TPYMIbLI - OAUH TpOoduiIb IS BCeX
MOJIb30BaTese, KOTOPhIe UMEIOT OJUH M TOT ke WACHTHU(PHUKATOP TPYMHIbl WIK paboTaroT,
UCTIOJB3Ys OOIIYIO YYETHYIO 3aITUCh;

C) OmepaluoHHas PoJib - OJAMH MPO(UIbL HAa BCEX MOJb30BATENEH, BBIMOIHSIOMINX
JAHHYIO OTEPALMOHHYIO POJIb;

d) cuctema B 11€710M - OAMH MPOQHIIb HA BCEX MOJIb30BATENCH CUCTEMBI.

Kaxnomy uneny neneBoil rpynmnsl npoduis NPUCBAUBAIOT WHAWBHUIYAIBHBIN peuimune
NO003PUMENbHOU AKMUSHOCMU, TTOKA3bIBAIOLINHI, HACKOJIBKO €ro JesTeIbHOCTh COOTBETCTBYET
11a0JIOHY MCTIOIb30BaHUS CUCTEMBI, YCTAHOBICHHOMY B IPO(HIIE 3TOM TPYIIIbI.

CnoxXHOCTh CpPEICTB OOHApY>KEHUS OTKJIOHEHWH B 3HAYUTENBHON CTemeHu Oyaer
OTIPEAEIATHCS YUCIIOM LIEJEBBIX Ipymnn, npeaycMoTpeHHbX B [13/3B, u cl0XHOCTBIO METPUKHU
npodus.

JlaHHBI KOMIIOHEHT MCIONb3YIOT JUIsl ONpENEeNeHHUs KaK COBOKYIHOCTH COOBITHH,
MIOTEHLIMAJIBHO TOJBEPracMbIX ayauTy, MOSABIECHHUE KOTOPBIX (KaXKJOr0 B OTAEIBHOCTH WU
BMECTE) yKa3blBaeT Ha BO3MOkHble HapymeHus [IBO, Tak u mpaBui npoBeneHUs aHaiIu3a
HapylIeHWd. YKa3aHHas COBOKYIMHOCTb COOBITHII M TpPaBHJI MOXXET OBITb MOAU(PHUIIMPOBAHA
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YIOJHOMOYEHHBIM I0JIb30BaTEIEM MyTeM J00aBICHUS, MOAU(DUKAIIMYN WIH yJaleHUs] COOBITHIA,
WJIH TIPaBUIL.

IIpu cocraBnennu I13/3b crnenyer mepeyucnuTh BUIBI IEATEILHOCTH, KOTOPBIE CIEAYyET
OTCIICKHUBATh W aHaNu3upoBarh ¢ wucnonb3oBanuem DBO. Aptopy [13/3b crnemyer ocobo
yKa3aTb, Kakasi MH(pOpMalus O JeATeIbHOCTH MOJb30BaTele HeoOXoauMa MpHU COCTaBJICHUU
npoduieit HCIIOIb30BaHUS CUCTEMBI.

FAU SAA.2 «BswisiBIeHHE aHOMAINH, OCHOBAaHHOE Ha MPO(dHIIe» CONEPKUT TpeOOBaHHE,
yro061 ®BO conpoBoXkAamM NPOPHUIN MCIONB30BaHUS cHcTeMbl. IloJ compoBoXIeHHEM
MMOHUMAETCS aKTUBHOE y4acTHe JIETEKTOpa OTKIOHEHUI B OOHOBJIEHNU NTPODUIIS UCTIOIb30BaHUS
CUCTEMBbI B COOTBETCTBHM C HOBBIMHU JI€UCTBHUSIMHU, BBIOIHSIEMBIMU YICHAMH LIEJIEBOM TPYIIIbI
atoro npoduis. Baxno, urodsl aBTopom [13/3b Oblna ompepeneHa MeTpuKa MpeACTaBICHUS
NEeSATEeIbHOCTH MOJb30Baressa. WHAMBUA MOXKET BBIMOJIHATH THICSYM PA3IMYHBIX JEUCTBHM, HO
NETEKTOp OTKJIOHEHUH crnocoOeH oToOpaTh [UIsi KOHTPOJS TOJBKO HEKOTOphle U3 HHX.
Pe3ynbTaThl aHOMAIBHOM NIEATENHHOCTH UHTEIPUPYIOTCA B MPODUIH TaK XKe, KaK U pe3yIbTaThl
HOPMaJIbHOU AEATEIbHOCTH (IIPHU YCIOBUH BHIMOJHEHUS] MOHUTOPHUHTA 3TUX AeicTBuii). To, 4to
CUMTAJIOCh OTKJIOHEHHEM YEThIPE MecsIia Ha3a/l, CEroJHsI MOXKET CTaTh HOPMOi (M HA00OPOT) U3-
3a U3MEHEHHs yciaoBH paboThl mois3oBateneil. ®bBO He OyayT cnocoOHBI yuecTh M3MEHEHUE
CUTYyallud, €CIM B ITOPUTMAax OOHOBJIECHHUS MPOQWIs HE OTpakeHa Kakas-In00 aHOMaibHas
NesITeNIbHOCTD MOJIb30BaTeNeH.

AJMUHUCTpAaTUBHBIE  YBEAOMJICHMS  CJIE€IYEeT  JIOBOAWUTH  JI0  YIOJHOMOYEHHOIO
0JIb30BAaTENs TaK, YTOOBI OH MMOHUMAJ BAXKHOCTh PEUTHHTA MOJO3PUTEIHHON aKTUBHOCTH.

Agsropy I13/3b cnenyer omnpenenuts, Kak HHTEPHIPETUPOBATH PEUTUHTH MOJO3PUTEIEHON
aKTUBHOCTH U YCIIOBUS, IIPH KOTOPBIX B CIy4ae aHOMAJIbHOTO MOBEACHUS HYKHO 00pamaThes K
mexanusMmy cemerictBa FAU ARP «ABTroMarudeckas peakuus ayauta 6e30MacHOCTH.

C.4.3.2 Onepauun

C.4.3.2.1 Boibop

B FAU SAA.2.1 aBropy I13/3b crnenyer ompenenuts neneByto rpymnmny mnpodumns. Oaun
I13/3b MoxeT BKITI04YaTh B ce0s1 HECKOIBKO IEJIEBBIX TPYII MPOdUIIS.

B FAU SAA.2.3 aBropy II3/3b cnenyer ompenenutb ycinoBus, mpu KoTopbeix DPBO
coo0maroT 00 aHOMAJIbHOM TMOBEICHHH. YCJIOBHS MOTYT BKJIIOYaTh B Ce0s JTOCTHIKEHUE
PEUTHHIOM TOJO3PUTENHHOM AKTUBHOCTH HEKOTOPOrO 3HAYEHUS WJIM OCHOBBIBATHCS Ha
OTIpeIeIEHHOM BH/JI€ aHOMAaJIbHOTO ITOBEACHHUSI.

C.4.4 FAU SAA.3 DBpuCTHKA aTaKl

C.4.4.1 3ameuaHusi 0 NPUMEHEHHUIO /ISl 0JIb30BaTEJIs

CylI1ecTBYIOT CUCTEMHBIE COOBITHSI, KOTOPBIE 3aCIYKHBAIOT OTIEIHHOTO OTCIC)KUBAHMSL.
[Ipumepamu Takux COOBITUHN SIBIAIOTCS yAaleHue (aiiia ¢ KI4eBbIMUA JaHHBIMU 0€30IMacHOCTH
®BbO (Hampumep, (aiia maposiel) WM TOMBITKA YIAJIEHHOTO IIOJIB30BATENS TTOJTYYHTh
aJIMMHHUCTpATUBHbIC IPUBHIIETHH. Takue COOBITHUS HAa3bIBAIOT «XapaKTEPHBIMIY, TOCKOJIbKY OHHU,
B OTJIMYHUE OT OCTAJBHBIX COOBITHH, CBUAETEIBCTBYIOT O MOMBITKAX BTOPKEHUS B CUCTEMY.

CnoXHOCTh CPEJCTB aHalIHM3a B 3HAYUTENBHOW CTETEeHU OyAeT 3aBUCETh OT HAa3HAYCHH,
caenanubix aBTopoM [13/3b ipu onpenenennn 6a30BOro MHOKECTBA «XAPAKMEPHBIXY COOLIMULL.

[13/3b cnenyer nepeyuciauTbh coObITHS, oTciexuBaemble PBO ¢ menpro X aHanM3a.
Asrtopy [13/3b cnenyer yka3arb, HAa OCHOBAaHMM KakKOW MH(QOpPMAIMU O COOBITHH €ro CleAyeT
OTHECTH K «XapaKTEPHBIM).

AJMUHUCTpAaTUBHBIE  YBEJOMJIEHUS  CJIENyeT JOBOAUTH  JI0  YIOJIHOMOYEHHOTO
MOJIb30BaTeNs TaK, 4TOObI OH MOHHMMAJ 3HAYEHUE ITHX COOBITUH U MPUEMIIEMYIO PEaKlHI0 Ha
HUX.

[Tpu cnenudukanum 3Tux TpeOOBaHUM MPEeTyCMOTPEHA BO3MOXKHOCTD MPUBICUYEHUS MHBIX
HCTOYHUKOB JJAHHBIX, KPOME JAHHBIX ay/UTa, AJI1 MOHUTOPUHIA CUCTEMBI. JTO OBLIO CIAEIAHO C
LEIbI0 PACHIMPEHUS MPUBJICKAEMBIX METOI0B OOHAPYKEHUSI BTOPKEHUS, KOTOPHIE MPU aHAJIH3e
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nokasareiae (QyHKIIMOHUPOBAHUS CHCTEMbl HCHOJB3YIOT HE TOJBKO JaHHbIE ayJauTa
(mpuMepamMu IpyTUX THIIOB MCTOYHMKOB JAHHBIX SBISIOTCS MapaMeTpbl CETEBBIX AeWTarpamm,
JaHHBIE O pecypcax/yueTe Wik KOMOMHALIUY Pa3IMYHBIX CHCTEMHBIX JaHHBIX).

Onementsl FAU SAA.3 «lIpocras »BpucCTHKa aTaku» HE TpeOyIOT, YTOObI pean3anus
ABPUCTHUK PACIO3HABAHUS MPSAMOUN aTak OCYIIECTBIIsIach TeMH ke B0, BBIMOJIHEHNE KOTOPBIX
MOJUIEKUT MOHUTOPUHTY. [103TOMY KOMIIOHEHTBI, IPUMEHsIEMbIE JJ1s1 OOHAPY>KEHHS BTOP>KEHHUS,
MOKHO pa3pabaTbiBaTh HE3aBHUCHUMO OT CHCTEMbI, MOKa3aTeau (YHKIMOHUPOBAHMS KOTOPOM
MO/JIEKAT aHAIIN3Y.

C.4.4.2 Onepauun

C.4.4.2.1 Ha3znauenue

B FAU SAA.3.1 aBropy I13/3b cnenyer maeHTudunmupoBats 0a30BO€ MMOIMHOKECTBO
CHCTEMHBIX  COOBITHH, TOSBICHME KOTOPbIX, B OTJIMYHE OT MHBIX IIOKa3areynei
(YHKIIMOHUPOBAHUS CHUCTEMBI, MOKET yka3biBaTh Ha Hapymienue [1BO. K HuMm oTHOCcsATCS Kak
coOBITHS, caMu TO cebe ykasblBarole Ha oueBUAHble HapymeHus I1bO, Tak u coObITus,
MOSIBJICHHE  KOTOPBIX  SIBJSIETCS  JIOCTaTOYHBIM ~ OCHOBAaHHMEM  JUIsl  IPHUHATHS — Mep
IIPEIOCTOPOKHOCTH.

B FAU SAA3.2 aropy II3/3b cnenyer cnenudunupoBat uHpOpMaIuIo,
UCTOJB3YyeMYyI0 TIpH OINpPEACICHUU TOKaszaresnell (yHKIMOHMPOBAHUS CUCTeMbl. JlaHHas
uHpopManusg SBISETCS HCXOAHOM JUIsi MHCTPYMEHTAJbHBIX CPEACTB aHallM3a IoKa3aTesen
(GyHKIMOHMPOBaHUS CUCTEMBI, TpuMeHsieMbIX B OO. Dta nHopMaIyst MOXKET BKIIIOYAaTh B ce0s
JaHHbIE ayJauTa, KOMOMHAIIMM AAHHBIX ayJIuTa C JPYTMMHM CHUCTEMHBIMHU JaHHBIMH U JaHHBIE,
oTIMYHBIE OT JMaHHbIX aynuTa. [Ipu cocraBnenun I13/3b crnemyer TodHO ompenenuTh, Kakue
CUCTEMHBIE COOBITUS M aTPUOYThI COOBITHUI UCIIOJIB3YIOTCS B KAUYECTBE UCXOAHOM MHPOpMAIIUH.

C.4.5 FAU_SAA.4 CioxHasi 3BPUCTHKA aTaKH

C.4.5.1 3amMeyaHus 0 NPUMEHEHUIO JISI T0JIb30BATEJISA

Ha mpakrtuke ciyuyaii, Korja cpeicTBa aHajud3a MOTYT TOYHO IpeAcKa3aTh OXKUAAEMOE
HapylieHne 0e30MacHOCTH, SBISETCS peakol ynadeil. TeM He MeHee, CYIIECTBYIOT HEKOTOpPhIE
CUCTEMHBIE COOBITHSA, BaXXHbIE HACTOJBKO, YTO BCErAa 3aciIyKUBAaIOT  OTAEIBHOTO
orcnexxuBanus. [IpumepaMu Takux COOBITHH SBISIIOTCS yhaneHue Qaila ¢ KIIOYEBbIMU
nanabIMU  Oe3omacHocT DBO  (Hampumep, (aiima maposiel) WM TOMBITKA  yIATCHHOTO
MOJIb30BaTENsl TMOJYYUTh AJMUHUCTPATUBHBIE MpPHUBWIETHH. Takue COOBITUS Ha3bIBAIOT
«XapaKTEpHBIMHU», MOCKOJbKY OHH, B OTJIMYHUE OT OCTAJIBHBIX COOBITHH, CBUAETEIHCTBYIOT O
MOTIBITKAX BTOpPXEHHUS B cuctemy. [locienoBaTenbHOCTh COOBITUN SIBISETCS YHOPSAOYCHHBIM
MHOKECTBOM «XapaKTEPHBIX» COOBITHM, KOTOPbIE MOTYT YKa3bIBaTh Ha MOIBITKU BTOPKEHHUS.

CnoXHOCTh CPEJCTB aHalIHM3a B 3HAYMTENHHOW CTETEeHU OyAeT 3aBHUCETh OT Ha3HAYCHHI,
caenanubix aBTopom [13/3b npu onpenenennu 6a30BOro MHOKECTBA «XapaKTEPHBIX» COOBITUN U
MOCJIEI0BATEIBHOCTEN COOBITHH.

Asrtopy I13/3b crnenyer ompenenuth 0a30BO€ MHOKECTBO «XapaKTEPHBIX» COOBITHI H
MOCIIEI0BATEIBHOCTEH COOBITHI, KOTOphle OymyT mpenctaBieHsl B ®BO. JlomosHUTENbHBIC
«XapaKTepHBbIE» COOBITUS M TOCIEAOBATEIBHOCTH COOBITHI MOTYT OBITH OIpEAeTIeHBI
pa3pabOTUNKOM CHCTEMBI.

Agstopy I13/3b cienyer nmepeduciuTh cOOBITHS, KOTOphIe cieayer orciexuBarb OPBO ¢
uenbto ux aHanusa. Asropy I[13/3b crnexgyer yka3aTh, Ha OCHOBaHMM KakoW HMH(pOpManuu O
COOBITUU €r0 MOKHO OTHECTH K «XapaKTEPHBIM.

AJMUHUCTpAaTUBHBIE  YBEJOMJICHUS  CJEIyeT JOBOAUTH  JI0  YIOJIHOMOYEHHOTO
MOJIb30BaTeNs TaK, 4TOObI OH MOHHMMAJ 3HAYEHUE ITHX COOBITUH U MPUEMIIEMYIO PEaKlHI0 Ha
HUX.

[Ipu cneun¢ukauu JaHHBIX TpeOOBaHMN MPEAyCMOTPEHa BO3MOXKHOCTH NPHUBIICYEHUS
UHBIX HMCTOYHUKOB, JAaHHBIX O (PYHKIMOHUPOBAHUU CHUCTEMBI, KPOME JAHHBIX ayauTa. JTO
CIENaHO C LEJIbI0 PACIIMPEHHs] MPUBICKAEMBIX METOJOB OOHAPYKEHHSI BTOPIKEHHS, KOTOpHIE
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IpU aHalu3e IoKaszarened (QYHKIMOHUPOBAHUS CUCTEMbl HCIOJB3YIOT HE TOJBKO JaHHbIE
aynuta (mpuUMepaMH JpYrux THUIIOB HCTOYHHKOB JAHHBIX SBJSIOTCS MapaMETpbl CETEBBIX
neftarpaMM, JaHHblE O pecypcax/ydeTe WM KOMOMHALMM PA3JIMYHBIX CUCTEMHBIX JaHHBIX).
[Toatomy ot aBtopa [13/3b Tpebyercsi crnenupuUIMpPOBaTh BUABI JaHHBIX, UCIOJIB3YEMbBIX MPHU
KOHTpOJI€ MoKa3zaresae pyHKINOHUPOBAHUS CUCTEMBI.

Onementsl FAU SAA.4 «CrnoxHas 3BpUCTHKA aTakuW» HE TPeOyroT, 4TOOBI peann3anus
ABPUCTHUK PACIO3HABAHUS MPSAMON aTak OCYIIECTBIIsIach TeMH ke @B, BBINMOJIHEHNE KOTOPBIX
MOAJNIC)KUT MOHUTOPHUHTY. [109TOMY KOMIIOHEHTHI, IPUMEHSIEMbIE I OOHAPYKEHHUST BTOP>KEHUS,
MOKHO pa3pabaTbiBaTh HE3aBHUCHUMO OT CHUCTEMBI, MOKa3aTreau (YHKIMOHHPOBAHUS KOTOPOM
MO/JIeKAT aHAJIH3Y.

C.4.5.2 Onepauun

C.4.5.2.1 Ha3znauenue

B FAU SAA.4.1 asropy II3/3b cnemyer wunentuduimpoBarh 0a30BOo€ MHOXKECTBO
MEPeYHs IOCIEeI0BATEIbHOCTEH CUCTEMHBIX COOBITHI, COBIAJCHUE KOTOPBIX JJIsI M3BECTHBIX
CIICHApUEB NPOHUKHOBEHUS. OTH IMOCIEIOBATEIbHOCTH COOBITUN MPEICTABISIOT WU3BECTHBIE
CLIEeHapuu IpOHUKHOBeHus. Kaxxaoe coObITHE B MOCIEN0BATEIBHOCTH CIIEAYET COMOCTABIISITH C
KOHTPOJIMPYEMBIMH CHUCTEMHBIMU COOBITUSMU, U €CIIM B HTOTE€ BCE CHCTEMHbIC COOBITHS
MIPOU30IILIN B ICHCTBUTEIBHOCTH, 3TO IMOATBEPKAAET (0TOOpaKAET) MOMBITKY TPOHUKHOBEHHUSI.

B FAU SAA.4.1 asropy II3/3b cneayer cneuuduiupoBarh 0a30Bo€ MOAMHOXKECTBO
CHCTEMHBIX  COOBITHH, TOABICHHE KOTOPHIX, B OTJIMYHE OT HMHBIX IIOKa3areyei
(GYHKIIMOHUPOBAHMS CUCTEMBI, MOKET yKa3biBaTh Ha HapyuieHue [1bO. K HuMm oTHOcsTCS Kak
coObITHS, caMu TO cebe ykaspiBarolue Ha oueBUAHble HapymeHus I1bO, Ttak u coObITus,
MOSIBJICHHE  KOTOPBIX  SIBJISIETCS  JIOCTAaTOYHBIM ~ OCHOBAaHHMEM  JUIsl  IPHUHATHA — Mep
IIPEIOCTOPOKHOCTH.

B FAU SAA4.2 asropy II3/3b cnenyer cnenudunupoBat uHpOpMaIuio,
UCTIOJB3YyEeMYI0 TIPU ONpEeAETICHUH ToKa3zareneld (QpyHKIHMOHUpoBaHHS cucTeMbl. MHpopmanus
SBIIAETCS  WMCXOAHOM  JUId  WHCTPYMEHTAJbHBIX  CpPEACTB  aHalu3a  IoKa3aTenen
(YHKIIMOHUPOBAHMS CUCTeMBI, mpuMeHseMblx B OO. B 3Ty umHpOpManuioo MOTryT BXOIWTH
JaHHbIE ayJauTa, KOMOWHAIIMM [aHHBIX ayauTa C IPYTMMH CHUCTEMHBIMH JAHHBIMU JaHHBIE,
OTIMYHBIE OT NMaHHbIX aynuta. [Ipm cocraBnenun I13/3b crmexyer To4HO oOmpenenuTh, Kakue
CUCTEMHBIE COOBITUS M aTPUOYTHI COOBITUI UCIIONIB3YIOTCS B KAUYECTBE UCXOAHOM MH(OpMAIIUH.

C.5 IIpocmoTtp ayaura 6e3onacHoctu (FAU_SAR)

C.5.1 3ameyaHnusi N0 NPUMEHEHHIO

CemeiictBo FAU _SAR omnpenensier TpedoBaHus1, OTHOCSIIKECS K TPOCMOTPY UH(pOpManu
ayauTa.

Crnemyet, 9T00b (DYHKIIUU MPETOCTABISUIA BO3MOKHOCTH OTOHMpaTh JAHHBIE ayauTa 0
WIM TOCJe COXpaHeHHs, oOecreunBas, HaIpUMep, BO3MOKHOCTh M30MpATENIbHOTO MPOCMOTpa
JTAHHBIX O CJICIYIONINX JIEHCTBUIX:

- JIEHCTBUS OJHOTO WJIM HECKOJBKUX TOJb30BaTeled (Hampumep, UASHTHU(HUKAIUS,
ayrentudukamnus, Bxoqa B OO u ACHCTBUSA M0 YIPABICHUIO TOCTYIIOM);

- IENCTBUS, BBIIIOJIHEHHBIEC HAJ[ ONIPEIeICHHBIM 00beKTOM Ui pecypcom OO;

- BCE COOBITUA W3 YKAa3aHHOTO MHOXXECTBA HUCKIIOYHUTEIBHBIX  COOBITHIA,
MO/IBEPraoIIUXCs ayAUTY;

- IENCTBUS, CBSI3aHHBIE C orpeaeneHHbIM aTpudyrom I150.

Buner mpocMoTpa pasznuyaroTcss MO0 (PYHKIHMOHAIBHBIM  BO3MOXKHOCTSAM. OOBIUHBIH
MIPOCMOTP TO3BOJISET TOJBKO MPOCMATpPUBaTh JaHHbIE ayauTa. BeiOopouHslil mpocMoTp Gosee
CIIOKEH M COJIEPKUT TPeOOBaHUsI BO3MOKHOCTH MOUCKA Ha OCHOBAaHUH OJTHOTO WJIM HECKOJIBKUX
KPUTEPHEB C JIOTHYCCKUMHU (TO €CTh THIIA «H/WIH») OTHOIICHUSMH, COPTHPOBKH HIU
(bUIBTpAUU NaHHBIX ayUTa 10 UX MPOCMOTpA.
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C.5.2 FAU_SAR.1 Ilpocmotp ayaura

C.5.2.1 Ob6ocHoBanne

JlaHHBIE KOMIIOHEHT OOECHEeYUT YIOJTHOMOYEHHBIM IOJb30BaTENsIM BO3MOKHOCTh
NOJydeHUsT W UHTepnperanuud uHopManuu. B ciiyuae monb3oBaTens-4eaoBeKa JTaHHAs
uHpopMalysa OJKHA MPEACTABIATHCS B MOHATHOM JJIsl 4elloBeKa BHJE. B ciayyae BHEIIHHUX
cymrHocre#t [T napopmanus 1omkHa OBITH OTHO3HAYHO MPECTABICHA B AJICKTPOHHOM BHJIE.

C.5.2.2 3ameyaHus 110 NPUMEHEHH IO ISl T10JIb30BATEJISA

Komnonentr FAU SAR.1 ucnons3yercs aias onpeneneHus BO3MOKHOCTH YMTATh 3aIUCH
ayauTa s 0JIb30BaTele /UM yIIOJIHOMOYEHHBIX MOJIb30BaTeNe. DTH 3alKucH ayauTa OyayT
MPEJCTABIATHCS B yIOOHOM ISl TIOJIB30BATENs BUE. Y MOJIb30BaTeNel pa3IMyHbIX TUIIOB MOTYT
ObITh pa3Hble TPEOOBAHUSA K MPEACTABICHUIO JAHHBIX ayIUTa.

Conepxanue 3amuceil aynuTa, MpeIHa3HAUYEHHBIX JUISI TNPOCMOTPA, MOXKET OBITh
YCTaHOBJIEHO 3apaHee.

C.5.2.3 Onepanuu

C.5.2.3.1 Ha3znauenue

B FAU SAR.1.1 aBropy II3/3b cnemyer yka3aTh YHNOJHOMOYECHHBIX ITOJIH30BATEIICH,
KOTOpbIE MOTYT MpOCMAaTpuBaTh JaHHbIe ayauta. Eciu 310 Heobxomumo, aBtop [13/3b moxer
ykazaTh poiu 6e3onacHoct (cM. FMT SMR.1 «Ponu Ge3omacHocTn).

B FAU SAR.1.1 aBropy II3/3b cnenyer yka3aTh, Kakue BHABI HH(POPMAIMH MOXKET
[oJlydyaTb W3 3alucedl ayauTa JaHHbIM Iojb30Barenb. llpuMepamm  SBISIIOTCS  «BCS
uHpopMaLug», «<uIeHTUPUKATOP CyOBEeKTay, «BCs MH(MOpMaLIKA U3 3aluceil ayuTa, UMEIOIINX
CCBUIKM Ha 3TOTO MOJIb30BaTEI».

C.5.3 FAU_SAR.2 OrpaHu4eHHbIi POCMOTP ayauTa

C.5.3.1 3ameyanusi 1o NpUMEHEHHUIO [JIs1 N10JIb30BaTeJIsl

B xomnonente FAU SAR.2 onpenensiercsi, 4TO HU OAWH IOJIb30BaTENlb, HE YKa3aHHBIN B
FAU SAR.1 «IIpocMoTp ayauTay, HE CMOXKET YUTATh 3allMCH ayINTa.

C.5.4 FAU_SAR.3 Bb100po4HBbIi MIPOCMOTP ayAUTA

C.5.4.1 3ameuaHnusi 10 NPUMEHEHHUIO JIAl T0JIL30BATEJIs

Kommonent FAU SAR.3 ompenenser BO3MOXKHOCTb BBIOOPOYHOTO MPOCMOTpPA JaHHBIX
ayauta. Ecmym mpocMOTp MPOBOAWTCS Ha OCHOBE HECKOJIBKHX KPHUTEPHEB, TO HEOOXOIUMO,
9TOOBl OHM OBUTM JIOTMYECKH CBSI3aHbl (HApUMEp, OMNEpalUsIMHU «U», «HIN»), a
WHCTPYMEHTAJIbHBIE CPEJICTBA MPENOCTABWIM BO3MOXXHOCTH OOpabOTKM [aHHBIX ayauTa
(Hampumep, COPTUPOBKH, (GUIBTPALIUN).

C.5.4.2 Onepanuu

C.5.4.2.1 Boi0op

B FAU SAR.3.1 aBtopy I13/3b cinenyer BoiOpaTh, Kakue neWcTBHS (IIOWCK, COPTUPOBKY
u/unm ynopsiiouenue) MoryT BeimosHATs DBO.

C.5.4.2.2 Haznauenne

B FAU SAR.3.1 aBropy II3/3b cnemyer ycTaHOBUTH KpUTEPUH, BO3MOXKHO JIOTUYECKU
CBSI3aHHBIE, HAa OCHOBAaHUU KOTOPBIX MPOBOAMTCA BHIOOP MaHHBIX ayAWTa AN MPOCMOTpA.
Jlormueckue CBSI3M UCHOIB3YIOT MPHU ONPEAEICHUH, IPOBOAUTCS JIU OIepalus HajJ OTJAEIbHBIMU
aTpuOyTaMu HJIM COBOKYIHOCTBbIO aTpuOyToB. IIpumepamu Takoro Ha3Hau€HHUs MOTYT OBbITbH
MpUKJIaaHas 3ajada, YYETHbIE JaHHbIE W/WIM MECTO HAXOXKICHHS Iojb3oBaTens. B naHHOM
cllydae OIepaluio JOMyCKaeTcs CnenuuiIupoBaTh ¢ TOMOIIBIO 000K KOMOWHAIIUY ITHUX TpeX
aTpuOyTOB.

C.6 Bb16op cooObiTHii ayngura 6e3onacioctu (FAU_SEL)

C.6.1 3ameyanus M0 NPUMEHECHHIO

CemetictBo FAU SEL «Bpi0op coObiTuil ayquTta 0€301acCHOCTHY COAEPKUT TpeOOBaHMUS,
CBSI3aHHbIE C UICHTU(UKAIMEH TOro, Kakue COOBITHS, NOTEHIMAJIbHO MOJABEpraeMble ayaury,
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nefcTBUTENbHO moanexar ayauTy. CoOblTusi, MOTEHIMAIbHO IO/ABEpraeMble ayauTy,
ompenenstorcs B cemeiictBe FAU GEN «l'eHeparusi JaHHBIX aynuTa 0€30MacHOCTH», HO JJIS
BBINOJIHEHUS ayJUTa 3TUX COOBITMH MX CJEyeT ONpPENeNHUTh Kak BbIOMpaeMble B KOMIIOHEHTE
FAU SEL.1.

OTO ceMeHCTBO 00ecredyrBaeT BO3MOKHOCTb IPEAOTBPAIIECHUS pa3pacTaHMs KypHaia
ayauTa 10 TaKuX pa3MepoB, KOTJa OH CTAHOBHUTCS OECIIOJIE3HBIM, IyTE€M OIpeesIeHUs
MpUEMJIEMON M30MPATETbHOCTH COOBITHH ayauTa 0€30MacHOCTH.

C.6.2 FAU_SEL.1 U30upaTebHbIA Ay uT

C.6.2.1 3amMeyaHus N0 NPUMEHEHHIO ISl T10JIb30BATEJISA

Komnonentr FAU SEL.1 ompenenser KpuTepuu, UCHOIb3yeMble Uil O0TOOpa COOBITHIA,
KOTOpble OyayT MOABEPrHYTHl ayauTy. Kpurepum MOryr [omyckaTb BKIIOUEHHE WIU
UCKJIIOYEHHE COOBITMH W3 COBOKYMHOCTH COOBITHH, IOJBEPralolIUXCs ayauTy, Ha OCHOBE
aTpuOyTOB MOJIb30BaTENIeH, CYObEKTOB M OOBEKTOB UJTM THIIOB COOBITHIA.

JUiss  3TOro KOMIIOHEHTa He NPEeANoJaraerTcsi CyIIeCTBOBaHUE HIACHTU(UKATOPOB
OTIENbHBIX MOJb30BaTENIEH, YTO MO3BOJISIET NMPUMEHATh ero ans takux OO, kak, Hampumep,
MapIIpyTU3aTOPbl, KOTOPbIE MOTYT HE MO/JIEP’KUBATH MTOHITHE M10JIb30BATEIEH.

B pacrnipenenenHoii cpeie B KauecTBe KpUTepus A 0TOOpa coOBITHH, KOTOpble OynyT
MOJIBEPTHYTHl ayJHUTy, MOXET OBITh HCIOJNB30BAaH HAeHTU(UKAaTOp Yy3ma certn. llpaBa
YIOJIHOMOYEHHBIX MOJIb30BaTelNel 110 MPOCMOTPY WIIN MoOIU(pUKAIMU  ycIOBUH  oTOOpa
OyayT perymupoBathcsi (yHKIUsSMU yrupaBieHus kommoHeHTa FMT MTD.1 «YnpaeneHnue
na"gHeIMA DBOY.

C.6.2.2 Onepanuu

C.6.2.2.1 BoiGop

B FAU SEL.1.1 asropy I13/3b cnenyer BbiOparh, Ha Kakux arpuOyrax 0e30MacHOCTH
OCHOBaHa M30UPATENILHOCTh ayJUTa: UICHTU(UKATOP 00bEKTa, UACHTU(PUKATOP I0JIb30BATEN,
UACHTUPUKATOP CyOBEKTa, HISHTH(PHUKATOP y3J1a CETH WU TUT COOBITHS.

C.6.2.2.2 Ha3znauenue

B FAU SEL.1.1 aBtopy I13/3b cnemyer ompenenuTh IONOJHHUTEIBHBIE aTPUOYTHI, Ha
KOTOPBIX OCHOBaHA M30MpPaTEeNbHOCTh ayauTa. ECau HEeT NOMONHUTENbHBIX IPaBUI, HA KOTOPBIX
OCHOBaHa U30MPATEIHHOCTH ayINTa, TO JAHHOE HA3HAYEHUE MOXKET OBITh BHIIOJIHEHO KaK «HET).

C.7 Xpanenne nanubix ayaura oezonacioctu (FAU_STG)

C.7.1 3ameyaHusi IO NPUMEHEHHU IO

CemeiictBo FAU STG onuceiBaeT TpeOOBaHUS MO XPAHEHUIO JaHHBIX ayAauTa Jyis
MOCTIEeYIOIEr0 MCIHOJIb30BAaHUA, BKIIIOYas TpeOOBaHUS KOHTPOJA 3a moreped MHpopManuu
ayauTa u3-3a c00s CHUCTEMbl, HallaJIeHUs] /UK MPEBbILIEHUs] 00beMa NaMsTH, OTBEAECHHON A
XpaHEHUS.

C.7.2 FAU_STG.1 3amuuenHoe XpaHeHHe )KypHAJIa ayJuTa

C.7.2.1 3ameyaHusi 10 NPUMEHEHHUIO [JIs1 N10JIL30BaTeJIsl

[TockonbKy B pacmpefeleHHON cpele pacholokKeHUue >KypHala ayAuTa, KOTOPBIH
Haxoautcst B Old, He 00s13aTeNIbHO COBMAIAET C PACIIOIOKEHUEM (DYHKIIMN reHepaluy JaHHBIX
ayauta, apTop I13/3b mMoxer nmoTpeboBaTh oOecneueHus] HEOTKa3yeMOCTH OTIPABICHUS 3allUCH
ayquTa WIM NpOBEACHMs ayTeHTU(UKALNUK OTIPAaBUTENS MEpE] 3aHECEHUEM 3allUCU B HKypHAaJ
ayaura.

®BbO OynyT 3amumaTh KypHajl ayauTa OT HECAaHKIIMOHMPOBAHHOTO YHUYTOXXEHUS WIH
Moudukanuu. OTMETUM, YTO B HEKOTOPBIX CUCTEMax ayAUTOp (POojb) MOKET HE pacrojiaraTh
MTOJIHOMOYUSIMU Ha y/aJI€HUE 3alicel ayiuTa B TeUEHUE ONPEAEIEHHOr0 epro/ia BPEMEHH.
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C.7.2.2 Onepauun

C.7.2.2.1 Boibop

B FAU STG.1.2 aropy II3/3b cnenyer cnenudunupoBath, A0MKHBI U DPBO
IPeJOTBpaIaTh WIM TOJIBKO BBIABIATH MOJU(PHKAIMIO XKypHaia ayauTa. MoxeT ObITh BhIOpaH
TOJIBKO OZIMH U3 3TUX BapHAHTOB.

C.7.3 FAU_STG.2 I'apanTiu A0CTYIIHOCTH AaHHBIX ayAUTAa

C.7.3.1 3ameuyaHus 0 NPUMEHEHHIO ISl T10JIb30BATEJISA

Komnonentr FAU STG.2 no3Bomsier aBropy I13/3b ompenenuts METpUKy AJs >KypHaia
ayaMra.

IlockonbKy B paclpeneineHHOW Cpele pACIOIOKEHHE SJKypHaja ayauTa, KOTOPBIM
Haxoautcs B OJ[®D, He 00s3aTeIbHO COBIAIAET C PACMOIOKEHUEM (PYHKITMH reHepaliy JaHHBIX
ayauta, apTop 113/3b mMoxker nmoTpeboBaTh obecneueHs] HEOTKa3yeMOCTH OTIIPABICHUS 3alUCH
ayauTa WM NPOBEIEHHs ayTeHTU(UKALUU OTIPABUTEINS MEpe]l 3aHECCHUEM 3alliCU B JKypHAI
ayaura.

C.7.3.2 Onepauun

C.7.3.2.1 Boibop

B FAU STG.2.2 aropy II3/3b cnenyer cnenudunupoBaTh, A0MKHBI U DBO
MPEJOTBpAIaTh WIH TOJIBKO BBIBIATH MOJU(PHUKAIMIO XypHaia ayanta. MoxeT ObITh BBIOpaH
TOJIBKO OZIMH U3 3TUX BapHAHTOB.

C.7.3.2.2 Ha3znaueHnue

B FAU STG.2.3 asropy II3/3b cnenyer cnenudunmupoBarb MeTpuky, koropyro ®bO
JOJDKHBI OOECHEeUnTh AJIs JKypHaja ayAuTa. JTa METPUKa OrPaHUYUBAET IOTEPIO JAHHBIX
yKa3aHMEeM MaKCHUMaJIbHOIO YHcia 3alMucei, KOTopble HE0OX0IMMO COXPAHATh, UM BPEMEHEM, B
TEUYEeHUE KOTOPOro obecreunBaeTcs XpaHeHue 3amnuceid. [IpuMepomM MeTpuKH MOXKET OBITh YUCIIO
100000, yka3biBarolee, 4yTo xypHai ayauta paccuutad Ha 100000 3anuceid.

C.7.3.2.3 Beibop

B FAU STG.2.3 aBropy I13/3b crnenyer cneuuduuupoBaTh ycioBue, npu koropom ®bO
JIOJDKHBI OBITH BCE €Ile CIIOCOOHBI COMPOBOXKAATH OMPEACICHHBIH 00beM JaHHBIX ayauTa. JTO
MOJKET OBITh OJTHO U3 CIEAYIOIIUX YCIOBUA: NEPENOIHEHNE )KypHala ayauTa, cOoi, aTaka.

C.7.4 FAU_STG.3 JleiicTBus B cJIyuyae BO3MOKHOM NOTePH JaHHBIX ayUTa

C.7.4.1 3ameuyaHus 10 NPUMEHEHHUIO /ISl T10JIb30BaTeJ sl

Kommonenr FAU STG.3 conmepxut TpeOoBaHNE BBITOJHEHUS OMPEICICHHBIX ICHCTBUHA B
cllydyae MPEeBBIIIEHNUS )KYPHAJIOM ayIuTa HEKOTOPOT'o 3apaHee ONpeAessieMoro npejena.

C.7.4.2 Onepanuu

C.7.4.2.1 Ha3znauenue

B FAU STG.3.1 aBropy II3/3b crnemyer yka3aTh 3HAU€HHUE 3apaHee OMPEIEIIEMOTO
mpefena OPUHATOTO  orpaHWyeHus. Ecnmm  (QyHKOMM — ympaBieHUs — JIOIYCKAalOT, YTO
YIIOJIHOMOYEHHBIN I10JIb30BaTeb MOYKET €ro M3MEHUTb, TO Ipeaesl NMPUHITOTO OTrpPaHUYEHUs
ABISICTCA 3HaueHWeM 1o ymondanuto. ABrop [13/36 MokeT MO3BOJIUTH YHNOTHOMOYEHHOMY
MI0JIb30BATENI0 BCET/la ONPEACATh 3TO OrpaHuyeHue. B 3ToMm ciydae Ha3HaueHHE MOXKET ObITh,
HanpuMep, CIEAYIOLUUM: «OTPaHNYEHNE YCTaHABIMBAET YIIOJHOMOYEHHbBIN MOJIb30BATENb.

B FAU STG.3.1 aBropy I[13/3b cnenyet cnenuduuupoBars AeHCTBUS, IpeIIpUHIMAaEMble
B CJIy4dae BO3MOXKHOT'O MEPENOJHEHHS KypHala ayauTa. OTU AEUCTBUS MOTYT BKIIIOUaTh B ce0s
MH(GOPMHUPOBAHUE YIOTHOMOYEHHOT'O I10JIb30BaTEIs.

C.7.5 FAU_STGJ4 IlpenorBpaiieHue noTepy JaHHbIX ayIUTa

C.7.5.1 3ameyaHusi 10 NPUMEHEHHUIO JIs1 N10JIL30BATEJIsI

B xomnonente FAU STG.4 omnpenensercs pexum QyHkunonupoBanuss OO mpu
NEPENoJHeHNN >KypHaJla ayauTa: HUTHOPUpPOBAHHME 3amucel ayauTra b0 NpHOCTAaHOBKA
¢ysakuonupoBanusi OO [uisl MpeAoTBpallleHUusT BO3ZHUKHOBEHUS COOBITUH, IOJIBEPTarOIIUXCS
ayauTy. YCTaHaBIMBAIOT, YTO HE3aBHUCUMO OT TPUHATOIO pEIIeHHUs] YIOJIHOMOYEHHBIN
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M0JIb30BaTEIb, HMEIOLINI COOTBETCTBYIOIIME IIpaBa, MOXKET INPOAOKATh TE€HEPUPOBATh
cOOBITHS (neficTBUA), TOABEprarouyecs ayauTy. OTO JAelaeTcs MOTOMY, YTO B IPOTHBHOM
cllyyae YHNOJHOMOYEHHBIH aJIMUHHCTPATOp HE CMOI Obl OCYIIECTBUTBH Ja)e Iepe3anyck
cucreMbl. CrnexyeT Takke MpeAyCMOTpPeTb JAeWcTBUs, mnpeanpuHumaemsle @OBO npu
NEPENOJHEHUN JKypHaJa ayAuTa, IOCKOJIbKY MIHOPHUPOBAHHUE COOBITHH, CIOCOOCTBYIOIIEE
ayumied noctynHoctd OO, NpuBEET TaKkKe K BO3MOYKHOCTU COBEPILAThH JEHCTBUS, HE OCTaBIIASA
0 HUX 3aIIMCEH U HE OTHOCA UX HA CYET ONPEICIIEHHOTO MOIb30BaTENIS.

C.7.5.2 Onepanuu

C.7.5.2.1 Boi6op

B FAU STG.4.1 asropy II3/3b cnemyer BbeIOparh, nomxkubl qu @®BO B cmyuae
NIEPENONIHEHN  JKypHaja ayauTa WIHOPUpOBaTb IPOBEACHUE aylIuTa, CIeoyeT JU
IIPEeIOTBpALaTh EHCTBUS, MOABEPralolIUecs ayAuTy, WIN CIEAyeT HOBBIE 3allUCH IOMEUIaTh
BMECTO CTapbIX. MoXkeT ObITh BHIOpaH TOJBKO OAWH U3 BAPUAHTOB.

C.7.5.2.2 Haznauenue

B FAU STG.4.1 aropy II3/3b cneayer omnpenenuth apyrue  JIeHCTBHS,
IpeanpuHIMaeMble B ciydae cOOs XpaHEHHWs JAHHBIX ayAWTa, TaKue Kak WH(POPMHpPOBAHUE
YIIOJTHOMOYEHHOIO T0Jb30BaTesd. EciM HET HUKAaKMX ApYrux ACWCTBHUH, KOTOPBIE HY)KHO
NPEINpUHATh B ciiydae cOOsl XpaHEHHs JaHHBIX ayluTa, TO JaHHOE Ha3HAYeHHE MOXKET OBITh
BBITIOJIHEHO KAK «HET.
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IIpunoxenune D
(obs13amenvhoe)

Cesa3b (FCO)

Knace FCO «CBsi3b» coepXuT TpeOoBaHUs, KOTOpble UMEIOT BakHoe 3HaueHue it OO0,
HCIIoNb3yemMoro Juisi oomeHa uH@opMmanuei. CemelicTBa ATOro Kiacca NpeaHa3HAYEHBI IS
o0ecrieyeHns: HEOTKa3yeMOCTH (TO €CTh HEBO3MOXKHOCTH OTpHUIATh (DaKT OTIpaBIICHUS MU
TOJTy4YeHUs TIepeIaBaeMoil HHGOpMAaITUn).

B »ToM Kkimacce wucmonp3oBaHO ToOHATHE «uH(popMmamusy. Mudopmanus  31ech
UHTEpPIpETHpYyeTCs Kak o0BEKT, MpeJHa3HAYCHHBIN 1715 nepeaadn, KOTOPhI MOXET COolepKaTh
COOOIIEHNE AJIEKTPOHHOW MOYTHI, (Paiil WIM COBOKYMHOCTh aTpUOYTOB IpENONpeaAeIeHHBIX
THUIIOB.

TepMHUHBI «JOKA3aTEebCTBO OTIIPABICHUS» M «I0KA3aTEIbCTBO IMOJIYYEHUS» MPUHSITHL B
nuteparype. OgHako HEOOXOAMMO HMMETh B BHJYy, YTO TEPMHUH 'IOKa3aTENbCTBO'" MOMXKET
MHTEPIPETHPOBATHCA KaK B IOPUAMYECKOM CMBICIe, Tak M B (opMe MareMaTndeckoro
o0ocHOBaHHA. B  KOMIOHEHTax ATOro Kiacca <«JI0Ka3aTeJbCTBO» IOHUMAETCs  Kak
«CBUAETENBCTBOY, TO ecTh ®BO neMOHCTPUPYIOT HEOTKAa3yeMOCTh 0OMeHa HH(OpMaIHeH.

Hexommnosunus kinacca FCO «CBsi3b» Ha COCTaBIISIIOIIME €r0 KOMIIOHEHTHI MOKa3aHa Ha
pucynke D.1.

Pucynok D.1 Aexkomno3unus kiaacca FCO «Cas3by»

D.1 Heotkazyemocts otnpasienust (FCO_NRO)

D.1.1 3ameyanus 1 MoJaL30BaATe A

«HeoTkazyemocTh  OTHpaBieHMs» OIpeaenaseT TpeOOBaHHUS IO  IPEAOCTaBIECHUIO
[I0JIb30BATESIM/CYOBEKTaM  CBHJIETENBCTBA  MAEHTHUYHOCTH  OTIPABUTENS  HEKOTOPOH
uHpopmanuu. OTHpaBUTETs HE CMOXET OTpHULATh (akT mepeaadd WHPOPMAIHUU, MOCKOIBKY
CBHUJIETENILCTBO OTIpaBJIeHUs (Hampumep, LUQpoBas MOAMNUCH) TOKA3bIBAET CBA3b MEXIY
OTIIpaBHUTENIEM W TepenaHHON uHopmanuei. llomydarenb WM TpeThs CTOPOHA MOXKET
IIPOBEPUTH CBUAETENIBLCTBO OTHpaBieHus. He cienyer nomyckars BO3MOKHOCTb MOJIEIKH ITOTO
CBUJETEILCTBA.

Ecnmu undopmanus uaM accouuupoBaHHble ¢ HeW aTpuOyThl KaKUM-THOO 00pa3zoM
U3MEHSIIOTCS, IOATBEP)KJICHUE TPABUIBHOCTU CBHUJAETENbCTBA OTIPABICHUS MOXET JaTh
oTpuuarenbHblii pesynbraT. [lostomy aBropy I13/3b crnemyer mpenycMoTpeTh BKIIIOYEHHE B
I13/3b TpebGoBanuii nenoctHoctu u3 kommnoHeHta FDP_UIT.1 «llenocTtHocTh mepenaBaeMbIx
JTAHHBIX».

Heotka3zyemocTh cBsI3aHa C HECKOJIBKUMU Pa3IMYHBIMU POJIIMHU, BBHIIOJHSAEMBIMU OJHUM
WIA HECKOJBKUMH CyObeKTamMu. Bo-mepBbIX, 3TO CyOBEKT, KOTOpBIH 3alpaliuBaeT
cBuaerenscTBo otnpasieHus (toapko B FCO NRO.1 «M30uparenbHoe A0Ka3aTeNbCTBO
OTIpaBICHUS»). BO-BTOPBIX, MOIyYaTeNb W/WIM Apyrue cyObeKThl, KOTOPBIM MPEIOCTaBIAETCS
CBUJETENbCTBO (HampuMmep, HOTapuyc). B-TpeTbux, CyObEKT, KOTOpbII 3alpaminBaeT
BepU(UKALMIO CBUAETENBCTBA OTHPABICHUS, HANPUMEp, IMOJy4yaTeldb WM TPeTbe JIUILO,
Harmpumep, apouTp.

Asropy II3/3b HeobxoauMo crneuuduUUpoOBaTh YCIOBUS, BBIIOJIHEHUE KOTOPBIX
o0ecrieurBaeT BO3MOXHOCTh BepU(ULMPOBATH MPaBUIBHOCTh CBUAETENbCTBA. [Ipumepom
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TaKOI'0 YCJIOBUSI MOKET ObITH BOZMOKHOCTh BEpU(PHUKAIIUU CBUAECTEILCTBA B TEUEHUE CYTOK. DTU
YCJIOBHS TO3BOJISIOT TaKKe MPUCIOCOOUTH HEOTKa3yeMOCTh K IOPUAMYECKHM TPEeOOBAHUSM,
TakUM, HampuMep, KaKk HaJIU4Yue BO3MOXKHOCTH TPEAOCTaBICHUS CBUIECTEIHCTBA B TEUEHUE
HECKOJIBKUX JIET.

B OonpmumHCTBE CchnydaeB  uAeHTH(UKATOp OTHOpaBUTENsl OyaeT COBIAgaTh ¢
UACHTU(PHUKATOPOM MOJIB30BATENs], KOTOPhI MHUIMUPOBAI Iepenady. B HEKOTOphIX ciydasx
aBrop [13/3b MoxeT HE moXenaTh SKCMOPTUPOBATH HACHTHU(UKATOP ToJb30BaTens. B stom
cllyyae eMy HEOO0XOAMMO NPHUHATH pEIIeHHEe O TOM, HYKHO JIM HPUBJIEKATh 3TOT KJIACC HIIU
HCIOJIb30BaTh UACHTU(UKATOD MpOBaiiiepa yCIyr CBA3M WK UASHTU(UKATOD y3/1a CETH.

Asrop I13/3b moxeT ucCrnonbp30BaTh MOMEHT Mepenaud HH(QOpMaluu B JOMOJIHEHUE K
UIeHTU(PUKATOPY TOJIb30BaTENsl WM BMecTo Hero. Hampumep, 3ampochl OynyT pacCMOTpPEHBI,
€CITM OHU OBLIM OTIPABJIEHBI 10 U3BECTHOTO Cpoka. B TakoMm ciydae TpeGOBaHUS MOTYT OBITH
MPUCIIOCOOJIEHBI K UCTIOJIb30BaHUIO METOK BpEMEHH (BPEMEHH OTITPaBJICHUS).

D.1.2 FCO_NRO.1 U30uparejibHOE 10KA3aTeJIbCTBO OTIPABJICHUS

D.1.2.1 Onepanun

D.1.2.1.1 Haznauenue

B FCO NRO.1.1 aBropy II3/3b cinenyer yka3aTb THIBI CyOBEKTOB WH(MOpMaIuu, s
KOTOPBIX TpeOyeTcs MpeIOCTaBICHUE CBHJETEILCTBA OTIPABICHUS, HANpUMep, COOOUICHUS
ANEKTPOHHON MOYTHI.

D.1.2.1.2 Beioop

B FCO _NRO.1.1 aBropy II3/3b cnenyer cnenuduuupoBaTh I0JIb30BATENS/CyOBEKT,
KOTOPBIM MOXKET 3alPOCUTDH CBUJIETEIBCTBO OTIPABICHUS.

D.1.2.1.3 Haznauenmue

B FCO_NRO.1.1 aBropy I[13/3b B cooTBeTCTBHM C BHIOOPOM ClIE€AyeT CHEIH(PUINPOBATH
TPETHUX JIMIL, KOTOPbIE MOTYT 3alPOCUTh CBUAETEILCTBO OTIPABICHUS. TPEThUM JTUIIOM MOKET
OBITH apOUTp, Cy/AbS WIH IOPUINIECKUNA OpTaH.

B FCO _NRO.1.2 aBropy I13/3b cienyet BHECTH B CIUCOK T€ aTPUOYTHI, KOTOPHIE TOJKHBI
OBITh CBsI3aHBI HMH(OpMAIMEH, HANpUMEp, HACHTHU(PHUKATOP OTHPABUTENS, BpeMs U MECTO
OTIIPaBJICHHUS.

B FCO NRO.1.2 aBropy I13/3b cienyer BHECTH B CIUCOK T¢ WH(DOpPMAMOHHBIC OIS,
aTpuOyThI KOTOPHIX 00ECIEYNBAIOT CBUAETEILCTBO OTIPABICHHUS, HAIPUMED, TEKCT COOOIICHHUS.

D.1.2.1.4 Beioop

B FCO NRO.1.3 aBropy II3/3b cneayer cneuuduuupoBaTh I0Jb30BATENS/CyOBEKT,
KOTOPBIH MOXKET BepU(UIIPOBATH CBUICTEIHCTBO OTIIPABICHHS.

D.1.2.1.5 Haznayenmue

B FCO NRO.1.3 aBropy II3/3b caemxyer chopmupoBaTh CHUCOK OTpaHUYCHHH, NpHU
KOTOPBIX MOKET OBITh BepU(UIIMPOBAHO CBHIETENHCTBO. Hampumep, CBHUIETETHCTBO MOXKET
ObITh BEpU(PHUIIMPOBAHO TOJIBKO B T€YEHHE CYTOK. J[oMycTMMO Ha3HaueHHE «HEMEMJIEHHOY» WU
«HEOTPAaHUYEHHO.

B FCO_NRO.1.3 aBropy I[13/3b B cooTBeTCTBUM C BBIOOPOM ClEAyeT Crenu(UIpOBaTh
TPETHIO CTOPOHY, KOTOpasi MOXKET Bepu(UIIUPOBATh CBUETENILCTBO OTIPABICHHUS.

D.1.3 FCO_NRO.2 [IpunyauTebHOE 10KA3aTeJIbCTBO OTIPABJICHUSA

D.1.3.1 Onepauuu

D.1.3.1.1 Haznauenmue

B FCO_NRO.2.1 astopy I13/3b cnexgyer yka3aTh TuUlbl CyObEKTOB MHGOpMAaLUU, IS
KOTOpBIX TpeOyeTcss MpeloCTaBlieHWE CBUACTEIHCTBA OTIIPABICHUS, HAIpPHUMEP, COOOIICHHS
3JIEKTPOHHOMW MOYTHI.

B FCO_NRO.2.2 aBtopy I13/3b cnenyer BHECTH B CHHCOK T€ aTpUOYThI, KOTOPbIE JOTKHBI
ObITh CBsA3aHBl ¢ HMH(OpMaLMel, HampuMmep, UACHTU(DUKATOP OTIpPAaBUTENS, BPEMS U MECTO
OTIIPaBJICHHUS.
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B FCO _NRO.2.2 aBropy I13/3b cinenyer BHECTH B CHUCOK T¢ MH(GOPMAIMOHHBIC OIS,
aTpuOyTHI KOTOPHIX 00ECIIEYNBAIOT CBUACTEILCTBO OTIPABICHHUS, HAIPUMED, TEKCT COOOIICHHUS.

D.1.3.1.2 Bei6op

B FCO NRO.2.3 amropy II3/3b cneayer cneuuduuupoBaTh IM0JIb30BATENS/CYOBEKT,
KOTOPBIM MOXET BepUUIIUPOBATh CBUAECTEIHCTBO OTIPABICHHUS.

D.1.3.1.3 Haznauenue

B FCO _NRO.2.3 aBropy II3/3b cnemyer chopmupoBaTh CHHCOK OTpaHUYCHHH, MpHU
KOTOPBIX MOXET OBITh BEpPHU(PHUIIMPOBAHO CBHUIETENHCTBO. Hampumep, CBHIETEIHCTBO MOKET
ObITh BEpU(PHUIIMPOBAHO TOJILKO B T€YEHHE CYTOK. /[omycTMMO Ha3HaueHHE «HEMEIJIEHHO» WIH
«HEOTPAaHUYCHHO.

B FCO NRO.2.3 aBtopy I13/3b B cooTBeTCTBUM C BHIOOPOM ClIeyeT CHEIU(UIIMPOBATH
TPETbIO CTOPOHY, KOTOpas MOXKET BepU(UIHUPOBATH CBUACTEIHCTBO OTMpaBICHHs. Tperbeit
CTOPOHOM MOXET OBbITh apOUTP, CYIIbs WIH IOPUIUUYECKHUI OpraH.

D.2 Heorka3zyemocthb noaydenusi (FCO_NRR)

D.2.1 3ameuanus 1Ji nNoJib30BaTeIsl

«HeoTkazyemocTh  monyueHus»  ompeenser TpeOOBaHHMS MO  MPEAOCTABICHUIO
MOJIb30BATEISIM/CYOBEKTaM  CBUJETENBCTBA O TOM, uTO HH(popMamus Obuta TNpUHSTA
nonydateneM. [lomydarens He cMokeT oOTpuuaTh (akT mnpuemMa HHGOPMAIUHU, MOCKOJIBKY
CBHJIETEIILCTBO TOJIy4eHUs (Hampumep, nudpoBas TMOANUCH) JIOKA3bIBAET CBS3b MEXKAY
aTpubyramu nonryyatens U nHpopmanueid. OTnpaBUTENb WU TPEThSI CTOPOHA MOKET MPOBEPUTH
CBUJETENbCTBO TMonydyeHus. He crnenyer nomyckate BO3MOXKHOCTh —TMOJAEIKH  3TOTO
CBU/JIETEIBCTBA.

Crnemyer UMeTh B BHJY, YTO MPEIOCTABICHUE CBUICTEIHCTBA IMOJYYCHUS HH(OpPMAIHH
O3Ha4aeT TOJbKO, YTO OHA JOCTaBJICHA, a HE YTO MH(OpMalMs 005S3aTeNbHO MPOYUTAaHA WIH
TIOHSITA.

Ecnu wndopmanus wiaM accolMMpoOBaHHBIE € HEM aTpuOyThl KakUM-IHOO 00pazom
U3MEHSIIOTCSI, IPOBEPKA MPABUIBHOCTU CBUAETEILCTBA MOIYYEHHUS MOKET J1aTh OTPULATEIbHBIN
pesyiabTat. [loatromy aBropy I13/3b cneayer npemycmorpets BriatoueHue B [13/3b TpeboBanuii
uenoctHocty u3 komnonenta FDP UIT.1 «llenocTHOCTE epeaBaeMbIX TaHHBIX».

HeoTkaszyemocTh CBs3aHa ¢ HECKOJIBKUMHU PA3IMYHBIMU POJISIMH, BBITOJIHIEMBIMU OJHUM
WIA HECKOIBKHUMH CyObeKTaMu. Bo-mepBbIX, 3TO CyOBEKT, KOTOPBIH 3arpamriBaeT
cugerenscTBO monydeHus (toapko B FCO NRR.1  «M30uparenbHoe /10Ka3aTeIbCTBO
MOJTy4eHUs1»). BO-BTOPBIX, MOMydaTenb W/WIHM JAPYrHe CYOBEKTBI, KOTOPBIM IMPEIOCTaBISAETCS
CBUICTENHCTBO (Hampumep, HOTapuyc). B-TpeTbux, CyObeKT, KOTOpBII 3alpaiiuBaeT
BepU(UKALIMIO CBUICTENHCTBA MOJTYYCHHs, HANpUMEp, OTIPABUTENb WIM TPEThsi CTOPOHA,
Hanpumep, apoutp. ABropy I13/3b HeoOxomumo crenuuuupoBaTh YCIOBHS, BBHITOJHEHHE
KOTOpBIX oOOecreyrBaeT BO3MOXKHOCTh BepUPUIMPOBATh MPABUIBLHOCTH CBUJETENIHLCTBA.
[TpuMepom Takoro yciaoBUs MOKET ObITh BO3MOKHOCTh BepU(DHUKALMU CBHIETEIHCTBA B TEUCHUE
CYTOK. DTH yCJIOBHSI MO3BOJISIFOT TAaK)Ke MPUBECTH TPeOOBaHHE HEOTKA3yeMOCTH B COOTBETCTBHE
C IOpUIUYECKHMMH TpeOOBAHHMSAMH, TaKUMH, HalpuMep, Kak HaJIUYWE BO3MOKXHOCTHU
MPEAOCTABIICHUS CBUAETENIbCTBA B TEUCHHE HECKOJIBKUX JIET.

B OompmmHCTBE CitydaeB  uaeHTH(UKATOp Todydarens OyAeT COBMauaTth ¢
UICHTU(PHUKATOPOM MOJIH30BATENs, KOTOPBIA MPHUHSII Mepenady. B HEKOTOpHIX ciydasx aBTOp
[13/3b MoxeT He moxkeNnarh nepenaBarh CBeAEHU 00 uacHTU(UKATOpE MOIb30BaTens. B saTtom
cllydae eMy HeoOXOOuUMO MPHHATHh pPEIIeHHEe, HY)KHO JIM TPUBIEKAaTh 3TOT KJIAcC WIH XKe
HCIO0JIb30BaTh UACHTU(UKATOD MpOBaiiiepa yCIyr CBA3M WK UACHTU(UKATOP y3/1a CETH.

Astop [13/3b MoxeT ucmonb30BaTh MOMEHT TMOJTy4YeHUs: WHPOpMAIllMU B JOMOJIHEHHUE K
UJCHTU(PUKATOPY IOJIb30BATEN WK BMecTO Hero. Hampumep, 3asBKU O NMpeAsioKeHUsX OyayT
PaccCMOTpEHBI, €ClId MOCTYIUJIM 10 YCTaHOBJIEHHOTO cpoka. Koraa npeioxeHue orpaHu4eHo
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M3BECTHBIM CPOKOM, 3aKa3bl OYAYT PaCCMOTPEHBI, €CITM OHH TOJIYYEHBI J0 3TOTO Cpoka. B aTom
cllydae JaHHbIE TpeOOBaHUS MOTYT MPEIyCMaTPUBATh UCTIOIb30BaHUE METKH BPEMEHH (BPEMEHH
MOJTyICHUS ).

D.2.2 FCO_NRR.1 U30upaTesibHOe 10KA3aTEJIbCTBO NMOJY4YEeHUS

D.2.2.1 Onepanun

D.2.2.1.1 Hasnauenue

B FCO NRR.1.1 aBropy II3/3b cnenyer yka3aTh THIBI CyOBEKTOB MH(POpPMALIUH, IS
KOTOpBIX TpeOyeTcss MNperoCTaBICHUE CBUJCTENbCTBA IIOJIyUYEHHs, HAlpUMep, COOOIIeHUs
AJIEKTPOHHOU MOYTHI.

D.2.2.1.2 Bei0oop

B FCO_NRR.1.1 astropy II3/3b cnenyer cnenudunupoBaTh I0JIb30BATENS/CyOBEKT,
KOTOPBIH MOXKET 3aIPOCUTH CBHJIETENILCTBO MOTYUCHHUSI.

D.2.2.1.3 Hazna4enmue

B FCO_NRR.I.1 aBtopy I13/3b B cooTBeTCTBUU C BBIOOPOM ClEAyeT Cenu(UIpOBaTh
TPETbU CTOPOHBI, KOTOPbIE MOTYT 3allpOCUTh CBUAETEILCTBO MOJMy4deHHs. TpeTbell cTOpoHOMI
MOET OBITh apOUTP, CY/IbsI HITU FOPUANIECKHIA OpTaH.

B FCO_NRR.1.2 aBropy I13/3b cienyeTr BHECTH B CIIHCOK T€ aTpUOYTHI, KOTOPHIE JOKHBI
OBITH CBs3aHBI ¢ HMH(pOpMaIMel, HampuMep, HISHTH(PHUKATOP TMOIydaTelss, BpeMs U MECTO
MOJIy4EHUS.

B FCO _NRR.1.2 aBtopy I13/3b cnexyer BHeCTH B CIHUCOK T¢ MH(DOpPMAIIMOHHBIC TOJIS,
aTpuOyThl KOTOPHIX 00ECIEYNBAIOT CBUAECTEILCTBO MOIYUYCHUS, HAIPUMED, TEKCT COOOIIECHUS.

D.2.2.1.4 Beioop

B FCO _NRR.1.3 astopy II3/3b cnenyer cnenuduiupoBaTh I0JIb30BATENS/CyOBEKT,
KOTOPBIH MOXKET BepU(UIIMPOBATH CBUAETEIHCTBO MOTYUCHHUS.

D.2.2.1.5 Haznayenue

B FCO_NRR.1.3 aBropy I13/3b cnexyer chopMupoBaTh CIHCOK OTPAHWYECHUH, IPH
KOTOPBIX MOKET OBITh BEepHU(PHUIIMPOBAHO CBUIETENHCTBO. Hampumep, CBHIETENHCTBO MOKET
OBITh BEepU(HUIIMPOBAHO TOJIBKO B T€UCHHE CYTOK. [lOIMycTUMO Ha3HAUYEHUE «HEMEIIEHHOY» WU
«HEOTPAaHUYECHHO.

B FCO_NRR.1.3 aBtopy I13/3b B cooTBeTCTBUU C BHIOOPOM CIEIyET CHEIH(PUINPOBATH
TPETHIO CTOPOHY, KOTOpasi MOKET BepU(PUIIMPOBATh CBUICTEIHCTBO MOTYYCHHUS.

D.2.3 FCO_NRR.2 [IpunyauTe/ibHOE 10KA3aTeIbCTBO MOJTyYeHUs

D.2.3.1 Onepanun

D.2.3.1.1 Haznauenue

B FCO_NRR.2.1 aBropy II3/3b cneayer yka3aTb TUINBI CyOBEKTOB WH(MOpMAIMH, IS
KOTOpBIX TpeOyeTcsi MPEeAOCTaBICHHUE CBUACTEILCTBA IIOJYYEHHUS, HANpUMEpP, COOOIIECHUS
3JIEKTPOHHOMU MOYTHI.

B FCO_NRR.2.2 aBropy I13/3b crneqyer BHECTH B CIIUCOK T€ aTpUOYTHI, KOTOPHIE TOKHBI
OBITH CBsI3aHBl MH(POpPMaLUEH, HampuMmep, WACHTU(PHUKATOP IOIydaTelns, BpeMs U MECTO
MOJIy4EHUS.

B FCO_NRR.2.2 aBropy I13/3b cneayer BHeCTH B CHUCOK T€ WH(OPMAIIMOHHBIC OIS,
aTpUOYTHI KOTOPBIX 00ECIIEUNBAIOT CBUIETEILCTBO MOJIYUYEHUs, HATPUMED, TEKCT COOOILICHMS.

D.2.3.1.2 BeiGop

B FCO NRR.2.3 aBtopy II3/3b cnenyer crneuuduuupoBars IMOJIb30BaTENs/CyOBEKT,
KOTOPBIN MOXKET BEpU(HUIIPOBATH CBUICTEIHCTBO MOTYYCHHUS.

D.2.3.1.3 Hasnauenue

B FCO_NRR.2.3 apropy II3/3b cnenyer cdopmupoBaTh CHHCOK OTPaHUYECHHM, MpHU
KOTOPBIX MOKET OBITh BEpPHU(PHUIIMPOBAHO CBHUJIETENHCTBO. Hampumep, CBHIETENHCTBO MOKET
OBITh BEpU(HUIIMPOBAHO TOJIHKO B TEUCHHE CYTOK. J[0IMycTHMO Ha3HA4YeHUE «HEMEIUICHHOY WU
«HEOTPAaHUYECHHO.
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B FCO_NRR.2.3 aBtopy [13/3b B cooTBeTcTBUM ¢  BBHIOOpPOM cleAyeT crelupuiIupoBaTh
TPETBU CTOPOHBI, KOTOPBIE MOTYT BEpPH(PHIMPOBATH CBHUICTEILCTBO TMONydeHUs. Tperbeit
CTOPOHOMN MOXET ObITh apOUTP, Cy/bs WIH IOPUINYECKUN OpPraH.
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IIpuiaoxenune E
(obs13amenvhoe)

Kpunrorpadpunueckas nonaepxkka (FCS)

®bO MOryT HCmoNb30BaTh Kpunrorpapuveckue (HyHKIIMOHAIBLHBIE BO3MOXXHOCTH IS
COJICUCTBUSl JOCTIIKEHHUIO HEKOTOPhIX HaumOoyiee BaXKHBIX IMeneld Oe3zomacHocTH. K HuM
OTHOCSATCS (HO UWMH HE OrPAaHUYUBAIOTCS) CIEAYIONIME LEIu: UASHTUDUKALUSI W
ayTeHTU(UKAlLKs, HEOTKa3yeMOCTb, JOBEPEHHBIM MapIIpyT, JOBEPEHHBIN KaHal, pa3jeiicHHue
nanablx. Knace FCS mpumenstor, ecniu OO umeer kpuntorpaduueckue (QyHKIIMH, KOTOPHIE
MOTYT OBITh pealii30BaHbl aNNapaTHbIMH, MPOrPaMMHO-ANNApaTHBIMU W/WIM MPOrpaMMHBIMU
CpelCTBaMH.

Knace FCS «Kpunrorpaduueckas nmojaepkka» coctouT u3 aByx cemericts: FCS CKM
«Ynpasinenue kpuntorpapuueckumu  kmodamu» u  FCS COP  «Kpuntorpadpuueckue
ornepanumn». B CceMeicTBe FCS CKM paccMOTpEHBI ACIIEKThI yIpaBIICHUS
Kpunrorpaguueckumu  kimoyamu, Torma kak B cemeiictBe FCS COP  paccmorpeno
MPAKTUYECKOE MPUMEHEHHUE ITUX KPUNTOTpaduIecKuX KItoUei.

JInst KaKJ0ro MeTojla TeHepalnuy Kpunrorpaduieckux Kiodel, peanuzoBanHoro B OO,
aBropy I13/3b cnenyer npumenuts kommoHeHT FCS CKM.1 «I'eHepanus kpuntorpadguueckux
KJIFOYE.

Jlis Kaxaoro MeToja pacrpeieseHus: KpunTorpaguueckux KiIr4el, peaqTu30BaHHOTO B
00, aBropy II3/3b cnemyer mnpumennts komnoneHT FCS CKM.2 «Pacmpenencuue
KpUNTOrpaQuuecKux KIrvei.

JUist KaKAoro MeToja AOCTyHa K KpuUnrorpaduyeckuM Kiroudam, peannzoBaHHoro B OO,
aBropy [13/3b cnenyer npumennth komrnoneHT FCS CKM.3 «/locTyn k kpunrorpadguueckum
KITFOYam.

JJ1g KaXKk0ro MeTo/1a YHUUTOKEHUSI KpUnTorpaduyeckux Kirouei, peanuzoBanHoro B OO,
agropy II3/3b  cmenyer mnpumenuts  kommoneHT FCS CKM.4  «YHuUTOXEHUE
KpUNTOrpaQUuecKux KIr4ei.

Jns xkaxmor u3 kpunTtorpaduyecKkux omnepamuii, peanu3oBaHHbIx B OO, Takux Kak
uudpoBasi NOANKCH, U pPOBaHUE JaHHBIX, COTJIACOBAHUE KIFOUYEH, XOIMIMPOBAHUE U T.J., aBTOPY
I13/3b cnexyer npumenuts koMmnoneHT FCS COP.1 «Kpunrorpadudeckue onepamumy.

Kpunrorpaduueckue (yHKIIMOHATBHBIE BO3MOXHOCTH TMPUMEHUMBI Ui JOCTHUIKCHHUS
neneir OesomacHocTH, crenuduiupoBaHHbX B kKiacce FCO «CBsi3p», a Takke B ceMeHCTBax
FDP DAU «Aytentuduxanus nanueix», FDP SDI «llenocTHOCT, XpaHUMBIX JaHHBIXY,
FDP UCT «3amura KOHPUACHIIMAIBHOCTH JaHHBIX MOJIB30BaTENA U nepeaadye Mmexay @bOy,
FDP UIT «3amura 1eI0CTHOCTH MJaHHBIX TOJb30BaTeNs Ipu mepenade mexay DbOy,
FIA SOS «Cnenudukarus cexkpetoB», FIA UAU «AyreHTudukanms IMojab30Bareis». B
ciydae, eciau Kpunrtorpadguueckne (QyHKIMOHAIBHBIE BO3MOXHOCTH HCIIOJIB3YIOT IS
JOCTHXKEHHsS Iesield 0e30macHOCTH W3 APYruX KIAccoB, IeNd, TpeOyroliue NpUMEHEHUS
KpUNTOrpaUuecKux CpeAcTB, CHEUUPUIMPYIOT B OTIENbHBIX KoMIoHeHTax. Llenn knacca FSC
«Kpunrorpadpuueckas moaaep>kka» JOHKHBI UCIIOJIB30BAThCS, €CIU MOTPEOUTENN HYKIAIOTCS B
Kpunrorpa@uieckux GyHKIHOHATBHBIX BO3MOXKHOCTIX OO.

Hexomnosunus knacca FCS «Kpunrorpadudeckas moanep:Kka» Ha COCTaBJISIONINE €ro
KOMIIOHEHTHI ITOKa3aHa Ha pucyHke E. 1.
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Pucynok E.1 - Jlekomno3uuus kiaacca FSC «Kpunrorpaguueckasi moaaepxka

E.1 Ynopasaenue kpunrorpapudeckumu kiaroyamu (FCS_CKM)

E.1.1 3ameuanus 1Jis1 N0JIb30BaTeJIs1

Kpunrorpaguueckumu kjiroyamMu HEOOXOAMMO YIPABIATh Ha MPOTSKEHUH BCEro HX
cymectBoBaHuA. OCHOBHBIMHM 3TallaMH J>KU3HEHHOTO IIMKJIA KpUNTOrpadUuecKux KIrodei
ABJIIIOTCS: TEHepalus, paclpelesieHue, BBOJA B JIeHCTBHE, XpaHEHHUE, JOCTYI (Hampumep, K
pEe3epBHOMY KOIHMPOBAHMIO, IE€pelade Ha XpaHEHHWE, apXHWBallMM W BOCCTAHOBJICHHUIO) U
YHUUTOXKEHUE.

ITockonbky OO He 00s3aTeNbHO UCIONB3YIOT Ha BCEX 3Talax >KU3HEHHOTO IIUKJIA KIIIOYeH,
TO WM  MOXET BBIIOJHATHCS, HANpuUMeEp, TOJBKO TE€Hepalmuss M  YHUYTOXKECHHE
KpUNTOTrpapHUUECKUX KIHOUeH.

Cemeiicto FCS CKM npeana3zHaueHO sl MOAJEPKKH JKU3HEHHOTO LIMKJIA M [103TOMY
onpenenseT TpeOOBaHUS K CIEIYIOIUM JEHCTBUSIM C KpPUNTOrpaUYecKMMU KIHOYaMu:
reHepanusi, pacupeleseHue, AOCTYIl K HUM M HMX YHUYTOXKEHUE. DTO CEMEWUCTBO ClIEAyeT
UCMOJb30BaTh B CHy4YasX, €CId UMeITcsd (QyHKIHMOHAIbHbIE TpeOOBAaHUS YIpaBJIECHUS
KpUNTOTpaQUUECKUMH KITFOYaMHU.

Ecmu B T13/3b Brmouen kommnoHeHT cemelictBa FAU GEN «l'eHepanius TaHHBIX ayauTa
0€30MaCHOCTHY, TO AyJUTY CIeAyeT NOABEpraTh COOBITHS, CBSI3aHHBIE C:

a) arpuOyramMu OOBEKTa, KOTOpPbIE MOTYT COJAEp)KaTh CBEIACHHUA O I0JIb30BaTEle
JAHHOTO  KpUNTOrpaUuecKkoro  KIo4Ya, pOJM  TOJNb30BaTeNs, KPUNTOrpadhuIecKux
OIepaLusix, B KOTOPbIX UCHOJIb3YETCs IaHHBINH KPUNTOTrpahuUecKuil Kiltoy, HIeHTU(UKaTOpe
KPUNTOTPaPHUECKOTO KIIF0Ya U €0 CPOKE JICHCTBHS,

b) mapameTpamu 00beKTa, BKIIFOYAs 3HAYCHHS KPUMITOTPAPUIECKOro Kirrova (KIrodei),
32 HCKIIOYEHHEM JII00OW YyBCTBUTENBHOW WHGOpPMAIMK, HANpUMEp, CEKPETHBIX HIIH
IIPUBATHBIX KPUOTOrpapUUECKUX KIFOUYEH.

Jlia reHepanuu Kpuntorpadpuyeckux KY€l HCIONIb3YIOT ciaydaiiHble yucia. Toraa
BMmecto FIA SOS.2 «I'enepanus cexperoB @DbO» cienyer HCNonb30BaTh KOMIIOHEHT
FCS CKM.1. Komnonent FIA SOS.2 cnenyer npuMeHATb, €ClIM TeHEpalys CIy4alHbIX YHCET
TpeOyeTcst JUIsl UHBIX LeJIeH.

E.1.2 FCS_CKM.1 I'enepauus kpuntorpaguyecKux KJIro4ei

E.1.2.1 3ame4yaHusi 10 NPUMEHEHHUIO IS MOJIb30BATEs

Komnonenr FCS CKM.1 coamepxutr TpebOBaHUS 1O  ONPEACNEHUIO  JIMHBI
KpUnrorpapuueckux Kiao4ed M MeToJa MX TIeHepaluH, 4YTO MOXET ObITh CIeJaHo B
COOTBETCTBUM C HEKOTOPBIMHU NPUHATHIMH CTaHgapTramu. Ero cieayer HCHosb30BaTh s
OIpeNiesIeHUs] JUIMHBl KpunTorpaduueckux Kiaouedl u MeTrofa (TO €cTh alropurMa) HxX
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reHepauu. s OAHOrO M TOTO K€ METOJa M HECKOJIbKUX 3HAUYE€HUH [UIMHBI KI04Ya 3TOT
KOMIIOHEHT HE00XOIMMO HCIOJIb30BaTh TOJILKO OAMH pa3. JJIMHA KiIro4a MOXeT ObITh OJHOM U
TOW ’K€ WM pa3sHOM I PA3IMYHBIX CYLUIHOCTEH, a Takke ObIThb BXOJHBIM JIMOO BBIXOAHBIM
3HAUEHUEM AJITOPUTMA.

E.1.2.2 Onepauuu

E.1.2.2.1 Haznauyenue

B FCS CKM.1.1 aBropy II3/3b cneayer ompenenuTh, Kakod alroOpuTM TEHEpaluu
KpUNTOTrpapuuecKuX Kirouei OyIeT UCIoIb30BaThCs.

B FCS _CKM.1.1 aBtopy I13/3b crnenyer onpenenutb, Kako JUIMHBI KpUOTOrpaduyecKue
Koy OynyT ucnoib3oBarbes. Cnenyer, YToObI JJIMHA KIII0Ya COOTBETCTBOBAJIA BHIOPAHHOMY
QJITOPUTMY U MPEAINOJIAraéMOMY IPUMEHEHHIO KIIIoUa.

B FCS_CKM.1.1 aBropy I13/3b cnenyer onpenenuts cTaHAApT, KOTOPHIA YCTaHABIUBACT
METOJ reHepanuu Kpuntorpapudeckux kimoueil. [Ipy 3ToM MOXKHO cchlUiaTbecs Ha OJUH HIIU
HECKOJIbKO JICHCTBYIOIIMX OIYOJMKOBAHHBIX CTAaHIApTOB, HANpUMeEp, HA HalMOHAJIbHBIC
CTaHJAPTHl WM CTaHAAPTHI PEANIPUSITHUS.

E.1.3 FCS_CKM.2 Pacnpeae/jieHne KpUNTOrpapuyecKux KI4ei

E.1.3.1 3ameyanusi mo NnpuMeHEHUIO IJIsl MOJIb30BaTeNs

Komnonenr FCS CKM.2 conepxut TpebGoBaHHE ONMpEeeHUs] METOAA pacHpeaeiIeHHsS
KpUNTOTrpapUUecKuX KIOYeH, KOTOPbI MOXET COOTBETCTBOBATh HEKOTOPOMY Ha3HAYEHHOMY
CTaHJapTy.

E.1.3.2 Onepauuu

E.1.3.2.1 Haznauenue

B FCS CKM.2.1 aBtopy I13/3b cienyer onpenenuTh, KakoW METOJ MCIOJIB3YETCS s
pacripeniesieHust KpUnrorpahuyeckux KIrouei.

B FCS CKM.2.1 aBtopy I13/3b caeayer onpenenuts Ha3HAYCHHBI CTAHAAPT, B KOTOPOM
OIMCaH UCTIOJNBb3YEMBIH METO/] pacipeaesieHusl Kpunrorpaduueckux kimoueit. [Ipu arom MoxKHO
CCBUIAThCSl HA OJUH WJINM HECKOJIbKO JEHCTBYIOIMX ONMYOJIMKOBAaHHBIX CTaHAAPTOB, HalpUMep, H
HAIlMOHAJIbHBIE CTAHAAPTHI WIN CTAaHAAPThl IPEIIPUSITHS.

E.1.4 FCS_CKM.3 Jloctyn Kk Kpuntorpagu4eckuM KJIH04YaM

E.1.4.1 3ameuyanusi o NpUMEHEHHIO 1JIs1 NI0JIb30BaTeJIsl

Kommonentr FCS CKM.3 couepxuT TpeOoBaHWE OMNpEeICHUsT METoJa J0CTyla K
KPUNTOTPaQUUECKUM KIIFOYaM, KOTOPBI MOXKET COOTBETCTBOBATH HEKOTOPOMY HA3HAYCHHOMY
CTaHJapTYy.

E.1.4.2 Onepanun

E.1.4.2.1 Hazna4yenue

B FCS CKM.3.1 aBropy II3/3b crnenyer ompeneiauTh HCMONB3YEMBIM THI JOCTyHa K
Kpunrorpaguueckum kimodaMm. Ilpumepamu omepanuii ¢ KpUnTorpaguuecKUMH KITIOYaMHu, K
KOTOPBIM TNPEAOCTABISACTCS JOCTYI, SBISAIOTCS (HO HE OrpaHMYMBAIOTCS MMH): pE3epBHOE
KOIIMPOBAHUE, apXUBUPOBAHUE, ITepelaya Ha XpaHEHUE U BOCCTAHOBIICHUE.

B FCS CKM.3.1 aBropy II3/3b cnenyer ompenenuth, Kakod Merox Oyner
MCIOJIb30BaThCA JJIs JOCTYIA K KPUNITOTpahUUECKUM KITFOUaM.

B FCS_CKM.3.1 aBropy [13/3b cnenyer onpenenuTs Ha3HAUE€HHBIN CTaHIApT, B KOTOPOM
OMMCAaH HUCHOJB3YEMBIH METOJ JOCTyNa K Kpunrorpaguueckum kitouaMm. IIpu 3TOM MOKHO
CCBUIAThCSI HA OJIMH WJIM HECKOJIBKO JEHCTBYIOIIMX OMYOJMKOBAHHBIX CTAaHAAPTOB, HAlpUMep,
HaIlMOHAJIbHBIE CTAHAAPTHI WIN CTAHAAPTHI IPEIIPUSITUS.

E.1.5 FCS_CKM.4 YHHYTOKeHHe KPUNITOrpapuyecKuX KIYeH

E.1.5.1 3ameyanusi o npUMeHEHHIO JIA MOJIb30BaTEs

Komnonentr FCS CKM.4 conepxuT TpeOOBaHUE OINpENEICHUs METOJla YHHUYTOXKEHHUS
KpUNITOrpaUuecKux KIOUYeH, KOTOPbI MOXKET COOTBETCTBOBAaTh HEKOTOPOMY HA3HAYECHHOMY
CTaHJapTYy.
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E.1.5.2 Onepanun

E.1.5.2.1 Haznauyenue

B FCS CKM.4.1 aBropy I13/3b cnenyer onpeneianTsb, Kakoil MeTOa OYIET MCIOIh30BaH
JUIS. YHUYTOKEHHS KpUNTOrpaduuecKux KIIFOYeH.

B FCS _CKM.4.1 aBtopy I13/3b cneayer onpenenuts Ha3HAYEHHBIA CTAHAAPT, B KOTOPOM
OIMCaH MCIIOJIb3YEMbI METOJ JHMKBUAALUUHU Kpurrorpadpudeckux kiaroued. IIpu 3ToM MOXKHO
CChLIAThCsl HA OAMH WJIM HECKOJIbKO JEWCTBYIOIIMX OMYOJIMKOBAaHHBIX CTaHAAPTOB, HalpUMeEp,
HalMOHAJIbHBIE CTAHIAPTHI WU CTAaHAAPTHI IPEINPUATHUS.

E.2 Kpunrorpaguyeckue onepauun (FCS_COP)

E.2.1 3ame4yanus 1Jis1 M0J1b30BaTeIs1

VY kpunrorpaguueckoi onepaniy MOTyT ObITh OJIMH WJIM HECKOJIBKO KpUITOTpapruecKuxX
PEKUMOB OIEpalui, acCOIMMPOBAaHHBIX C HeW. B aTrom cnydae ero (Mx) HEOOXOAMMO
orpenenuts. I[IlpuMmepamMu KpUNTOTpapUUECKUX PEKHMOB OIEPALUU SBISIOTCS CLEIUICHUE
0JIOKOB 3alIM(POBAHHOIO TEKCTa, OCYIIECTBIEHUE OOpAaTHOM CBS3U MO BBIXOJY, NPUMEHEHUE
AJIEKTPOHHON KHUTHU KOJIOB U OCYIIECTBIICHHE 00PATHOM CBSA3M O 3N (PPOBAHHOMY TEKCTY.

Kpunrorpadguueckue omnepanud MOTYT HUCIOJNb30BATHCS I MOMIEPKKM OJHOM WM
HecKoNbKuX (QyHKIMi OezomacHoct OO. MoXeT BO3HHKHYTh HEOOXOIUMOCTh B UTEPAIHIAX
komnonenta FCS COP B 3aBUCUMOCTH OT:

a) TPUKIAIHOW TNPOTpaMMBbl IIOJB30BATENsA, UIS KOTOPOM MMOHAAO0MIAch JaHHAsS
byHKIHS;

b) mnpuMeHeHHs pa3IMYHBIX KPUNTOrpapUYecKuX aarOpUTMOB W/WIK  JUTUHBI
KpUNTOTrpapUuecKuX KIroueH;

C) TUIA WA YyBCTBUTEIHHOCTH 00pabaThIBAEMbIX JaHHBIX.

Ecmu B T13/3b Brimtouen kommnoHeHT cemelictBa FAU GEN «l'eHepanius TaHHBIX ayauTa
0€30IaCHOCTHY», TO AyJJUTY CIEAyeT MoABepraTh COOBITHS, CBSI3aHHBIE C:

a) TUMAMU KpUNTOrpapuyeckux oneparuii, K KOTOPbIM MOTYT OTHOCHUTBCSI T€Hepalus
u/unn BepuUKays TUPPOBBIX MOINNCEH, TeHepanus KpUNTorpahuyeckux KOHTPOJIBHBIX
CyMM s o0ecredeHus LEeJIOCTHOCTH W/WIM BepuU(UKALUU KOHTPOJIBHBIX CYMM,
XOIIMpOBaHWE  (BBIUMCIIEHHE  XdII-00paza  coOOmIeHWs),  3amudpoBaHHe  W/HIN
pacimdpoBaHue JaHHBIX, 3alIUGpoBaHUE W/WIK pacimudpoBaHUE KPUNTOTpadhUUSCKUX
KITIOYEH; COTJIACOBaHUE KPUNITOTpaUIEeCKUX KITFOUEH U TeHepalysl CIyJallHbIX YHCelT;

b) atpubyramu cyObeKTa, KOTOpble MOTYT BKJIIOUATh B ce0sl KaKk PO CyOBEKTOB, TaK
U TI0JIB30BAaTEIICH, aCCOLIMUPOBAHHBIX C 3TUMH CyOBEKTaMU;

¢) arpudyTraMu 00bEKTa, KOTOPbIE MOT'YT BKJIIOYATh B C€0s1 CBEIEHUS O MOJIb30BaTEIAX
KpUNTOTpapHuuecKoro Kir4da, pojH IOJb30BaTeNsl, KpUNTOrpaduueckol omepaunuu, Uit
KOTOPOH HCIONB3YETCsl JaHHBIA KIIOY, WICHTU(PUKATOPE KPUITOTPAPHUECKOrO KI0Ya H
CpOKE ero AeiCTBus.

E.2.2 FCS_COP.1 Kpunrtorpadpuueckue onepanuu

E.2.2.1 3ame4yaHusi 10 NPUMEHEHHUIO IS MOJIb30BATEIs

B sTOoM KOMIIOHEHTE copepIKaTcsi TpeOOBaHUS YKa3aHUS KPUNITOTpaPUUIECKUX alrOpUTMOB
U JUIMHBl KIJIIOYEH, MCIOJIB3YEMbIX IPH BBINOJHEHUHM OIpPEeNAeMbIX KPHUNTOrpaduyecKux
oTepanuii © OCHOBAaHHBIX HA HEKOTOPOM BEIOPAaHHOM CTaHIapTe.

E.2.2.2 Onepanun

E.2.2.2.1 HaznayeHnue

B FCS_COP.1.1 aBropy I13/3b crneayer onpenenuTs BINOIHAEMbIE KpUIITOrpaduuecKue
orepanuu. Kpunrorpadgudeckumu onepanusiMi SIBISTIOTCS TeHepanus W/HIH BepudUKaIus
UGPOBBIX MOJIMUCEH, TeHepalys KpUNTOrpapuueckuX KOHTPOJIBHBIX CyMM JAJIsi oOecredeHus
LEJIOCTHOCTH W/WAM  BepU(PHUKAUUU  KOHTPOJIBHBIX CYMM, O€30MacHOE X3IIUPOBaHUE
(BeIuMCIIEHHE XdII-00pa3za cooOuieHus), 3amudpoBaHue W/WIKM pacluPpoBaHUE AHHBIX,
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3amm¢poBaHue W/WiKM  paciiddpoBaHue  KpUNTOrpaguUuUecKWx  KIIOYeH, CorjacoBaHue
Kpunrorpaguueckux KIOYed M TeHepamus ciiydailHbIX yucesl. Kpunrtorpadguueckue omepanuu
MOTYT BBIIIOJIHATBCS C TaHHBIMU Kak Iosib3oBaTens, Tak 1 @BO.

B FCS COP.1.1 astropy II3/3b cnexyer omnpeaenutb, Kakoi Kpunrorpaduyeckuii
anroput™ Oy/eT UCTIOJIb30BaH.

B FCS_COP.1.1 asropy I13/3b crenyer onpenenuts, Kakoi AITUHBI KpUnTorpadgudeckue
KoY  OyayT HCmojb3oBarhes. HeoOxommmo, YTOOBI iIMHA KIII0OYa COOTBETCTBOBAIA
BBEIOpAaHHOMY QJITOPUTMY U IIPEANOIaraeMoOMy MIPUMEHEHHIO KITFOYa.

B FCS _COP.1.1 amropy II3/3b cnenyer ompenenuTh CTaHAApT, B COOTBETCTBHH C
KOTOPBIM BBITIOJHAIOTCS UIASHTHPUIIMPOBAHHBIE KpunTorpaduueckue omepanuu. [Ipu sTom
MO>KHO CChUIaThCS Ha OJMH WJIM HECKOJIbKO JAEWCTBYIOIIUX OMYOJIMKOBAHHBIX CTaHIAapPTOB,
HampuMep, HAlMOHAIBHBIC CTAHAAPTHI WIIH CTAHAAPTHI MIPEATIPUSITHSL.
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Ipuinoxenne F
(obs13amenvhoe)

3amuTa naHHbIX nojan3oBarens (FDP)

Knacc FDP «3amura gaHHBIX IOJIb30BATENs» COACPKHUT CEMENCTBA, OINPEAEIAIOLINE
TpeboBanusi Kk (QynkmusMm Oe3omacHocTn OO um mosmtukam (Qyskui O6e3omacHoctu OO,
CBSI3aHHBIM C 3alllUTOM JaHHBIX MOJb30BaTENA. JTOT Kiacc ominuaercs oT kiaccoB FIA u FPT
TEM, YTO OIpPENEeseT KOMIOHEHTHI I 3aIMTHI JAHHBIX I0Jb30BaTElNA, TOrga Kak kimacc FIA
orpeJiesIieT KOMIIOHEHTHI JJIs 3aIlUThl aTpUOYTOB, ACCOIMHPOBAHHBIX C MOJIb30BaTeNEM, a Kilacce
FPT - nns 3amute undopmanuu OBO.

JIaHHBIA KJlacC HE COJAEPKUT SIBHOrO TpeOOBaHMS MaHAATHOTO YIPABICHHS JOCTYIIOM
(Mandatory Access Controls - MAC) wuiM JIHUCKPEIMOHHOTO YIPaBICHUS JOCTYIIOM
(Discretionary Access Controls - DAC); Ttem He MeHee, Takue TpeOOBaHHS MOTYT OBITh
BBIPAXKEHBI C UCIOIb30BAHUEM KOMIIOHEHTOB 3TOr0 KJIacca.

Knacc FDP «3ammra maHHBIX MOJB30BATENs» HE KacaeTcs SIBHO KOH(HICHIMAIHHOCTH,
L[EJIOCTHOCTH WJIM JOCTYITHOCTH, Yalle BCETO COYETAIOIMXCS B MOJUTUKE U MEXaHU3Max. TeM He
menee, B [13/3b nonutuky 6e3omnacaoctr OO HEOOXOIMMO PaCIPOCTPAHUTE HA STH TPHU IIEIH.

3aKIIIOYUTENIbHBIM aCEKTOM 3TOr0 Kjacca SBISETCS TO, 4TO OH cnenuduuupyer
yIOpaBl€HUE JOCTYIIOM B TEpMHUHAx «omepauuit». «Onepauus» omnpeneisiercs Kak
cieun(pUYeckuid TN JOCTyNa K KOHKpPETHOMY 00bekTy. B 3aBucuMocTH OT ypoBHs abcTpakuuu
ornucanus aBropoMm [13/3b 3Tux omepanuii OHM MOTYT OIpPENENATHCS KaK «UTECHHE» W/HIN
«3aIMCh» WK Kak 0oJjiee CII0KHBIE ONepaluu, HallpuMep, «0OHOBIIEHHE 0a3bl JAHHBIX .

[TonuTHKKM ympaBieHUs AOCTYIOM OIPEACISIOT TOCTYN K XpaHWJIHIIAM HH(OpMAIUH.
ATpubyThl NpeAcTaBIeHbl aTpuOyTaMu MecTa XpaHeHHsd. Kak Tonbko MHpOpMalLus cuuTaHa U3
XpaHWJIUIIA, JUI0, HMMEIoNIee JOCTYH K HeH, MOXeT OECKOHTPOJBHO HCIIONIB30BaTh JTY
uHpOpMalLMIO, BKJIIOYas €€ 3alMch B pa3IMyYHble XpaHWIUIIA C JPYTHUMH aTpuOyTamH.
HanportuB, monutuku ympasieHHs WHPOPMALMOHHBIMA TOTOKAMH KOHTPOJHPYIOT JOCTYI K
uHbOpMallMK HE3aBUCHUMO OT MecTa ee XpaHeHHs. ATpuOyThl MH(OpMAaIUH, KOTOpPbIE MOTYT
ObITh (MM He OBITh, KaK B CIlydae MHOTOYPOBHEBBIX 0a3 JaHHBIX) aCCOLMUPOBAHBI C
aTpuOyTaMu MecTa XpaHEHMs, OCTaloTcsa ¢ MHpopmauueil nmpu ee nepemenieHuu. [lonyuarens
HocTyna K WH(pOpManmuu HE HWMEeT BO3MOXKHOCTH H3MEHSTh €€ arpuOyTel 0e3 sIBHOTO
paspeleHusl.

Kitace FDP He paccmaTpuBaeTcst Kak IOJIHAsI TAKCOHOMMUS ITOJIMTHUK YIIPABIICHUS TOCTYIIOM
IT, mockonbKy MOTYT OBITh IPEJIOKEHBI HHbIE. B HEro BKIIOUEHBI T€ MOJIUTUKHU, JUISI KOTOPBIX
cneunpukanus TpeOOBaHUM OCHOBaHA HAa HAKOIUIEHHOM OIbITE MPUMEHEHMs CYLIECTBYIOIIUX
cucreM. Bo3MoxHbI W gapyrue (OpMBI JOCTyHa, KOTOpPbIE HE YYTEHBI B HMEIOIIUXCS
hopMyIUpOBKax.

Tak, MOXHO TIpeACTaBUTH cede 3a7ady MMETh CIIOCOOBI YHpaBieHHUsS MH(POPMAIIMOHHBIM
IIOTOKOM, OIpe/iesieMble IMO0JIb30BaTeIeM (HampuMep, pean3ylollue aBTOMAaTH3UPOBAHHYIO
00pabotky uapopmannu «He nis moctopoHHux»). [log00HBIE MOHSATHS MOTIU OBI OBITH YUTEHBI
IIyT€M YTOYHEHMSI MJIU PaCIIMpEHUsl KOMIOHEHTOB Kiacca FDP.

Hakonern, npu paccmotrpennn koMnoHeHToB kitacca FDP «3anmuTa qaHHBIX TOJIB30BATENSI
BaXHO MOMHHUTH, YTO 3TH KOMIIOHEHTHI COAEp)KaT TpeOoBaHus Ui (GYHKUUH, KOTOPbIE MOTYT
ObITh pean30BaHbl MEXAaHU3MAaMHU, KOTOPBIE CIY>KaT WJIM MOIVIM Obl CIYKUTh WU JUISl APYTUX
nenedt. Hanpumep, Bo3MoxHO (opMupoBaHME MONUTUKU yrnpasieHus nocrynom (FDP_ACC),
kotopas ucnonb3yer metku (FDP_IFF.1 «IIpocteie aTpuOyThl 0€30MaCHOCTH») KaK OCHOBY IS
MEXaHHW3Ma YIPABIIECHUS JOCTYIIOM.

[Tonutuka Oe3omacHoctt OO MOXET coAepKaTh HECKOJIbKO MOJUTUK (YHKIIHHA
6esomacHoctu (I1DB), xkaxmas U3 KOTOpBIX OyneT UACHTHPHUIMPOBAHA KOMIOHEHTAMHU JIBYX
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OPUEHTHUPOBAaHHBIX Ha MNOJIUTHKU cemeicTB «llonmuTuka ympaBineHuss 0€30MACHOCTHION
FDP ACC wu «llonmutuka ympasneHus wuH(popManmonHsiMu notokamu» FDP IFC. Otu
MOJUTUKH OYAYT, YUUTBIBATH aCMEKThl KOH(UIECHINAIBHOCTH, LIEIOCTHOCTH U JOCTYITHOCTH TakK,
Kak 3To motpelyercs i yaosieTBopenus: TpedoBanuii k OO. Cienyer obecreuuTs, YTOObI Ha
KaXJIbI 00BEKT 00s13aTelbHO pacmpocTpaHsuiach, onHa [IOb u npu peanusanuu pa3IddHBIX
[1Db He BO3HUKAIN KOH(DIUKTHI.

B mponecce paspabotku I13/3b ¢ ucnonb3oBanneM xkommnoHeHTOB kimacca FDP «3amura
JAHHBIX TIOJB30BATENIsI» IPH HX IPOCMOTPE U BBHIOOpPE HEOOXOAWMO PYKOBOJCTBOBATHCS
HVDKECIIEAYIOIUMU TOJI0KEHUSAMHU.

TpeboBanust kmacca FDP «3ammra JaHHBIX IOJB30BATENs» ONPENETICHb B TEPMHHAX
¢bynkumii  6ezonacHoct  (DB), kotopeie peanmm3yror [IDB. Ilockomeky OO Moxer
OJTHOBPEMEHHO cienioBaTh HeckonbkuM [1Db, aBropy [13/3b HeoOxoaumo nath kaxaoi uz [1Ob
Ha3BaHUE, HA KOTOPOE MOXHO CChUIAThCS B JPYTUX ceMmeicTBax. JTO Ha3zBaHue OyneT 3areM
HCIOJIB30BATHCS B KAXKJI0M KOMIIOHEHTE, BBIOPAaHHOM ISl OTpeIeNICHHsI YacTH TpeOOBaHUM Ui
COOTBETCTBYIOIIEH (PyHKIMHU, 4TO mo3BoiMT aBTopy I13/3b nerko ykaszarh 00nacTh NEWCTBUS,
HanpuMep, OXBaTbIBAEMbIE 0OBEKTHI U ONIEPALIUH, YIIOJIHOMOYEHHBIE TI0JIb30BaTENHN U T. 1.

Kaxxnoe npuMeHeHHne KOMIIOHEHTa BO3MOXHO TOJbKO aist ogHou IIDb. Ilostomy, ecin
[1Ob cnenuduuupoBaHa B KOMIIOHEHTE, TO OHa OyJaeT MpUMEHEHa BO BCEX AJIEMEHTaX 3TOTrO
KOMIIOHEHTa. DTU KOMIIOHEHTHI MOTyT puMeHsAThcs B [13/3b Heckonbko pa3, eciu xenareiabHO
Y4€CTh HECKOJIBKO IIOJINTHUK.

Kntouom Kk BBIOOpY KOMIIOHEHTOB 3TOrO CEMEHCTBa SIBJIETCS HAJIMYUE MOJHOCTHIO
ompejieNieHHOW TonuTUKKM Oe3omacHoctn OO, obecrneunBaromell MPaBHIBHBIA  BBEIOOD
KoMnoHEeHTOB M3 cemeicTB «llomutuka ynpasinenuss noctynom» FDP ACC u «llonutuka
ynpasnenus: nHpopmarmonusiMu otokamu» FDP_IFC. B FDP_ACC «llonuTuka ynpaBieHus
noctyrmom» U FDP_IFC «Ilonutrka ynpaBiaeHuss ”HGOPMAIIMOHHBIMU ITOTOKAMU» TPUCBAUBAIOT
UMSI COOTBETCTBEHHO KaXKJOW TIOJIMTHUKE YIPABJICHUS JOCTYIIOM WIM HH()OPMAIMOHHBIMU
norokamu. Kpome TOro, 3Tu KOMIIOHEHTBI OIPENENSAIOT CYOBEKThl, OOBEKTHl U OIepaluH,
BXOJIAIIME B 00acTh JCUCTBHUS COOTBETCTBYIOMIEH (QyHKImH Oe3omacHocTH. [Ipennonaraercs,
YTO MMEHa 3THX MOJUTUK OyIyT HCHOJIb30BAThCA IOBCEMECTHO B TeX (DYHKIMOHAIBHBIX
KOMITOHEHTaX, KOTOPblE MMEIOT ONEpaIyio, 3alpalliBalollyl0 Ha3HaueHue uin BbiOop «I1Db
yrnpaBiieHus: goctynom» uw/uinn «I1db ynpasnenus uHGopMannoHHBIMU MOTOKaMu». [IpaBuia,
KOTOpBIE OIpPEAEIAOT (YHKIIMOHATBHBIE BO3MOXXHOCTH HMMEHOBaHHBIX [IDb ympaBneHus
JOCTYIIOM HJIM MH(OPMAIMOHHBIMU MOTOKaMH, OynyT yctaHoBieHbl B cemeiictBax FDP_ ACF
«@ynkuun ympasneHus pocrynom» U FDP IFF «®ynkuuu ympasneHus HHOOpMAIMOHHBIMU
IIOTOKAMM» COOTBETCTBEHHO.

Hwuxe npuseneHa pekoMeHyeMas MOCIENOBATEIbHOCTh IPUMEHEHHUS ATOrO Kjacca IpH
noctpoernu [13/3b, mi1st yero HE0OXOAUMO UICHTUDHUITIPOBATE!

a) OCyIIeCTBIsEMble TOJUTUKH, TpuMeHUB cemelictBa FDP ACC «llonutuka
ymnpasinenusi gocrynom» u  FDP IFC «llonutuka ynpaBieHHss WH(POPMALUOHHBIMUA
MOTOKaMM». DTH ceMeicTBa ONpenessioT 00JacTh NEHCTBUSA KaXI0M MOJUTHKU, YPOBEHb
JeTau3alliy YOPaBJIE€HUS U MOTYT MJIEHTU(UIUPOBATh HEKOTOpbIE IpaBUJa CIEIOBAHUS
IIOJINTUKE;

b) TpeGyeMble KOMIIOHEHTHI, IOCE YETrO BHIIOJHUTH BCE MPUMEHSEMBIE ONEpaliy B
KOMITOHEHTAX, OTHOCSIIUXCS K MoauTUKaM. Onepanuy Ha3HauYeHUs] MOTYT BBIIIOJIHATHCS Kak
B 00001IeHHOM BUJE (HAampuMep, «Bce (ailiibl»), Tak U KOHKPETHO («daibl «A», «B» u
T.J.) B 3aBUCUMOCTH OT YPOBHS JE€TAIN3ALINN;

C) BCE NOTEHLHAJIbHO NPHUMEHSEMbIE KOMIIOHEHTHI, OTHOCSIIHECS K (QYHKUIUAM, M3
cemeiicte FDP_ACF «®ynkuuun ynpasnenus pocrynom» u  FDP IFF  «®yHknun
yrpaBieHus: UHPOPMALIMOHHBIMUA MOTOKAMM», CBSI3aHHBIE C UMEHOBAHHBIMH MOJUTUKAMU U3
cemeiicts FDP_ACC «llonutuka ympasnenus poctynom» u FDP IFC  «llonuTtuka
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yopaBjiaeHus: HWHQOPMAIMOHHBIMU TOTOKaMuy». Jlajiee BBIMOJHUTH OMNEpaIuu, YTOOBI
MOJIYYUTh KOMIIOHEHTBI, ONPEACIIAIONINE MPABUIIA 3TUX MOJUTHK. JTO CIEAYET CleNaTh Tak,
9TOOBI KOMIIOHEHTHI OTpakaJii TpeOOBaHMs BBHIOpAaHHOW (DYHKIIMH, KOTOPBIE YK€ MOXKHO
cebe mpeICTaBUTh WM KOTOPBIE TOJIBKO MOJIIEKAT pa3padboTKe;

d) Tex, komy OynmeT mpeaocTaBlieHa BO3MOXKHOCTh YIPaBICHUs aTpuOyTamMu (pyHKITUH
0€30MacCHOCTH ¥ UX U3MEHEHHS, HAPUMEp, TOIBKO aJIMUHUCTPATOPY OE30MacHOCTH, TOJIBKO
BJIa/IeNbIly 00BEKTa U T.J., OCJE Yero BbIOpAaTh COOTBETCTBYIOLIME KOMIIOHEHTHI U3 Kiacca
FMT «YupaBnenue 6€30MaCHOCTbIO» U BBIIOJIHUTH B HUX onepauuu. [Ipu 3Tom MOryT OBITH
MOJIE3HBl YTOYHEHUS NIl MAEHTU(UKALUKA HEIOCTAIOIIUX CBOWMCTB, HampuMep, HEKOTOphIE
WIH BCEe M3MEHEHUS HEOOXOAWMO BBITIONHATH TOJBKO C HCIIOJNB30BAHUEM JOBEPEHHOTO
MapuipyTa,

€) Bce monaxojsamue KomnoHeHTHl kiacca FMT «YmpasineHue 0e30MacHOCTHIO,
HeoOXouMBblIe Ui crienu(UKalUY Ha4aJbHbIX 3HAYEHUIH HOBBIX OOBEKTOB U CyOBEKTOB;

f) Bce xommonentsl cemeiictBa FDP ROL «Ortkar», nmpumeHsieMble JUIsl OTKaTa K
MPEALIECTBYIOIIEMY COCTOSIHUIO;

g) Bce TpeboBanus u3 cemeiictBa FDP RIP «3ammra ocratouHoit uHpOpMALIUn,
MIpUMEHsIeMble JJIs 3alIUThl 0OCTaTOYHOU HH(pOpMaLnH;

h) Bce kommonentsl u3 cemeiictB FDP ITC «/mmopr naHHBIX H3-3a TpEAEIoB
nevictBus ®bO» u FDP ETC «Okcnopr nmanHbix 3a npenenbl aedctBus DOy,
UCIOJIb3YEMBIC TIPH UMIIOPTE HWIIM IKCTIIOPTE JaHHBIX, yKa3aB, KaK CIEAyeT oOpamarbes Mpu
3TOM C aTpubyTamu 6€30MacHOCTH;

1) BCE UCHOIB3yeMble KOMIIOHEHTBI, OTHOCSIIHECS K BHyTpeHHUM miepenadam OO, u3
cemeiictBa FDP_ITT «llepenaua B npenenax OO»;

J) TpeOOBaHUS 3aMIUTHI IEIOCTHOCTH XpaHuMoi uH(popmaru u3 cemeiictea FDP_SDI
«11en0CTHOCTh XpaHUMBIX TAHHBIX;

k) Bce mpuMeHsieMble KOMIIOHEHTHI, OTHOCSIIMECS K mepeaade nqaHHbIx Mexay DOBO,
u3 cemeiicte FDP UCT «3amura KOH(PUACHIHUATHLHOCTH JTaHHBIX MOJIB30BaTENs MpU
nepeaaue mexay ®bO» wnn FDP_UIT «3amura 1e10CTHOCTH JaHHBIX MMOJIb30BATENS MPU
nepenaye Mexy @bO».

Hexomno3uius kiacca FDP Ha cocraBisioniue ero KOMIIOHEHTHI MTOKa3aHa Ha PUCYHKE

F.1.
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F.1 lonmutuka ynpasijenus: rocrynom (FDP_ACC)

F.1.1 3ameuanus 1Jis1 H0JIb30BaTEIIsA

B ocnoBy cemeiictBa FDP_ACC nosoxeHa KOHUENIUS TMPOU3BOJIBHOTO YIPABICHUS
B3aMMOJICHCTBHEM CYOBEKTOB U O00BEKTOB. OONacTh W 1LENTb YIPaBICHHUS OMPEISISIFOTCS
aTpuOyTaMu TIOJIydatens mpaB Joctyna (cyOwbekra), aTpuOyTaMu XpaHWIWIIA JaHHBIX, K
KOTOpOMY  MpeAoCTaBisieTcss  AocTynm  (0ObekTa),  JAeWCTBUAMU  (OmepalusMu) U
ACCOLIMMPOBAHHBIMHU MPABUJIAMU YIIPABIICHUS TOCTYIIOM.

KoMIoHeHTBI 3TOro ceMeicTBa Jar0T BO3MOXKHOCTH uaeHTU(ukanuu (o umeHun) [1Db
YOpPaBJI€HUS JOCTYIIOM, B OCHOBE KOTOPBIX JI€KAT MEXAHHU3Mbl JUCKPELMOHHOTO YIIPaBICHUS
noctynoM (DAC). B cemelicTBe ompenenstorcsi CyOBbeKThl, OOBEKTHl U OIlepaluu, KOTOphIE
BXOJIAT B 00JIaCTh JEHCTBUS MACHTU(QUIIMPOBAHHBIX MOJUTHUK yIpaBiieHus aoctynom. [Ipasuna,
ompenensAoonme (QyHKIHOHAIbHBIE BO3MOokHOCTH [IDB  ympaBnenuss mgocrymom, OyayT
YCTaHOBJIEHBI JIpyruMu cemeiictBamu, TakuMu kak FDP ACF «®yHkuuu ymopaBiaeHHs
noctynom» u FDP RIP «3ammra ocratounoii undopmarum». [Ipenmonaraercs, 4ro MMeHa
[1®b, unentudunupoanusie B cemeiictBe FDP ACC «llonmutuka ynpaBieHUsS IOCTYIIOM,
OyAyT HCIIOJIb30BaThCSI TOBCEMECTHO B Te€X (DYHKIIMOHAIBHBIX KOMIIOHEHTaX, KOTOPbIE UMEIOT
oTeparyio, 3anpanuBaronlyo Ha3HaueHue uin Beioop «I1Db ynpasnenus 1ocTymnom».

B o6nacte aevictBus [1Ob ynpaBieHus 10CTYIIOM BXOJUT MHOXECTBO TPUAJ «CYOBEKT,
00BeKT, omepanun». Ha cyOBbekT Moryt pacmpocTpaHatbes Heckoiabko [IDB, HO Tombko B
Pa3NUYHBIX COYETAaHHMAX C OOBEKTAMHM W oOmepanusMd. To Ke OTHOCHUTCI K OOBEKTaM H
OnepausM.

BaxnelmmM acnekToM (GYHKIWW YOpaBISHHUS JOCTYyNoM, ocymecTtisoneii [1Pb
YVOPABICHUS  JIOCTYNOM,  SIBJIIETCSI  NPENOCTABICHUE  IOJb30BAaTENsIM  BO3MOKHOCTHU
MoaudummpoBarh arpulOyTsl ympaBieHus goctynoMm. CemeiictBo FDP ACC «llonutnka
YIPABIECHUS TOCTYIOM» JUIsl 3TOrO HE NTPEAHA3HAYEHO.

YacTe OTHOCSIIMXCS TOH MpobiieMe TpeOoBaHM HE OmpeseneHa, HO UX MOXXHO BBECTH
KaK YTOYHEHHE; YacCTh COJEPKHUTCS B IPYIMX CEMENCTBAX M Kilaccax, Hampumep, B kinacce FMT
«YnpasieHne 6€30MaCHOCTHION.

B cemetictBe FDP ACC «llonuTtuka ympaBiaeHUs TOCTYIIOM» HET TPEOOBaHWM aynuTa,
MMOCKOJIbKY OHO crienuduimpyer Tobko Tpedoanus [1Db ynpasnenus nocrymomM. TpeboBaHus
ayauTa MPUCYTCTBYIOT B ceMelcTBax, cneunduuupyromux GyHkiun aias yaosiersopenus [1Db
YIIpaBJICHUS TOCTYIIOM, HACHTU()UITUPOBAHHBIX B 3TOM CEMEWCTBE.

Ot1o cemelicTBo mpenocrapisieT aBTopy [13/3b Bo3MokHOCTH crienndukanu HECKOIbKUX
MIOJINTUK, Hampumep, kecTkyio [IDb ynpasneHus noctynoM B OJHOM 00JacTH JIEHCTBUS U
rubkyro B apyroil. Jlnsg crneuudukanuy HECKONbKUX TOJUTHK YIPaABICHHUS JOCTYIIOM
KOMITOHEHTHI 3TOTO CeMEHCTBa MOT'YT Hcmoib30BaThes B [13/3b Heckonbko pa3 A pa3nuyHBIX
MOAMHOKECTB omnepanuii 1 o0beKkToB. OT0 mpuMeHMMO K OO, B KOTOPBIX MPEIYyCMOTPEHO
HECKOJIBKO TMOJIUTUK JUISl Pa3IMYHbIX MOJAMHOXKECTB omepanuil 1 00beKToB. J[pyrumu cioBamu,
aBropy II3/3b crnenyer cneuudunuponars, npumenss KomrnoHeHT ACC, HeoOXOoauMyro
uHpopmanuio o kaxaoi u3 I1Db, koropeie 6ynyr ocymectBiaTrecss PBO. Hampumep, 113/3b
g OO, Bkimrouatoniero B ce0s Tpu I1®b, kaxnaas U3 KOTOpbIX OEHCTBYET AJIl CBOEM 4acTH
00BEKTOB, cyOBeKTOB U omnepauuii B npeaenax OO, Oyzaer comepkaTh MO OJHOMY KOMIIOHEHTY
FDP_ACC.1 «OrpannueHHO€ yrpaBieHHE JOCTYHOM» s Kaxaoi u3 tpex [1Db.

F.1.2 FDP_ACC.1 Orpann4yeHHoe ynpaBJjeHHe J0CTYNIOM

F.1.2.1 3ameuaHusi o npMMeHEHHUIO /ISl T0JIb30BaTeJIs

TepMuHBI «OOBEKT» U «CYOBEKT» ABIAIOTCS 0000mIeHHBIMU MOHATUAMHU i OO. s
KOKIOW peanu3yeMoll MONUTUKH HEOOXOJUMO YETKO HIASHTHU(QHUIMPOBATh CYIIHOCTH 3TOH
nomuTukd. B I3 00BEKTHI M omepanuu MOXHO HPEACTaBUTh C HCIOJb30BAaHHEM THUIIOB,
HanmpuMep, MMEHOBaHHbIE OOBEKTHl, XpPaHWJIUINA AAHHBIX, JOCTYN Ui 4ureHus u T.i. s
KOHKPETHOW CHCTEMBbI HEOOXOAUMO YTOYHEHHE 000O0IIEHHBIX TEPMUHOB «O0OBEKT» U «CYOBEKTY,
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Hanpumep, Gaiibl, perucTphl, MOPTHI, IPUCOEIUHEHHBIE MPOLIETYPHl, 3aIPOChl HA OTKPBITUE U
T.IL.

Kommnonenr FDP ACC.1 onpeaensieT, 4TO MOJUTHKA PAcHpOCTPaHSIETCS] Ha HEKOTOPOe
MIOJTHOCTBIO ONPEIETICHHOE MHOXKECTBO ONEpaIii Ha KakoM-THOO MOJMHOXKECTBE OOBEKTOB.
JIaHHBII KOMIIOHEHT HE HAKJIAJ(bIBAET HUKAKNX OTPAaHUYECHMI Ha Olepaluy, He BXOJSIINE B 3TO
MHOYECTBO, B TOM YHCJIE OIepaluy Ha 00BbEKTax, Ha KOTOPBIX HHbIE OTIEpaIUU YIPABIISIOTCS.

F.1.2.2 Onepauun

F.1.2.2.1 HaznayeHnue

B FDP _ACC.1.1 aBtopy I13/3b cnenyer cnenuduuupoBaTh YHUKATHHO WMEHOBAHHYIO
[1®b ynpasnenus nocrynom, ocymectsisiemyo ©BO.

B FDP_ACC.1.1 aBropy I13/3b cneayer cnenuduiupoBath CHUCOK CYOBEKTOB, 0OBHEKTOB
U onepanuii cyObeKToB Ha 00beKTax, Ha KOTophIe pactpocTpansercs nanHas [1Db.

F.1.3 FDP_ACC.2 IlosiHoe ynpaBJjieHHe JOCTYIIOM

F.1.3.1 3ameuaHust 1o NpMMEHEHHUIO JIS1 I0JIb30BATEJIs

Kommonentr FDP ACC.2 coumepxut TpeboBanme, uroonl [IDb ympaiaeHus moctymnom
pacmipocTpaHsIach Ha BCE BO3MOKHEIC ONIepaliiy HajJ 00beKTaMu, BKIIIoUeHHbIMU B [1DB.

Atopy II3/3b HeoOXoguMO TPOJEMOHCTPUPOBATh, YTO Ha JIIOOYI0 KOMOHWHAITUIO
00BEKTOB M CYOBEKTOB pacnpocTpansercs kakas-nmioo [1Db ynpasnenus gocrynom.

F.1.3.2 Onepauun

F.1.3.2.1 Ha3znauenue

B FDP ACC.2.1 aBropy I13/3b crnenyer crnenuduuupoBaTh YHUKAITHHO WMEHOBAaHHYIO
[1®b ynpasnenus nocrynom, ocymecrsisiemyro ©BO.

B FDP ACC.2.1 aBropy II3/3b cnenyer cneuuduiupoBarh CIHCOK CYOBEKTOB U
00BEKTOB, Ha KOTOphIe pacnpocTpansiercs aanHas [1Ob. [IOb Gyner pacrnpocTpaHsIThCS Ha BCe
orepai MeXIy STUMH CYObEeKTaMU U 00BEKTaMHU.

F.2 ®yakuun ynpasiaenus nocrynom (FDP_ACF)

F.2.1 3ameuanus AJis1 M0JIb30BaTEJIA

Cewmeiicto FDP ACF onuceiBaeT mpaBwia AJis KOHKPETHBIX (PYHKIIUHA, KOTOPHIE MOTYT
peann3oBaTh TOJUTUKU YyrIpaBieHus poctynoMm, uMeHoBaHHble B FDP ACC «llonutuka
ynpasienus nocrynom». B FDP_ACC takke onpezensercss 001acTh JEHCTBUS 3TUX MOJIUTHUK.

JlanHoe cemeiicTBo no3BoisieT aBTopy [13/3b onumcars npaBuia ynpasienus noctyrnom. B
pe3ynbTaTe MmpaBHiia JOoCcTyna K 00beKTaM CUCTeMbl He OyayT u3MeHATbes. [Ipumepom Takoro
o0beKkTa sBisieTcs: pyopuka «HoBocTu HS», KOTOPYIO YHTAaTh MOTYT BCE€, a U3MEHSTH - TOJBKO
YIIOJTHOMOYEHHBIN aaMuHucTparop. JlanHoe cemelicTBo Takxke mo3BoisieT aBropy I[13/3b
yCTaHABIMBATh HMCKJIIOUEHHUS M3 OOIIMX MpaBWJI yNpaBICHHs] JOCTYNOM. Takue HCKIIOYEHHS
OyIyT SIBHO pa3pemarh WIH 3allpeniaTb aBTOPU3AIHIO TOCTYIA K 00BEKTY.

Crneuundukanusi Ipyrux BO3MOXKHBIX TUIOB (DYHKIUH YIpaBICHUS, HAPUMEpP, JBOHHOE
yIpaBi€HUE, IPaBUiia MOCIEI0BATEIbHOCTU ONEPALUN UM YIPABICHUE UCKIIOYEHUSIMHU, SIBHO
HernpeaycMoTpeHHas. OgHaKO 3TH MEXaHU3Mbl, KAK U MEXaHU3M JUCKPEIIMOHHOTO YIIPaBJICHUS
JOCTYIIOM, MOKHO HIPEICTaBUTh C MOMOIIbI0 MMEIOIIMXCS KOMIIOHEHTOB IPH BHUMATEIbLHOM
OTHOIIEHUHU K (POPMYITMPOBAHUIO TIPABUIT YIIPABIICHUS TIOCTYIIOM.

B srom cemelictBe MOxHO omnpenenuts psaa Pb ympaBineHus QOCTYNIOM, UMEKOIIHUX B
OCHOBE:

- CIIUCKM KOHTPOJIS 1OCTyna (MaTpuiia JOCTyIa);

- crienu(UKaIMK YIIpaBIEHUS TOCTYIIOM Ha OCHOBE BPEMEHH,

- crienuUKalMY YIIpaBIeHUs TOCTYIIOM Ha OCHOBE UCTOYHHUKA;

- aTpuOyTHI yIIPaBICHUSI TOCTYIIOM, YIIPABJIsEMbIE UX BIIAJICIIbLIEM.
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F.2.2 FDP_ACF.1 YnpaBjieHue 10CTyIIOM, OCHOBAHHOE HAa aTpHOyTax 0e30I1aCHOCTH

F.2.2.1 3ame4aHusi 10 NpMMEHEHHUIO JIs1 I0JIb30BATEJIs

Kommonent FDP ACF.1 o6GecneunBaer TpeOoBaHHS K MEXaHHU3MY, KOTOPBIH
NOJICP)KUBAET  YIpaBJICHHWE JIOCTYNOM, OCHOBaHHOE€ Ha aTpubyTax ©0e30macHOCTH,
ACCOIIMMPOBAHHBIX C CyOBeKTaMH H oOOBbeKkTamMH. Kaxapli OOBEKT U CyOBEKT HMEET
COBOKYIIHOCTb ACCOLIMMPOBAHHBIX C HHUM aTpuOyTOB, TaKMX KakK pacIOJIOKEHHE, BpEMs
CO3JlaHMsl, TpaBa JOCTyna (HampuMep, CIMCKU KOHTPOJs JocTymna). JlaHHBIH KOMIIOHEHT
no3Boisier aBtopy 113/3b cnenuduuupoBats arpulyThl, KOTOpble OYAYT HMCIIOIb30BaThCS IS
MOCPETHUYECTBA TPU YNPABIECHUHM JOCTYIIOM, a TaKkKe IpaBWiIa YINpaBIEHUS IOCTYINOM Ha
OCHOBE THX aTpHOYyTOB.

[Tpumepst aTpuOyTOB, KOTOpHIE MOKET Ha3Ha4yaTh aBTop [13/3B, mpencraBieHbl HUXKE.

ATpuOYT «MIEHTU(PHUKATOP» MOKET OBITH aCCOLIMUPOBAH C MOJIH30BATEISIMHU, CYOBEKTAMU
WM 00BEKTaMU JJIs1 UCIOJIB30BaHMs NIPpU nocpeaHuuecTse. [Ipumepamu sToro atpudyra Moryr
OBITH UM 3arpy304YHOTO MOAYJIS MPOTPAMMBI, UCIOIB3YEMOM NpU CO3JaHUU CYOBEKTa, WU
aTpuOyT 0€30MaCHOCTH, HA3HAUYEHHBIN 3arPy304HOMY MOAYJIIO IPOrpaMMBbl.

ATpubyT «BpeMs» MOXKET HCIIOJIB30BAThCA JJIsl ONMPENENIeHUs TOTO, 4TO AOCTYH Oyzder
IIPEJOCTABIIATHCS TOJIBKO B YKa3aHHBIE BpeMs CYyTOK, THU HEAEIH UM KaJleHJapHbIHA TOJ.

ATpuOyT «MECTOIOJIOKEHUE» MOT OBl OIPEAEATh MECTO KaKk ()OPMHUPOBAHUS 3arpoca Ha
OIEpaLuIo, TaK U BBINOJIHEHHUS omnepanuu aubo To u apyroe. IlpumeHeHne Takux arpuOyToB
MOJKET OCHOBBIBATHCSI HA BHYTPEHHUX TAOIMIIAX JJIsl COMTOCTABJICHHUS JIOTHYECKUX UHTEPQeiicoB
®BO ¢ Mectamu pacnonoKeHus: TEPMUHAJIOB, IIPOLIECCOPOB U T.1.

ATpulOyT «TpynmupoBaHHE» MO3BOJISAET B IENAX YIPABICHUS JOCTYIIOM aCCOIMHPOBATH
€IMHYI0 TpyIIy I[oJib30BaTeNneil ¢ HekoTropoil onepauueid. Ilpm HeoOxogumocTu Ams
cienn(UKau MaKCUMaJbHOTO YHWCIIa TPYNI I0JIb30BaTeNeil, Mojbp3oBaTesieil B Tpymme |
IpyII, B KOTOPbIE MOXET OJHOBPEMEHHO BXOIMTbH I10JIb30BaTElb, CJIEIYET HCIOJIb30BATh
OTIepaIf0 YTOUHEHHUSI.

Komnonent FDP_ACF.1 cogepxut Taxxe TpeOoBaHus, naromue QyHKIUAM YIPaBICHUS
JIOCTYIIOM BO3MOKHOCTb $IBHO MpPEAOCTAaBISITh WM 3alpeliarbh JOCTYyn K OObEeKTaM Ha
OCHOBaHHMU aTpuOyToB Oe3zomacHocTH. Ero MoOXHO UCHONb30BaTh I IPEIOCTaBIECHUS
MIOJIHOMOYHH, MpaB JIOCTyla WU paspemieHus aoctyna B npenenax OO. Takue nmomHoMouwMs,
IIpaBa WIN pa3pelieHuss MOXKHO NPUMEHSTh K IOJb30BATENAM, CyObeKTaM (IPeCTaBISAIOIINM
I10JIb30BATEJEHN WU MPUIIOKEHUST) U OOBEKTaM.

F.2.2.2 Onepauun

F.2.2.2.1 HaznaueHnue

B FDP ACF.1.1 aBropy II3/3b cnenyer cnemudummpoBats umsa [IDb ynpaBienus
noctymoM, ocymiectBiasieMoir @bO. Ums u obnacte aeiictBus [IDb ynpaBnenus moctynom
onpenenstorcs B komnoHeHTax cemerictea FDP_ACC.

B FDP ACF.1.1 astopy II3/3b cneayer cnenuduiupoBarh arpuOyThl 0€30MaCHOCTH
W/WJIM UMEHOBAHHBIE TPYMIBI aTpHOyTOB 0€30MacHOCTH, KOTOphIe (DYHKIMS OYIET MCIOIb30BaTh
npu cnenu@UKanuy MpaBWwil, AN KaXJIOro yIpaBiseMoro cyObekTa uiau o0bekra. Takumu
arpubyramMmu  0€30maCHOCTM MOTYT ObITh, HalpuMep, WICHTU(PHUKATOpP IOJIb30BaTEN,
UACHTU(PUKATOP CYOBEKTa, POJib, BPEMsI CYTOK, MECTOIIOJIOKEHHUE, CIIUCKU KOHTPOJIS IOCTYIa, a
TaKke Jto0ble Apyrue arpudyTsl, cnenuduuuposannbie aBropom I13/3b. [lns yaobcTBa cepuiok
Ha aTpuOyThl 0€30IacCHOCTH HEOJAHOKPATHOIO INPUMEHEHUS MOXKHO BBECTH HMEHOBAaHHbBIE
rpynnsl aTpuOyToB Oe30macHOCTH. VIMEHOBaHHBIE IpyMHIbl MOTYT OKa3aThCsl MOJE3HBIMU INPHU
accouuanuu «poisei», omnpeneneHHbelx B ceMedictBe FMT SMR  «Pomm  ynpaBieHust
0€30MacHOCTbIO», M COOTBETCTBYIOLIUX MM aTpuOyTOB ¢ cyOBekTamu. Jpyrumu cioBamu,
KaX/1yI0 pOJIb MOKHO CBSI3aTh C MIMEHOBaHHOM IpymIoi aTpuOyToB.

B FDP_ACF.1.2 aBropy I13/3b cnenyer cnenudunupoBats ans aanHoil [1dOb npasuna
yIpaBJIEHUs] JJOCTYIIOM KOHTPOJHMPYEMBIX CYOBEKTOB K KOHTPOJUPYEMBIM OOBEKTaM U
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KOHTPOJIMPYEMBIM OIlepalysiM Ha KOHTPOJUPYEMbIX OO0BEKTax. ODTH MpaBujia OIpPeNeysioT,
KOrJa JOCTYNl TpeAoCTaBisieTcs, a Korjza B HEM OTKa3aHo. B HHX MoryT ObITh
cnenudupoBanbl GYHKIUMA YIPABICHUS JIOCTYIIOM OOIIero xapakrtepa (HCIONb3YIOUIHE,
HarmpuMmep, OOBIYHBbIE OWUTBHI pa3pellieHusi) WIM CTPYKTYpUpOBaHHBbIE (YHKIMU YIPaBICHUS
JOCTYTOM (MCTIONb3YIOIIKe, HAPUMEp, CIUCKU KOHTPOJISL JOCTYTIA).

B FDP_ACF.1.3 aBropy I13/3b cieayer cnenuduuupoBaTh OCHOBaHHBIE Ha aTpuOyTax
0€30MacHOCTH TpaBuiIa, KOTOpPblE OYIyT HCIOJIB30BAThCS ISl SIBHOTO paspelleHus JoCTyma
CyObEKTOB K OOBEKTaM U JOMOJHSAIOT mpaBuia, ycraHoBieHHble B FDP ACF.1.1. Oum
BbiIHECEHBI B OTAenbHbIA 35eMeHT FDP ACF.1.3, mocKkoiabKy ONHMCBHIBAIOT HCKJIIOYEHUS U3
npaswil, ycraHoBieHHbIX B FDP ACF.1.1. Hanpumep, npaBuia sIBHOrO paspelieHHs I0CTyla
MOTYT OBITh OCHOBAaHBI Ha BEKTOpE IOJIHOMOYHMH, aCCOLMHPOBAHHOM C CYOBEKTOM M BCerja
o0ecreynBaoIUM eMy JIOCTYI K 00beKTaM, Ha KOTOPBIE PaclpoCTpaHseTcs crenupuirpyemas
[1®b ynpaenenus noctynoM. Ecnu momoOHas BO3MOXKHOCTh HEXenareiabHa, To aBTopy I[13/3b
cienyer ykasarb «Her» B naHHOM oneparuu.

B FDP_ACF.1.4 aBropy I13/3b cnenyer cnenuduuupoBaTh OCHOBaHHBIE HAa aTpuOyTax
0€30MacHOCTH TIpaBWJIa, KOTOpBIE OYAyT HCHOJB30BAThCA JUISI SIBHOTO OTKa3a B JIOCTYIE
CyOBEKTOB K OOBEKTaM | JOMOJHAT mnpaBwia, ycraHoBieHHbie B FDP ACF.1.1. Onm
BbIHECEHb! B OTHenbHbIM 37eMeHT FDP ACF.1.4, mockosibKy ONMCHIBAIOT HCKJIIOUEHUS W3
npasui, ycraHoBiaeHHbIX B FDP ACF.1.1. Hanpumep, npaBuia ssBHOro OTKa3a B JOCTYIE MOT'YT
OBITh OCHOBaHBl HAa BEKTOPE IIOJHOMOYMH, AaCCOIMMPOBAHHOM C CYOBEKTOM U SIBHO
OTKa3bIBAIOIIEM €MY B JOCTYyIE K 00bEKTaM, Ha KOTOpPbIE PACIIPOCTPaHsIeTCs CelupUIpyeMast
[1®b ympasnenus gocrynoM. Eciu momoOHas BO3MOXKHOCTh HEXenarenbHa, To aBropy 113/3b
cienyer ykaszath «Her» B n1aHHOI onepanuu.

F.3 Ayrentupuxauus ganabix (FDP_DAU)

F.3.1 3ameuanus AJis1 0JIb30BaTeJIA

Cemeiicteo FDP DAU omnuceiBaeT crneuuaibHble (DYHKUWH, UCHOJIb3yeMble IS
ayTeHTU(UKAINNA «CTATUICCKUX) TaHHBIX.

KoMmoHeHTHI 3TOro cemeiicTBa MCMONb3yIOT MPU HATUYUHN TpeOOBaHUS ayTeHTU(UKAINH
«CTaTUYECKUX» JaHHBIX, TO €CTh, €CIM JaHHbIE 0003HAYAIOTCA, HO HE MepeaaroTcs (mpu
nepenavye JaHHBIX JUIsl 0OeCrieueHus: HeOTKAa3yeMOCTH OTIpaBiIeHUs MHGOPMAIIUU UCHIOIB3YIOT
cemeiictBo FCO_NRO «HeoTka3zyeMoCTb OTIIpaBIECHUSA).

F.3.2 FDP_DAU.1 ba3oBasi ayreHTU(UKAIUSA TAHHBIX

F.3.2.1 3ameuanusi o npuMeHEeHHUIO sl M0JIb30BaTEIs

Kommnonentr FDP _DAU.1 moxer ObITh pealii30BaH C MOMOIIbIO OAHOCTOPOHHUX XOIII-
¢byHkui (kpunrorpapuueckoi KOHTPOIbHON CYyMMBI, OTOOpa)KEHHUs OTIIEYaTKOB MaJIbLIEB, XA1III-
oOpasa cooOIeHus1) A TeHepalliy X3II-3HAYCHHSI OMPEICIIIEMOTr0 TOKYMEHTa, KOTOPOE MOYKET
UCIIOJIb30BaThCS MpHU BepuU(UKALUKA MPABUILHOCTH WU MOAJUHHOCTU COJAEp)Kalleics B HEM
uHpOpMannu.

F.3.2.2 Onepauun

F.3.2.2.1 Ha3nayenmue

B FDP DAU.1.1 aBropy I13/3b cnenyer cneuu¢puupoBars Ciucok 0OBEKTOB HJIM THUIIOB
nHopmanuu, s KoTopbix ®BO m0KHBI OBITH B COCTOSIHUM T€HEPUPOBATH CBHUIETEIHCTBO
ayTeHTU(UKALUY JaHHBIX.

B FDP_DAU.1.2 asropy I13/3b cnenyer cnenuduuupoBath CIUCOK CyOBEKTOB, KOTOPHIE
OyIyT B COCTOSSHUU BepU(PHUIMPOBATH CBUAETEIHCTBA ayTCHTHU(PUKAIUU JAHHBIX A1 0OBEKTOB,
YKa3aHHBIX B TpeabiayieM djeMeHTe. CIHCOK MOXKET MEPEUrCIuTh CyOBEKTHI, €ClIM BCE OHU
W3BECTHBI, WM OINHCAaHHWE CYOBEKTOB B CIHCKE MOXKET HOCUTh Oosiee OOmIMiA XapakTep u
CCBUIATHCA HA «TUI» CYOBEKTa, HAPUMED, HA UJICHTU(DUIIMPOBAHHYIO POJIb.
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F.3.3 FDP_DAU.2 AyreHTH(UKANMSA JaHHBIX ¢ HICHTH(PUKALMEH rapaHTa

F.3.3.1 3ameuanusi 1o NpMMEeHEHHUIO JIsl MI0JIb30BATEJIs

Kommonent FDP_DAU.2 nonoJHUTETBHO COJEPKUT TpeOOBaHUE HAIMYUS BO3MOKHOCTH
BepUpULIPOBATEH UJACHTU(PHUKATOD M0JIb30BATEIS, IPEIOCTABIISIONIETO rapaHTHIO
ayTeHTH(UKAIUK (HapuMep, TOBEPEHHOTO TPETHETO JIUIIA).

F.3.3.2 Onepanuu

F.3.3.2.1 Haznauenue

B FDP _DAU.2.1 aBropy I13/3b cnenyer cneun¢puupoBarh ciucok 0OBEKTOB MM THUIIOB
uHpopmanuu, a1 Kotopelx ®BO nomKHBI OBITE B COCTOSHUU T'€HEPUPOBATh CBHUJETEILCTBO
ayTeHTU(UKALIUHN TaHHBIX.

B FDP DAU.2.2 aBropy I13/3b cnenyer cnenudunupoBath CIIUCOK CYOBEKTOB, KOTOPHIE
OyZAyT B COCTOSIHUM BepU(PULIUPOBATH CBUICTEIHCTBA ayTCHTU()UKALMU NAHHBIX U 00BEKTOB,
YKa3aHHBIX B IPEABIAYILEM AIEMEHTE, a TAKKe NIACHTU(UKATOP MOJIb30BaTelIsd, KOTOPBII co3aal
CBHJIETEJILCTBO ayTEHTU(PUKALIUN TaHHBIX.

F.4 Dxcnopt nannbix 3a npeaes aeiictsust P50 (FDP_ETC)

F.4.1 3ameuanus 1J1s MoJbL30BaTeJIs

Cewmeiicto FDP_ETC omnpenensier ¢pyHKIMH 17151 SKCIIOPTA TAHHBIX Moib3oBatens u3 OO0
TakK, 4YTO UX aTpuOyThl 0€30MACHOCTH MOTYT MOJHOCTBIO COXPAHATHCS WM UTHOPUPOBATHCS TPU
9KCHOPTE 3TUX JaHHBIX. COTJIacOBaHHOCTh JITHX aTPUOYTOB OE30MacCHOCTH OOECIIEYMBAETCS
cemeiictBoM FPT TDC «CornacoBanHocTh gaHHbIX DBO mexay OBO».

B cemeiicteBe FDP ETC «3kcnopr npaHHbix 3a npeaensl aedictBus OBO» Ttaxoke
paccMaTpUBAIOTCSl OTPaHMYEHUS Ha OHKCIOPT M accouuanus arpuOyToB O€30IIaCHOCTH ¢
IKCIIOPTUPYEMBIMH JAHHBIMHU M10JIb30BATES.

FDP ETC wu cootBercTBytomiee cemerctBo aisa umnopra jnanHeix FDP ITC «Mmmopt
JNaHHBIX u3-3a mpezaenoB neiictBus PBO» ompenensdror, kak OO mnocrtynaer ¢ JaHHBIMU
nosib3oBarenei, nepenasaeMbiMu U3 OJI®@ m nocrynarommMu B Hee. DAKTUUECKH CEMENHCTBO
FDP _ETC obecneunBaeT 3KCHOPT NAaHHBIX ITOJH30BATENIE M CBA3aHHBIX C HUMH aTpUOyTOB
0€30MMacHOCTH.

B naHHOM cemelcTBe MOT'YT pacCMaTpUBAaThCA CIEAYIOIINE TEHCTBHS:

a) KCIOPT JaHHBIX IMOJIb30BaTENeH 0€3 KaKuX-Tu00 aTpuOyTOB OE30MaCHOCTH;

b) 3KCTIOPT AaHHBIX MOJIB30BATENCH C aTpuOyTaMu 0€30MaCHOCTH, aCCOITUUPOBAHHBIMH
C HTUMHU JaHHBIMM, @pUYeM aTpuOyThl O€30MaCHOCTH OIHO3HAYHO IPEACTaBIISIOT
AKCIIOPTHUPYEMBIE JaHHBIE TIOJIb30BATENSL.

Ecnu npumensitorcst Heckonbko [IDB ynpaBneHus nocTynoMm u/uiud MHPOPMALUOHHBIMU
IIOTOKaMH, TO MOJKET MOTpPeOOBAaThCA MOBTOPUTH 3TOT KOMIIOHEHT OTAEIBHO A KaKJOU
MOJINTUKHU (TO €CTh IPUMEHUTH K HEMY OIEpAIMI0 UTEPALIUN).

F.4.2 FDP_ETC.1 JDxcnopT JaHHBIX N0JIb30BaTe sl 0e3 aTpuldyToB 0€30MacHOCTH

F.4.2.1 3ameuaHusi 1o NpMMEHEHHUIO JISl MI0JIb30BATEJIs

Komnonent FDP ETC.1 ucnons3yercs s cneuudukanuu skcrnopra uHpopmanuu 6e3
JKCIOpTa aTpuOyTOB O0E30MACHOCTH.

F.4.2.2 Onepauun

F.4.2.2.1 HaznaueHue

B FDP ETC.1.1 asropy II3/3b cnenyer cneumnduuupoBats, kakue [IDOb ynpasinenus
JOCTYIIOM WU/MJU UH()OPMALIMOHHBIMU MOTOKAaMHU OYyT OCYIIECTBIATHCS MPHU AKCIOPTE JaHHBIX
nojp3oBarens. JlaHHble TOJB30BATENsl, KOTOPbIE SKCIHOPTHPYIOTCA 3TOH  QyHKIUEH,
OTPaHUYMBAIOTCA Ha3HaueHHeM dTux [1Db.
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F.4.3 FDP_ETC.2 DxcnopT JaHHBIX [10JIb30BATE/IsI C AaTPUOYyTAaMH 0€30I1ACHOCTH

F.4.3.1 3ame4aHusi 1o NpMMEHEHHUIO JIS1 I0JIb30BATEJIs

JlaHHBIE MOJIB30BATENsl SKCIIOPTUPYIOTCS BMECTE CO CBOMMHU aTpuOyTaMu O€30MacHOCTH.
Ot arpuOyThl 0€30MaCHOCTH OJHO3HAYHO ACCOLMUPOBAHBI C JAHHBIMH I10JIb30BATEs.
Acconpanys MOXeT yCTaHaBIMBAaTbCA pa3iuyHbIMU crnocobamu. K cmocobam ycTaHoBieHUs
acCOIMALMM OTHOCSTCSI COBMECTHOE (pU3MuUEcCKoe pa3MelIeHHE JaHHBIX MOJb30BaTeNsl |
atpuOyToB  Oe3omacHOoCcTM  (HampuMep, Ha OJHOM  JUCKET€) WM  HMCIOJIb30BaHUE
KpUNTOTpaQHUUECKUX METOJIOB, Hampumep, LUPPOBBIX MOANHCEH, IS acCOLMALUU STHX
aTpuOyTOB M JAaHHBIX Nojb3oBarens. [lig oOecnieueHHs] MONMY4EHUS NPAaBUIIBHBIX 3HAYEHUHN
aTpuOyTOB IpyruM jaoBepeHHBbIM npoaykroMm IT moxHo ucnonszoBath cemerictBo FTP ITC
«/loBepeHHbIii kaHanm mnepegaun Mexay DPbO», B 1O Bpemss kak cemeiictBo FPT TDC
«CornacoBaHHOCTh JaHHbIX DPBO wmexny DPBO» MoxeT NpUMEHAThCA I JOCTHXKEHUS
YBEPEHHOCTH B TMPABWILHONW HHTEpIpPETAlUd ATHUX aTpuOyToB. B CBOIO ouepenb, ceMencTBO
FTP_TRP «/loBepeHHBI!I MapLIpyT» MOKET INPUMEHATHCS Ul JTOCTUKEHUS YBEPEHHOCTH B
MHULMALUH SKCIIOPTA HAJIEKAIIUM I10JIb30BATEIIEM.

F.4.3.2 Onepauun

F.4.3.2.1 Haznauenue

B FDP ETC.2.1 aBropy II3/3b cnenyer cneunduinupoBars, kakue [IDPB ynpaBinenus
JOCTYIOM M/MIM MH(POPMALMOHHBIMU ITOTOKaMHU OYAYT OCYILECTBIIATHCS MPU IKCIIOPTE JAHHBIX
nonp3oBarens. JlaHHbIe TOJB30BATENs, KOTOPBIE OSKCIHOPTHPYIOTCA JTOH  (QyHKIMEH,
OTPaHUYMBAIOTCS Ha3HaueHueM dTux 11Db.

B FDP_ETC.2.4 aBropy I13/3b cnenyer cienuduiiupoBats Bce JOMOTHUTEIBHBIEC TPABUIIA
yIpaBJIEHUs] SKCIIOPTOM WM Yyka3arb «Her» mpu ux OTCyTcTBUM. OTHM npaBuia OyayT
peanmuzoBanbl @BO B pononHenue k [IOb ynpaBieHus A0CTynoM W/Wiad MHPOPMALMOHHBIMU
notokamu, BeiOpanusiM B FDP_ETC.2.1.

F.5 HonmuTuka ynpasjenust nHpopmaunoHubiMu norokamu (FDP_IFC)

F.5.1 3ameuanus 1Jis1 moJib30BaTe s

B cemeiictee FDP IFC wupentudunupyrorcs IIOb ynpaenenus wHGOpMAIIMOHHBIMU
MOTOKAMH U CHICTIUPHUIMPYIOTCS 00JIACTH TCUCTBUS KKIOW TAaKOH MOJTUTHKH.

KoMmoHeHThI 3TOro cemeiicTBa Aal0T BO3MOXKHOCTh uaeHTH(uKanuu [1Ob ynpasnenus
WH(POPMAIIMOHHBIMA TTOTOKaMH, OCYIIECTBIISIEMBIX MEXaHW3MaMH MaHIATHOTO YIIPaBJICHUS
noctynoM npu ux Hamuuuu B OO. OgHako MX BO3MOXHOCTH LIMPE MEXAHM3MOB MAHJIaTHOI'O
ynpasiaeHuss jgoctynoM. OHM  MOTYT HCHOJB30BAaThCA S ONPEIENIECHUS  IOJUTHK
HEBMEIIATEIbCTBA M TIOJUTUK, OCHOBAHHBIX Ha MEpPEXoJax MEXAy COCTOSHUSAMU. B 3ToM
cemeiictBe i Kaxaoil u3 [1Ob ynpasnenust unpopmanronusiMu notokamu OO onpenenstorcs
CyOBEKTBI, MH()OPMALIHS U OTIEPALNN TTepeMeIeHUs] HHPOPMAIIUU K CYObEKTaM H OT CyOBEKTOB.
[IpaBuna, ONpeeNAoIINe dbyHkoHanbHble  Bo3MokHocTH — [IDB  ympaBnenus
MH(GOPMAIIMOHHBIMHA TIOTOKaMH, OyIyT YCTaHOBJIEHBI JIPYIMMH CEMEHCTBaMH, TaKHMMH Kak
FDP IFF «®ynkuuu ympasineHuss wuHpopmanvoHHbIMH mnotokamu» u FDP RIP «3amura
octatouHoi uH@opmarun». [1OB ynpasnenuss ”HPOPMALTMOHHBIMY IOTOKaMH, OIPEEIICHHBIE B
cemeiictee FDP IFC, B panbHeilimieM OyAZyT HCHOJB30BaTbCs IOBCEMECTHO B TexX
(YHKIIMOHAJIBHBIX KOMIIOHEHTaX, KOTOpbIE BKJIIOYAIOT B Cce€Osl Olepaluio, 3ampallydBarollylo
HazHaueHue uiu Beioop «I[1DPb ynpapneHus nHPOPMAITMOHHBIME TOTOKAMI.

KommoneHnTsl 3TOr0 cemeicra noctaTodyHo THOKKM. OHM TO3BOJISIIOT CHIEIU(HUITUPOBATH
JIOMEH YIpaBJCHHUs MOTOKaMHU, HEe TpeOys, 4yTOObl MEXaHWU3M YIpaBieHHsS ObUI OCHOBAaH Ha
MeTKax. Pa3Hble 3/1eMEHThl KOMIIOHEHTOB YIpaBJICHUS HH(QOPMAIIMOHHBIMM MOTOKAMHU TaK»Ke
JOIYCKaIOT Pa3IuYHYIO CTEIICHb UCKIIIOUEHUN U3 OCYILECTBIIIEMOU ITIOJTUTHKH.

Kaxnas II®b pacnpocTtpaHsieTcss Ha HEKOTOPOE MHOXECTBO TpHal: «CYOBEKT,
uHpopMalysi, oOmnepauud TmepeMelieHus WHPoOpMauu K CyObeKTaM M OT CYOBEKTOBY.
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Hekortopele mnoONUTUKM ympaBieHUs HHMOPMALMOHHBIMU MOTOKAMHU MOTYT HMETh OYEHb
MOJPOOHYIO JETATN3AIMI0 U OIHUCHIBATh CYOBEKTHl HEMOCPEICTBEHHO B TEPMHHAX IPOLECCOB
OIEPALMOHHON cucTeMBbI. [pyrue MoNIUTUKN MOTYT ONPENENIATHCS C MEHBIIMMU NOAPOOHOCTAMU
U ONHCHIBAaTh CYOBEKTHI B TEpMHUHAX II0JIb30BaTeNel WM KaHAJIOB BBOJAA/BbIBojA. Ecmu
MOJUTHKA YIPaBI€HUs HMH(GOPMALMOHHBIMHM IOTOKAaMHU 3aJjaHa HEAOCTATOYHO MOAPOOHO, TO
4eTKoe ompesenenue TpedyeMbix GyHkiuit 6e3omacHoctu [T MOkKeT 0Ka3aTbest HEBBITTOTHUMBIM.
B »stoM ciyuae nenecooOpa3Hee ONUCHIBATH IOJIUTUKU YIpaBlIeHUS HH()OPMAMOHHBIMU
MOTOKaMHM Kak 1eiau Oe3zomacHoctu. Torma tpeOyemble ¢yHkiuu OezomacHoctu IT moxkHO
crenn(puIUpoBaTh, HCXOA U3 ITUX Lieleil.

Bo Btopom kommonente (FDP _IFC.2 «IlonHoe ynpaBieHue uHGOPMALMOHHBIMU
norokamu») kaxnaas [1db ynpasnenuss ”HPOPMALMOHHBIMU MTOTOKaMHU OyJIeT OXBaThIBaTh BCE
BO3MOJKHBIE OIEpalliy MepeMeIieHus] MHPOpMauuud K CcyObeKTaM M OT CYOBEKTOB MOJ
ympasieruem 3toi [IOB. bonee toro, Tpedyercs, uToObl Bce MH(DOPMAITMOHHBIE TTOTOKU OBLIN
oxBaueHbl Kakou-nmu6o IIDB, mosToMy i Kakaoro AEWCTBUS, BBI3BABILIETO IEpEeMeEIIeHUE
uHpopmanuu, OyAeT CyLIeCcTBOBaTb COBOKYNHOCTb IpaBWJI, ONpPENENAIONX, SABISETCA JIU
JTaHHOE JIecTBUE NOMYCTUMBIM. Eciy maHHbII HH()OPMAIIMOHHBIN MOTOK MOYUHEH HECKOJIBKUM
[1dB, To He06X0AUMO €ro pa3peleHre BCeMH STUMU MTOJUTUKAMHU J0 €ro Haydasa.

[Tonmutuka ympaBneHuss WHGOPMALMOHHBIME TIOTOKAMH  OXBAThIBAE€T  ITOJIHOCTBIO
OIpeIeIECHHOE MHOXKECTBO omepanui. J{ias HeKOTOpbIX MHPOPMALIMOHHBIX OTOKOB 3TOT OXBAT
MOJKET OBITH «IIOJIHBIMY», a JUIsl APYTUX TOTOKOB OH MOKET OTHOCUTHCS TOJBKO K HEKOTOPBIM U3
IIPELYyCMOTPEHHBIX [UIsl HUX ONEPALUN.

[TonuTHka ynpaBlIeHHS MOCTYIIOM OOECIEeYMBAET JOCTYNl K OOBEKTaM, COAEpKaIIuM
uHpopmanuto. ITonutuka ynpasneHuss ”HGOPMALIMOHHBIMU NTOTOKaMHU 00eCleYMBaeT AOCTYI K
nH(OpPMALIMY HE3aBUCHMO OT MeCTa ee XpaHeHUs. ATpuOyTbl WH(POpPMAIUU, KOTOPHIE MOTYT
ObITh (WM HE OBITh B CJIydae MHOTOYPOBHEBBIX 0a3 JaHHBIX) aCCOLMHPOBAHBI C aTpUOyTaMH
MecTa XpaHEHHs, OCTalTcs ¢ MHpopMaluel npu ee mepemenieHuu. [lomyuyatens gocTyna K
uHpOpMaLUU HE UMEET BO3MOXKHOCTH 0€3 IBHOT'O pa3pelleH sl U3MEHATh €€ aTpUOyThI.

B03MOHBI pazIiuHbIe YPOBHU MPEACTaBICHUST HH)OPMAITMOHHBIX TOTOKOB M OMEPAITHiA.
B 3b undpopmannoHHble IOTOKU U ONEpaluy MOKHO CIIEU(PHUIMPOBATh HA YPOBHE KOHKPETHOMN
CHCTEMBI, Hanpumep, B TepMuHax makeroB TCP/IP, mpoxoasnmx dyepe3 MeKCeTeBOH 3KpaH 1o
u3BecTHbIM [P-anpecam. B I3 mHpopmannoHHble TOTOKM U ONEpaldyd MOKHO HPEACTaBUTh C
HCIIOJIb30BAHUEM CJIEAYIOUIMX THUIIOB: 3JEKTPOHHAS I0YTa, XPAaHWIMILA JAHHBIX, AOCTYI IS
YTEHUS U T.J.

Komnonentsr cemeiictBa FDP_IFC wmoryr HeomHokpaTHO mnpumensarscsi B I13/3b
Pa3IUYHBIM MOJMHOXECTBAM oONepanuii 1 00BEKTOB (TO €CTh K HUM MOJKET ObITh NPHUMEHEHa
onepauusi UTepanyuu). ITO MO3BOJUT aJaNTHPOBATh JAHHOE CEMEICTBO K OOBEKTaM OLIEHKH,
BKJTIOYAIOIIUM B ce0s HECKOJIbKO MOJHUTHK, KaXKAas M3 KOTOPHIX ACHCTBYET Ha COOCTBEHHOE
MOJIMHOXECTBO CyOBEKTOB, MHPOPMALIUHU U ONIEpALIU.

F.5.2 FDP_IFC.1 Orpann4yeHHoe ynpapjeHne HHGOPMAIHOHHBIMH IIOTOKAMHU

F.5.2.1 3ame4aHusi 1o NpMMEHEHHUIO JIS 0JIb30BATEJIsA

Kommnonenr FDP IFC.1 conmepxxut TpeOoBaHue, 4YTOOBI IMOJMTUKA YIPaBICHUS
MH(OPMALMOHHBIM ITOTOKOM MPUMEHSIIACh K MOAMHOKECTBY BO3MOXKHBIX ornepauuit B OO.

F.5.2.2 Onepauun

F.5.2.2.1 Haznayenue

B FDP IFC.1.1 aBtopy II3/3b cneayer cnenuduuupoBarth YHHUKaIbHO HMEHOBAaHHYIO
I1®b ynpasnenus HHPOPMALMOHHBIMUA IOTOKaMH, ocylecTisiemyto @BO.

B FDP _IFC.1.1 aBropy II3/3b cnegyer cnenupuuupoBaTh CHHCOK CyOBEKTOB,
uHbOpMallMM U OMepalyii, BHI3BIBAIOIINX IE€PEMEIIEHUE YIpaBisieMoil HHpopMauu K
yIpaBisieMbIM CyOBEKTaM U OT HUX, Ha KOTOpble pacnpocTpansercs nanHas [1Pb. Kak ykazano
BBIILIE, 3TOT CIHUCOK CYOBEKTOB MOMKET OBbITh 33JaH C pa3jIMYHON CTENEHBIO JeTaTu3allH,
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onpexaensiemMoil norpedHoctsimu aBropa [13/3b. ABrop MoXxer, Hampumep, creuuPpUIMPOBAThH
MoJIb30BaTesIel, ycTpoiicTBa nim mnpouecchl. MH(popMmanys MOKeT OTHOCUTBCS K TAKUM JJaHHBIM,
KaK »JJIEKTPOHHAs II0YTa, CETEeBbIE IPOTOKONBI WM K O0ojee KOHKPETHBIM OOBEKTaM,
aHAJIOTHYHBIM CHEeNU(PUIMPOBAHHBIM B MOJUTUKE yHpasieHus noctynom. Ecnu mHpopmanums
COZEPKUTCSA B OOBEKTE, KOTOPBII MOAYMHEH INOJIUTHUKE YNPABIEHUS JOCTYNOM, TO IOJUTUKU
yIIpaBJIeHUs] JOCTYIOM M MH()OPMAIMOHHBIMU MOTOKAMH HEOO0XOAUMO NMPUMEHATH COBMECTHO,
IIPEX/Ie 4YeM HaYHETCs IepeMelleHre crienpuuupoBaHHON HH(OpMaIK B O0BEKT UM U3 HETO.

F.5.3 FDP_IFC.2 IlosiHoe ynpaBjeHHe HH(POPMALMOHHBIMHU IOTOKAMH

F.5.3.1 3ameuyanusi no npuMeHEHUIO JJIM M0Jb30BaTeIsl

Komnonenr FDP _IFC.2  conmepxut TpeboBanue, urtoOsl [I®b  ynpaBnenus
MH(GOPMALMOHHBIMH ITOTOKAMH PAaCIpPOCTPAHAIACh HA BCE BO3MOXKHbBIE ONEPALlMH, BbI3bIBAIOILINE
nH(OPMAIMOHHBIE TOTOKHU K CYOBEKTaM U OT CyObEeKTOB, BKJIIOUeHHbIX B [1DBb.

Astopy II3/3b HeoOXomumMo TPOAEMOHCTPHPOBATH, UYTO Ha JOOYI0 KOMOHWHAITHIO
MH(POPMAIIMOHHBIX MOTOKOB M CYyOBEKTOB pacrpocTpaHsierca kakas-nmuoo IIDb ynpasienus
MH(POPMALMOHHBIM TOTOKOM.

F.5.3.2 Onepauuu

F.5.3.2.1 Haznayenue

B FDP_IFC.2.1 aBropy II3/3b cnenyer crenuduuupoBaTh yHUKaJIbHO HWMEHOBAHHYIO
[1®b ympaBnenus nHGopMarMOHHBIMHU TOTOKaMH, ocyiiecTBiseMyo @bO.

B FDP IFC.2.1 aBtropy II3/3b cnexyer crnenu¢uuupoBaTh CIHCOK CYOBEKTOB U
nHpopManuu, Ha KOTOpble OyneT pacnpoctpaHsaTees nanHas [IDb. I[Idb  Oyner
pacrpoCTpaHsATHCSI HAa BCE ONEpAIMM, BBHI3BIBAIONIUE MEpEeMeIIeHre 3TOH WHPOpMalUU K ITHM
cyObektaM M OT HuMX. Kak yka3aHO BbIIIE, 3TOT CIHCOK CYOBEKTOB MOXET ObITh 3a/aH C
Pa3NUYHON CTENEeHbI0 JAETaNW3aluH, ompenenseMoil morpeOHocTsiMu aBtopa I13/3b. ABTop
MOJKET, Hampumep, crneuuuIUpoBaTh MOJb30BATENEH, YCTpOMCTBA WM  IPOLECCHI.
Wudopmanns MOXKET OTHOCHUTHCS K TaKUM JaHHBIM, KaK »3JEKTPOHHAs I104YTa, CETEBBIC
IPOTOKONBI MM K Oojiee KOHKPETHBIM OOBEKTaM, aHaJOIMYHBIM CHEHU(DULIUPOBAHHBIM B
MOJIUTHKE yIpaBieHus noctynoMm. Ecim wHQOpMamus COAEpXUTCS B OOBEKTE, KOTOPHIH
[OJYMHEH TMOJIUTHKE YOPABICHUS JAOCTYIOM, TO TMIOJUTUKU YOPABICHUS JOCTYIOM U
WH(GOPMAIIMOHHBIMHA TTOTOKAaMH HEOOXOIMMO TPUMEHSATH COBMECTHO, NMPEXIE YeM HAYHETCS
nepemeleHne cnenupuuupoBaHHON HHGOPMAIUK B OOBEKT UK U3 HETO.

F.6 ®ynkunu ynpasiaenusi uHpopmanuoHubiMu norokamu (FDP_IFF)

F.6.1 3ameuanus 1Jis1 moJIb30BaTeIsA

Cewmeiicteo FDP IFF ommceiBaeT mpaBuiia JUisi KOHKPETHBIX (YHKIIHM, KOTOpBIE MOTYT
peanu3oBath [I®b ynpamiaeHuss wHGOpPMAIMOHHBIMH TOTOKaMu, uMeHoBaHHbie B FDP IFC
«[TomuTtka ympaBieHuss WHPOPMAIMOHHBIMUA TIOTOKAMK», TIE€ TaKXKe OmNpeiesieHa 001acTh
JeUCTBUSL COOTBETCTBYIOIIEH MONUTUKU. CeMeHCTBO CONEpKUT ABa TUMa TpeOOBaHWM: OIUH
CBsi3aH C OOBIYHBIMH WH(GOPMAIMOHHBIMH TIOTOKAMH, BTOPOH - C HEpa3pelIeHHBIMU
MHOOPMALIMOHHBIMM  TOTOKaMHU  (CKPBITBIMM ~ KaHajlaMM), 3alpelIeHHbBIMH OJHOM  WIn
Heckonbkumu [IDB. Dt0 paspeneHue BO3HHMKAET, MOTOMY YTO MpoOieMa Hepa3pelieHHBIX
MH(GOPMALMOHHBIX MOTOKOB B HEKOTOPOM CMBICIE MPOTHBOPEUYUT OCTaIbHBIM acnekram [1Db
yrnpaBieHuss MH(GOPMalMOHHBIMU MOTOKaMU. HepaspemieHHsle UHGOPMalMOHHBIE MOTOKU
BO3HUKAIOT B HApYyIICHHUE IOJUTHKH, [IO3TOMY OHM HE SABIAIOTCA PE3YJIbTATOM IPUMEHEHUS
MTOJIUTUKHU.

Jlns peanu3aluyl HaJEKHOM 3allUThl OT PACKPBITUS WMIUM MOAU(DUKALMH B YCIOBHUSIX
HEJOBEPEHHOr0 MPOrpaMMHOro oOecnedyeHus TpeOyeTcs YHpaBisATh HH(OPMALMOHHBIMU
notokamMu. OHOTO ynpaBlIeHUsl JOCTYIIOM HEJOCTAaTOYHO, TaK KaK IIPU HEM KOHTPOJIUPYETCS
TOJIBKO JOCTYN K XpaHWIMIIAM, 4YTO I[O3BOJISIET HH(OpMalMM, COJAEpKalleiicss B HHX,
OECKOHTPOJILHO PACHPOCTPAHATHCS B CUCTEME.
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B oatom  cemelictBe  ymoTpeOiseTcsi  BBIpaXXEHHE  TUIIBI  HEpa3pelIeHHbIX
MH(POPMALIMOHHBIX ITOTOKOBY». DTO BBIPA)KEHUE MOXKET IPUMEHSTHCS MPHU CCHUIKE HA U3BECTHBIE
TUIBI KJIacCU(UKAUKM MTOTOKOB, TaKW€ KaK «KaHAIbl MaMATH» WIN «KaHaJbl CUHXPOHHU3ALUH
(BpeMeHHbIe KaHaJbl)», WM HAa WHYI0 KJIACCH(UKAIMIO, OTPAXKAIOIIYI0 MOTPEeOHOCTH aBTOpa
I13/35.

I'nbGkocTh 3TMX KOMIOHEHTOB mo3Bojsier crneuudpunupoBars B FDP_IFF.1 «IIpoctsie
atpubyThl 6e3omacHocti» u FDP IFF.2 «Mepapxuueckue atpuOyThl 6€30MaCHOCTHY MOJUTHKY
MIOJTHOMOYHH, JAAOIIYI0 BO3MOXXHOCTh KOHTpoupyemoro ooxona [1Pb B nenom mim 4acTUyHO.
Ecim  HeoOxomumo 3apanee mnpenompenenutbh o6xon II®b, astopy I[13/3b cnenyer
IIPELYCMOTPETH IPUMEHEHHE MTOJIMTUKH TTOJTHOMOYHH.

F.6.2 FDP_IFF.1 ATpu0yThl 0€301aCHOCTH

F.6.2.1 3amMe4aHusi 10 NPMMEHEHHUIO VIS M10JIb30BATEJIsA

Kommonent FDP IFF.1 comepxut TpeOoBaHWs Hamu4usi aTpUOyTOB OE30MaCHOCTH Yy
uHpopMaMud U CyOBEKTOB, SABISIOMIMXCS OTHPABUTENSAMU WM  TOJyYaTeNIsIMH  ATOM
uHpopmanuu. Cruenyer Takke Y4YUThIBaTh aTpuOyThl O€30MACHOCTH MECT XpaHEHUs
uHpopManuu, ecau TpedyeTcss UX yJacTHe B YNPaBICHUH MH(POPMAIIMOHHBIMU MOTOKAMHM, WU
€CIIM Ha 3TH aTpuOyThl paclpOCTPaHACTCS MOJUTHUKA YIPABICHUS JOCTYNOM. DTOT KOMIOHEHT
cenu(UIUpyeT KIOYEBbIE OCYIIECTBISIEMbIE MIPABUIa M OMUCHIBACT, KaK BBOJSATCS aTpPUOYTHI
0€301MacHOCTH.

OTOT KOMIIOHEHT HE ONpE/EIIAET JeTalld IPUCBOCHMSI 3HAYEHUI aTpuOyTamM 0€30MacHOCTH
(To ecThb moab30BaTENEM MM IporeccoM). [ MOKOCTh MOMMTUKK 0OECreurnBaeTCsl OnepanusiMu
Ha3HAYEHUS, KOTOPbIE MO3BOJSIOT MPU HEOOXOJUMOCTH CIEeUU(HUIIMPOBATH JIOTIOJHUTEIBHBIC
TpeOOBaHUS K MOJTUTHKE U QYHKIIUSIM.

Komnonenr FDP IFF.1 Take comepxuT TpeOoBaHMA K (YHKUIUSAM YIpPaBICHHUS
MH(GOPMALIMOHHBIMM OTOKAaMM C TE€M, YTOObl OHM MOIJIM SIBHO pa3pellaTh WU 3ampelaTh
MH(OPMAIMOHHBIM MOTOK Ha OCHOBE aTpuOyTOB Oe3omacHOCTH. OH MOXET MPUMEHSTHCS IS
pealM3alMy TOJIUTHKM TOJHOMOYMM, IIPEAYCMAaTPUBAIOIIEH HWCKIIOYEHUS U3 OCHOBHOM
MIOJINTUKH, OTIPEAETICHHON B ’TOM KOMIIOHEHTE.

F.6.2.2 Onepauun

F.6.2.2.1 HaznayeHnue

B FDP IFF.1.1 aBtropy II3/3b cnenyer cnenudunupoBats IIDb ympaBieHus
MH(POPMAIIMOHHBIMHA TIOTOKaMH, ocymiectBisiemble PBO. Mms u obnacte neiictBust 11Ob
ylpaBiieHUs] HMH()OPMAIMOHHBIMU TOTOKAMH OIpPENeNAoTCSs B KOMIIOHEHTaX ceMelcTBa
FDP_IFC.

B FDP _IFF.1.1 asropy II3/3b nns kaxmoro Tuma yhpaBiIsieMblX CYOBEKTOB H
uHbopMaluu cieayeT cnenuduuupoBaTh aTpuOyThl 0€30IaCHOCTH, KOTOPhle HEOOXOAUMBI AJIs
cneuupukanun npaswi [1OB. Takumu arpuOyramu 6e30macHOCTH MOTYT OBITh, HampuMmep,
UACHTUDUKATOP CyObEKTa, METKAa YyBCTBUTEIBHOCTH CyOBEKTa, METKa JIOMyCKa CyOBeKTa K
nHpOpMaINY, METKa YyBCTBUTEIBHOCTH MH(POpPMAIUN U T.A. TUIBl aTpuOyTOB 0€30MacHOCTH
JIOJKHBI OBITH TOCTATOYHBIMHU JJIs1 TIOJ/IEP’KKH OTPEOHOCTEH Cpebl.

B FDP IFF.1.2 aBropy II3/3b cnenyer cneuuduuupoBarh A1 KaxJA0H ONepanuu
peamu3zyemble ®BO u ocHoBaHHBIE Ha arpulOyrax O€30MAaCHOCTH OTHOLICHMsS, KOTOpHIE
HEO0OXOMMO MOJJEPKUBATh MEXKTY aTpUOyTaMu 0€301aCHOCTH CYOBEKTOB U MH(OpMAIUH.

B FDP_IFF.1.3 aBropy [13/3b cnenyer cneunduiupoBaTh Bce AJONOIHUTENbHbIE IPaBUIIA
[1®b ynpaBnenuss nHGOpMaMOHHBIMU MOTOKaMH, KoTopele oT @BO TpeOyercst peann3oBath.
Ecnu pononHuTeNbHBIE NpaBuia HE MCNONb3YIOTCs, To aBTopy I13/3b cienyer ykazate «Her»
IIPY BBITIOJIHEHUH paccCMaTpUBAEMOM OIepariyi.

Hekoropble mnonuTukM T1OTOKa MHGOpMAIMM, K MpPUMEPY, MOIYT OTpaHUYUBATh
KOJIMYECTBO ONepauui Mo JA0CTyny K UHGOpMalmuu CcO CHEeUHaIbHBIMU aTpuOyTamMu
6e3onacHocty. Ecnu HeT nonosnHuTensHbIX paBui, aBrop 113/3b nomken ykaszats «Her».
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B FDP IFF.1.4 aBropy II3/3b crnenyer cnenudunupoBaTh BCE JONOJHUTEIbHbBIE
Bo3MoxkHOCTH [IDB, xotopeie ot ®BO Tpebyercst mpenocTaBUTh. Takue MpaBuUia SBISIOTCA
JIONOJTHEHUEM K T€M, YTO CHEeUHM(UIUPOBAHbI B NpPeAbIAYINUX 37eMeHTaxX. OHM BKJIIOYEHBI B
FDP IFF.1.4, Tak kxak [0 NPEANOJIOKEHUIO COAEpXkKAT HCKIIOUEHUS MPaBUI B IMPEABIAYIIHX
aneMeHTax. [lpumep mpaBumil, KOTOpbIE YIIOJIHOMOYMBAIOT NMOTOKM MH(OPMAIMM, OCHOBAaHbI Ha
BEKTOpE MPUBUIIETUH, ACCOLIMUPYEMOM C CYOBEKTOM, KOTOPBIE BCEra MPEOCTaBIISET CyObEKTY
CIOCOOHOCTh MPUYMHATH MOTOK MH(pOpMaMK JUIsl MHPOpMaLUK, KoTopas nokpsiBaercsa [1Db,
KOTOpPBIN ObUT crienu¢uipoBad. Ecny 1omonHuTeNbHBIE BOBMOKHOCTU HE MPENOCTaBISIIOTCS,
to aBTopy I13/3b cnenyet ykazate «HeT» npu BHITTOTHEHUH pacCMaTPpUBAEMON OTIEPAIIHH.

B FDP IFF.1.5 aBtopy II3/3b cnenyer cnenuduuupoBaTh OCHOBaHHbIE Ha aTpuOyTax
0€30IacCHOCTH IpaBWJIa, SBHO paspelarolive HHGOPMALMOHHbIE MOTOKM U JONOJHSIOIINE
IIpaBWIa, ONPEIEIIEHHbIE B NPEIBIAYIIUX IeMeHTaX. OHM BBIHECEHBI B OTIEIIBHBIN AJIEMEHT
FDP _IFF.1.5, mockonbKy OMMUCHIBAIOT MCKIIOYEHHUS] W3 MPaBUI B MPEABIAYIIMX SJIEMEHTaX.
Hanpuwmep, npaBuia siBHOro paspenieHus HHPOPMAITMOHHOTO MTOTOKAa MOTYT ObITh OCHOBAHBI Ha
BEKTOpE IOJHOMOYMH, acCOLMMPOBAHHOM C CYOBEKTOM M BCErAa O0ECNEeUYMBAIOLIUM €My
BO3MOYKHOCTh HMHHMIMUPOBATH IEpeMelIeHne HH(pOpMaluu, Ha KOTOPYIO pPacHpOCTPaHSETCs
cnenudunupoBannas [1Ob. Ecniu momoOHas BO3MOXHOCTh HExenaTenbHa, To aBTopy I13/3b
cieayer ykaszath «HeTr» B JaHHOU orepanum.

F.6.3 FDP_IFF.2 Uepapxuueckue aTpu0yThl 0€30I1aCHOCTH

F.6.3.1 3amMeuaHusi 1o NpMMEHEHHUIO JIs 0JIb30BATEJIs

Komnonenr FDP _IFF.2 comepxutr tpeboBanue, utoObl Bce [IDB ympaBiaeHus
nHpopmannoHHbIME ToToKaMu B [1BO ncnonp3oBanyu nepapxudeckue aTpuOyTsl 6€30MacHOCTH,
KOTOpPbIE 00pa3yloT HEKOTOPYIO CTPYKTYPY.

BaxHO OoTMETHTH, UYTO TpeOOBaHUS MEPAPXUUYECKHX OTHOUICHUH, UICHTU(HUIPYEMBIE B
FDP IFF.2.7, MPUMEHUMBI ~ TOJBKO K  arpuOyram  0O€30MacHOCTH  YIPABJICHHS
nHbOpMaMOHHBIME TOTOKaMu st [IDOB  ympaBnenuss WHQOPMAIMOHHBIMH  MOTOKaMH,
unentuduuupoBanHsiM B FDP _IFF.2.1. DToT KOMHOHEHT He mnpumMeHHUM K Apyrum [IDB,
HarpuMep, k [1Pb ynpasnenus noctynom.

Komnonent FDP IFF.2.6, kak U mpeablayliui, MOKET UCIIOIb30BaThCS IS peaau3aluu
MTOJINTUKH ITOJTHOMOYMH, COIEep Kalllel IpaBuiia, MO3BOJIIIOIIME IBHO pa3pellaTh WM 3alpelaThb
MH(GOPMaLMOHHbIE TOTOKH.

B cimyuae, ecnmm HeoOxomumo crnenupuimpoBatb Heckoibko I[IDPB  ympaBienus
MH(GOPMALIMOHHBIMHM TIOTOKAaMH, KaXKJass M3 KOTOPbIX OyAeT HMMEeTb COOCTBEHHBbIE aTpUOYTHI
0e30macHOCTH, HE CBsi3aHHBIE C arpubyramu Jpyrux mnomuTtuk, B 113/3b  crmemyer
cneun(uIUpoBaTh 3TOT KOMIOHEHT A Kaxaoi u3 [IDPB (To ecTh BBINOIHUTH A HEro
onepanuio urepanuu). Ecaum storo He cnmenath, To paznuudbie yactu FDP IFF.2.7 moryt
MPOTHBOPEUYUTH JAPYT IPYTY, TOCKOIBKY HE OyIyT CBA3aHBI HEOOXOAMMBIMH COOTHOIICHUSMH.

F.6.3.2 Onepauun

F.6.3.2.1 HaznaueHnue

B FDP IFF.2.1 aBtopy II3/3b cnenyer -cnenuduuuposats [I®Pb ynpaBienus
nH(popMalMOHHBIMU TOTOKamH, ocyiuectBiasiemple ®BO. Mms u obnacte aeiictBus I1Db
ylpaBiieHUs] HMH()OPMAIMOHHBIMU TIOTOKAaMU OIPEAESAI0TCS B KOMIIOHEHTaX ceMeiicTBa
FDP_IFC.

B FDP_IFF.2.1 aBropy II3/3b cnenyer cnenuduuupoBats i KaXA0ro THIIA
YIOpPaBIsieMbIX CYOBEKTOB M HHpOpManuu aTpuOyThl O€30MaCHOCTH, HEOOXOAUMBIE MJIs
cneunpukanun npasun I1OBb. Takumu arpubGyramu Oe3omacHOCTH MOTYT OBITh, Hampumep,
UICHTUPUKATOP CYObEKTa, METKa YyBCTBUTEIBHOCTH CYOBEKTa, METKa JOINycKa CyObeKTa K
uHpOpMalUY, METKa YyBCTBUTEIBHOCTH MH(OpPMAIUU U T.1. Tunbl arpuOyToB 0€30MacHOCTH
JOJKHBI OBITh IOCTATOYHBIMU JIJIS1 TOJAEPKKU OTPEOHOCTEN Cpeibl.
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B FDP IFF.2.2 aBropy II3/3b cnenyer cneuuduuupoBaTh A KaXIAOW oOIepaluu
peamuzyembile ®BO u ocHoBaHHBIE Ha arpuOyrax O€30MAaCHOCTH OTHOLICHHS, KOTOpHIE
HEO0OXO0MMO TOIIEP)KUBATH MEXIAY aTpuOyTaMu 0€30MacCHOCTH CyOBEKTOB M HHGOPMAITUH. ITH
OTHOIICHMS CJIEAyeT OCHOBBIBAaTb HA YHOPSAOYEHHBIX CBSA3AX MEXIy arpudyramu
0€30I1aCHOCTH.

B FDP_IFF.2.3 aBropy [13/3b cnenyer cneunduupoBars BCce AJONOIHUTEIbHbIE TPaBUIIa
[I®b ynpaneHus: nHGOPMAIIMOHHBIMUA TTOTOKaMH, KoTopeie oT ®BO Tpebyercs peann3oBaTh.
Ecnu nononHuTENbHBIE MpaBUiia HE UCMONb3yloTcs, To aBTopy I13/3b cnenyer ykazate «Her»
TP BBINIOJHEHUH PACCMaTPUBAEMOM OIIEPaLIAH.

B FDP _IFF.2.4 asropy II3/3b cnenyer cnenuduuupoBaTh BCE JONOIHUTENbHBIC
Bo3mokHOCTH [IDB, koTopeie or DPBO Tpebyercss mpemocTtaBuTh. EcCiM JTOTONTHHUTEIBHBIC
BO3MOKHOCTH HE TpeAocTaBisitoTcs, To aBropy I13/3b cnenyer ykaszars «HeT» npu BeIIOTHEHUN
paccMaTpuBaeMoM ONepaLyHy.

B FDP IFF.2.5 aBtopy II3/3b cnenyer cnenuduuupoBaTh OCHOBaHHbIE Ha aTpuOyTax
0€30MacHOCTH MpaBuja, SIBHO paspelnaronue HWH(OOPMAlUOHHBIE MOTOKU M JIOMOJHSIOLINE
IIpaBWJIa, OMPEEIICHHbIE B IPEABIIYIINX dJIeMeHTaX. /laHHbIe NTpaBuiia BKIOYEHBI B OT/AEIbHBIN
snemMeHT FDP IFF.2.5, mOCKOJIbKY ONHMCHIBAIOT MCKIIOYEHUS U3 TpPaBWJI B MNPEIbLAYIIHX
aneMeHTax. Hampumep, mpaBuiia siBHOTO paspenieHus nH(OPMAIIMOHHOTO MOTOKa MOTYT OBITh
OCHOBaHbl Ha BEKTOpPE TOJHOMOYMI, aCCOLMUPOBAHHOM C CYOBEKTOM M  Bcerja
00eCTIeYnBaOIIUM €My BO3MOXXHOCTh HHUIIMUPOBATH MEepeMelieHne nHpopMalnu, Ha KOTOPYIO
pacnpoctpansiercs cneuuduurpoanHas [1Ob. Eciu nogobHast BO3MOXKHOCTH HeXeNaTellbHa, TO
astopy I[13/3b crnenyer ykazars «Her» B TaHHOW onepanuu.

F.6.4 FDP_IFF.3 Orpanunyenue Hepa3pemieHHbIX HHPOPMAIIMOHHBIX IOTOKOB

F.6.4.1 3ameuaHusi 10 NpMMEHEHHUIO JIs1 110JIb30BATEJIs

Komnonentr FDP_IFF.3 crnenyer ucnosib30Bath, €CJIM OJHO WJIM HECKOJbkO mpaBui [I1Db
cojiepKaT TpeOOBaHMS MO YIMPABICHUIO HEpa3pelIeHHBIMH WH(GOPMAIIMOHHBIMA MOTOKaMH, HO
HU OJTHA M3 HUX HE BKJIIOYAET B ce0s TpeOOBAaHUS UX YCTPaHEHHUSI.

Jns  cnenuUIMpoOBaHHBIX HEpa3pelIeHHBIX HWH(OPMAIMOHHBIX ITOTOKOB  CIIEAYeT
YCTaHOBUTh MaKCHMaJbHO JOMYyCTHMble HMHTeHCUBHOCTH. Kpome Ttoro, aBtop I13/3b umeer
BO3MOXXHOCTh ~ ONPENENNTh, HEOOXOAMMO JIM  MOABEpraTb ayJauTy HEpa3pelIeHHbIE
nH(OPMAaLIMOHHBIE TOTOKH.

F.6.4.2 Onepauuu

F.6.4.2.1 Haznayenue

B FDP IFF.3.1 asropy II3/3b cnenyer -cnemuduuuposats [I®b ynpaBnenus
nH(OpMalMOHHBIMU TOTOKamH, ocyiectBiasiemble ®BO. Nms u obnacte aeiictBus I1Db
ynpaBieHus WHGOPMAIMOHHBIMU TIOTOKAaMHU OMNpPEAENSAIOTCS B KOMIIOHEHTaX CeMelcTBa
FDP_IFC.

B FDP IFF.3.1 aBropy II3/3b cneayer cneuuduiupoBaTh THIIBI Hepa3pelICHHBIX
MH(POPMAIMOHHBIX TTOTOKOB, MAKCUMaJIbHAsi ”HTEHCUBHOCTh KOTOPBIX OTPAHUYHBAETCSI.

B FDP IFF.3.1 aBropy II3/3b cnenyer crneunpuuupoBatbh MaKCHUMAaJIbHYIO
WHTEHCUBHOCTb, JOMYCTHUMYIO JJSi KaXJIOr0 U3 HACHTU(ULIMPOBAHHBIX HEpa3pEIIEHHbIX
MH(POPMAIIMOHHBIX TTOTOKOB.

F.6.5 FDP_IFF.4 YacruyHoe ycTpaHeHHMe Hepa3pelIeHHbIX HWH(OpMANHMOHHBIX
NOTOKOB

F.6.5.1 3ameuanus 1o npuMeHEeHHUIO VISl N0JIb30BaTeJIs1

Komnonent FDP_IFF.4 cnenyer ucnons3oBath, ecnu Bce mpaBuia [IDb conepxar
TpeOOBaHUS MO YIPABIECHUIO HEPA3PEUICHHBIMU MH(GOPMAIIMOHHBIMU MOTOKAaMH, U MPU 3TOM bl
OlHAa W3 HUX BKIIOYaeT B ce0s TpeOOBaHUS YCTPaHEHUS OJHOTO HEpa3peleHHOro
MH(OPMALIMOHHOTO OTOKA.

140



CT PK ISO/IEC 15408-2-2017

F.6.5.2 Onepauun

F.6.5.2.1 Haznauenue

B FDP IFF.4.1 aBropy II3/3b cneayer cnenudumnupoBars npaBuna [1Ob ynpasnenus
MH(POPMALIMOHHBIMM TOTOKaMu, ocymectisiemble ®bO. NMms u obnacte neiictBus [1DOb
yIpaBleHUs HMHQOPMALMOHHBIMA IOTOKaMM OINPEAEISIOTCS B KOMIIOHEHTAaX ceMeiicTBa
FDP_IFC «Ilonutuka ynpasiaeHus HHPOPMALMOHHBIMUA TOTOKaAMM.

B FDP IFF.4.1 aBropy II3/3b cnenyer cnenuduimpoBaTh THIBI Hepa3pelIeHHBIX
MH(POPMAIIMOHHBIX TTOTOKOB, MAKCUMaJIbHasi MHTEHCUBHOCTh KOTOPBIX OIPAaHUYMBAETCSI.

B FDP _IFF.4.1 aropy II3/3b cneayer cnenmuduuupoBaTh MaKCUMaJIbHYIO
MHTCHCUBHOCTD, JOMYCTHUMYIO JJIS KaXJ0TO U3 WIACHTU(PHUIMPOBAHHBIX HEpa3peIIeHHbIX
MH(pOPMALIMOHHBIX ITOTOKOB.

B FDP IFF.4.2 aBropy II3/3b crnenyer cneuupuuupoBath THUIIBI HeEpa3pelIeHHBIX
MH(POPMALIMOHHBIX IOTOKOB, MOAJEKAIIUX YCTpaHEHHI0. CIHCOK HE MOXKET OBbITh ITyCTBIM,
MIOCKOJIbKY JIaHHBIM KOMITOHEHT COJEpPXHUT TpeOOBaHHWE YCTPAHEHUS YaCTH Hepa3pelIeHHBIX
MH(pOPMALMOHHBIX TTOTOKOB.

F.6.6 FDP_IFF.5 OrcyrcTBHe Hepa3pelleHHbIX HHPOPMALMOHHBIX IOTOKOB

F.6.6.1 3ameuaHusi Mo NpUMEHEHUIO J1JIS N0JIb30BaATEJIs

Komnornenr FDP IFF.5 cnenyer wucnomns3oBarb, eciu mnpaswia 1IDb, coxepxamue
TpeOOBaHUS MO YIPABIECHUIO HEpa3peUIeHHbBIMU MH(MOPMALMOHHBIMHM MOTOKAaMH, BKIIOYAIOT B
ce0s1 TpeOoBanue monHOro ux ycrpaHenus. Omnako aBtopy [13/3b ciemyer BHUMarenbHO
U3y4uTh, Kakoe BIMSHHE NOJO0HOE YCTpaHEHHE MOXXET OKa3aTb Ha HOpPMajbHOE
¢ynkunonupoanue OO. IlpakTuka NOKa3bIBAET BO3MOXKHOCTH OIOCPEIOBAHHOTO BIIMSHUS
HepaspeleHHbIX UH(OPMALMOHHBIX TOTOKOB Ha padoTy OO, MO3TOMY UX MOJHOE YCTpaHEHUE
MO’KET IPUBECTHU K HEXKEJIATEIbHBIM OCIIEICTBUSM.

F.6.6.2 Onepauun

F.6.6.2.1 HaznaueHnue

B FDP_IFF.5.1 asropy II3/3b cnenyer -cneuudunupoars II®b ympaBnenus
MH(GOPMAIIMOHHBIMA TIOTOKaMH, JIi KOTOPOW HepaspemeHHble HH()OpMAIlOHHBIE TTOTOKU
TpeOyercst ycrpanutb. MM u oGmacte neiictBus IIDb ynpaenenus uHPOpPMALMOHHBIMU
MOTOKaMH ompezaensitor B kommnoHeHTax cemeiictBa FDP _IFC «llonutuka ynpaBieHUs
MH(GOPMALIMOHHBIMH TOTOKaAMK.

F.6.7 FDP_IFF.6 MoHuTOpPHHI Hepa3pelieHHbIX HH(POPMALIMOHHBIX IIOTOKOB

F.6.7.1 3ameuaHusi No NpUMEHEHHUIO JJIS M0JIb30BaATEJIs

Kommonent FDP IFF.6 crnenyer wcmonb3oBath, ecimu oT ®BO Tpebyercs mpoBencHue
MOHUTOpPUHIa HEpa3pelIeHHbIX HH(POPMALMOHHBIX IIOTOKOB, HWHTEHCHUBHOCTh KOTOPBIX
IPEBBIIACT CHeun(UIUpPOBaHHOE MOporoBoe 3HavyeHue. Eciam Takoll mnoTok Tpedyercs
MOJIBEPTHYTh ayJIUTy, TO 3TOT KOMIIOHEHT MOKET CIY)KMThb UCTOYHHKOM COOBITUN ayauTa JUIs
kommoHeHTOB ceMelictBa FAU GEN «['eHeparus JaHHBIX ayiuTa 0€30MaCHOCTH.

F.6.7.2 Onepauuu

F.6.7.2.1 Haznayenue

B FDP_IFF.6.1 asropy II3/3b cnenyer -cneundunupoars I[I®b ympaBnenus
MH(POPMALIMOHHBIMHM TOTOKaMu, ocyuecTtisiemble ®bO. NMmsa u obnacte neiictBus [1DOb
yrnpaBieHusT UH(POPMALMOHHBIMU IOTOKAaMU ONPEIENAIOTCS B KOMIIOHEHTaX CeMeHCTBa
FDP_IFC «Ilonutuka ynpasiaeHus HHPOPMALIMOHHBIMU TOTOKaAMM.

B FDP_IFF.6.1 astropy II3/3b crnenyer cneunduuupoBath TUIBI HEpa3peLICHHBIX
MH(GOPMALIMOHHBIX IOTOKOB, IOJUIEKALIMX MOHUTOPHHIY Ha MPEBBIIIEHHE MaKCHUMaJIbHOI'O
3HAYEHUS! UHTEHCUBHOCTH.

B FDP IFF.6.1 aBropy II3/3b cnenyer cneunpuuupoBatbh MaKCHUMAaJIbHYIO
MHTEHCUBHOCTb, MPEBBIIIEHUE KOTOPOW HEpa3pelIeHHbIM HH()OPMAllMOHHBIM HOTOKOM OyneT
orcnexuarbest OBO.
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F.7 Umnopt nanubix u3-3a npeaeson aeiicrsusa ®bO (FDP_ITC)

F.7.1 3ameuanus s 0JIb30BaTeIIsA

CewmeiictBo FDP_ITC onpeznensier MexaHu3Mbl [JI1 UMIIOPTa JaHHBIX Tosb3oBaTens B OO
u3-3a npeaenoB OLA®D Tak, yToObl aTprOyThl GE30MACHOCTH JAHHBIX IOJIB30BATENs MPH 3TOM
coxpassuiuck. CoriacoBaHHOCTh 3THUX aTpUOyTOB O€30MacCHOCTU OIpeNesseTcs] CeMeHCTBOM
FPT TDC «CornacoBanHocTs qaHHbIXx ®BO mexay OBO».

B cemeiictee FDP ITC «Mmnopt paHHbIX w#3-3a npeaenoB aeucteus PDPbO»
paccMaTpUBAIOTCS OTPAHMYEHUS HA UMIOPT, cnenudukanus arpudyToB O€30macHOCTH
I0JIb30BATEJIEM U accolMalus aTpuOyToB O€30MACHOCTH U JaHHBIX MOJIb30BATEIS.

CewmetictBo FDP_ITC u cooTBeTcTByIOIIEE CEMENWCTBO I 3KcnopTa AaHHbIX FDP ETC
«IKCIOPT MaHHbIX 3a npeaensl aeicteust @bO» onpenenstoT, kak OO oOpamaercs ¢ JaHHBIMU
nosib3oBareneil, nocrynatoumumu B OJI® u mnepepmaBaembiMu U3 Hee. OHO CBf3aHO C
Ha3HAYeHHEM U UTHOPHPOBAHUEM aTpHUOYyTOB 0€30IMaCHOCTH JaHHBIX MOJIB30BATENS.

B cemeiicTBe MOTYT paccMaTpUBaThCS CIEAYIOIINE AEHCTBHUS:

a) UMIIOPT JaHHBIX MOJIB30BATENS ¢ OechopMaTHOTO (IO OTHOIICHHIO K O€30TTaCHOCTH )
HOCHUTENS (TaKOrO KaK TMOKHA TUCK, MarHUTHAS JIGHTA, CKaHEep, BUICO- WM ayJHOCUTHAI)
6e3 arpubyToB 6e30MacHOCTH U (hU3MUecKas MapKUPOBKA HOCHUTENS AJsl YKa3aHHs Ha €ro
COJIEp’KaHUE;

b) UMNOpPT JaHHBIX MOJIB30BATENS, BKJIIOYas aTpuOyThl OE€30MAaCHOCTH, C HOCUTENS U
Bepu(dUKanus COOTBETCTBHS aTpuOyTOB O€30MaCHOCTH 0OBEKTa;

C) UMIOPT JaHHBIX MOJIB30BATEINS, BKIIOYasi aTpUOyThl 6€30MMaCHOCTH, C HOCUTEIS C C)
UCTIOJB30BAHUEM KPUNTOTPAPUUECKUX METONOB JUIs 3aIIUTHl  acCOIMAIMM  JAHHBIX
M0JIb30BaTeNs ¢ arpudyramMu 6€30MacHOCTH.

CemeiictBo FDP ITC He uMeeT OTHONIEHHS K ONPEECIIEHHI0O BO3MOYKHOCTH HMMIIOPTA
JAHHBIX MOJIb30BaTeNs. 3/1€Ch pacCMaTPUBAIOTCS JIHIIb 3HAYeHHs aTpUOyTOB 0€30MacHOCTH IS
accolualyuy ¢ UMIIOPTUPYEMBIMU JJAHHBIMHU 10OJIb30BATEIIS.

CymiecTByIOT [BE€ BO3MOXHOCTH TpPU HMMIOPTE HJaHHBIX I[OJb30BATeNs: JIUOO OHH
OJTHO3HAYHO aCCOIMUPYIOTCS C IOCTOBEPHBIMU aTpuOyTaMu 0€30macHOCTH 00BbeKTa (3HAYECHUS U
CMBICT aTpuOyTOB 0O€30MacHOCTH HE MEHSIOTCS), 00 HHMKaKue JIOCTOBEPHBbIE AaTpUOYTHI
6e3omacHoOCTH (MM BOOOIIE Kakue-Ti00 aTpuOyThl 6€301MacHOCTH) HE MOTYT OBITh TIOJYYEeHBI OT
HCTOYHUKA JaHHBIX. B 3TOM ceMelcTBe paccMOTpEeHbl 00€ BOZMOKHOCTH.

Ecmu mmerorcss noctoBepHblEe aTpuOyThl 0€30IMaCHOCTH, WX MOKHO aCCOIMHPOBATH C
JaHHBIMU TOJIb30BaTensl (u3uuecku (aTpuOyThl OE30MacCHOCTH HAXOIATCS Ha TOM K€ caMOM
HOCHUTEJE) WU JIOTHYEeCKH (aTpuOyThl OE30MaCHOCTH MEPENAlOTCs OTIEIbHO, HO BKIIIOYAIOT B
ce0s YHUKaIbHYIO HIECHTH(UKALNI0 00bEKTa, HAIpUMEp, KPUNTOrpadhuiecKyt0o KOHTPOJIbHYIO
CyMMY).

CeMelCcTBO CBSI3aHO C MMIIOPTOM JAHHBIX II0JIB30BAaTENsl M COINPOBOXKACHHUEM HX
accouuanuu ¢ arpudyramu 6e30macHocTd B cOOTBeTCTBHH ¢ TpeOoBanusmu [1Ob. C acnektamu
UMIIOPTa, KOTOpPbIE HAaXOAATCS BHE o00JacTU JAEWCTBHUA JTOrO CeMeWcTBa (Hampumep, C
HEMPOTUBOPEUNBOCTHIO, TIOBEPEHHBIMH KaHaJaMH, [IEIOCTHOCTHIO), CBSI3aHbI APYrue ceMencTRa.
bonee toro, B cemeiictee FDP ITC «MmmnopT nmaHHbIX u3-3a npenenoB aevictBus ®BO»
paccMaTpuBaeTcs TOJIBKO HHTepdeiic I BHIIOIHEHUS UMIIOPTa. YUacTHe B Iepejaue ¢ Apyrou
CTOpOHBI (KaKk MCTOYHHMKA) paccMmarpuBaeTcs B cemeiictee FDP ETC «3Dxcmopt maHHBIX 3a
npeaensl aercteust @bO».

XO0pOoI1110 U3BECTHBI CIIEIyIOIINE TPEOOBAaHUS UMIIOPTA:

a) UMIIOPT JaHHBIX MOJIb30BaTeNs 0e3 Kakux-mudo aTpuOyToB 0€30MacHOCTH;

b) UMIOpPT AaHHBIX IOJIB30BATENS, BKJIKOYAsl aCCOLMUPOBAHHBIE C HUMH aTpUOYTHI
0e30macHOCTH,  HpuU4YeM  aTpuOyThl  0€30MacHOCTH  OJHO3HAYHO  MPEACTaBIISIOT
UMIIOPTUPYEMYIO HHPOPMAIIHIO.
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Otu TpeboBaHus UMIIOpTa MOTYT ObITh peanu3oBanbl ®BO npu yyactun unu 6e3 ydactus
YeJloBeKa B COOTBETCTBUM ¢ orpaHuueHusMH IT u momuTHkol 6e30macHOCTH OpraHU3alHH.
Hanpumep, ecnu paHHble NONB30BaTeNs IOJIYYEHbl IO «KOH(QHUAECHIHAIBLHOMY» KaHaly,
aTpuOyTHI 0€30MacCHOCTH 00bEKTa OYIYyT YCTaHOBIIECHBI KaK «KOH(UICHIIUATBEHBICY.

Ecin nmpumensitorcst Heckonibko [1®Db ympaBnenust qoctynom u/mid MHGOPMAITMOHHBIMU
MOTOKaMH, TO MOXET MOTPeOOBATHCS MOBTOPUTH ITOT KOMIIOHEHT OTAEIBHO IS KaKAOH
MOJIUTHUKH (TO €CTh IPUMEHHUTh K HEMY OIIEPAIUI0 UTEPALUN).

F.7.2 FDP_ITC.1 UMnopT faHHBIX 0J1b30BaTeN s 0e3 aTpudyTOB 0€3011aCHOCTH

F.7.2.1 3ameuyanusi N0 NnpuMeHEHUIO JJIM M0JIb30BaTeIsl

Komnonenr FDP ITC.1 wucnomb3yercs Juid cnenM(uKandyd — HMIIOpTa  JTAHHBIX
MOJIH30BAaTENIs, HE UMEIOIIUX JIOCTOBEPHBIX (MM BOOOINE HUKAKWUX) aTpuOYTOB O€30MacHOCTH.
Ora ¢Qyskuus TpebyeT, dYTOOBl arpuOyThl  0E30MacHOCTH  JAHHBIX  IOJB30BATEIS
naunuupoBamuck DPBO. [IpaBuna ummopra moxer cnenuduiuposarb, u astop [13/3b. B
HEKOTOPBIX Cpelax MOXKET MOTpeOOBaThCSA MCIIONB30BAHME JIS IepeJauyd 3TUX aTpuOyTOB
MEXaHM3Ma JJOBEPEHHOI0 MapIIpyTa WX KaHaia.

F.7.2.2 Onepauuu

F.7.2.2.1 Haznayenue

B FDP_ITC.1.1 aBropy II3/3b cnenyer cneundunupoBars, kakue [IDb ynpasnenus
JOCTYIOM W/WJIM UH(OPMALIMOHHBIMHU MTOTOKaMH OYAYT OCYIIECTBIIATHCSA MPU UMIOPTE JAHHBIX
nonp3oBarenst B O[®. JlaHHble MOIB30BATENs, KOTOPbIE HMMIIOPTHPYIOTCS 3TOW (DyHKIHEH,
OTPaHUYMBAIOTCS Ha3HaueHueM dTux 11Db.

B FDP_ITC.1.3 aBropy I13/3b cnenyer cienudumupoBars Bce JOMOTHUTEIBHBIE TIPAaBUIIA
yIpaBJIeHUs] UMIIOPTOM WK yKa3zaTb «HeT» mpu OTCYTCTBUM TakoBbIX. OTHU INpaBuia OyAayT
peanmuzoBanbl @BO B pononHenue k [IOb ynpasienus maoctynom u/uian MHPOPMALMOHHBIMUA
notokamu, BeiOpanubiM B FDP_ITC.1.1.

F.7.3 FDP_ITC.2 UMnopT AaHHBIX N10/1b30BaTe/Is ¢ aTPUOyTaMu 0€30aCHOCTH

F.7.3.1 3ameuanus Mo NpMMeHEHHUIO ISl 0JIb30BaTeJIs

Komnonenr FDP ITC.2 wucnome3yercs [uid cCHelU(HUKAIMKA  UMIIOPTA  JIaHHBIX
[I0JIb30BATENs], UMEIOIUX JOCTOBEPHbIE aTpUOYThl 0€30IMaCHOCTH, ACCOLMUPOBAHHBIE C HUMHU.
Orta (yHKOHMS HUCTHONB3YeT aTpuOyThl 0€30MacHOCTH, TOYHO M OJHO3HAYHO CBSI3aHHBIE C
00BbEKTaMU Ha HOCHUTENE HUMIOPTUPYEMbIX JaHHbIX. llocie 3aBepuieHMs HMMIOpPTa TakKHe
O00BEKTHl OyIyT MMETh Te XK€ aTpuOyThl OezomacHocTd. [Ipm 3TOM Tpedyercss MpHBIICYEHUE
cemerictBa FPT TDC «CornacoBanHocth naHHbIXx DPBO mexnay dbO» ans obecneveHus
HEMPOTUBOPEUMBOCTH JaHHBIX. [IpaBuia nuMmopra MoxeT crieruduuuposats u aBrop 113/3b.

F.7.3.2 Onepauun

F.7.3.2.1 Haznayenue

B FDP _ITC.2.1 aBropy II3/3b cnenyer cneunduimpoBars, kakue [IDb ynpasnenus
JOCTYIOM W/WJIM UH(OPMALIMOHHBIMHU MTOTOKaMH OYAYT OCYIIECTBIATHCSA MPU UMIOPTE JAHHBIX
nonp3oBarenss B O[®. JlaHHble MOJIB30BATENsl, KOTOPHIE HMMIIOPTHPYIOTCS 3TOW (DyHKIHMEH,
OrpaHUYMBaIOTCs HazHaueHuem [1Db.

B FDP _ITC.2.5 aBropy I13/3b ciaeayer cnenuguuupoBaTh Bce TOMOIHUTENbHbIE paBUia
yIpaBJIeHUs] MMIIOPTOM WM YyKa3zaTh «HeT» mpu ux OTCyTcTBMHM. OTH mpaBwia OyayT
peaninzoBanbl ®BO B nomnonnenue k [IOb ynpaenenus nocrynom u/wiav WH(GOpMALMOHHBIMU
notrokamu, BeiOpanHeiM B FDP_ITC.2.1.

F.8 Ilepenaua B npeneaax OO (FDP_ITT)

F.8.1 3ameuanus a1 moJib30BaTeIq

Cemeiicteo FDP_ITT comepxxutr TpeOoBaHMs, CBS3aHHBIE C 3allUTOM JaHHBIX
MOJIK30BATENSl TIPH MX Tepenade MexAy paznudHeiMH dacTsamu OO mo BHYTpEHHEMY KaHaIy.
OtuMm ganHoe cemeiicTBo otnuyaercs ot cemeictB FDP _UCT «3ammra koHpUIEHIMATBHOCTH
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JIAHHBIX MOJb30BaTeNs npu nepeaade mexay @bO» u FDP_ UIT «3ammTa 1es0CTHOCTH TaHHBIX
nojp3oBarenss npu nepegade Mexay DPBO», kortopele 00ecneuyuBalOT 3aIIUTy JAAHHBIX
MOJIb30BaTENs MPU MX nepenade Mexay pasnuuabiMu @BO no BHemHeMy KaHally, a TakkKe OT
cemeiictB FDP ETC «Oxkcnopt nanHbix 3a npeaensl aeiictBus ®bO» u FDP ITC «Mmnopt
JAHHBIX U3-3a npenenoB AerucTBuss ObO», KoTopbie CBS3aHbI C MEpeaadyeil JaHHBIX 3a MPEIEb
WM U3-3a npezaenos aeicteus OBO.

TpeGoBanust maHHOrO cemeicTBa mo3BoJst0T aBTopy [I13/3b  cnenmudummponats
KeJaTeJIbHBIN CIIoCco0 3alUThl TaHHBIX MOJB30BaTeN sl BO BpeMs ux nepexaud B npenenax OO.
DT0 MOXKET OBITh 3alUTa OT PACKPBITHSA, MOIU(DUKALIMY WIH HAPYLICHHS TOCTYITHOCTH.

[IpunsTHE pemeHus o CTeneHu (PU3MUECKOro pa3/ieieHus], B YCIOBUAX KOTOPOTO CIIEAyeT
KCIMOJIb30BaTh JAHHOE CEMEWCTBO, 3aBUCUT OT MPEIANOojaracMoM cpeabl SKCIulyaraiuu. B
HeOJIaronpusATHOMN cpelle MOT'YT BOSHUKATh PUCKH, CBSI3aHHBIE ¢ nepenaueit mexay dactsamu OO,
paszeneHHbIMU BCETO JIMIIbL CUCTEMHOM ImuHOW. B Gonee OnmarompusiTHOM cpeze Aiis nepeaadu
MO>KHO UCIIOJIb30BaTh OOBIYHBIE CETEBBIE CPEJICTBA.

Ecnu npumensitorcs Heckonbko [IDb ympasnenus noctynom w/mnu MHPOPMAIMOHHBIMU
MIOTOKAMH, TO MOXET MOTPeOOBATHCA IMOBTOPUTH 3TOT KOMIIOHEHT OTAEIBHO IS KaXIoH
MMEHOBAHHOW MOJUTHKH (TO €CTh MIPUMEHHUTh K HEMY OIEPalUI0 UTEPALHH).

F.8.2 FDP_ITT.1 ba3oBasi 3aluuTa BHyTPpeHHell nepegaqu

F.8.2.1 Onepauun

F.8.2.1.1 Ha3znauenue

B FDP ITT.1.1 aBropy I13/3b caneayer cnenudunuposars [IOb ynpapnenus moctymnom
W/Wnr MHQOPMAITMOHHBIMU TIOTOKAMH, PACIPOCTPAHSIONINECS Ha MepelaBaeMyI0 HHPOPMALIHUIO.

F.8.2.1.2 Bui0op

B FDP ITT.1.1 aBropy I13/3b crenyer crnenuduupoBars TUIBI OMIHMOOK Mepeaadu, OT
KOTOPBIX CIIEIyeT 3aumuiiarb, ucnoiap3ys PBO, naHHble mosb30BaTENsl NpPU HUX IEepenaye.
BapuanTsl: packpsiTie, MOIU(PUKAIHS, HEAOCTYITHOCTb.

F.8.3 FDP_ITT.2 Pa3ne/ienue nepegayu no aTpudyram

F.8.3.1 3ameuaHnusi no npuMeHEeHHUIO JISl M0JIb30BATEJIs

Kommonent FDP ITT.2 Moxer OBITh HCIOJIB30BaH, HampuMep, I oOecredeHus
pa3NUYHBIX BHJOB 3alIUTHl HH()OpPMAIMM B COOTBETCTBHM C Pa3IUYHBIMUA YPOBHSIMHU
KPUTUYHOCTH.

OpHuM u3 cnoco0OB pa3feNieHus JAHHBIX NpHU Iepenade SBISETCS MCIOJIb30BaHHE
pa3JeNeHHbIX JOTHYECKHUX WIN (PU3MUECKUX KaHAIIOB.

F.8.3.2 Onepauuu

F.8.3.2.1 Haznauenue

B FDP ITT.2.1 aBropy I13/3b caenyer cnenudunuposars [IOb ynpapnenus moctymnom
1/ THPOPMAIIMOHHBIMU TIOTOKAMH, PACIIPOCTPAHSIONINECS Ha Mepe1aBaeMyl0 HHPOPMALIHUIO.

F.8.3.2.2 BuiOop

B FDP ITT.2.1 aBropy I13/3b crenyer crnenuduupoBars TUIBI OMIHOOK Mepeaad, OT
KOTOPBIX CIENyeT 3amuiiarb, ucnoias3ys PBO, nanHble mosb3oBaTeNsl HpU UX IEpenaye.
BapuanTsl: packpbiTre, Moau(pUKaIys, HEJOCTYITHOCTb.

F.8.3.2.3 Haznauenue

B FDP ITT.2.2 aBropy I13/3b cneayer cneunduuupoBars aTpuOyThl 6€300aCHOCTH, IO
3HaueHusIM KoTopbix PBO OynyT ompeaensTh, KOrjAa [aHHBIC, MEPEChUIaeMbIE MEXIY
¢usnueckn pasgeneHHbiMu  dactamu OO, TpeOyroT pasnenenus. Hampumep, naHHbIe
MOJIb30BATENs, ACCOLMUPOBAHHBIE C WACHTU(UKATOPOM OJHOTO BIAAENbla, MEPeNaroTCs
OTJENBbHO OT JAHHBIX, aCCOLIMMPOBAHHBIX C UACHTU(UKATOPAMH APYruX Biajenbles. Torna ms
oIpeJieIeHUus] HEeoOXOAMMOCTH pa3ZefieHHs] AAHHBIX IPH Iepefade HUCMONb3yeTcs 3HaueHue
UAeHTU(PUKATOpa UX BiaJelblia.
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F.8.4 FDP_ITT.3 MoHMTOPHMHI LIEeJIOCTHOCTH

F.8.4.1 3ameuaHusi 1o NpMMEHEHHUIO JIs1 I0JIb30BATEJIs

Kommnonenr FDP_ITT.3 wucnonszyercs B codyetanun ¢ FDP ITT.1 «bazoBas 3amura
BHyTpeHHel mnepemnaun» wuian FDP ITT.2 «Pa3genenue mnepemaum mo arpubyram». OH
obecneunBaet, 4To0b1 @BO npoBepsIM 1EeT0CTHOCTh NOTYYEHHBIX JAHHBIX MOJb30BaTENs (M UX
arpuoyroB). Kommnonentst FDP ITT.1 «ba3zoBas 3amuTa BHYTpEHHEW Nepefayn» WIU
FDP ITT.2 «Pa3menenue mepemauu mo aTpuOyTam» TPEAOCTaBIT JaHHBIE CIIOCOOOM,
3alUIIAIOIIKUM AaHHble 0T Mogudukanuu, a FDP_ITT.3 «MOHUTOPUHT LIEIOCTHOCTHY MO3BOJIUT
0OHApPYXUTh HEKOTOPBIE U3 MOAU(PUKAIIHA.

Asrop I13/3b nmomkeH cnenmu@uUIUpOBaTh BUABI OHMIMOOK, MOMJISKAIMX OOHAPYKEHHIO.
Astopy I13/3b crnenyer paccMoTpeTh, TOMUMO MPOYUX HAPYIICHUH IEIOCTHOCTH, CIIEAYIOLINE
BUIBl OHMIMOOK JAHHBIX: MOJIUGUKAIMI, MOJMEHa, HEBOCCTAHABIMBAEMOE HW3MEHEHHE
IIOCJIE0BATEIBHOCTH, IIOBTOPHOE MCIIOIb30BAHKE, HETIOJIHOTA.

Asropy I13/3b Heobxomumo crnenunurpoBaTh, Kakue IEHCTBUS CIEAYeT MPEeaIpUHSTH
®BO npu obHapyx’eHUH OMMOKH, HapUMep, UTHOPUPOBATh JaHHbIE MOJIb30BATENS], 3aIIPOCUTh
JAHHBIE TOBTOPHO, COOOIIWTH YIOJHOMOYEHHOMY aJIMUHHCTPATOpy, HANpaBUTh Tpaduk 1o
JIPYTUM KaHajaM.

F.8.4.2 Onepauun

F.8.4.2.1 Haznauenue

B FDP _ITT.3.1 aBropy II3/3b cnenyer cneumdunmponars, kakue [IDb ynpaBnenus
JOCTYIIOM W/MJIM WH(POPMALMOHHBIMU TOTOKAMHU paclpOCTPaHAIOTCA Ha IepelaBaeMylo HU
MIPOBEPAEMYIO Ha OUIMOKH IETIOCTHOCTH HH(OPMAIIHIO.

B FDP ITT.3.1 aBropy I13/3b cneayer cnenudumupoBaTth THUIBI BO3MOXKHBIX OIIMOOK
LIEJIOCTHOCTH, OTCJIEKMBAEMBIX BO BpeMs II€pelauu JaHHBIX 0JIb30BaTES.

B FDP ITT.3.2 aBropy I13/3b cnenyer cnenudunupoBarh IeHCTBHS, NMPEATPHHIMAEMbIC
®BO B ciywyae oOHapyxeHHs omuOKu 1menoctHocTH. PBO, HampuMmep, MOTYT 3alpOCHUTh
MOBTOPHYIO Tiepenady MaHHBIX monb3oBarens. [1Db, cnemudunuposannsie B FDP _ITT.3.1,
OyIyT OCYIIECTBISATHCS KaK JeHCTBUs, mpeanpuaumaembie OBO.

F.8.5 FDP_ITT.4 MOHMTOPHHTI 11€JI0CTHOCTH 110 aTPUOyTaM

F.8.5.1 3ameuaHnusi no npMMeHEHHUIO JIS M0JIb30BATEJIs

Komnonent FDP ITT.4 ucnons3yercst B couetanuu ¢ FDP ITT.2 «Pa3nenenue nepenauu
no arpuOyram». OH obecneunBaeT, uTo0sl DBO MpoBepsIIM 1ETOCTHOCTH MOTYYEHHBIX JAHHBIX
[I0JIb30BaTENs, MEpEelaHHBbIX IO pa3JelieHHbIM KaHanaM (B COOTBETCTBMM CO 3HAYCHHUSIMHU
cnenn(pUIMpPOBaHHBIX aTpuOyTOB Oe3omacHocTH). Kommonent mno3Bomsier astopy 113/3b
cneun(uuUpoBaTh  JIeMCTBUA, TNpeANpPUHUMAaeMble B  cilydyae OOHapyXeHHMsl OIIMOKU
L[EJIOCTHOCTH.

KoMmmoneHnrt, Hampumep, MOXKET HCIOJB30BaThCS Kak s oOecriedeHHsi OOHapyKEeHHs
pa3NUYHbIX OMIMOOK LIEJTOCTHOCTH, TaK U ACUCTBUM Haja MHpOpMaLuell Ha pa3IMyuHbIX YPOBHSIX
LETIOCTHOCTH.

Astop I13/3b nomxen cneuuduuupoBaTh BUABI OMIMOOK, MOAJISKAIUX OOHAPYKEHHIO.
Asropy I13/3b cnenyeTr paccMoTpeTh, HOMUMO MPOYMX HAPYIIEHUN LEIOCTHOCTH, CIEAYIOIINE
BUIBl OHMMOOK JAHHBIX: MOJIUGUKAIMI, IOJMEHa, HEBOCCTAaHABIMBAEMOE HU3MEHEHUE
MIOCJIEI0BATEIBHOCTH, IOBTOPHOE UCIIOIb30BaHKE, HEMIOJIHOTA.

Astopy I13/3b cneayer cnenuduuupoBaTh aTpuOyThl (M ACCOLUUPOBAHHBIE C HHUMHU
KaHaJIbl Iepeiaun), TpeOyIole MOHUTOPUHTA OIIMOOK LEIOCTHOCTH.

Astopy I13/3b HeoOxoaumo crnenupuIupoBaTh, Kakue NEUCTBUS CIEAyeT NPeANpHUHSTH
®bO npu obHapyKeHUU OUIMOKH, HApUMEpP, UTHOPUPOBATh JaHHbIE MOJIb30BATENs, 3aIIPOCUTD
JAHHBIE TOBTOPHO, COOOIIUTH YIOJHOMOYEHHOMY aJMUHHUCTPATOpy, HAlpaBUTh TpapuK IO
JIPYTUM KaHajam.
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F.8.5.2 Onepauun

F.8.5.2.1 Haznauenue

B FDP ITT.4.1 atopy II3/3b cneayer cnenuduimposars, kakue [IDb ymnpaBnenus
JOCTYNIOM W/MIM WH(POPMALMOHHBIMU IIOTOKAMHU PAaCIpPOCTPAHSIOTCS Ha MeEpefaBaeMyio u
MPOBEPSIEMYIO Ha OIMMOKH 1IETOCTHOCTH UH(POPMAIIUIO.

B FDP _ITT.4.1 aBropy [13/3b cnenyer cneum¢puuupoBaTh TUIBI BO3MOXKHBIX OIIMOOK
LIETIOCTHOCTH, OTCIIEKUBAEMBIX BO BpPEMsI IEPEIaul JAHHBIX MOJIb30BATEIIS.

B FDP ITT.4.1 aBtopy II3/3b crneayer cnenuduuupoBarts CHHCOK aTpUOyTOB
0e30MacHOCTH, TPEOYIOUINX pa3JelieHns KaHAJIOB NepeJadyd. DTOT CHUCOK HCHOJb3yeTcs s
OINpeNIeJIeHUs] TOro, Kakue JaHHBbIe TI0Jb30BaTeNsi OYyAyT OTCIIEKHMBATHCA Ha OMIMOKU
LIEJIOCTHOCTH Ha OCHOBE aTpuOyTOB 0€30MacCHOCTH JaHHBIX M KaHAJIOB IMepelayl JaHHBIX. DTOT
aJIEMEHT NpsiMO 3aBUCHT OT KomrioHeHTa FDP_ITT.2 «Pa3nenenue nepenaun mo aTpudyTam».

B FDP ITT.4.2 aBropy I13/3b cnenyer cnenudunupoBath AEHCTBUS, TPEANPUHUMAEMbIC
®BbO B ciywyae oOHapyxkeHHs omHMOKM 1menoctHocTH. PBO, Hampumep, MOTYT 3alpOCUTh
MOBTOPHYIO TIepeaady naHHbIX monb3oBarens. [IDb, cnenudumuposannsie B8 FDP ITT.4.1,
OyIyT OCYIIECTBISATHCS KaK JIeHCTBUS, mpeanpuaumaembie OBO.

F.9 3ammura ocrarounoii unpopmanuu (FDP_RIP)

F.9.1 3ameuanus 1J1s MoJbL30BaTE IS

CemeiictBo FDP_RIP cBsizaHO ¢ HEOOXOAMMOCTBIO 0OecreueHus] IOCIeayromei
HE/IOCTYMHOCTH yJlaleHHOW HHGpOpMallMd M OTCYTCTBHUS BO BHOBb CO3/IaHHBIX OOBEKTax
nHpopManun u3 00bEKTOB, paHee ncnoiab3oabmuxcs B OO. DTo ceMelCTBO HE MPUMEHSETCS K
00BEKTaM, XpPAaHUMBIM aBTOHOMHO.

JlaHHOE CEMENCTBO CONEPKUT TPEOOBAHMUS 3AIINTHI HHPOPMALIUHU, KOTOpast y>Ke JIOTHYeCKU
yJaJleHa WK 0CBOOOX/1eHa (HEOCTYIHA /ISl OJIb30BaTENsl, HO BCE €Il HaXOAUTCs B Ipezenax
CHCTEMBI U MOXET OBITh BOCCTAHOBJICHA). B 4acTHOCTH, 3TO OTHOCHUTCS K MH(pOPMAIINHU, KOTOpast
COZepKUTCS B OOBEKTE Kak 4YacThb pecypcoB PBO MHOroKpaTHOro HCIHOJb30BaHMSA, €CIIU
YHUUTOXKEHHE 00bEeKTa HEe0Os3aTeIbHO KBUBAIIGHTHO YHUUTOXEHHUIO pecypca Uin Kakou-i1nbo
4acTH pecypca.

JlaHHO€ ceMeNlCcTBO MPUMEHUMO TaK)Ke MPHU MOMNEPEMEHHOM HCIIOIb30BAaHUM Pa3IMUYHbIMU
cyObeKkTaMu pecypcoB B cucrteme. Hampumep, B OOJBIIMHCTBE ONEPALMOHHBIX CHUCTEM IS
MOAJEPKKH CHCTEMHBIX IPOLIECCOB  HCIIOJIB3YIOTCS allapaTHbIE PErucTpsl (B KadyecTBe
pecypcoB). [TockonbKy nporecchl MOCTOSHHO MEPEXOIAT U3 aKTUBHOT'O COCTOSIHMS B COCTOSIHHME
OXKHUJIaHUS U O0OpaTHO, 3TU PETUCTPHI TOMEPEMEHHO HCHOIB3YIOTCS Pa3IMYHBIMU CyOBEKTaMHU.
ITonoOHBIE IEHCTBUS «ITOJAKAYKM» MOYKHO HE CUMTATh 3aHATHEM WIJIM OCBOOOXKIEHHEM pecypca,
K TakuM COOBITHSIM W pecypcaM MOXKeT ObITh mpumeHeHo cemelictBo FDP RIP «3amura
OCTaTOYHOM MH(pOPMAITHNY.

Cemeiicteo FDP RIP «3ammra ocratroyHoil HMH(pOpMAlHMK»  CBSI3aHO C JOCTYIIOM K
nHpOpMaNNH, HE SBISIONIECIHCS YaCThI0 00BEKTa, KOTOPHIN ONpeNeNieH B TaHHBI MOMEHT, WU K
KOTOPOMY OCYIIECTBIISIETCS AOCTYM; OJHAKO 3TO MpaBUJIO He Bceraa coOmromaercs. I[lycts,
Hanmpumep, o0beKT A sBiseTcs Qaitiom, a 00bekT B - 1uckoM, Ha KOTOPOM pa3MeIlaeTcs 3TOT
¢aitn. Korma o0bekr A ypajeH, JOCTYNl K €ro OCTaTOYHOM HH(OpMaIluu oIpenensercs
cemeiictBoM FDP RIP «3ammra ocratouHoil mHpOpManum», OHa BCE €Ill€ OCTAETCS YacThIO
o0BekTa «By.

Baxno umers B Buny, uro FDP RIP «3ammra ocraTouHoil HHGOpMamy MpUMEHSETCS
TOJBKO K 00BbeKTaM THma on-line, a He off-line (To €CcTh HE K AaBBTOHOMHBIM 00BEKTAM, TAKUM KaK
pe3epBHbIE KO OOBEKTOB HA MAarHUTHBIX JieHTax ). Hanpumep, eciiu B OO ynpansercs ¢aiin, B
FDP_ RIP MoxeT ObITh 0TOOpaXkeHO TpeOoBaHHE OTCYTCTBHS JHOOOH OCTaTOUYHOM MHGpOpMaLUu
IIpU O0CBOOOXAEHUU pecypca; TeM He MeHee, PBO He MOryT pacnpocTpaHUTh OCYILECTBICHHE
3TOro TpeboBaHMs Ha TOT ke (ailyl, CyIIEeCTBYIOLUIMI B BUAEC aBTOHOMHOH pe3epBHON KOMMH.
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OTOT (haiin mo-npexHeMy A0cTyrneH. Eciii BaxkHO 00ecTeunTh HeIOCTYIMHOCTh, TO aBTopy 113/3b
CIIEYeT yIOCTOBEPUTHCS, YTO COOTBETCTBYIOILIAs 1eJIb OE€30MacHOCTH JUIsl Cpebl OTpaXkKeHa B
PYKOBOJICTBE aIMUHUCTPATOPA MPUMEHUTEIHHO K aBTOHOMHBIM OOBEKTaM.

CewmeiictBa FDP_RIP «3amura ocratounoit unpopmanun» u FDP ROL «Otkar» moryt
BCTyNaTh B KOH(DJIUKT, €CTU B TMEPBOM OTOOpak€HO TPeOOBaHHE YHUUYTOKEHHS OCTATOYHON
uHpoOpMaIKU BO BpeMs Nepeaadr 00beKTa OT NPHIOKEHHs K QYHKIMSIM 0€301MacHOCTH (TO ecTh
nmpu  ocBoOOXIeHun oObekTa). I[loaToMy pe3ynapTaT BBIMOJHEHHUs OIEpaluu  BbIOOpa
«HEAOCTYIHOCTh TpuU  ocBoOOxaeHun pecypca» B FDP RIP «3ammra ocraToyHOM
nH(popManuu» HeIb3si COBMECTUTH ¢ ucnoyib3oBanueM FDP ROL «OtkaT» u3-3a BO3MOKHOTO
OTCYTCTBHS MHPOPMALIMU, HEOOXOIUMOM Il OTKaTa B MpeablIylee cocTossHue. B aToM cityuae
B FDP RIP «3ammura ocratouHod uHpOpMAIMKU» CIEAyEeT BBIOpATh «HEJOCTYIHOCTh IPHU
pacnpeneleHun pecypca», yto nospossier ucnonb3oBatb FDP_ROL «Otkat», cymectByer
PHCK, YTO pecypc, coAepkKaBIIni HHPOPMALIHIO, pacIpele]ieH HOBOMY OOBEKTY J0 BBIIIOJHEHUS
otkara. Ecin 310 npou3zoiinet, To oTKat OyeT HEBO3MOKEH.

B FDP_RIP «3amuTa octaTrouHoii nH(GOpMaIum» HET TpeOOBaHUN ayauTa W3-3a TOTO, UYTO
B HEM HE OTpakeHbl (PYHKIIMH, BHI3BIBAEMBIC IIOJIb30BaTeNIeM. AYIUT paclpeleeHHbIX WIH
OCBOOOKICHHBIX PECYPCOB OyIeT BO3MOXEH Kak 4acTh omnepanuil [IOb ynpasnenus nocrynom
WA UTHPOPMALMOHHBIMU TTOTOKAMH.

DTO CEeMEWCTBO ClIelyeT TPUMEHATh K OO0beKTaM, crenuduiupoBaiibiMm B [1Db
yIpaBJIEHUS TOCTYIIOM MM HH(OpMAITMOHHBIMU TOTOKaMu aBTopom [13/3b.

F.9.2 FDP_RIP.1 OrpanuyeHHas 3a1UTAa 0CTATOYHOI HuHGOpMauuun

F.9.2.1 3ameuaHusi 1o NpMMEHEHHUIO JIsl 10JIb30BATEJIs

Komnonent FDP RIP.1 comepxkutr TpebGoBanue, uro ®bO Oymyr oOecrneunBarh s
noaMHoXkectBa 00bekToB OO  OTCYyTCTBME B  paclpeleleHHOM JTHM OOBEKTaM WM
0CBOOOKICHHOM UMU pecypce IOCTYIHOM ocTaTOYHON nHbOopMaIuu.

F.9.2.2 Onepauuu

F.9.2.2.1 Beibop

B FDP_RIP.1.1 aBropy I13/3b cnenyer cnenuduuupoBars, B KAKOM UMEHHO CiIydae, Ipu
pacmpeieieHud WM OCBOOOXIECHUU PECYpCOB, BbI3bIBACTCS (DYHKLHS 3alIUThl OCTATOYHOU
uHpOpMaINH.

F.9.2.2.2 Ha3znauenue

B FDP RIP.1.1 aBropy II3/3b cnemyer mpuBecTH CHHCOK OOBEKTOB, IJISi KOTOPBIX
BBITIOJTHSIETCS 3alUTa OCTaTOYHON HH(OpMALIHH.

F.9.3 FDP_RIP.2 Ilo1nas 3a1uuTa 0cTaTO4YHOM MHpOpManun

F.9.3.1 3ameuyaHusi No NpUMEeHEHHUIO 1JIA NOJIb30BaTEJIs

Komnonent FDP RIP.2 conepxxut tpeboBanue, uto ®BO Oynyr obecnieunBaTh 111 BCEX
00BekToB OO OTCYTCTBHME B pACHPENCICHHOM JITHM OOBEKTaM WU OCBOOOXKICHHOM HMH
pecypce TOCTYITHOM OCTaTOYHON MH(pOpMAIUH.

F.9.3.2 Onepauuu

F.9.3.2.1 Buibop

B FDP_RIP.2.1 aBropy I13/3b cnenyer cneuuduimpoBaTs, B KAKOM UMEHHO Cllydae, pu
pacripesielleHu WM OCBOOOKIEHHUU PECYPCOB, BbI3bIBAETCS (DYHKIHMS 3aIIUTBl OCTATOYHOU
nH(pOpMaLIUH.

F.10 Orkar (FDP_ROL)

F.10.1 3ameuanus 1J1s noJib30BaTeist

CewmeiictBo FDP_ROL cBsizaHO ¢ HEOOXOUMOCTBIO BO3BpaTa B MOJIHOCTBIO ONPEACTICHHOE
JOMYCTUMOE COCTOSIHME, HAlpuUMep, €ClId MOJB30BaTENI0 TpeOyeTcss OTMEHUTh MOAU(DUKAIIIO
(aiina wiM OTMEHUTH TPAH3aKIMUM TPU HE3aKOHYEHHON CEpUU TPaH3aKIMK MPUMEHUTETHHO K
0Oase JaHHBIX.
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JlaHHOE CEeMEWCTBO MpEJHA3HAYEHO /I COACWMCTBUS IOJIb30BATENI0 B BO3BPALICHUU B
IIOJIHOCTBIO OIIPENIETICHHOE JIOIYCTUMOE COCTOSIHME I0CJIE TOr0, KaK OH pEelIMJl OTMEHUTh
HEKOTOPYIO COBOKYMHOCTb MOCHEAHUX JEHCTBUM WM A pacrpeneieHHOW 0a3bl JaHHBIX
BEPHYTh BCE paclpellelieHHble KONMWU 0a3bl JAaHHBIX K COCTOSHUIO TII€pell BBITOJHEHHEM
OTMEHEHHOM OIepaluu.

CemeiictBa FDP_RIP «3ammra octarounoit uapopmanum» u FDP ROL «Otkar»
BcrynatoT B KoH(uukT, ecniu FDP RIP «3amura ocratounoit mHpopManum» ycTaHaBIMBAET,
YTO COJIEp)KaHHE pecypca CTAaHOBUTCS HEJOCTYIMHBIM IPU OCBOOOKICHHUU pecypca OOBEKTOM.
Torma FDP_RIP «3amura ocratrouHoil WHGOpMAIMK» HENIb3s HCIOJIb30BaTh COBMECTHO C
FDP ROL «Otkat» u3-3a OTCYTCTBHsSI HeoOXoAMMOW s orkata uHpopmanuu. FDP RIP
«3amnmTa 0CcTaTOYHON MH(POPMAIMK» MOXKHO HCMOJb30BaTh coBMecTHO ¢ FDP ROL «OTtkary,
ecnmu FDP_RIP «3ammura ocratouyHoit nHGOpMaKMNW» YCTaHABIMBAET, YTO MpPHU paclpeieleHun
pecypca oOBEKTYy Hpeablayllee coAepkKaHHe pecypca OyneT HEJOCTYHHO. OTO BO3MOXHO
OTOMy, 4TO Ui ycnemHoro orkara MexanusM FDP ROL «Otkar» moiaydur nocTym K
npenpiaymei nHpopMalnu, KoTopast Bce erie MoxeT HaxoauThest B OO.

Ha tpeGoBanue oTkara HaKJIaIbIBAIOTCs HEKOTOPHIE orpaHudeHus. Hanmpumep, TeKCTOBBIN
penakTop IMO3BOJIAET OTKAT TOJIBKO Ha OIMpPEAENIEHHOE YnCiIo KoMaHAd. [Ipyroi npumep cBsi3aH ¢
pe3epBHBIMU KonMsiMU. Eciu JieHTa Juis pe3epBHOTO KOIMPOBAHUS IepeMaThiBajiach, a 3aTEM Ha
Hee MPOM3BOJWIACH HOBas 3alKch, TO MEpBOHa4YallbHAs MH(OpMALMs HE MOXET 3aTeM ObITh
BOCCTAHOBJIEHA. DTO TAK)KE OrPaHUYMBAET BO3MOKHOCTH OTKATa.

F.10.2 FDP_ROL.1 ba3oBblii oTKaT

F.10.2.1 3ameyanusi 1o NPpUMEHEHMIO /ISl MOJIb30BaTes

Komnonent FDP ROL.1 mo3BoJisieT Mojb30BaTeI0 WIH CYOBEKTY OTMEHSTh HEKOTOPYIO
COBOKYITHOCTb OIIE€pallMi HaJ MPEIONpPEeIEHHBIM MHOXECTBOM 00BEKTOB. OTMEHA BO3MOXKHA
TOJNBKO B HEKOTOPBIX IMpeAenax, HampuMmep, Ha HEKOTOpPO€ YHCIO CHUMBOJIOB WIH B
OIIpe/IeIEHHOM MHTEPBaJIe BPEMEHHU.

F.10.2.2 Onepauun

F.10.2.2.1 Ha3nauenne

B FDP ROL.1.1 aBtopy I13/3b cnenyer cnenudunuposars [I1OB ynpasnenus moctymnom
u/uni MHPOPMALMOHHBIMHA TOTOKaMH, KOTOpPbIE OYIyT OCYIIECTBISTHCS IPH BBIIOJHEHUH
omepanuii orkara. HeoOxoaumMo yAOCTOBEpUTHCSA, YTO OTKAT HE HCHONb3yeTcs Ui o0xoaa
cneuupuupoBanHbix [1DB.

B FDP ROL.1.1 aropy II3/3b cneayer cneuuduuupoBarb CHUCOK OIepalui,
JIOTTYCKAIOILIUX OTKAaT.

B FDP ROL.1.1 aBropy I13/3b cnenyer cnenuduiupoBaTh TUNB UHGOPMAUU W/WIH
CIHUCOK 00BbEKTOB, KOTOPHIM MPUMEHHUMA MOJIUTUKA OTKATAa.

B FDP ROL.1.2 aBropy I13/3b crnemyer cneuuduuupoBaTh OrpaHHYeHHE, B paMKax
KOTOPOTO MOTYT BBINIONHATHCS OINEpallMd OTKaTa. DTO MOXET OBITb HHTEpBal BpPEMEHH,
HaIpuMep, MOT'YT ObITh OTMEHEHBI OIIEpAlliH, BHIIIOJIHEHHBIE B TEUEHHUE [TOCIIETHUX JBYX MUHYT.
JlpyruMy BO3MOXKHBIMH OTPAHMUYEHUSIMU MOTYT OBITh MaKCHMaJIbHOE YHCIO OTMEHSEMBIX
omepanuii uim pazmep oydepa.

F.10.3 FDP_ROL.2 PaciunpeHHbIii OTKAT

F.10.3.1 3ameyanusi o npuMeHeHHIO VISl MOJIb30BaTENs

Komnonenr FDP ROL.2 comepxxutr TpeboBanue, utoosl @DPBO mnpenocTaBisim
BO3MO>XHOCTb OTKaTa BCEX OIEpallii, OHAKO M0JIb30BATEIb MOXKET BBIOPATH JIsl OTKATa TOJIBKO
4acTh U3 HUX.

F.10.3.2 Onepauun

F.10.3.2.1 Hasnauenue

B FDP_ROL.2.1 aBropy I13/3b cnenyer cnenudunuposars [1Ob ynpasiaeHus noctynom
u/unmu [1Ob ynpaBnenus nHPOPMAIMOHHBIMH MTOTOKAMHU, KOTOPBIE OYAYT OCYIIECTBISTHCS MPU
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BBITNIOJTHEHUH OTNepanuil oTkaTa. IT0 He0OX0JUMO JJIsl TOrO, YTOObI yIOCTOBEPUTHCS, YTO OTKAT
HE UCIONB3yeTcs A7 06xona crenudumpoantsix [1Db.

B FDP_ROL.2.1 aBropy I13/3b cnenyer cienudguiupoBaTsh CMCcOK 00BEKTOB, K KOTOPHIM
MIPUMEHNMA MOJIUTHKA OTKaTa.

B FDP ROL.2.2 aBropy II3/3b cnemyer cnenuduuupoBaTh OTpaHUUYEHUE, B pPaMKax
KOTOPOTO MOTYT BBINIOJMHATHCS OINEPALUMU OTKara. DTO MOXET ObITh HHTEpPBAJI BpPEMEHH,
HampuMep, MOT'YT ObITh OTMEHEHBI OTIepalliy, BHIIIOJIHEHHbIE B TEYEHHE MTOCIETHUX JBYX MUHYT.
JlpyruMy BO3MOKHBIMH OTPAHMYEHUSMU MOTYT OBITh MaKCHMalbHOE YHCIO OTMEHSEMBIX
omepanuii uim pasmep oydepa.

F.11 IeaocTHocTh Xpanumbix AanHbix (FDP_SDI)

F.11.1 3ameuyanus 115 n0Jb30BaTeIs1

Cewmeiicteo FDP_SDI comepxut TpeOoBaHUS, CBsI3aHHBIE C 3allUTOM JaHHBIX
MOJIL30BATENS BO BpeMs UX XpaHneHus B npeaenax O d.

Anmapatapie ¢O0M U OMIMOKH MOTYT BO3JEHCTBOBATH HAa JaHHBIC, XpAaHUMbIC B MMAMSTH.
CeMelicTBO COAEPKUT TpeOOBaHUS MO OOHAPYKEHUIO TaKUX HEMpeIHAMEPEHHBIX OoInOoK. B
9TOM CEMEWCTBE TAK)KE pPacCMaTpUBAETCs IIEJIOCTHOCTh JAHHBIX BO BpeMs WX XpAaHEHUS B
3allOMMHAIOMX YCTporcTBax B npeaenax O/d.

Jlns mpemoTBpamieHuss MOAM(HKAINKA JAHHBIX CYOBEKTOM TpeOyeTcs BMECTO 3TOTO
cemerictBa ucnonb3oBaTh cemeiictBa FDP IFF «®ynkiuu ynpaBneruss nHPOpMaIMOHHBIMU
norokamu» i FDP_ ACF «®yHkuunn yrpaBieHHs JOCTYIOM).

FDP SDI ornuuaerca ot cemeiictBa FDP ITT «llepemaua B mpenenax OO», koTopoe
3alMIIAeT JaHHBIC TIOJIH30BATEINS OT ONIMOOK LEJIOCTHOCTH BO BpPEMs MX Mepeladyn B Mpeaenax
00.

F.11.2 FDP_SDI.1 MOHUTOPHHI leJI0CTHOCTH XPAHUMBIX JJAHHBIX

F.11.2.1 3ameuyanusi N0 NPUMEHEHHUIO JJIA MOJIb30BaTEsI

Komnonenr FDP SDI.1 KOHTpoiuMpyeT TMOSBIEHHE OIIMOOK IEJIOCTHOCTH JIaHHBIX,
XxpaHuMbIx Ha HocuTene. ABtop [13/3b Moxer cnenuduipoBaTh pa3IudyHbIEe TUIIBI AaTPUOYTOB
JAHHBIX TOJIH30BATENIS, HA KOTOPHIX OyA€T OCHOBAaH MOHUTOPHHT.

F.11.2.2 Onepauun

F.11.2.2.1 Ha3nauenne

B FDP SDI.1.1 aBropy II3/3b cneayer cnenuduiupoBarh OIIMOKH IIEIIOCTHOCTH,
KoTopele 0yayT BeIABIATE OBO.

B FDP SDIL1.1 aBropy II3/3b cnegyer -cnenudunupoBate artpuOyThl JaHHBIX
MOJIb30BATENIs], KOTOPBIE Oy IyT MCIIOJIb30BAaThCSI KAK OCHOBA /IS MOHUTOPUHTA.

F.11.3 FDP SDI.2 MOHUTOPMHI  IEeJOCTHOCTH XPAaHUMbIX JaHHBIX H
npeanpuHUMaeMble 1eiicCTBUS

F.11.3.1 3ameuyanusi no NpuMeHEHHIO JJIs MOJIb30BaTeNs

Kommonentr FDP SDI.2 koHTponupyeT moOsBICHUE OIMMOOK IIEIOCTHOCTH JIaHHBIX,
xpaHnuMbix Ha Hocutene. ABtop I[13/3b Moxer crneuudummupoBarh, Kakue NEHCTBUS CIEAYET
MPEANPUHATH IPU OOHAPYKEHUU OIIMOOK IIETOCTHOCTH.

F.11.3.2 Onepauun

F.11.3.2.1 Haznauenue

B FDP SDI.2.1 aBropy II3/3b cnenyer cnenuduuupoBaTh OIIMOKH IEIOCTHOCTH,
KoTopbie OyayT BeIABIATH DBO.

B FDP SDI.2.1 aBropy II3/3b cnenyer -cneunudunupoBars arpuOyThl JdaHHbBIX
0JIb30BAaTeNsl, KOTOpPbIE OyIyT UCIOJIB30BAaThCA KaK OCHOBA /I MOHUTOPHUHTA.

B FDP_SDI.2.2 aBropy I13/3b cneayet crneunduurpoBars AeHCTBUS, TPEeIIPUHUMAEMbIe
pu 0OHApPY>KEHUH OLIUOKH L[E€IOCTHOCTH.
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F.12 3ammra KOH(UIEHUIHAIBLHOCTH JAHHBIX MOJb30BaTe sl NMPH Nepeaadye MeKIy
®BO (FDP_UCT)

F.12.1 3ameuanus aJ1s M0JIL30BaTE IS

Cewmeiicteo FDP_UCT omnpenensier TpebOBaHUs MO 00ECTIEYCHUIO KOH(DHUIECHITNAIBHOCTH
JNAHHBIX IMOJNB30BATENsl NpPU HMX Ieperade No BHEMmHeMy KaHairy Mmexay OO wm apyrum
noBepeHHbIM npoaykToM IT. KoH(uIeHIIMaaTbHOCTh OCYIIECTBISETCS MMyTeM MPEI0TBPAIICHUS
HECAaHKIIMOHUPOBAHHOTO PACKPBITUS NAHHBIX NPU UX NEpenade MExXIy ABYMS OKOHEYHBIMH
ToukaMi. OKOHEYHBIMU TOUKaMU MOTYT ObITh @BO uiu nosb30BaTeNs.

DTO ceMEeNCTBO COIEPKHUT TpeOOBaHHME 3alUThl JAHHBIX IOJB30BaTENs IMpH Iepenadye,
torna kak cemeiictBo FPT ITC «KoHpuaeHIMaIbHOCTh 3KCIOPTHPYEMBIX AaHHBIX DBO»
uMeetT aeio ¢ gaguaeiMu OBO.

F.12.2 FDP_UCT.1 ba3oBasi KoH}UIAEHIHATbHOCTH 00MEHA JAHHbBIMH

F.12.2.1 3ameuyanusi Mo NpruMeHEHUIO VISl 10JIb30BATeJIs

®BbO uMeT BO3MOXKHOCTD 3aLUTUTh OT PACKPHITHS HEKOTOPBIE JAHHBIE TI0JIb30BATENS BO
BpeMs 0OMeHa.

F.12.2.2 Onepauun

F.12.2.2.1 HaznauyeHnune

B FDP_UCT.1.1 aBropy I13/3b cnenyer cnerudunupoBars [1Ob ynpaBieHus 10CTyom
u/un UHPOPMAIMOHHBIMU MTOTOKAMHU, KOTOpbIe OYAYT OCYIIECTBIATHCS NMpU OOMEHE JaHHBIMU
10JIb30BATENs. YKa3aHHbIE MOJUTUKUA OYyAYyT OCYLIECTBIIATHCA JJISl MPUHATHS PEIICHUN O TOM,
KTO ¥ KaKUMU JaHHBIMH MOXET OOMEHHUBATHCS.

F.12.2.2.2 Br1i6op

B FDP UCT.1.1 aBropy II3/3b cnemyer ompenenutb, MPUMEHSETCS 3TOT 3JIEMEHT K
MEXaHU3MY OTIPABJICHUS WU MOJIYUYEHHS! TaHHBIX TI0JIb30BaTEINs.

F.13 3ammra 1eJOCTHOCTH JaHHBIX MOJIb30BaTe/Isi NpH mnepenade mexkay PbO
(FDP_UIT)

F.13.1 3ameuanuns ajig moJnL30BaTe s

Cewmeiicteo FDP_UIT ompegenser TpeGoBaHusS MO OOECIEUEHHUIO IEIOCTHOCTH JAHHBIX
nosb30Barens npu ux nepenade Mexay ®bO u agpyrum nosepeHHsIM npoayktom IT, a Takxke
IUIE X BOCCTAQHOBJICHHSI TP OOHapy)XKMBaeMbIX ommnOKkax. Kak MUHMMYyM, TaHHOE ceMeiCcTBO
KOHTPOJMPYET LEJIOCTHOCTh NAHHBIX MOJb30BaTeNls Ha mpenMeT moaupukanuu. Kpome Ttoro,
JTAHHOE CEMEMCTBO MOAICPKUBAET PA3IUYHbIE CIIOCOOBI MCTIPABICHUSI OOHAPYKEHHBIX OMIMOOK
LETTOCTHOCTH.

JlanHO€ ceMelcTBO ompezenseT TpeOoBaHMsI MO OOECHEYEHHIO0 LEIOCTHOCTH JaHHBIX
nojp3o0Baress npu nepenauve, torga kak cemencrso FPT ITI «llenocTHOCTE 3KCOPTUPYEMBIX
na"HueIx ObOy» umeer neno ¢ nanusiMu OBO.

CewmetictBa FDP_UIT «3amuTa 11e10CTHOCTH JaHHBIX [10JIB30BATENS IIPU MIepeiade MEKIY
®bO» u FDP UCT «3amura KOH(PUICHIMAIBHOCTH JAaHHBIX II0JIH30BATENSA TMPpHU Tepenade
Mexay @BO» cxomubl Mexay coboi, mockonbky FDP UCT «3ammra xoH(UIEHIHANTEHOCTH
JaHHBIX MOJIb30BaTeNs npu nepegade mexxay ObO» cBsizaHo ¢ KOHPUIEHITMATBHOCTHIO TAHHBIX
nosib3oBarens. [loaTomy TOT ke wmexaHusMm, Kortopelii peanuzyer FDP UIT «3amura
LIEJIOCTHOCTU JITaHHBIX IOJIb30BaTels npu nepeaade mexay ®BO», mor O6bl MCHOIB30BATHCSA U
UIsl peanu3anuu apyrux cemeictB, Takux kak FDP UCT «3amwura kKoHPUACHIHAIBHOCTH
JNaHHbIX TNoabp3oBarens npu nepepade mMexay ®bO» mmm FDP ITC «MMnopT maHHBIX H3-3a
npezaenoB aerctust GBOy».

F.13.2 FDP_UIT.1 LeaocTHOCTH NepeaaBaeMbIX JaHHBIX

F.13.2.1 3ameuyanusi mo NnpuMeHEeHHIO A5l 0JIb30BaTe s

®BO umeroT 0a30ByI0 CHOCOOHOCTh OTHPABIATH U IOJy4yaTh JaHHbBIE MOJb30BATENA
criocoboM, mNOo3BOJIAOIUM O00HapyxuTh Moaudpukanuio. Ot ®BO He TpedyeTcss MOMBITOK
BOCCTAHOBJICHHS MOAU(UIIUPOBAHHBIX JAHHbBIX.
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F.13.2.2 Onepauun

F.13.2.2.1 Ha3nauenue

B FDP _UIT.1.1 aBtopy I13/3b cnenyer cneuudunupoats [IOb ynpasnerus moctymnom
u/uni MHPOPMAMOHHBIMU MOTOKAMHU, KOTOpPBIE OYyIyT OCYILECTBIATHCS MPU OOMEHE TaHHBIMU
M0JIb30BaTeNsl. YKa3aHHbIE MOJUTUKUA OYAYT OCYHIECTBIATHCS AJISI MPUHATHSA PEUICHUH O TOM,
KTO MOJKET OTHPABJIATh MM IOJydyaThb JaHHbIE W KakMe HMMEHHO JaHHbIE MOTYT OBITh
OTIPABJICHBI WIH MTOJTYYEHBI.

F.13.2.2.2 Br16op

B FDP_UIT.1.1 aBtopy I13/3b crnenyet onpenenuTs, MPUMEHSTH JH 3TOT 3J1eMeHT K @O
IIPU OTIIPABJICHUM WIIM TIOJTYYEHUU OOBEKTOB.

B FDP UIT.1.1 aBropy II3/3b cnenyer omnpenenuTs, 3aliMiiaTh Jd JaHHBIE OT
MOJUGUKAIIH, yIaTCHHsI, BCTABKU WU IIOBTOPECHUSI.

B FDP UIT.1.2 asropy II3/3b cnenyer ompenenuTb, OOHAPYKWBATh JM OIIMOKU THUITA
MOJU(UKAIIH, yIaTCHHsI, BCTABKU WU IIOBTOPEHUSI.

F.13.3 FDP_UIT.2 BoccTanoBjieHHe NepeIaHHbIX JAHHBIX HCTOYHUKOM

F.13.3.1 3ameuyanusi 1o NpuMeHEHHIO ISl MOJIb30BaTes

Komnonenr FDP UIT.2 mnpenocTtaBiser BO3MOXKHOCTb MCIPABICHUS COBOKYITHOCTH
UACHTU(UIIMPOBAHHBIX OIIMOOK TMepenaud, eciau Tpedyercs, TO C MOMOINBIO JPYroro
noBepenHoro npoaykra IT. Tlockoneky npyroit moBepeHHblii mpoaykT IT nHaxomutcs 3a
npenenamu O/®, ®BO He MOTYT yIpaBiIATh PEKUMOM €ro PYHKIIMOHUPOBaHU. TeM He MeHee,
B IIEJIIX BOCCTAHOBIIEHUS BO3MOKHO MpeNocTaBlieHue (PYHKIMNA, 00Jagaronux crocoOHOCThIO
BBITIOJHATHCS KOOPIAMHUPOBAHO C APYTUM J0BepeHHbIM npoaykToM IT. ®BO, nHanpumep, Moryr
BKJIIOUaTh B ce0si (yHKIMH, CIIOCOOHBIE MOOYAUTH MoBepeHHBIH mpoaykT IT, sBistomuiics
MCTOYHHUKOM, TOBTOPUTH Tepenady JaHHBIX IMociie OOHApy:KEHUS OIIHMOKH. DTOT KOMIIOHEHT
CBsI3aH ¢ BO3MOKHOCTBhI0 DBO peannzoBarh Takoe BOCCTAHOBJICHHE MTPH OMIMOKAX.

F.13.3.2 Onepauun

F.13.3.2.1 Haznauenne

B FDP_UIT.2.1 aBtopy [13/3b cnenyer cnenuduuuposars [1OB ynpasneHus goctynom
u/un UHGOPMALIMOHHBIMU MTOTOKAMHU, KOTOpbIe OYAYT OCYIIECTBIATHCS MpU OOMEHE JaHHBIMU
MOJIb30BaTeNsl. YKa3aHHbIE TOJIUTUKKA OyIyT OCYHIECTBIATHCS JJISl MPHUHATHS PEUICHUH O TOM,
KaKue TaHHbIE U KaKUM 00pa30M MOTYT BOCCTaHABIIMBAThCS.

B FDP _UIT.2.1 aBropy I13/3b crnemgyer mpuBeCTH CHHCOK OMIMOOK IEIOCTHOCTH, TOCIE
kotopeix DPBO ¢ nomompto noBepeHHoro mnpoaykra [T, sBiAromerocs HCTOYHUKOM, B
COCTOSIHUM BOCCTAHOBUTD [IEPBOHAYAIBHOE COJEPKAHUE TAHHBIX 0JIb30BATEIS.

F.13.4 FDP_UIT.3 BoccTaHnoB/ieHre NepeIaHHbIX JAHHBIX MOJy4YaTeseM

F.13.4.1 3ameyanusi N0 NpuMeHEHUIO JJI51 MOJIb30BaTENs

Komnonenr FDP UIT.3 mnpenoctaBiser BO3MOXHOCTb HCIPABJIEHUS COBOKYITHOCTH
UICHTUQUIMPOBAHHBIX OMKOOK mepenauu. McmpaBieHue BbINONHSIETCS ©0€3 MOMOIIU
nosepeHHoro mnpoxaykra IT, sBistomero wucrouynukoMm. Hanpumep, ecnu  oOHapyXeHbI
orpejeNieHHbIe OIMUOKU, TO HeoOXoIuMa AOCTaTOYHAs YCTOMYMBOCTH MPOTOKOJA MEpPEeAayu C
TeM, 4TOOBI 1aTh BO3MOKHOCTE PBO BBINOIHUTH BOCCTAHOBIIEHWE HA OCHOBAaHUM KOHTPOJIbHBIX
CYMM M Jpyroi nIpeaycMOTPEHHOM MPOTOKOJIOM HH(pOPMAIIHH.

F.13.4.2 Onepauuu

F.13.4.2.1 Haznauenne

B FDP _UIT.3.1 aBtopy I13/3b cnenyer cneuudunupoats [IOb ynpasnenus moctymnom
u/un UHPOPMAIIMOHHBIMU MOTOKAMHU, KOTOPBIE OYAYT OCYIIECTBIATHCA MPH OOMEHE NaHHBIMU
M0JIb30BaTeNsl. YKa3aHHbIE MOJUTUKUA OYAYyT OCYIIECTBIIATHCA JAJISl MPUHATHS PEIICHUN O TOM,
KaKHe JaHHbIe U KaKUM 00pa3oM MOT'YT BOCCTaHaBIMBAThCS.
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B FDP UIT.3.1 aBropy I13/3b crneayer npuBecTH CHUCOK OMIMOOK LETOCTHOCTH, MOCIE
KOTOPBIX q)BO, MnoJjiyqyaromume nOaHHbIC, B COCTOAHHU CaAMOCTOATCIBHO BOCCTAHOBUTH
IIEPBOHAYAJIBHOE COACPKAHUE TAHHBIX T0JIb30BATEIIA.
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[punoxenne G
(obs13amenvhoe)

Nnentudgukanus u ayrearupuxanus (FIA)

OO6muM TpeboBaHreM 0€30MaCHOCTHU SBJSICTCS OJHO3HAYHAS UACHTU(DUKAIIWS U W/UIH
o0bekTa, BeIoNHsAIOMEro B OO onpeneneHHble PyHKIIMU. ITO TpeOOBaHUE MPEIIOIaraeT He
TOJIbKO YCTAHOBJIGHHE 3afBJICHHOTO HACHTU(HUKATOPA KaKIOrO I0JIb30BATeNs, HO TaKXkKe U
BEpU(UKALIMIO TOTO, YTO KaXKbIH MOJIB30BaTENb ACHCTBUTEIBHO TOT, 32 KOrO ce0sl BbIIaeT. DTO
JIOCTUraeTcs TeM, 4YTO OT IoJib3oBaTeneil TpeOyercs mnpenoctaBinsith DBO HekoTOpylo
nHpopmMmanuro, kotopas, o ceeneHussMm ®bO, AecTBUTEILHO aCCOIMUPOBAHA C HUMHU.

CemeiictBa kiacca FIA onpenenstorT TpeOoBaHMsA K (DYHKIHSIM, yCTaHABIMBAIOIIUM U
BEpU(DULUPYIOIINM 3asBICHHBIN MICHTH(UKATOP KaXKAOro mojib3oBarend. MaeHTudukanus u
ayreHTU(UKauuss  TpeOyroTcs  ans  oOecleyeHuss  acCOLMalMi  IOJIb30BaTeNe ¢
COOTBETCTBYIOLIMMH aTpuOyTaMu O€30MacHOCTH (Hampumep, WACHTU(GHUKATOPAMHU, IpyINIamH,
pOJISIMHU, YPOBHSIMHU 0€30IIaCHOCTH WJIN LIEJIOCTHOCTH).

OnHo3HauHas MJEHTU(UKALUSA  YIOJHOMOUYEHHBIX IOJIb30BaTele M  IpaBUiIbHAs
accouuanusi aTpuOyToB OE€30MaCHOCTH C TOJb30BAaTENIMU U CYOBEKTAaMU KPUTHUHBI JUIS
OCYILECTBIICHUSI ONPE/IEIEHHBIX MOJIUTUK O€30IaCHOCTH.

CewmeiictBo  FIA UID  «Mnentudukanuss 1OJB30BATENs»  MPEAHA3HAYCHO IS
oIpeJiesIeHus MJIeHTU(HUKATOpa MOIb30BaTEIs.

CemeiictBo FIA UAU «AyTeHTH(QHKAIMA  T10JIb30BATEINs IIpEJHA3HAYEHO JUIS
BepU(UKaLnu UIeHTU(PUKATOPA TOIb30BATEIS.

CemeiictBo FIA AFL «Ortka3el ayreHTH(pUKAIUMW» TpPEAHA3HAYEHO YIS OIpENeIeHUs
OrpaHUYEHUI Ha YNCIIO MOBTOPHBIX HEYCHELIHBIX MOMBITOK ayTeHTU(PHUKALUH.

CemeiictBo FIA ATD «Omnpenenenuie arpuOyToOB IOJIb30BATENs» IMPEAHAZHAYCHO IS
orpeJiesieHus: aTpuOyTOB MoJIb30BaTeNe, mpuMeHseMbIX npu ocyuiectsiaenuu I150.

CemeiictBo FIA USB «Cpsi3piBaHHE TM0JH30BATEIb-CYOBEKT» MPEIHA3HAUEHO IS
KOPpPEKTHOH accouuanuu aTpuOyTOB 0O€30HMaCHOCTH A KaXJIOro  YHOJHOMOYEHHOI'O
10JIb30BATEJIsl.

CemeiictBo FIA SOS «Crnenmdukamnus CEKpeTOB» MpEIHA3HAYCHO IS TeHepaluud u
BepHU(UKAINN CEKPETOB, COOTBETCTBYIOIINX YCTAHOBICHHOW METPHUKE.

Hexomno3unus kinacca FIA «nentudukanus u ayreHTU(GUKALUA» HAa COCTABIISIOIINE €ro
KOMITOHEHTHI NT0Ka3aHa Ha pucyHke G.1.
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Pucynok G.1 - lekomno3nuus kiaacca FIA «MnenTupuxanmus u ayreHTUHPUKALUS»

G.1 Orkassbl ayrenTuguxkannu (FIA_AFL)

G.1.1 3ameuyaHus AJ1s N0JIb30BaTESA

CemeiictBo FIA AFL coaepxutr TpeOOBaHUS IO OMNPEACICHUIO YHCIA TOMBITOK
ayreHTuukanuu u neiicteusm ®BO B ciaydyae ux Heynmaum. [lapamerpamu, ompenemnsromyuMu
BO3MOYXHOE€ UYHUCIIO MOMBITOK ayTeHTU(UKALNU, CPEAN MPOYUX MOTYT OBITH YMCIO TOMBITOK U
JONYCTUMBIN UHTEpPBaJ BPEMEHHU.

IIpouecc OTKpBITHS ceaHCa IIOJAb30BaTENsl NPEIyCMATPUBAET B3aUMOJEHCTBUE C
10JIb30BATEJIEM, MO3BOJISIIOIIEE OTKPHITH CEAHC W HE3aBUCHMOE OT (paKTUUYECKOW pean3aluy.
Ecnu yncno HeycnemHbIX MONbITOK ayTeHTU(UKAIMH PEBBICUIIO YCTAaHOBJICHHOE 3HAaYE€HUE, TO
OJIOKUPYIOTCS YYETHbIC JAaHHBIE IOJIb30BATENS W/WIM TEPMHUHAN, C KOTOPOIO BBIMOJIHSIUCH
3anpochl. Ecnu yueTHbIe JaHHBIE MOJIb30BaTess 3a0JOKMPOBaHBI, TO OH HE MOXET BOWTH B
cucreMmy. Ecnu 3a0510kupoBaH TepMUHAI, TO OH (MJIM €ro aJpec) He MOXET ObITh MCIIOJIb30BaH
JUIg BXOZAa B CUCTEMY. JTa CUTyallus COXPAHUTCS, IOKa YCIOBUS Ul MOBTOPEHHUS IOIBITOK
OTKPBITHS ceaHca He OyIyT yAOBIETBOPEHBI.

G.1.2 FIA_AFL.1 O0pa6oTKa 0TKa30B ayTeHTH(PUKALHHI

G.1.2.1 3ameyaHusi N0 NPUMEHEHHIO /15l NI0JIb30BaTeIsl

Astop I13/3b MokeT ycTaHOBUTH YMCIIO HEYCHEIIHBIX MOMBITOK ayTeHTU(UKALUU JTHO0
TOBEPUTH 3TO pazpadborunky OO uiam yrnoIHOMOYEHHOMY MOJb30BaTento. [loacyeT HeycnenrHbix
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MOMBITOK ~ayTeHTHU(UKAUUU JOJDKEH OBbITh CBSI3aH HE C IOCHEJOBATEIbHOCTBIO  UX
BO3HUKHOBEHUS, a C KaKUM-THO0 coObITHEeM ayTeHTH(PUKanuu. TakuM coOBITHEM MOXET OBITh
YHCII0 HEYCHENIHBIX MOMBITOK ¢ MOMEHTA MOCIEIHEr0 CeaHca, YCIEHIIHO OTKPBITOrO ¢ JAHHOTO
TE€pPMUHAJIA.

Astop [13/3b MoXxeT onpeaenuTb CIUCOK JEeHCTBUN, KOTOPBIEC TODKHBI MPEATPHUHUMATHCS
@®BO B ciyuae oTKa3a ayTeHTH(UKAIMH. YTIOJIHOMOYEHHOMY aJIMUHUCTPATOPY TAKKE MOXKET
OBITh pa3pelICHO YNpPaBJIATh 3TUMHU COOBITUAMH, €CIM TAaKYH0 BO3MOYKHOCTb IPELYyCMOTpPEN
aBrop [13/3b. Takumu neicTBUSAMH, Cpeld NPOUYUX, MOTYT OBITh: OTKIIOUEHHE TEpMHUHAJIA,
OTKJIIOYEHHE YUYETHBIX JTaHHBIX I10JIb30BATENs WIM MOJaya CUTHajla TPEBOTU aIMHHHUCTPATOPY.
VYcnoBus, Ipu KOTOPBIX MPOU30MIET BO3BPALICHUE K OOBIYHOMY PEKUMY PabOThI, HEOOXOIMMO
crienn(puIUpoBaTh Yepe3 AeHCTBHSL.

Jnst Toro 4troObl TpPEAOTBPATUTHh IOJIHYID HEBO3MOXHOCTH oOcmyxuBanusi, B OO
obecreynBaeTcsi HEBO3MOKHOCTb OJJOKMPOBAHUS YUETHBIX JaHHBIX, OJHOTO MOJIb30BATEIS.

Asrop I13/3b moxer ycTanaBnuBaTh nHble AeHcTBU 111 PO, oTHOCSIIUECS B TOM YHCIe
K MpaBwiaM AeOJIOKHPOBaHMs MpolLiecca OTKPBITHS CeaHca MOJIb30BaTeNs WM MoJadye CUrHaia
TpeBoru aaMuHucTparopy. Ilpumepamu Takux nelcTBUN (IIpaBWII) SIBJISIFOTCS: 10 MCTEYEHUs
YCTQHOBJICHHOTO BpPEMEHHM; IOKa YHNOJHOMOYEHHbIH aIMHUHHUCTPATOp BHOBb HE Je0JIOKHpYET
TEPMHUHAJl WIM YYETHBIE JaHHbIE IOJb30BATElNsA; JIO MCTEUEHHUS] BPEMEHH, CBSA3aHHOIO C
IPEbIAYIIMMU HEYCIEIIHBIMU MONBITKAaMH (HAallpuUMep, MOcie KaKA0H HEYCHEIIHOW MOMBITKU
BpeMs OJIOKUPOBaHUs yJIBaUBAETCS).

G.1.2.2 Onepaunu

G.1.2.2.1 BeiGop

B FIA AFL.1.1 aBtop I13/3b nomkeH BeIOpaTh WM Ha3HAYCHHE TTOJIOKUTEIHHOTO 1EI0TO
4KCIIa, WIN BBIPAXKEHUE «yCTAHABIMBAEMOE aJMUHUCTPATOPOM IOJOXKHUTEIBHOE LIEJI0€ YHCIION,
OIpeJIeJINB AUAINA30H JOIYCTUMbIX 3HAYEHUH.

G.1.2.2.2 HaznauyeHnue

B FIA AFL.1.1 aBropy I13/3b cnenyer cneuuduuupoBatb COOBITUS ayTECHTH(PHUKAIUU.
[IpumepaMu SBIAIOTCSA: YHCIO HEYCHENIHBIX IOMBITOK ayTeHTH(HUKAIWW s  JTaHHOTO
UACHTU(GUKATOPA TIOJIb30BATEeNsl C MOMEHTAa IIOCIEAHEH YCHEeIIHOW TMOMBITKH; YHUCIIO
HEYCHEIIHBIX TOMBITOK ayTeHTH(HUKAIMKA IJIs JaHHOTO TepMHHAjJa C MOMEHTa IOCIeIHel
YCIIEIIHOM IMOMBITKH; YUCIO HEYCHEIIHBbIX MONBITOK ayTeHTH(HKAIMH 3a nociaenHue 10 MuH.
Heo6xoanMo yka3aTh, OJHO COOBITHE ayTeHTH(UKALINY.

B FIA AFL.1.1, ecnu BbIOpaHO Ha3HAu€HUE TMOJOXKUTEIBHOTO MEIOr0 4YHCla, aBTOPY
[13/3b crnexyet crenuUIUPOBATH 33/aBaeMOE TI0 YMOJIYAHUIO YHUCIO (TIOJIOKUTEIBHOE IEJI0E)
HEYCHEIIHBIX MOMBITOK ayTeHTU(UKALMYU, IPU TOCTHKEHUN WM MPEBBIILIEHUH KOTOPOro OyayT
MHUIMHAPOBATHCS ONpPeEICHHbIE IeHCTBUS.

B FIA AFL.1.1, ecnu BBIOpaHO «yCTaHABIMBAEMOE AJMUHUCTPATOPOM IIOJIOKHUTEIBHOE
nesoe yucioy», To apropy 113/3b cnenyer cnennduuupoBaTh AMana3oH AOMYCTUMbIX 3HAUYCHHMH,
n3 kortoporo amMuHuctpatop OO MOXKET YCTaHOBUTb UYMCIO HEYJAUHBIX IIONBITOK
ayTeHTU(UKauuu. YHca0 HeylayHbIX IMOMBITOK ayTeHTU(UKALUU TOJDKHO ObITh MEHbILE MU
PaBHATHCS 3HAUYEHUIO BEPXHEH IpaHULbl U OOJIbIIE WK PABHATHCA 3HAUCHUIO HUKHEH TpaHUIIbI
JUana3oHa.

G.1.2.2.3 Bei6op

B FIA_AFL.1.2 aBropy I13/3b cnenyer BbIOpaTh COOBITHE UM OTPAHUYHUTD ONPEIEICHHOE
KOJMYECTBO HEYCIEUIHBIX TMOMNBITOK ayTeHTU(UKALKU, KOTOpPOE JIOJKHO HWHHUIMHPOBATH
nerictsue OBO.

G.1.2.2.4 Haznauenue

B FIA AFL.1.2 aBropy I13/3b cnenyer cnenuduuupoBath JecTBUSA, MPeAIpUHIMAaeMble
B Cly4yae JOCTH)KEHUS WU NIPEBBIIICHUS MPEACIbHOrO0 3HAYEHMs YMCIIa MONBITOK. Takumu
JNEUCTBUSAMH MOTYT ObITh: OJIOKMPOBAaHHE YYETHBIX JaHHBIX Ha 5 MMH., OJIOKMpOBaHUE
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TepMHHAaJIa Ha YBEJIMYMUBAIOIIUNCA HHTEPBAJl BpEMEHH (YHCIIO N CEKYH]I, PaBHOE 2, I/I€ N - YUCIO
HEYCHEIIHBIX IONBITOK) WM OJOKHpOBaHUE (C YBEAOMIIEHHEM aJMHHUCTPATOpa) YYETHBIX
JaHHBIX BIUIOTH IO €r0 CHATHUS aIMUHHUCTPAaTOpOM. B ommcaHmm NEHCTBUHM CleNyeT yKas3aTh
IIPUHUMAEMBIE MEPBI U CPOK UX AEUCTBUS (WIN yCIOBHS PEKPAILECHUS JEHCTBUSI 3TUX MEP).

G.2 Onpepnesenne atpudyToB noab3osarens (FIA_ATD)

G.2.1 3ameuanus A4 0JIbL30BaTEIs

Bce ynoiaHoMOYeHHbIE MOJB30BATE€IM MOTYT, MOMHUMO HACHTU(UKATOPA MOJIH30BATEINS,
WMETh JIpyrue aTpuoOyThl Oe3o0macHOCTH, TpuMeHsieMble ipu ocymiectBieHuu [160. CemeiicTBo
FIA ATD onpenenser TpeOoBaHUS M accolMalMy  aTpuOyTOB  OE30MAaCHOCTH €
MOJI30BaTEISIMUA B COOTBETCTBUHU € HE0OXoauMoCThio oaepxku [16O.

CyIecTBYIOT 3aBHUCHUMOCTH OT OIPENENIEHUN OTHIENbHBIX TOJIMTUK O€30MacHOCTH.
Crnenyer, 4ToOBI Takue OINpPENENECHUS COAEPKAIM CIUCKU aTpuOyTOB, HEOOXOIUMBIX MJIS
OCYILIECTBIIEHUS TOJTUTHKU.

G.2.2 FIA_ATD.1 Onpenenenue aTpudyTOB M0JIb30BATEJIS

G.2.2.1 3ameyaHusi N0 NPUMEHEHHIO ISl MOJIb30BaTes

Komnonent FIA ATD.1 cnenuduuupyer aTpuOyThl 0€30M1aCHOCTH, KOTOpBIE CIEIyeT
MOJJEP)KUBATh HAa YPOBHE IOJIb30BATENs. OTO O3HAYAeT, 4YTO HA3HAUYEHUE M BO3MOXKHOE
U3MEHEeHHe aTpuOyTOB O€30MaCHOCTH, YKa3aHHBIX B CIIMCKE, OCYLIECTBISETCS Ha YPOBHE
noJsib3oBarenss (TO €cTh JJIg KaKIOro II0JIb30BATENsl WMHJIMBUIYyaldbHO). VHBIMU clloBamy,
U3MEHEHHE aTpuOyTOB M3 CIIMCKA, AaCCOLMMPOBAHHOIO C KaKUM-JIMOO I0JIb30BaTeleM, He
JOJDKHO BIIMSITH HA aTpHOyTHI 0€30MaCHOCTH IPYTUX MOJIb30BATENEH.

Ecnu atpuOyTthl 6€30macHOCTH MpUHAIEkKAT IPyIIe Mojab30BaTenel (HarnpuMep, CIUCcoK
BO3MOYKHOCTEH TpYINIBI), MOJIB30BATENI0 MOTPeOyeTcss HWMETh CCBhUIKY (KaKk aTpuOyT
0€30I1aCHOCTH) Ha COOTBETCTBYIOILYIO IPYIILY.

G.2.2.2 Onepauuu

G.2.2.2.1 Ha3nauyenue

B FIA ATD.1.1 asropy I13/3b cnenyer cnenmduuupoBaTh aTpuOyThl OE30MACHOCTH,
accolMMpyeMble C KaXJbIM OTIENIbHBIM MOJb30BaTeneM. [IpuMepoM MOXKET CIyX HUThb CIHCOK,
BKJTIOYAIOIIUH B ce0st aTpUOYTHl «YPOBEHB JOITYCKa, «HICHTH(PHUKATOP TPYIIIIBD», «IIpaBay.

G.3 Cneuudpuxanus cexperon (FIA_SOS)

G.3.1 3ameuanus AJ1M OJIbB30BaTEISA

CemeiictBo FIA SOS omnpenenser TpeboBaHMs K MeXaHU3MaM, KOTOpBIE pEalNU3YIOT
OIpEICIEHHYI0 METPUKY KadecTBa JJIs MPEIOCTABISAEMbBIX CEKPETOB M TEHEPUPYIOT CEKpETHI,
YIOBJICTBOPSIIOIINE OIpeneneHHol MeTpuke. IlpumepamMu Takux MeXaHHU3MOB MOTYT OBITh
aBTOMATHYECKasi MpOBEpKa MPEIOCTABIAEMBIX MOJIb30BATENIIMU MapoJield WM aBTOMAaTHYECKast
reHepanus naposei.

Cexpetsl MoryT reHepupoBathes BHe OO, Hampumep, BbIOUpAThCA MOJIB30BATEISIMU U
BBOAUTHCS B cucreMy. Ilpu 3TOM Moxer ObiTh ucmonb3oBaH kommoHeHT FIA SOS.1
«Bepuduxamus cexperoB» sl 00eCneUYeHUs] COOTBETCTBUS CEKPETOB, CTEHEPHUPOBAHHBIX BHE
CUCTEMBI, KOHKPETHBIM YCJIOBHSAM, TAKUM KaK MMHHUMAJIbHO JOIYCTUMBIM pa3Mep, OTCYTCTBUE B
CJIOBape W/WUIM HETIPUMEHEHHE paHee.

Cekpetbl MOryT Takxe reHepupoBarbes camum OO. B sToMm citydae TpeGoBaHue, 4TOOBI
creiepupoBanHble OO  cekpeTbl  COOTBETCTBOBAIM  CHEU(UIMPOBAHHON  METPHKE,
obecneunBaercs komrnoHeHToM FIA SOS.2 «"enepauus cexpero @PbO».

CekpeTbl, paccMaTpuBaeMble B JaHHOM CEMEHCTBE, COJEp)KaT ayTeHTU(PHUKAIMOHHBIE
JlaHHbIE, TpPEeAbSBISEMbIE I0JIb30BATENIEM MEXaHW3MYy ayTeHTH(HKAIMM, OCHOBAHHOMY Ha
CBEJICHUSIX, KOTOPBIMU pacrojaraeT Mojb3oBaTesb. Ecny ucmnonb3yroTes KpUnrorpapuieckue
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KJIIOYM, BMECTO JTOr0 CEMEHCTBa CJIENyeT MCIOJIb30BaTh ceMmeiicTBa kiacca FCS
«Kpunrorpaduueckas moaIepxKKar.

G.3.2 FIA_SOS.1 Bepupurkauusi cekperon

G.3.2.1 3ameyaHnus MO0 NPUMEHEHMIO ISl MOJIb30BaTeIs

CekpeTrsl MOTYT co3naBaThcsi mosb3oBareneM. KommoneHt FIA SOS.1 oGecneunBaer
BO3MOXKHOCTh ~ BEpHU(HKAIIMM  COOTBETCTBHSI ~ CEKPETOB,  CO3/JaHHBIX  IIOJIb30BATEIEM,
oTpeieIeHHOW METPHUKE KauecTBa.

G.3.2.2 Onepanuu

G.3.2.2.1 Haznayenmue

B FIA SOS.1.1 aBropy I13/3b cnenyer nmpeqocTaBUTh ONpPEIEIEHHYI0 METPUKY KauecTBa.
Orta MeTpuKa MOXET ObITh CHelU(HUIMpPOBaHA KaK COOCTBEHHO OIMCAaHHE MPOBEPKU KayecTBa
WM KaK CChUIKA HA HOPMaTUBHBIN TOKYMEHT, ONPEACIIAIOIINNA METPUKU KauyeCcTBa, COOTBETCTBUE
KOTOpPBIM HEO0OX0AUMO Jisl cekpeToB. K nmpruMepam MeTpuK KadecTBa MOYKHO OTHECTH ONHCaHUE
JOMYCTUMBIX CHUMBOJIBHBIX CTPYKTYp CEKPETOB W/MJIM OINKCAHHE JOMYCTHMBIX pa3MepoB
CEKPETOB.

G.3.3 FIA_SOS.2 I'enepanus cekperoB P60

G.3.3.1 3ameyanusi N0 NPUMEHEHUIO JJISl MOJIb30BaTENs

Komnonent FIA SOS.2 nossosnser ®BO reHepupoBaTh CEKpeThl Js CHEHUAIbHBIX
(GyHKIUH, TaKUX Kak ayTeHTU(UKAIMS 110 TapoJIio.

Ecin B anroputme reHepanuu CEKpETOB HCIIOJIB3YETCS TE€HEpAaTop IICEBAOCITYYalHbIX
Yucell, TO Ha €ro BXOJl CJIEAyeT MoAaBaTh MPOU3BOJIbHBIC BEJIMYUHBI, YTO OyAeT oOecrneuynBaTh
BBICOKYIO CTENEHb HENPEACKa3yeMOCTH BBIXOJHBIX JAHHBIX. ODTH HPOU3BOJIbHBIE BEJIUYMHbI
MOTYT OBITH MOJIYY€Hbl M3 TAaKUX JOCTYNHBIX MapaMeTPOB CHUCTEMBbI, KaK CHCTEMHBIE 4Yachl,
3HA4YEeHUsI CHCTEMHBIX PETUCTPOB, JaTa, BpeMs M T.I. DTH MapaMeTpbl CleAyeT BHIOUpPAThH C
TakKUM pacyeToM, YTOObl YHMCIIO MPOM3BOJIBHBIX BEIMYMH, KOTOPOE MOXKHO M3 HUX MOJIYYHUTh,
ObUTO OBI HE MEHBIIIE MUHUMAJIBHOTO YHCIIa CEKPETOB, KOTOPbIE HEOOX0AUMO CreHEPHUPOBATh.

G.3.3.2 Onepanun

G.3.3.2.1 Haznauenmne

B FIA SOS.2.1 aBropy II3/3b crnenyer obecneduTh ONPECICHHYI0 METPUKY KauecTBa.
OTa MeTpuKa MOXKET OBITh CreMU(pHUIMPOBaHA KaK COOCTBEHHO ONMMCAHHE MPOBEPKU KadyecTBa
WJIM KaK CChUIKA Ha HOPMATUBHBIN IOKYMEHT, OTPEACTSIONINI METPUKH KaueCTBa, COOTBETCTBHE
KOTOpBIM HEO0O0X0oaMMO A cekpeToB. K mpumepam MeTpuK KadecTBa OTHOCATCS ONMCAHUE
JOMYCTUMBIX CUMBOJIBHBIX CTPYKTYpP CEKPETOB H/HIIN AOMYCTUMBIX Pa3MEPOB CEKPETOB.

B FIA S0OS.2.2 astopy I13/3b cnenyer mpencraButh cnimcok (pyHkiumii u3 uncna OBO,
JUIS KOTOPBIX HEOOXOAMMO HCIOJb30BaTh cekperThbl, reHepupyembie @BO. [Ipumepom Ttakoit
(GYHKIIUU MOXET CITY>KUTh MEXaHU3M ayTeHTU(DHUKAINH 110 TapoJIio.

G.4 AyrenTuuxkanus noabzosarens (FIA_UAU)

G.4.1 3ameuanus 1715 N0JIb30BaTeNs

CewmeiictBo FIA UAU onpenenser TUIBI MEXaHW3MOB ayTEHTHU(UKALUU MOJIH30BATEINS,
npenocrasigempie @bO. OHO Takxe omnpenenser Te aTpuOyThl, HA KOTOPBIX HEOOXOAMMO
0a31poBaTh MEXaHU3MbI AYTEHTU(HUKAIIIH [TOJIb30BATEN.

G.4.2 FIA_UAU.1 Bbi6op MOMeHTa ayTeHTH(PUKAIUH

G.4.2.1 3amevaHusi 10 NPUMEHEHHUIO JJIS M0JIb30BaTEJIs

Kowmnonent FIA UAU.1 cogepxut tpedoBanue, utoObl aBrop [13/3b onmpenenun crnucok
NEMCTBUM, KOTOpBIE BhINONHAOTCA npu nocpeanuuectse @bO n gonyckarorcs @bO ot umenu
I0JIb30BATENs A0 TOTO, Kak OyJeT mpou3Be/ieHa ayTeHTU(UKalMs 0Ib30BaTeNsl. DTU JeHCTBUS,
BbIMosIHsAEeMble Tpu nocpeanuyectse OBO, ¢ Touku 3peHHss O€30MaCHOCTH HE MMEIOT
OTHOIIECHHUS K MOJIb30BATENSIM, HEBEPHO MIACHTU(PUIMPOBABIIMM cedst 10 ayTeHTUuKauuu. Bee
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IIpOYNE JIEUCTBUS, BBINONHAEMBbIE TP nTocperHnuecTBe @BO U HEe BKIIFOUYEHHBIE B 3TOT CIIUCOK,
pas3perraTcs NoIb30BATEINIO TOIBKO MOCIE 3aBepIICHUs ayTeHTU(HUKAITUH.

OTOT KOMIIOHEHT HE MPUMEHUM Il Pa3pelIeHUs] KaKux-11M00 NeHCTBUN 10 BBITOJHEHUS
uaeHtupukanuu. s sroro Heobxoaumo wucnoip3oBate FIA UID.1 «Bwibop MomeHTa
unentuduxanum» au6o FIA UID.2 «Mnentudukanus 10 a000T0 NEHCTBHS MOJIH30BATEN» C
COOTBETCTBYIOIIMMHU Ha3HAYEHUSIMHU.

G.4.2.2 Onepauuu

G4.2.2.1 Haznayenune

B FIA UAU.1.1 aBropy II3/3b cnenyer cnenuduuupoBaTh CIHUCOK JIEHCTBHM,
BBINIOJHAEMBIX NpU nocpeannuectBe @PbO OoT MMEHM MOJIB30BaTENS NPEXKAE, YEM 3aBEPLIUTCS
ayTeHTH(UKAIMS TOJIb30BaTElNsA. DTOT CIIMCOK HE MOXET OBbITh MyCThIM. EClii Takux NelcTBUI
HET, CleIyeT BMECTO JTOr0 KOMIIOHEHTa wucnois3oBaTh komnoHeHT FIA UAU.2
«AyTreHTuUKaIMs 10 JTHOOBIX NEHCTBUN MOJb30BaTes». [IpuMepomM Takux IEHCTBUIA MOMKET
CILY>KUTb 3aIpOC O TIOMOIIHY IIPY BBIIIOJHEHUH MIPOLIETYphl JOTUYECKOTO BX0/1a B CUCTEMY.

G.4.3 FIA_UAU.2 AyrenTuduxanus 10 JOObIX 1eiiCTBUA M0Jb30BaTEsI

G.4.3.1 3ameyaHnusi N0 NPUMEHEHMIO ISl MOJIb30BaTeNs

Kommonentr FIA UAU.2 coxepxut TpeOOBaHME 3aBeplIeHUs  ayTeHTU(HUKAIUN
MOJTb30BATENsl J0 BBITIOJIHEHUS JHOObIX neiicTBuii npu nocpennunuectse @BO ot mMenu storo
M0JIb30BaTEI.

G.4.4 FIA_UAU.3 Ayrentudukanus, 3allIAIIEHHAS OT MOJAEJI0K

G.4.4.1 3ameuyaHusi 10 NPUMEHEHUIO VISl TOJIb30BATEJIS

Komnonenr FIA UAU.3 comepxuT TpeOOBaHHS K MeXaHU3MaM, IMPEIOCTABISIONINM
3alIUTy ayTEeHTU(UKALMOHHBIX JAHHBIX. AYTEeHTH(UKAIMOHHbIE JaHHbIE, 3aMMCTBOBAHHBIE Y
JPYToro TOJIb30BATeNsl WK MOJy4YeHHBIE HE3aKOHHBIM CIIOCOOOM, clienyeT OOHapyXUTh W/WIN
OTBEpPrHyTh. JlaHHBIE MEXaHM3Mbl MPEJOCTABIAIOT YBEPEHHOCTb, 4YTO IOJb30BATEIH,
ayreHTu(umpoBanubie @O, ABIAIOTCS NEHCTBUTENBHO TEMH, KEM OHU TPEACTABIISIOTCS.

OTOT KOMIIOHEHT NPUMEHUM TOJBKO 11 MEXaHU3MOB ayTeHTH(HUKAIIMY, OCHOBAHHBIX Ha
YHHUKAJIbHBIX ayTeHTHU(HUKAIMOHHBIX JaHHBIX (Hampumep, ouomerpuueckux). PO He cmoryt
O0HapyXUTh U NPEAOTBPATUTH TUPAXKHPOBaHUE MapoJs 3a npenenamu O1D.

G.4.4.2 Onepanuu

G.4.4.2.1 Bribop

B FIA UAU.3.1 aBropy II3/3b cunenyer -crnenudunuposars, Oynyr mm DO
oOHapy>KUBaTh U/WIK NPEAOTBPALIATH NOAEIKY JAHHBIX ayTEeHTU(PUKALIH.

B FIA UAU.3.2 aBropy II3/3b cunenyer -cneuudunupoarb, Oynyr sm DBO
oOHapy>KUBaTh U/WIM NPEAOTBPALIATh KOMMPOBAHUE TAaHHBIX ayTeHTU()UKALINY.

G.4.5 FIA_UAU.4 Mexanu3mMbl OJHOPA30BOi ayTeHTH(PUKAUH

G.4.5.1 3ameyaHnusi N0 NPUMEHEHHIO ISl IOJIb30BaTeIs

Kommonent FIA UAU.4 conmepxuT TpeOOBaHHMS K MeEXaHM3MaM ayTCHTH(UKAIIHH,
OCHOBAHHBIM Ha ayTEHTHU(HKAIIMOHHBIX JAHHBIX OJHOPA30BOTO HCIIONB30BaHMs. B KkadecTBe
TaKUX JIaHHBIX MOXET UCIOJb30BaThCs TO, YTO MOJIb30BATEIb UMEET MIIM 3HAET, HO HE CBOMCTBA
camMoro monb3oBaTensd. [Ipumepbl OIHOPA30BBIX JAHHBIX AYTEHTH(QHUKAIMM IOJIb30BATEIs:
OJTHOpa30BbI€ NMapOJIH, 3aln(POBaHHBIE METKH BPEMEHH, CIy4alHble YUcIa CEKPETHOM TaOIUIIbI
peoOpa3oBaHu.

Asrop II3/3b Moxer onpeaenuTb, K KakoOMy MexXaHM3My(aM) ayTeHTU(UKAIIUH
MIPUMEHUMBI 3TU TPeOOBAHUSI.

G.4.5.2 Onepanuu

G.4.5.2.1 Haznauenue

B FIA UAU.4.1 aBropy I13/3b cnenyer mpuBecTH CMCOK MEXaHU3MOB ayTEHTU(DUKAIIH,
K KOTOpBIM INpUMeEHseTcsl 3T0 TpeboBaHue. HazHaueHHeM MOXKET OBITb: «BCE MEXaHU3MBbI
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ayreHTUGuKauuny». [Ipumepom Ha3HaueHUsT MOKET OBbIThb TaKXKe CIEAyIollee: «MEXaHU3MbI
ayTeHTU(UKALMHU, UCIIOTIb3yeMbIe TSl AyTeHTU(UKAIINH [T0JIb30BaTENIe BO BHELTHENW CETH».

G.4.6 FIA_UAU.S5 Coyeranue MeXaHU3MOB ayTeHTHPUKAIIUHT

G.4.6.1 3ameyanus Mo NPUMEHEHMIO ISl MOJIb30BaTeNs

[Ipumenenne kommonenta FIA UAU.5 mno3Bossier crnenuduiuapoBaTh TpeOOBaHUS K
IPUMEHEHHUIO HECKOJIbKUX MexaHu3MoB ayreHTHuukammu B OO. TpeboBanus, mpuMeHseMbIe K
KaXJIOMY OTACIBPHOMY MEXaHu3My, HeoOXxoaumo BeiOupath u3 kiacca FIA «Mnentudukanus u
ayreHTU(UKanus». YToObl OTpa3uTh pasHble TpeOOBaHMS K pPa3sHBIM  MEXaHHW3MaM
ayTeHTU(UKALUU, MOKHO MHOTOKPATHO MCIIOJIb30BaTh OJIMH U TOT K€ BEIOPAHHBIA KOMIIOHEHT.

Jns obecriedeHus: BO3MOXKHOCTEH MEXaHM3MOB ayTEHTH(MKALMU, a TaKkKe IpaBuil,
OIpENIENIAIOIUX YCIEIHOCTh ayTeHTH(PUKALMY, MOKHO NPUBJIEKaTh (QYHKLIUU YIPaBICHUS U3
xiacca FMT.

JUia pomycka B CUCTEMY AHOHUMHBIX IIOJIB30BATEICH MOXKHO BBECTH MEXAHHU3M
ayTeHTU(UKALUU TUTIA «OTCYTCTBUE ayTeHTHU(HUKAIMU». VICHoap30BaHne 10CTyNa TaKOTo THUIA
CIEAYyeT YEeTKO pa3biaCHUTH B npaBuiax FIA UAU.5.2.

G.4.6.2 Onepanuu

G.4.6.2.1 Hazna4yenue

B FIA UAU.5.1 asropy II3/3b crnemgyer ompenenuTs MPEIOCTaBISIEMbIC MEXaHU3MBI
ayreHTH(uKauuu. Ilpumepom crnucka MEXaHM3MOB MOXKET OBITh CIEOYIOLIMH: «OTCYTCTBHE
ayTeHTU(UKALMU, MEXaHU3M TapoJisi, OMOMeTpHs (CKaHMPOBAHUE CETYATKH), MEXAHHU3M KIIIOYa
mudpOBaHUSY.

B FIA UAU.5.2 aBropy I13/3b cnengyet cnennduumpoBaTh npaBuia, ONUCHIBAIOIINE, KaK
MEXaHU3Mbl ayTEHTU(PHUKALMHY 00€CIIeUnBaIOT ayTeHTU(DPUKALNIO U KOT'JIa UCTIONb3YeTCs KaKIbIi
U3 HUX. DTO 3HAYMUT, YTO JJIs JIFOOOH BO3MOXKHON CHTyallud HEOOXOAUMO YKa3aTh COBOKYITHOCTh
MEXaHU3MOB, KOTOpble MOIJIM OBl MCIIOJB30BaThcad A ayTeHTuukanuu. llpumep Takoro
MpaBUjIa: Uil ayTeHTU(UKAIMK T0JIh30BaTENIeH, UMEIOIMX 0COOBIE MpaBa JOCTYIA, JOJIKHBI
COBMECTHO MHCIIOJIb30BaTbCs MEXaHM3M Maposii M OHOMETpusi, HpudYeM ayTeHTH(UKALuUsI
yCIIENIHA TPU YCHEIIHOW ayTeHTH()HUKAIWK KaKIbIM MEXaHHU3MOM; ISl ayTeHTU(UKAITUH
OCTaJIbHBIX MOJIb30BATEIEH NOJKEH UCIOIb30BaThCS TOJIBKO MEXAHU3M IapoJIsh».

Asrop I13/3b MoxeT 3amaTh OTrpaHMYEHHS, B TpeAeiax KOTOPBIX YIHOTHOMOYEHHOMY
aJIMUHUCTPATOPy pa3pelieHo CHenupUUUpOBaTh KOHKpeTHble npaBuia. [Ipumep mnpasuia:
«ayTeHTHU(HKAIHS TOJIH30BATENS BCETAA JOJDKHA MPOM3BOIUTHCS TOCPEICTBOM aNmNapaTHOTO
KII0Ya;  agMHHHUCTPATOp  MOXET  cleuuUIUpOBATh  JONOJHHUTEIbHBIE  MEXaHU3MbI
ayTeHTU(UKALWU, KOTOPHIE TaKXke HeoO0XO0AWMO HucCmonb3oBaTh». ABTOp I13/3b Moxker m He
cneun(uIUpoBaTh OrpaHUYEHHs, a OCTABUTh BBIOOP MEXAHM3MOB AYTEHTU(UKAMH M HX
IIPaBWJI ITOJIHOCTBIO HA YCMOTPEHUE YIIOJTHOMOYEHHOTO aIMUHUCTPATOPA.

G.4.7 FIA_UAU.6 IloBTOpHasi ayTeHTH(pUKALMSA

G.4.7.1 3ameyaHusi 10 NPUMEHEHHUIO JISl 10J1b30BATEJISA

B xommnonente FIA UAU.6 paccMmarpuBaeTcs MOTEHIMAIbHAs NOTPEOHOCTH MOBTOPHOM
ayTeHTU(UKALUU TOJb30BaTeNiell B OIpeleIeHHble MOMEHTBl BpeMeHHU. Takas moTpeOHOCTh
MO>KET BO3HMKHYTHh NpU oOpaiieHuu mnoisib3oBarenss k PBbO ¢ 3ampocoM O BbINOJHEHUU
NeWCTBUM, KPUTHUYHBIX [0 O€30M1aCHOCTH, a TAK)KE MPH 3apocax O MOBTOPHOM ayTeHTU(DUKALIH,
UCXOJAIIMX OT cylHocTeld, He cBsa3aHHbIX ¢ DOBO, Hampumep, OT cepBEpHOro MPHUIIOKEHUS,
KoTopoe 3anpainBaeT oT @PbO noBTOpHYIO ayTeHTU(PUKALNIO 00CITY’)KUBAEMOI'0 KIIMEHTA.

G.4.7.2 Onepauuu

G.4.7.2.1 Hazna4yenue

B FIA UAU.6.1 aBropy II3/3b cnemyer mnpuBECTH CHHUCOK YCIOBUN, TpeOyrOIux
MOBTOPHOM ayTeHTH(UKALMU. DTOT CHMCOK MOXET BKJIIOYaTh B ceOsl 3aBeplleHHE Mepuoja
BPEMEHH, BBIIEJICHHOTO II0JIb30BATENIO, 3ampoCc TMOJb30BaTeNsl C LEIbI0 H3MEHEHUs
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NefcTByroluX arpuOyToB Oe3o0macHOCTH WM 3ampoc noib3oBarens k PbO ¢ uenbio
BBITTOJIHEHUS] HEKOTOPBIX KPUTUYHBIX (PYHKIIMNA O€30MaCHOCTH.

Astop I13/3b moxker 3amgaTh TpeAenbl, B KOTOPBHIX CIEAyeT AONYCKAaTh IMOBTOPHYIO
ayTeHTU(UKALMIO, OCTaBUB HUX JCTAIM3ALMI0 HAa  YCMOTPEHHE  YIOJIHOMOYEHHOTO
aaMuHucTparopa. [Ipumep nogoOHOTO MpaBuia: «IoJIb30BaTENb JOJKEH MPOXOAUTH MOBTOPHYIO
ayTeHTU(UKALMIO HE PEKEe OJHOTO pa3a B CyTKM; aJIMUHHCTPATOp MOXXET MoTpeboBaTh Oosiee
4acTyI0 OBTOPHYIO ayTeHTU(PUKAINIO, HO HE Yallle OHOTo pa3a B 10 MUH.».

G.4.8 FIA_UAU.7 AyrenTudukanus ¢ 3allIMIIEeHHOI 00paTHOM CBA3bIO

G.4.8.1 3ameuyanusi 10 NPUMEHEHUIO VISl TOJIb30BATEJIS

B xommnonente FIA UAU.7 paccmarpuBaercss oOpaTHas CBsi3b C IOJb30BaTeleM B
npouecce ayreHTudukanuu. B HeKOTOphIX cucTemMax oOpaTHas CBSI3b BBIPAXKAETCS B TOM, UTO
MIOJIb30BATENI0 COOOIIAETCS YNCIIO HAOpaHHBIX UM CUMBOJIOB, HO CAMU CUMBOJIBI CKPBIBAIOTCS, B
JPYTUX CHUCTEMax Jaxke 3Ta HH(POpMaIus MOKET CUNTATHCSl HEPUEMIIEMOM.

OTOT KOMIIOHEHT COJAEPKUT TpeOoBaHME, YTOObI ayTeHTU(HUKAIMOHHBIC TaHHbIE HE
BO3BpAIIAJIUCh [OJIb30BATENI0 B IEpBOHAYalbHOM BHAE. B pabouux CTaHIUAX MPUHSITO
MIpeICTaBIATh HAOpaHHbBIE CUMBOJIbI IAPOJISl YCIOBHBIMH 3HAKaMU (HaIpuMep, 3BE30UKaMN ).

G.4.8.2 Onepaunu

G.4.8.2.1 Haznauenue

B FIA UAU.7.1 aBropy II3/3b cnenyer omnpenenuTs BUJ OOpaTHOW CBS3H C
MOJIb30BaTEIeM TNpPU MpoBeAeHUHM ayTeHTH(ukanuu. [IpumMepoMm Takoro Ha3HA4YEHUS MOXKET
CIIY)KUTb «4YHCJIO HAOpaHHBIX CHMBOJIOBY», JAPYrol Tull oOOpaTHOW CBA3M — «MEXaHU3M
ayTeHTU(UKALMH, Yepe3 KOTOPBIA HE YAaJI0Ch OCYIIECTBUTh ayTeHTU(DUKALIUIO.

G.5 Unentudukanus noas3osarens (FIA_UID)

G.5.1 3ameuanus 219 IOJIB30BaTEIS

CewmeiictBo FIA UID omnpenensier ycioBusi, Ipyu KOTOPBIX OT MOJb30BaTeneil Tpedyercs
coOCTBeHHas MJEHTU(UKALUsA 10 BHINOIHEHUS npu nocpeanndyectse @bO kakux-1mb0o MHBIX
JecTBUH, TPEOYIOUINX UISHTH(PHUKAIINN TT0TH30BaTEIS.

G.5.2 FIA_UID.1 Bbi6op moMeHTa HIeHTHQUKALIMT

G.5.2.1 3ameyaHusi MO NPUMEHEHHIO ISl OJIb30BaTeIs

Komnonent FIA UID.1 ycranaBnmuBaeT TpeOOBaHHUS MO UICHTU(DHUKAIIUN TTOJIH30BATENICH.
Astop I13/3b MoxeT yka3aThb KOHKpPETHBIE ICWCTBUS, KOTOPbIE MOTYT OBITH BBIIIOJHEHBI IO
3aBepILEHHs UICHTU(DUKALIIH.

[Ipu ncronb30BaHUK KOMIIOHEHTA YIIOMMHAEMBIE B HEM JIEHCTBHUSA, KOTOPBIE OIyCKaeTCs
BBINONHATE Npu nocpeanuyectse ®bO 1o maeHtuukanmum, ciaexyer TakkKe NPUBECTH U B
kommnoHeHte FIA UAU.1 «Bsibop MOMeHTa ayTeHTU(DHKAITANY.

G.5.2.2 Onepanuu

G.5.2.2.1 Hazna4yenune

B FIA UID.1.1 aBropy II3/3b cnegyer cneuuduuupoBaTh CIHUCOK JCHCTBHIA,
BBINOJIHAEMBIX NpH mnocpeanndectse ®BO oT uMeHu mnosib3oBaTeNs 10 €ro CoOCTBEHHOU
UACHTUPUKAIMU. DTOT CIIMCOK HE MOXET ObITh MycThIM. Eciu mpuemiieMbIX IeHCTBUN HET,
ClieTyeT BMECTO 3TOr0 KOMITIOHEHTa UCIob30BaTh koMrnoHeHT FIA UID.2 «Mnentudukanus 1o
moboro aecTBusl moisib3oBaress». [Ipumepom Takux AEHCTBUH MOXKET CIY)KUTh 3allpoc O
IIOMOLIY NPY BBIOJIHEHUN IPOLEAYPHI JIOTHUECKOTO BX0Ja B CHCTEMY.

G.5.3 FIA_UID.2 UnenTuduxanus 10 J100bIX 1eiicTBUH M0J1b30BATEs

G.5.3.1 3ameyaHnus N0 NPUMEHEHHIO ISl MOJIb30BaTe/s

Komnonentr FIA UID.2 comepxutr TpeOoBaHue uaeHTU(UKaMKU Toiab3oBaTenel. [lo
uaeHTupuKanuy noias3zosarenst @PbO He JOMYCKaIOT BHIMOJIHEHNE UM HUKAKUX JEHCTBHM.
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G.6 CszbiBanue nojab3oBare/b-cyobekT (FIA_USB)

G.6.1 3ameuanus 115 N0JAb30BaTeJIsl

Jnst pabotrel ¢ OO ayTeHTU(PHUITUPOBAHHBIM TOJIB30BATEIh AKTUBU3UPYET KaKOW-IMOO
cyobekT. Torna aTpuOyThl 6€30MaCHOCTH 3TOTO MOJIB30BATENSI ACCOIUUPYIOTCS (TIOTHOCTHIO MITU
4acTUYHO) ¢ 3TUM cyobekToM. CemeiictBo FIA USB omnpenensier TpeGoBaHUs MO CO3MaHHIO U
COMPOBOXKACHHUIO AaCCOIMAIMM  aTpUOyTOB 0OE30MacHOCTH TOJB30BATENI C CYOBEKTOM,
NEHCTBYIOIUM OT UMEHH MOJIb30BaATENS.

G.6.2 FIA_USB.1 Cesa3bIBaHNe N0J1b30BaTe/1b-Cy0ObEKT

G.6.2.1 3ameyaHusi 10 NPUMEHEHUIO VISl 10JIb30BATEJIS

BripaxkeHue «IelcTBYIOMUN OT IMEHNY, UCIIOJIb30BaBIIIEECs U paHee, TpeOyeT HEKOTOPhIX
MOSICHEHUN. Y CTAHOBJIEHO, YTO CYOBEKT JCHCTBYET OT HMMEHH IOJIb30BATENsI, CO3ABIIETO
CYyOBEKT WJIM aKTUBU3MPOBABIIIETO €T0 ISl PEIICHUS] HEKOTOPOU 3a/1auH.

[TosTomy, korga cyOBEKT co3daercs, TO OH JEHCTBYeT OT HMMEHH I0JIb30BaTeds,
WHUIMUPOBABIIETO €r0 co3iaHue. Ecii mosib30BaTenh MPEANOYUTaeT aHOHUMHOCTh, CYOBEKT
Tak)Xe JIeUCTBYET OT €ro MMEHH, HO UAEHTU(UKATOP ITOr0 MOJIb30BaTeNs HensBecTeH. Oco0yro
KaTeropui0 COCTaBIISIIOT CYOBEKTBI, KOTOpPbIE OOCTYXHMBAIOT HECKOJIBKHX TI0Jb30BaTesei
(mampumep, cepBepHblii mpouecc). Torma «BiIagenpleM» H3TOr0 CyObEKTa CUUTAaeTCs
IM0JIb30BaTEIIb, CO3/IABIIHI €T0.

G.6.2.2 Onepaunu

G.6.2.2.1 Haznauenmne

B FIA USB.1 asropy II3/3b cunenyer cnenudunupoBarb CHUCOK aTpUOYTOB
0€30IMMaCHOCTH I0JIb30BATENs], KOTOPHIC TOJKHBI OBITH CBSI3aHBI C CYOBEKTaMHU.

B FIA USB.1.2 aBropy I13/3b cnenyet cnienuduiupoBarh Kakue-1u00 mpaBuia, KOTOPbIC
JIOJKHBI IPUMEHSTHCS 10 OTHOIICHUIO K MCXOJHOM acCOIMaluy aTpuOyTOB ¢ CYOBEKTaMH, WIIN
CIIOBO «HET.

B FIA_USB.1.3 aBtopy I13/3b crnexyer crienuduuupoBats Kakue-1mb0 npaBuia, KOTOpbIe
JOJKHBI TPUMEHSTHCS TP BHECEHUH M3MEHEHHMU B aTpuOyThl 0€30MacHOCTH MOJb30BaTelNeH,
CBSI3aHHBIE C CYOBEKTaMU, JICUCTBYIOIIMMH OT HMEHH TOJIb30BATEIICH, UITH CJIOBO «HET.
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Ipuiaoxenne H
(obs13amenvhoe)

YnpasJienue 0e3onacHoctsio (FMT)

Knacc FMT mnpennasHaueH ans cnenu(uKanuy yrnpaBlieHHS HEKOTOPBIMU aCHEeKTaMu
®BO: arpubyramMu 0€30MaCHOCTH, JAHHBIMH U OTIEIBLHBIMU (YHKIUAMH. MOTYT OBITh Takxe
YCTaHOBJIEHBl PA3JIMYHbIE POJIA YNPABICHWS U ONPEACIECHO UX B3aUMOJICHCTBHUE, HAIIPUMED,
pacnpezeneHue o0s3aHHOCTEH.

Ecmu OO coCcTOMT W3 HECKONbKMX (HU3MYECKH pa3JeNieHHbIX YacTel, 00pa3yromux
pacnpe/ielieHHYI0 CUCTEMY, TO MPOOJeMbl CHHXPOHU3ALUU, OTHOCALINECS K PacHpOCTPaHEHUIO
aTpuOyToB Oe3omacHocTH, MaHHBIX PBO u Mogudukanuu (yHKIMHA, CTAHOBSTCA OYEHb
CJIOKHBIMH, OCOOCHHO, ecii TpedyeTcs nydnupoBanue uHdopmaiuu B paznudabix dactax OO.
Ot npolieMbl cieayeT NPUHATH BO BHUMaHue npu BbeiOOpe kommnoHeHToB FMT REV.1
«Otmena» u FMT SAE.l «OrpannueHHasi 10 BpeMEHU aBTOPHU3ALMSA», TOCKOIBKY MPU ITOM
BO3MOXXHO HapylleHHe HopMaibHOro BeinosiHeHHus PBO. B takol cuTyanuu pekoMeHAyeTCs
BocnoJib3oBaThcsi koMroHeHTamu cemeilictBa FPT TRC «CornacoBannocts ganubix @bO npu
nyomupoBanun B rpegenax OO».

Hexomnosunus kinacca FMT «VYnpaenenue 0e€30MacHOCTBIO» Ha COCTaBISIOUINE €ro
KOMITOHEHTHI NT0Ka3aHa Ha pucyHke H.1.

i FMT_MOF: Ynpapnenue otaensabiME QynKimsvmu ®BO :r-—--wi 1
IR
A
i FMT_MSA: Ympasienne arpuOyTamMu 0€30aCHOCTH is:_l-__Ji 2
N NS SR
N3
\ |
[ Ep——
A1
i FMT_MTD: Vnpasnenue nanasimu @bO :‘\’_'____i'nz_“i
N3
R
{ FMT_REV: Orvena el 1
D ] : Lo
i FMT_SAE: Cpok neiictBust arpulyTa 6€301MacHOCTH T JE 1
S i Lo
i FMT_SMF: Creundukanms GyHKINI yIpaBIeHUsS Lo i1 |
O | T
T
i FMT_SMR: Poin ynpasieHust Ge3011acHOCTBHO ke bommed et

Pucynok H.1 - lekomno3unus kiaacca FMT «YnpaBJ/ieHue 0€30MacHOCTbIO»
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H.1 Ynpasienue oraeabHsiMu pynkuusamu @50 (FMT_MOF)

H.1.1 3ameyanus 1Jis1 OJIb30BaTEJIsA

OyHKIMK ynpaBieHuss u3 uuciaa PBO [namT  yNOJIHOMOYEHHBIM MOJI30BATENSIM
BO3MOYKHOCTh yCTaHaBIMBaTh omepanuu Oe3onmacHocth OO u  ympaBisTh HMH. OTH
aJIMUHUCTPAaTUBHbIE (QYHKIIMU MOAPA3ACISAIOT Ha HECKOIBKO KaTeropuil:

a) (YHKIMHU yIIpaBIICHUs], OTHOCSIIUECS K YIIPABJICHUIO JOCTYIIOM, YUETy MOJb30BaTeIeH 1
ayTeHTH(UKauuy, peann3oBanHsle B OO, Hampumep, ompeleleHHe U OOHOBJIEHHE
XapaKTepUCTHK O€30MacHOCTH IMOJb30BaTeNel (Takux Kak YHHMKaJbHbIE HJIEHTH()UKATOPHI,
aCCOLIMMPOBAHHBIE C MMEHAMU IIOJIB30BATEJICH, YYETHBIE [@HHBIE IIOJIB30BATEICH, IMapaMeTphI
BXOJIa B CHCTEMY), OIpe/ielIeHue 1 OOHOBJIEHUE CPEACTB YIPABJICHUS ayJUTOM CHCTEMBI (BBIOOP
COOBITHH ayauTa, yNpaBJIeHHUE >KypHalaMu ayAuTa, aHaIU3 JKypHajga ayJuTa M TeHepalus
OTYETOB ayJuTa), OIpelelieHhe M OOHOBJIEHHWE AaTPUOYTOB MOJUTHKH, Ha3HAYEHHBIX
MOJIb30BATENI0 (TAaKMX KaK YpOBEHb JOIYCKa), ONPEAEICHHE CHUCTEMHBIX METOK YIpPaBJICHHUs
JOCTYIIOM, YIIpaBJIEHHE I'PYNIIAMHU [10JIb30BATENEH;

b) QyHkuMM ymnpaBieHUs, OTHOCALIMECS K KOHTPOJIIO JOCTYHHOCTH, HaIllpuMep,
orpeJiesieHue U MOJU(HUKAIMS TApaMETPOB JOCTYITHOCTH MITH KBOT PECYPCOB;

¢) (GyHKIMM ynpaBieHHUs, CBSI3aHHbIE B OCHOBHOM C MHCTAUIALUEH M KOHQUrypaiuew,
Hanpumep, koHourypamus OO, pydHOe BOCCTAHOBJICHHME, WHCTAJUIALMSA HCIPABICHHM,
oTHocAumxcst K Oe3zomacHoctd OO (mpM MX HaJWYMK), BOCCTAHOBJIEHHUE M PEUHCTAIUIALUSA
anmnapaTHbIX CPEJCTB;

d) ¢QyHKuuM ynpaBieHuUs, CBA3aHHbIE C TEKYIIMM YIPABICHUEM M CONPOBOXKICHUEM
pecypco OO, HanpuMmep, MOAKIIOYCHNE U OTKIIOUYEeHUE Nepru(epuiiHbIX yCTPOHCTB, yCTAaHOBKA
CbEMHBIX HOCHUTENIEH MaMATH, pPEe3epBHOE KOIUPOBAaHME M BOCCTAHOBICHHME OOBEKTOB
II0JI30BATEIIEN U CUCTEMBI.

Crnenyer oTMeTHTb, YTO 3TU (PpyHKIMM TpeOyeTcs nmpeactaButb B OO Ha OCHOBE CeMEHCTB,
BkitodeHHbIX B 113 mimm 3B. ABrop I13/3b momxken mpemycMoTperh HE0OXOAMMBIE (DYHKITHH,
obecrieynBaronue 0€30MacHOe yIpaBIeHUs] CUCTEMOM.

Honyckaercst BkimtodeHne B unciao DBO  ¢yHKkumid, KOTOPBIMH MOMKET YIIPABIATH
anMuHucTparop. Hampumep, Moryr OBbITH NpelycCMOTpPEHbl OTKINOYEHHE (GYHKUUN ayauTa,
MEPEKITIOYCHNE CHHXPOHNU3ALMU BPEMEHH, MO (PHUKAINS MEXaHU3Ma ayTeHTU(DUKAIIH.

H.1.2 FMT_MOF.1 YnpaBJ/ieHue pe:KuMOM BbINOJHEHUsI QyHKIMHA 0€30MaCHOCTH

H.1.2.1 3ameyaHus M0 NPUMEHEHHIO /ISl I0JIb30BaTeIsl

Komnonent FMT MOF.1 npenocraBisier MACHTU(PUIMPOBAHHBIM POJIIM BO3MOKHOCTH
ynpasienus: GpyHkuusMu u3 yucia @bO. MoxeT noTpeGoBaThCs BRIACHUTH TEKYIIEE COCTOSIHUE
¢yHkuMn  0€30MacHOCTH, OTKIIYMUTh WM  MOAKIIOYUTh  (QYHKLIHIO  0e30lacHOCTH,
MOIUGUIMPOBATE PEXUM €€ BblMoiHeHus. [IpuMepoM MoauduKanuu pexuma BBIIOIHEHUS
SBIISICTCS U3MEHEHHE MEXaHM3MOB ayTeHTH(hUKaNH.

H.1.2.2 Onepanun

H.1.2.2.1 Boi6op

B FMT MOF.1.1 aBtopy I13/3b cnenyer BbIOpaTh A POIM BO3MOXKHOCTB CJIEIYIOIIUX
NEHCTBUI: onpeaeeHrne pexxuma BbIIOJHEHUT QYHKIMM 0€301acHOCTH, OTKII0YEHHE (PyHKUIMN
0€30macHOCTH, MOAKIIOYeHHE (yHKIUI Oe30macHOCTH W/HiIuM MoIU(UKAIUS pexuma
BBINIOJTHEHUS PYHKIIMHM 0€3011aCHOCTH.

H.1.2.2.2 Ha3znayeHnue

B FMT MOF.1.1 aBropy I13/3b cnenyer cnenuduuupoBaTh (yHKIUH, KOTOPbIE MOTYT
ObITh MOIUGUIMPOBAHBl HACHTU(GUIMPOBAHHBIMU poiisiMHU. [Ipumepamu Takux QyHKUUN
SBJIAIOTCS (PYHKLIMY ayIUTa WK ONpeAeSIeHUS] BPEMEHU.

B FMT MOF.1.1 aBtopy I13/3b cnenyet cnenupuipoBars poiu, KOTOpbIe JOMYCKAIOTCS
Kk Momudukauuu ¢yHkuuid u3 uyucna ®BO. Bce Bo3MoOXHBIE poin crenupUIUMpPOBaHbI B
FMT SMR.1 «Ponu 6e30nacHOCTI».
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H.2 Ynpasiienune arpudyramu 6e3onacuoctu (FMT_MSA)

H.2.1 3ameyanus 1Jis1 MOJIb30BaTEJIs

Cemeiicteo FMT MSA ompenensier TpeOoBaHMsI TIO YNPaBICHUIO aTpUOyTaMu
0€30MaCHOCTH.

Y mnonb3oBarenei, CyOBEKTOB H OOBEKTOB €CTh aCCOIMHUPOBAHHBIE AaTPUOYTHI
0€30MacHOCTH, KOTOpHIE OKa3bIBAIOT BiIMAHME Ha pekuM BeimonHeHus PBO. Ilpumepamu
aTpuOyTOB 0€30MACHOCTH SIBJIIIOTCS TPYIIBI, B KOTOPBIE BXOAUT I0JIb30BATENb, POJIU, KOTOPbIE
OH MOJET MPHUHUMATh, IPUOPUTET Mpoliecca (CyObeKTa), a TakKe MpaBa, KOTOPHIMH HaJleNEHbI
pOJab MIM TOJIb30BaTelb. MOXKET BO3HHMKHYTh HEOOXOJMUMOCTb B YIPAaBJIECHUU OSTUMHU
aTpuOyramMu  0€30ImaCHOCTH CO CTOPOHBI IOJBb30BAaTeNsl, CYOBEKTa WIM CHEHHAIbHO
YIIOJIHOMOYEHHOI'0 I0JIb30BaTeNs (M0JIb30BaTeNsl C SIBHO IPEJIOCTABICHHBIMM IIpaBaMH JJis
TaKOI'O YIIPaBJICHHUS).

Crnenyer OTMETHTh, YTO IPaBO Ha Ha3HAYCHHME IpaB IOJb30BATEIsIM caMO IO cebe
ABNSICTCA aTpUOyTOM O€30MaCHOCTH W/WIM TOTEHLUUANbHBIM CYOBEKTOM YIpaBlICHHUS B
kommoneHnte FMT MSA.1 «YnpaBnenue arpuOdyramMmu 0€3011acHOCTHY.

Komnonent FMT _MSA.2 «be3onacHble 3HaueHUs aTpuOYTOB OE€30MAaCHOCTH» MOXKHO
UCIOJIb30BaTh JUIsl OOECleYeHHus TOro, 4YTO BHIOpAaHHOE COYeTaHue aTpuOyTOB O€30IacHOCTU
HaXOJUTCS B paMKax 0e3011acHOro coctostHusl. OmpeneneHne, 4To IOHUMaTh, Kak «0e301acHoe»,
Bosnaraetcsi Ha pykoBoacTBa OO um momens I1BO. Ecnmm pa3paboTunk mpemocTaBuil 4YETKOE
orpeseneHue 0e30MacHbIX 3HAYEHUH W JOBOJBI, MOYEMY HX CJIEIyeT CUMTaTh Oe30MacHBIMH,
3aBucuMocthto  FMT MSA.2 «be3omacHeie 3HaueHHUs aTpuOYTOB O€30MaCHOCTH»  OT
ADV_SPM.1 «Hedopmanbhas Mmoaens monuTuku 6ezonacHoctu OO» MOKHO IpeHEOpEUb.

B HekoTOpbIX ciydasx CyOBEKTBI, OOBEKTbl MM YYETHbIE JaHHbIE II0Jb30BATEICH
co3JaroTcsi 3aHOBO. EcnM mpu STOM HE 3aJaHbl SBHO 3HA4YEHUS aTpuOyTOB 0€30MacHOCTH,
CBSI3aHHBIE C CYOBEKTaMH, OOBEKTaMHU WJIM MOJb30BATEISIMU, TO HEOOXOAMMO HCIOJIb30BATh
3HaueHus no ymondanuro. Komnonenr FMT MSA.1 MOXHO HMCIONb30BaTh i ONpEAEICHUS
TOT0, YTO 3TUMH 3HAYECHUSIMH, 3a]I1aBAEMbIMH 110 YMOIYAHHIO, MOKHO YIPABIIATh.

H.2.2 FMT_MSA.1 Ynpasienue aTpudyramu 0e30MacHOCTH

H.2.2.1 3amMevyaHus MO NPMMEHEHHUIO VISl NOJIb30BATEIs

Komnonentr FMT MSA.1 nomyckaeT nojiab30BaTesel, UCIIONHSIOMIMX HEKOTOPbIE POJIH, K
YIpaBJIEHUIO  UACHTUGUIMPOBAHHBIMU  arpulyramu  Oe3omacHocTd. [lpunatue ponu
noJip30BaresieM ocymectsisiercst B komnoneHtre FMT _SMR.1 «Ponu 6e3onmacHoCcTi®.

3aaBaeMbIM 110 YMOJIYAHHMIO HA3bIBACTCS 3HAUCHHE MapaMeTpa, KOTOpOe OH MPUHUMAET,
Korma oroOpakaeTcs Oe3 CHenManbHO YKa3aHHOTO 3Ha4yeHHWsa. HauanpHoe ke 3HaueHHe
IPEJOCTaBIsAETCS TNpU  OTOOpakeHMHM (CO3JaHUM) TapaMeTpa, 3aMmelnas 3aJaHHoe I10
YMOJIYaHHUIO.

H.2.2.2 Onepauuu

H.2.2.2.1 Ha3znayeHnue

B FMT MSA.1.1 aBtopy II3/3b cnenyer ykaszare II®Db ympaBieHus nocTyrnoMm WiId
MH(GOPMALIMOHHBIMH TOTOKaMH, JJIsi KOTOPOM MPUMEHUMBI aTpHOyThl 0€3011aCHOCTH.

H.2.2.2.2 Bbi6op

B FMT MSA.1.1 aBropy I13/3b cnenyer cneunduuupoBaTh onepanuu, KOTOpble MOKHO
INPUMEHATh K WICHTUQUIMPOBAaHHBIM aTpubyram Oe3omacHoctu. ABTop II3/3b Mmoxer
crneunuIIpoBaTh, 4YTO poJib JOMYCKAETCS K U3MEHEHHUIO 3a/1aBaeMbIX [0 YMOJIYaHUIO 3HAYCHUN
aTpuOyTOB 0€30MAaCHOCTH, 3ampocy M MOAU(UKAIMK 3HAYEHUN aTpulOyTOB OE30MaCHOCTH,
MIOJTHOMY YJIAJIEHUIO aTpHOyTOB 0€30MaCHOCTH, a TaK)Ke OINpPENeINTh COOCTBEHHBIE OMNEpaIiu ¢
HUMU.

H.2.2.2.3 Ha3znaueHnue

B FMT MSA.1.1 asropy II3/3b cnenyer cneunduuupoBaTh aTpuOyThl 0€30IaCHOCTH,
KOTOPBIMH MOTYT ONEpUpPOBaTh UACHTU(UIIMPOBaHHBIE posu. Jlomyckaercs, uroOsl aBrop 113/3b
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cHenu(pUIMPOBaT BO3MOXKHOCTb YIPABJIEHUS 3a/laBa€MbIMH TI0 YMOJYaHHUIO BEIMYHMHAMU,
HamnpuMep, 3a/laBaeMbIMHU 110 YMOJYAHHIO MpaBaMu JocTyna. [Ipumepamu JaHHBIX aTpuOyTOB
0€30MacHOCTH SIBJISIIOTCS: YpOBEHb [OIYCKa, MPUOPUTET YPOBHSI OOCITYKHBaHUS, CIHCOK
YIPaBJIEHMS TOCTYIIOM, IIpaBa JOCTYyIa I10 YMOJIYAHUIO.

B FMT MSA.1.1 aBropy II3/3b cneayer cmnemuduumupoBaTh poiH, AOMYIICHHBIE K
ormepauusM ¢ arpubyramu Oe3omacHOCTH. Bce BO3MOXHBIE pONM  CEHUPHUIMPYIOT B
FMT SMR.1.

B FMT MSA.1.1, ecnu caenaH cooTBeTcTByromuii BbIOOp, aBTopy I[13/3b cnemyer
cHenupUIMPOBaTh, KaKue JOMOJHUTENIbHBIE ONEPallud MOXKET BBINOJIHATH poiib. [Ipumepom
TaKOH OIepali MOXKET CIIY>)KMTh OIEpalusl «CO34aTh.

H.2.3 FMT_MSA.2 be3onacHble 3Ha4eHUs1 aTPUOYTOB 0€3011aCHOCTH

H.2.3.1 3ameyaHnus Mo NPUMEHEHHUIO JJIsl N0JIb30BaTeJ sl

Kommonenr FMT MSA.2 coaepxutr TpeOOBaHUST K 3HAYEHHUSM, KOTOPbIE MOTYT
npucBauBaThcs arpuOyram GesomacHocTH. CieqyeT nmpucBauBaTh Takue 3HaueHHs, yToOsl OO
ocTtaBajicsi B 0€30MacHOM COCTOSIHUU.

Onpenenenne «0e30NacHBIX» 3HAYEHUH B 3TOM KOMIIOHEHTE HE PACKpBIBAeTCS H
octaByieHo i pazpadorunka OO (koHkpeTHO st komnoHeHTa ADV_SPM.1 «HedopmanbHas
Mozenb mnonutuku OesomacHocth OO») u  pykoBoacTB. IlpuMepoM MOXKET CIyXUTh
HETPUBHAIILHBIN MapoJib, HA3HAUYAEMBIN MOJI30BATENIO IPU PETUCTPALIUH.

H.2.4 FMT_MSA.3 Uununanu3anus cCTaTHYeCKUX aTpudyToB

H.2.4.1 3aMeuyaHusi MO NPUMEHEHHUIO JJIA MOJIb30BaTEJIsI

Komnonenr FMT MSA.3 coxmepxut TpeboBanus, urodsr @OBO mnpenocrasmsin
BO3MOXXHOCTh KaK MPUCBOCHHS aTpuOyTamM 0e30MacHOCTH OOBEKTOB 3HAYEHHM MO yMOJYAHUIO,
TaKk U UX 3aMEHbl HaYaJbHBIMU 3HAUYEHUSMH. JIefCTBUTENBHO, IPU CO3AaHUU HOBBIX OOBEKTOB
BO3MOXHO HMETh pa3jHyaroluecss 3HaueHUs aTpuOyToB O€30MacHOCTH, €CIIM CYIIECTBYET
MEXaHU3M CTenn(UKAIIH TOJTHOMOYHUI BO BpEeMs CO3JIaHHsI OOBEKTA.

H.2.4.2 Onepaunu

H.2.4.2.1 Ha3znaueHue

B FMT MSA.3.1 aBropy II3/3b cnenyer ykazate IIDb ympaBineHus AOCTYNoOM WU
WH(GOPMAIIMOHHBIMH TOTOKAMH, JJIS1 KOTOPOW MPUMEHHMBI aTpHOYTHI O€30MaCHOCTH.

H.2.4.2.2 Bbi0op

B FMT _MSA.3.1 aBropy I13/3b cnenyer cmneuumdunmupoBars, OyayT JIM 3aJaHHBIE IO
YMOJYaHHUIO CBOICTBa aTpHOYTOB yNpaBieHHs JOCTYIIOM OTPaHUYMBAIOIIUMU, pa3peralonuMu
WIM WHOTO Xapakrepa. B mocnennem ciydae aBropy [13/3b cnenyer yro4HuTh XapakTep 3THX
CBOMCTB. MoOeT ObITh BRIOpPAaH TOJIBKO OJIMH M3 IPECTABICHHBIX BAPHAHTOB.

H.2.4.2.3 Ha3znaueHnue

B FMT MSA.3.1, ecnmu asrop I13/3b BeiOMpaeT apyroe CBOWCTBO, TO €My CIEIyeT
crenuguIMpoBaTh TpeOyeMble XapaKTEPUCTHUKU 3HAYCHUI [0 YMOTYaHHUIO.

B FMT MSA.3.2 asropy II3/3b cnenyer cneunduuupoBaTh poOJH, IOMYyIIEHHBIE K
MoauduKanuy 3HadeHuit aTpudyToB Oe3o0macHOCTH. Bce BO3MOXKHBIE POIH CHEHUPUIUPYIOT B
FMT SMR.1 «Poau 6e3omacHOCTIY.

H.2.5 FMT_MSA.4 «HacnenoBanue 3Ha4eHHs1 aTpHOyTa 0€3011aCHOCTH

H.2.5.1 3aMeuyaHus MO NpUMeHEHUIO ISl MOJIb30BaTeEs

DTOT KOMIIOHEHT TpeOyeT crenuguKaluyd KOMIUIEKTa MpaBui, yepe3 KOTopbie aTpulyT
0€30MMacHOCTH HacleAyeT 3HAUEHUS U YCIOBHUS, KOTOpPbIE JOKHBI OBITh COOJIIOEHBI, ISl TAKUX
MPUMEHSIEMbIX MTPaBUIL.

H.2.5.2 Onepauun

H.2.5.2.1 Ha3nauyeHue

B FMT MSA.4.1, asrop [13/3b cneuudumupyer mpaBuia, YIpapisSiollUie 3HAYCHHEM,
KOTOpoe OyleT yHacjeloBaHO cheuu(pUIUpOBaHHBIM aTpUOyTOM O€30MacCHOCTH, BKIIIOYas
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YCIIOBUS, KOTOPBIC JOJDKHBI OBITH COOJIFOJICHBI JUIsl MPUMEHsEMBIX TpaBwi. K mpumepy, eciu
CO3/1aH HOBBHIM ¢aiin win karanmor (B (ailyioBoH cucTeMe C HECKOJIbKUMHU YPOBHSIMH), €T0
SIPIIBIKOM  SIBJISIETCSL  SIPJIBIK  TTOJIB30BATENsl, KOTOPBIH B MOMEHT CO3[aHUs NPUCBaWBaCTCS
TI0JIb30BATEIIIO.

H.3 Ynpasaenne nanasimu @60 (FMT_MTD)

H.3.1 3ameuyanus A4 0JIbL30BaTEIsA

CemeiictBo FMT MTD ycranaBnuBaer TpeOoBaHusa 1o ynpasieHuto JaHHbIMH DBO.
[Tpumepamu nanabix ®BO gBASAIOTCS TEKylllee BpeMsl W KypHan ayauta. Hampumep, naHHoe
CEeMEHCTBO JaeT BO3MOXXHOCTb CIEUU(UIMPOBATh, KOMY pPa3pelIeHO0 YHTaTh, YAAIATh HIU
CO3/1aBaTh KypHaJl ayIuTa.

H.3.2 FMT_MTD.1 Ynpasaenue nanasimu P50

H.3.2.1 3ameyanusi 10 NpUMEHEHUIO VISl N0JIb30BATEJIS

Komnonenr FMT MTD.1  no3Bonser  moib30BaTeNssM, KOTOPBIM  IPHUCBOEHBI
OIIpEZICIICHHBIE POJIU, YIpPaBJIATh 3HaueHHUAMH NaHHbIX PBO. Hasnauenue nonb3oBareneil Ha
poiib paccMoTpeno B komnonente FMT _SMR.1 «Ponu 6e3omacHoCcTI.

«3asaBacMbIM 110 YMOJIYAHHIO» HA3bIBACTCS 3HAYECHUE IIapaMeTpa, KOTOPOE OH PUHUMAET,
ecin oroOpaikaercssi 0e3 cHeUualbHO YKa3aHHOro 3HaueHus. HauanpHoe ke 3HaueHue
NPEJOCTaBIAETCS TNpU  OTOOpakeHMM (CO3JaHUM) IapaMeTpa, 3aMmelas 3aJaHHoe 110
YMOJIYAHUIO.

H.3.2.2 Onepanun

H.3.2.2.1 Bui6op

B FMT MTD.1.1 aBtopy I13/3b crnenyer crneuuduimpoBars onepamuu, KOTOPbIE MOTYT
ObITh  NpUMEHEHBl uAeHTUHUIMpoBaHHBIM  AaHHBIM  DBO. Astop II3/3b  moxer
crneunuIUpoBaTh, YTO POJIb MOXKET U3MEHATH 3a/IaHHbIE 110 YMOJIYAaHUIO 3HAYE€HHUs, BBINOJIHATh
OYHCTKY, YTEHHE, MOTU(HUKAIMIO WU nonHoe ynaitenue aanHbix @BO. Ilo xemanuio aBTOp
[13/3b moxer cneuupunupoBarh Kako-mubo Tunm omnepauud. «Ouuctka aaHHbeix DBO»
03HAYaeT, YTO COAEPIKAHNE NaHHBIX YAAISIETCS, HO KAaTETOPHs JTAHHBIX OCTAETCS B CUCTEME.

H.3.2.2.2 Ha3znaueHnue

B FMT MTD.1.1 aBtopy I13/3b cnenyer cremudunupoBats, KakuMmu naHHIMH DBO
MOTYT OIEpUpoBaTh HIeHTH(UUUpoBaHHbIE poau. Jonyckaercs, uyro astop II3/3b
crenu(UIIpPyeT BO3MOKHOCTD YIIPABJICHUS 3HAUCHUSMH, 331aBAEMBIMHU TI0 YMOJTYaHUIO.

B FMT MTD.1.1 astopy II3/3b cneayer cnenuduiupoBaTh PO, NOMYLICHHBIE K
onepauusm ¢ nanabiMu PBO. Bee Bosmokubie ponu cnennpuimpyor B FMT _SMR.1 «Pomu
0€30I1aCHOCTH.

B FMT MTD.I.1, ecnu caeman cooTBeTCTByrouui BbeIOOp, aBTropy II13/3b cnenyer
cenu(UIIpoBaTh, Kakue IOTOJHUTEIBHBIE OINEpalliid MOXKET BBIMOJIHATH poib. [IpuMepom
TaKOM omnepanuy MOXKeT ObITh ONEPALUsl «CO3aThy.

H.3.3 FMT_MTD.2 YnpaBaenue orpanudeHusiMu JaHHbIx P50

H.3.3.1 3ameyanus Mo NPUMEHEHHUIO 1JIs1 N10JIb30BATEJIsI

Komnonent FMT MTD.2 cneunduuupyer rpaHuusble 3HadeHHs Ui AaHHbIX PBO wu
NeWcTBUs, MpEeANPUHUMAeMble B Cllyyae MX HpeBbIlIeHHs. MoryT ObITh yKaszaHbl, Hampumep,
JOMYCTUMBIN 00BEM JKypHaia ayiuTa U IeUCTBUS IIPU €ro MEPETOTHEHNH.

H.3.3.2 Onepanun

H.3.3.2.1 HaznaueHnue

B FMT MTD.2.1 aBropy II3/3b cnenyer cneuudunuponars nanusie ®bO, nmeromme
OTrpaHMYEHUS, U 3HauUeHus 3Tux orpannyeHuil. [lpumepom takux manueix ®bO sBasSETCS YKCIO
I10JIb30BATENEH, OCYIIECTBUBIINX BXOJ B CHCTEMY.

B FMT MTD.2.1 astopy II3/3b cneayer cnenuduuupoBath poJid, AOMYIIEHHBIE K
MoauuKaMu Kak orpaHuueHui ganHeix PBO, Tak u JeilcTBUi B cilyyae HapyleHHUs
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orpannueHuii. Bce Bo3moxHble ponmu  cneuuduuupoBansl B FMT SMR.1  «Ponu
0€301aCHOCTH.

B FMT MTD.2.2 aropy II3/3b cnenyer cnenudumupoBarh  JIeHCTBUSA,
MpeaNpUHIMAEMbIE B Cllydae MPEBBIIICHHUS MPEACNbHBIX 3HAYCHHH, CHEIUPUIIIPOBAHHBIX
naaubix @BO. Ilpumepom Takux nerictBuid, BeimosHseMbix OBO, sBisieTcs nHGopMupoBaHue
YIOJIHOMOYEHHOI'0 aIMUHUCTPATOPA U TEHEPALIMS 3aMUCH AyIUTA.

H.3.4 FMT_MTD.3 be3onacusblie 1anubie P60

H.3.4.1 3ameyaHnus Mo NpUMEHEHHUIO 1JIsl 10JIb30BaTeJIsl

Kommonent FMT MTD.3 pacnpoctpansiercs Ha TpeOOBaHHMS K 3HAUYCHUSM, KOTOPBIC
MoryT mnpucBauBarbesi TaHHbIM PBO. Cnenyer mpucBauBaTh Takue 3HaueHUs, 4rodsr OO
ocTaBajicsi B 0€30M1acCHOM COCTOSIHUU.

Omnpenenenue «0Oe30MacHBIX» 3HAYEHMH B 3TOM KOMIIOHEHTE HE pPACKpBIBAeTCS U
octaByieHO 11 pazpadorunka OO (koHkpeTHO 11t komnoHeHTa ADV_SPM.1 «HedbopmanbHas
Moeb TOTUTHKH Oe3omacHocTi OO») U pyKOBOJICTB.

H.3.4.2 Onepanun

H.3.4.2.1 Ha3znaueHue

Ecnu pa3paboTuuk mpenocTaBui UYETKOE OIpefesieHne Oe30MacHbIX 3HA4YeHUd U
OOBSICHEHHE, TMMOYeMy HX CJEAyeT CcuYuTaTh Oe3omacHeiMH, 3aBUCHMOCTBI0O FMT MTD.3
«beszonacupie  ganHbie DBO» ot ADV _SPM.1 «HedopmansHas Moaenb IOJUTHKH
6e3onmacaoctu OO» MOXKHO TIpeHeOpeyb.

H.4 Ormena (FMT_REYV)

H.4.1 3ameuanus aJis MoJIL30BaTEJISA

CemeiictBo  FMT REV cBs3aHo ¢ ormeHoM aTpuOyTOB O€30MacHOCTH pa3IUYHbIX
cymHoctelt B npeaenax OO0.

H.4.2 FMT_REV.1 Otmena

H.4.2.1 3amMeuyaHus N0 NPMMEHEHUIO VISl NOJIb30BATEIs

B xommonente FMT REV.1 cnemudunupyrorcs tpeboBanusi mo orMeHe mpas. OH
COJIEPKUT TpeboBaHKEe crielU(PUKALUU TPaBHII OTMEHBI, HAIIPUMED,

a) OTMEHA MTPOU30UJET MPH CIAEAYIOLIEM BXO/JE M0Ib30BATENS B CUCTEMY;

b) oTMeHa npon30iAET NpH caeyIoel MONbITKE OTKPHITH (haii;

C) OTMEHa MPOU30MAET MO MCTEYEHUH YCTAHOBJIEHHOTO BPEMEHH, YTO MOXKET O3HadaTb
MEPECMOTP BCEX OTKPBITBIX COEAMHEHUH uepe3 Kaxple X MUHYT.

H.4.2.2 Onepauun

H.4.2.2.1 Haznayenue

B FMT REV.1.1 aBropy II3/3b cnenyer cnenudunmupoBarb, I0DKHA JH OBITh
MpeoCTaBlIeHa BO3MOXXHOCTh OTMEHSTh C HcHojib3oBaHneM DPBO aTpuOyTsl Oe30macHOCTH
[0JIb30BaTeNeH, CyObEKTOB, 0OBEKTOB MIIM KAaKUX-JTUOO JTOTIOIHUTENbHBIX PECYPCOB.

H.4.2.2.2 Boi6op

B FMT REV.1.1, asropy II3/3b cnenyer cneuudunuponarb, IOKHA JH OBITH
MIPEIOCTAaBIIEHA BO3MOXHOCTh OTMEHATh C ucnojb3oBaHueM @OBO aTpulyThl 6e30macHOCTH
MoJIb30BaTesel, CyObeKTOB, 00BEKTOB MIIM KaKUX-JTHOO JTOTIOIHUTENbHBIX PECYPCOB.

H.4.2.2.3 HaznauyeHue

B FMT REV.1.1 aBtropy II3/3b cnemyer yka3arb poju, [IONMYyIIEHHbIE K OTMEHE
aTpubytoB Oe3omacHocTu. Bce Bo3moxHble ponu crneuunpuuupyror B FMT SMR.1 «Ponu
0€30I1aCHOCTH.

B FMT REV.1.1 aBropy II3/3b cnenyer, ecnu BbIOpaHbl JOMOJHUTEIbHBIE PECYPCHI,
cneun(uIupoBaTh, JODKHA JIM OBITh MPEAOCTAaBICHA BO3MOXKHOCTh OTMEHSATh aTpUOYTHI
6e3onacHocTH ¢ ucnoarzoBanueM OBO.
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B FMT REV.1.2 asropy II3/3b cneayer cneunduuupoBarb mnpasBuia oTMeHbl. K
IpaBUjaM, B YacCTHOCTH, MOTYT OBITb OTHECEHBI: «Iepel CIeaylollel omnepanueid Han
aCCOLIMMPOBAHHBIM PECYPCOM» MIIH «IIPH CO3AAHNUU KaKJIOTO HOBOTO CYOBEKTa».

H.5 Cpok neiicrBusi arpudyroB 0e3onacHoctu (FMT_SAE)

H.5.1 3ameuanus 1Jis1 OJIL30BATEJIS

CemeiictBo  FMT SAE cBsiZaHO ¢ BO3MOXHOCTBIO YCTAaHOBJIEHMSI CpOKa JACHCTBHS
aTpuOyToB 6e30macHOCTH. OHO MOXET MPUMEHATHCS MPH CrielUpHUKauN TPeOOBAaHUHM K CPOKY
JeNCTBUS aTpUOYTOB YIPABJICHHS TOCTYIIOM, aTpUOYTOB MACHTH(UKAIMK U ayTeHTU(UKAIUH,
cepTH(HKATOB (Harpumep, cepTuduraroB Kioueit mo X509), arpubyroB ayaura u T.J.

H.5.2 FMT_SAE.1 Orpanu4eHHasi 10 BpeMEeHU aBTOPU3AIUS

H.5.2.1 Onepanuu

H.5.2.1.1 Haznauenmue

B FMT _SAE.1.1 aBtopy I13/3b cnenyer npeacTaBuTh CIHCOK aTpUOYTOB OE30MAaCHOCTH,
JUIS KOTOPBIX TOJAEpPKHUBAETCS OTrpaHUYeHue cpoka aedictBusa. Ilpumepom Takoro arpubyra
SBJIIETCSl YPOBEHD JIOMYCKa M10JIb30BATEIIS.

B FMT SAE.1.1 aBropy II3/3b cimenyer yka3aTb poJyid, JOMYIIEHHbIE K Ha3HAYCHHIO
Cpoka JjaedcTBHs arpuOyToB Oe3omacHOCTH. Bce BO3MOXHBIE poNM  CcHENUPUUIMPYIOT B
FMT SMR.1 «Ponu 6e30macHOCTIY.

B FMT SAE.1.2 aropy II3/3b cnenyer mnpeAacTaBuTh CIHCOK  JICHCTBHIA,
MPEeANPUHIUMAEMbIX 10 OTHOUICHHIO K KaXXJI0My aTpuOyTy 0€30MacHOCTH MO MCTEYEHHH CpPOKa
ero aeiicrBus. [lpuMepoM siBisieTcss Ha3HAUEHUE YPOBHIO JOITYCKa M10JIb30BATENS, 10 UCTEUEHUH
CpoKa €ro JeWCTBHUS, 3Ha4YeHHWs, MuUHUMaIbHOro s panHoro OO. Ecim B 113/3b
IpeaycMaTpuBaeTCs HEMEUIeHHas OTMEHa, TO CIeAyeT CrIenupHuIupoBaTh JIEHCTBHUE
«HEMEJJICHHAs: OTMEHay.

H.6 Cnennduxkanusa pynkumnii ynpasiaenuss (FMT_SMF)

H.6.1 3ameuanus 1Jis1 OJIb30BaTEJIs

JlanHOoe ~ ceMeicTBO  Mo3BoJseT  crneuuuuupoBaTh  (QYHKIUM  YIpPaBICHMS,
npenocrabisieMbie OO. Kaxnas GyHknus ynpapiieHUss 0€30MacHOCTHIO, BHECEHHAS B CITMCOK
BBINOJIHEHUS] HAa3HAYEeHHUs, SBISETCS (yHKLUMEH ynpaBieHHs aTpuOyramu 0€30MacHOCTH JIMOO
¢bynkuueit ynpasinenus ganHbiMu  DPBO, nubo QyHKIMEH ympaBieHus (QYHKIUIMHU
0€301MacHOCTH.

H.6.2 FMT_SMF.1 Cneundukanus GpyHKUMi ynpasBjeHus

H.6.2.1 3aMeyaHusi MO NPUMEHEHHUIO JISI N0JIb30BATEJISA

JIaHHBI KOMIIOHEHT crneuupuuupyer (QYHKIUH YHOpPaBICHMS, KOTOpbIE IOJKHBI OBITh
IIPEIOCTABIICHBI.

Apropam II3/3b cneayer npuHATP BO BHHUMAHHE NYHKThl «YIOpaBiIeHHE» Jis
KOMIIOHEHTOB, BKIIOUeHHBIX B UX [13/3B, 4T00b1 06ecneunTs OCHOBY 7Sl YHKIMH yIpaBIeHHUS,
KOTOpbIE OyIyT EepeunCiIeHbl B JAHHOM KOMIIOHEHTE.

H.6.2.2 Onepauun

H.6.2.2.1 Ha3znayenue

B FMT SMF.1 astopy II3/3b crnenyer cnenudunupoBats (GYHKIUH YOpaBiIeHUS,
npenocrasisgemble @bO 1 ynpasneHust atpubyramMu 0€30MacHOCTH MO0 JAJIs yIpaBlIeHUS
nanabsiMu @BO, mubo 11 ynpasiaeHus! QyHKIUSIMH 0€3011aCHOCTH.

H.7 Poau ynpasiaenus 6e3onacoctoio (FMT_SMR)

H.7.1 3ameuanus aJ15 MOJIL30BATEIS

CemeiictBo FMT SMR  ymenbliaeT BepoOSITHOCTH yiepOa, KOTOpPbII MOryT HaHECTU
MOJIb30BATENN JEHCTBUSIMHU, BBIXOIAIIMMH 32 pPaMKH HA3HAYEHHBIX UM (YHKIIMOHAIHHBIX
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oOsi3aHHOCTE. B cemeiicTBe Takke paccMaTpuBaeTcs NMPOTUBOICHCTBHE Yrpo3e MPUMEHEHUS
HeaJIeKBaTHBIX MEXaHW3MOB, ITPEIOCTaBIIEMBbIX 17151 Oe3omacHoro ynpasieHus OBO.

JlanHOe ceMeMCcTBO coaepKUT TpeOoBaHUS K MPENOCTAaBIEHUI0 HH(OpPMALUU IO
NoJICp)KKe MICHTU(UKAIUU TOJHOMOYMM IOJIb30BaTeNsi Ha MNPUMEHEHHE OTAEIbHBIX
aJIMMHHUCTPATUBHBIX (YHKIIMHA, OTHOCSIIUXCS K OE30MMaCHOCTH.

HekoTopele nelcTBUs ynpaBieHUS MOTYT BBIIIOJIHATH I0Jb30BATENH, JAPYTHE - TOJBKO
CIECLMAIIbHO HA3HAYEHHBIC JIMLA KOHKPETHOM OpraHu3anuy. J[aHHOE CEMEHCTBO IO3BOJISIET
ONpPEACIATh Pa3/IMYHbIE POJIM, TAKHE KaK BIAJENIEL, AyAUTOP, aAMHHHUCTPATOpP, AEKYpPHBII
aMUHUCTPATOP.

Bce ponam maHHOro cemencTBa CBsi3aHBl C Oe30macHOCTBbIO. Kaxkmas poib MOXKeT
MPEAOCTaBIIATh IMIMPOKHE BO3MOXXHOCTH (Hampumep, AoCTyn ko Bced cTpykrype UNIX) umum
HE3HAUUTENIbHBIE MpaBa (HAaIpUMep, MPaBO YTEHUS OOBEKTOB €JMHCTBEHHOI'O THUIIA, TAKUX Kak
(aiin momoru). Bece posnn onpenensioT B 3TOM ceMeicTBe. BO3MOKHOCTH poJieid onpenensioT B
cemeirictBax FMT MOF «Ympasnenue otaensHbiMu  ¢GyHkuusamu  DObO», FMT MSA
«Ynpasnenue arpuoyramu 6e3ornacHocti» u FMT MTD «Ynpasnenue ganasiMua @BO».

Hexotopeie Tumel ponieit MOryT OBITH B3aMMHO HMCKIIOYaOmUMH. Hampumep, nexypHbIi
aJIMMHHUCTPATOP MOKET OBITh CIIOCOOEH ONMpeAeNsiTh U aKTUBU3UPOBATH IMOJIb30BaTENEH, HO HE
yAQIATh WX (3Ta BO3MOXHOCTH 3aKpEIUIeHa 3a POJIbI0 aJMHUHHCTparopa). JlaHHoe cemeicTBO
JIOTTYCKaeT CTenU(PUKAIIUI0 TOJTUTHK ABOWHOTO YIIPABIICHUS.

H.7.2 FMT_SMR.1 Posu 6e30nacHocTH

H.7.2.1 3aMeuyaHusi N0 NPUMEHEHHUIO JJIA MOJIb30BaTEJIsI

Komnonenr FMT _SMR.1 onpenenser pasauusble poau, Kotopele @DBO cnenyer
pacno3HaBaTb. B cucremMax 4YacTo MNPOBOAUTCS PA3IMUYME MEXKAY BIAJENbIEM CYUIHOCTH,
aJIMMHHUCTPATOPOM U OCTaJIbHBIMU TOJIb30BATEIISIMU.

H.7.2.2 Onepanun

H.7.2.2.1 Ha3naueHue

B FMT _SMR.1.1 asropy II3/3b crnenyer cneuuuuupoBaTh poOIH, KOTOpPHIE
Pacrno3HaOTCsl CUCTEMOM. DTO POJM, KOTOPbIE MOTYT HMCIIONHSTH MOJIb30BATENN OTHOCUTEIHHO
6e3omacHoctu. [Ipumeps! poneil: Biajenel, ayauTop, aIMUHUCTPATOP.

H.7.3 FMT_SMR.2 Orpanu4eHusi Ha poJiu 0e301aCHOCTH

H.7.3.1 3amMeuyaHus N0 NPMMEHEHHUIO VISl NOJIb30BATEIs

Komnonenr FMT SMR.2 cnemudumupyer pasnuunsie ponu, xoropeie ®BO cnenyer
pacno3HaBaTh, U YCIOBHS, IPU KOTOPBIX 3TUMHU POJSIMU MOXHO YIpaBisaTh. B cucremax yacto
IIPOBOAMUTCS Ppa3IM4YM€ MEXKIY BIAACIbLEM CYIIHOCTH, aJMUHUCTPATOPOM U JApPYTUMU
M0JIb30BATEISIMU.

VYcnoBusi, HajllaraeMble Ha POJIM, ONPENENSIIOT B3aMMOOTHOILECHMS Pa3IMYHBIX pOjei, a
TaK)X€ OTPAaHUYEHUS Ha MPUHATHE POJIU MOJIb30BATEIIEM.

H.7.3.2 Onepanun

H.7.3.2.1 Ha3znaueHnue

B FMT SMR.2.1 asropy II3/3b cnenyer crnenupuuupoBarts poyid, KOTOpbIE
pacrno3HaTCsl CUCTEMOM. DTO POJIM, KOTOPbIE MOTYT HCIOIHSITH MOJIb30BAaTEI OTHOCUTEIBHO
6e3onacHoctu. [Ipumeps! poneit: Biajener, ayIuTop, aAMUHUCTPATOD.

B FMT SMR.2.3 asropy II3/3b cnenyer cneuuduuupoBarbh yciaoBHs, KOTOPHIM
HE0OXOIMMO CIIeZIOBaTh MPU YIpaBICHUM HazHadeHueM pond. [IpumepamMu Takux ycloBUit
SBJIAIOTCS: «3aKa3UMK HE MOXET HCIHOJHATh poOJib ayAuTOpa WIM aAMHUHHCTPATOpa» WU
«TI0JIB30BATENI0, HCIOJHSIONIEMY pOJIb ACCHUCTEHTa, HEOOXOAMMO TaKkKe HCIONIHATH POJb
BJIQ/IETIBLIAY.
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H.7.4 FMT_SMR.3 Ilpunsitue poJieit

H.7.4.1 3ame4anus no NpUMEHEHHUIO JJIsl N0JIb30BaTeJ sl

Kommonentr FMT _SMR.3 ompenenser, 4yTo s TPUHATHS HEKOTOPHIX POJIEH HEOOXOIUM
SIBHBIN 3a1IpOC.

H.7.4.2 Onepanun

H.7.4.2.1 Ha3naueHue

B FMT SMR.3.1 amropy II3/3b cneayer cnenmudunupoBaTh poJd, ISl TPUHATHSA
KOTOPBIX TpeOyeTcs sBHBIH 3arpoc. [IpuMepsl: ayauTop u aAMUHUCTPATOP.
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Ipunoxenue I
(obs13amenvhoe)

IpuBarnocts (FPR)

Knacc FPR onuceiBaeT TpeGoBaHuUs, KOTOPbIE MOTYT HAaKJIaIbIBAThCS ISl yIOBIETBOPCHUS
NOTPEOHOCTH I0JIb30BATENsl B MPHUBATHOCTH, JOMYCKas MAaKCHUMAaJIbHO BO3MOXHYK TMOKOCTh
CHUCTEMBI, HO OCTaBJsil B TO € BpPEMs BO3MOXHOW NOIIEPKKY IOCTATOYHOIO YIIPaBICHMUS
(YHKIIMOHMPOBAHUEM CUCTEMBI.

KoMmnoHeHTHI 3TOro Ki1acca 10CTaTOYHO THOKH, YTOOBI YUUTBIBATh, PACIIPOCTPAHSACTCS JIH
NeicTBUE 3aTpeOOBaHHBIX (YHKIMKA O€30MacHOCTH Ha YIOJHOMOYEHHBIX I10Jb30BaTElIeH.
Hanpuwmep, aBrop II3/3b Moxer mnocumrtaTh, 4YTO HE MNOTpedyeTcs 3aliuTa MPHUBATHOCTH
II0JIB30BATENS OT MOJIb30BATENIEH, HAJIEICHHBIX CIIEUAIBHBIMU IIOJTHOMOYHSAMH.

Knacc FPR BMecTe ¢ apyrumu kiaccamu (CoaepKaiuMu TpeOOBaHUs ayAuTa, YIPaBICHUs
JOCTYIOM, IPEJOCTaBJIECHUS JOBEPEHHOIO0 MapLIpyTa M HEOTKa3yeMOCTH) o0ecreyuBaeT
rHOKOCTb MPH cHenM(UKAIINH JKETaTeIbHOTO PeKUMa MPUBATHOCTU. B TO jxe BpeMst TpeOoBaHUs
9TOrO KJIacca MOTYT HajlaraTb OIPaHUYEHHs HA MCIOJIb30BaHUE KOMIIOHEHTOB JPYTHUX KJIACCOB,
takux kak FIA «pentudukamms u ayreHtuduxanus» uwan FAU «Ayaur 6e3omacHOCTH.
Hanpumep, eciau ymoJlHOMOYEHHBIM IOJB30BAaTEIsIM HE pa3pellleHO 3HaTh HJEHTH(UKATOp
nmosib30Baressl (HampuMmep, B ceMeHCcTBaX «AHOHUMHOCTh» Wi «lICeBAOHUMHOCTBY), TO,
OYEBHMJIHO, HEBO3MOXXHO OYAET OCTaBUThb OTAEIbHBIX IOJb30BATENEH OTBETCTBEHHBIMHU 3a
BBITIOJIHSAEMbIE UMHU OTHOCSIIUECS K 0€30MacHOCTH JIEHCTBHSA, Ha KOTOPBIE PacIpPOCTPAHSIIOTCS
TpeOOBaHUs MPUBATHOCTH. TeM He MEHee M B ITOM cilydyae BO3MOXHO BkitodeHue B I13/3b
TpeOOBaHUI aynuTa, €CIIM BOSHUKHOBEHHE HEKOTOPBIX COOBITHH, CBA3aHHBIX ¢ 0€30MaCHOCTHIO,
Ba)XKHEE, UEM 3HAHUE O TOM, KTO ObUI UX MHUIIMATOPOM.

JlononHutenbHass WHGOPMALKsS MO STOMY BOIPOCY NPEACTAaBICHA B 3aMEYaHHUAX IO
npuMeHeHnto kiacca FAU, rae pazbscHsercs, 4TO BMECTO HJIEHTH(UKATOpa B KOHTEKCTE
ayanTa MOXET MPHUMEHSATHCS IMICEBAOHUM WM Apyras uH(opMaius, KOoTopas Moria Obl
UACHTU(GUIMPOBATH MOIb30BATEIS.

JIaHHBIN KJIacC COAEPKUT YEThIpe CeMelcTBa: «AHOHMMHOCTBY, «lICEBIOHUMHOCTBY,
«HeBo3moxHOCTh acconranun» U «CKPBITHOCTB». TpH NEPBBIX CEMENCTBA MMEIOT CIIOKHBIC
B3auMocBsA3U. [Ipu BbIOOpe cemeiicTBa [UIsl NMPUMEHEHMs CJIENYyEeT YUUTHIBaTh BBISIBJICHHbBIE
yrpo3bl. /[ HEKOTOpBIX THUIIOB yrpo3 MpuBAaTHOCTH «IIceBAOHMMHOCTB» HojoWaeT Ooiblie,
4yeM «AHOHHMMHOCTB» (Hampumep, Npu TpeOboBaHMU TpoBeAcHUs aynuta). Kpome Toro,
HEKOTOPbIM BHAAM YIrpo3 IPHUBATHOCTHM HAWIYUYIIMM O0pa3oM MPOTHBOCTOUT COUYETaHUE
KOMIIOHEHTOB U3 HECKOJIBKMX CEMEMCTB.

Bo Bcex cemelicTBax Ipeanojaraercs, 4To MOJb30BaTeNb SIBHO HE BBIMOIHSET JEHCTBUH,
pacKphIBalOIMX €ro coOcTBeHHbI uaeHTH(ukatop. Hampumep, ®BO, kak oxuIaroT, He
MOKaXYT Ha SKPaHe UM IOJIb30BATENSI B COOOIICHUAX HIEKTPOHHON TOYTHI Wi 0a3aX JaHHBIX.

Bce cemelicTBa 3TOro Kjlacca MMEIOT KOMIIOHEHTBI, 00JacTh JEHCTBUS KOTOPBIX MOXET
OBITh 33/1aHa ollepauMsIMU. JTH onepauuu no3BosstoT aBropy [13/3b ykaszaTh neiicTBus, ooOuue
IUIsL TIOJIb30BAaTeNel/Cy0ObeKTOB, KOTOPHIM HEOOXOAMMO MPOTUBOIEHCTBOBATh C UCIIOIB30BaHUEM
®BO. Bo3moxHbI TpuMep oToOpakeHust aHoHUMHOCTH: «DBO momkHbl 00ecnieunBaTh, YTOOBI
MI0JIb30BaTEIN U/UIH CYOBEKThl ObUIM HE CLIOCOOHBI ONPEACTUTh UICHTU(UKATOP MOIb30BATEINS,
0o0paTHUBILIErocs 3a TEIEKOHCYJIbTallue».

Heo0Oxonumo, uro6sr ®BO mpenocTaBisiu 3alUTy OT ACHCTBHIA HE TOJIBKO OTAEIBHBIX
M0JIb30BaTese, HO M IMoJIb30BaTesell, OOBEAMHUBIIUXCS JUIS MOJYYEHHUS OIpPEeIeHHON
uHpopmanuu. CTOHKOCTh 3alllUTHI, MPEJOCTABIAEMON ATHM KJIAccoM, CIEAyeT ONHcaTh Kak
croiikocTh ¢pyHkunu B coorBeTcTBUU ¢ ISO/IEC 15408-1, mpunoxxenus A u B.
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Hexomno3umust knacca FPR «IIpuBatHOCTB» Ha COCTaBISIIOIIAE €ro0 KOMIIOHEHTBI
II0Ka3aHa Ha pucyHke [.1.

Pucynok I.1 - lekomno3unus kiaacca FPR «IlIpuBaTtHoCTD)

I.1 Anvonumuocts (FPR_ANO)

1.1.1 3ameuyanus A1 MoAb30BaTENs

CemeiictBo FPR_ANO o6ecneunBaeT BO3MOXHOCTb UCIIOJIb30BAaHUs CYOBEKTOM PECypCcoB
WIH yCIIyT 0e3 pacKphITHS UACHTH(UKATOPA €ro MOIb30BATEIS.

JlaHHOE ceMeiCTBO NpeAHa3HAYeHO MAJIs ONpEAETeHUs TOro, YTO IOJb30BATENb WM
CyOBEKT CMOXET MpeINpUHUMATh JEHCTBUS, HE PACKpBIBas HACHTU(UKATOPA IOJIb30BATENs
JIPYTUM TI0JIb30BaTeNsAM, CyOBEKTaM WIM OOBEKTaM. JTO CEMEWCTBO IMPENOCTaBIsIET aBTOPY
I13/3b crnoco6 uueHTH(UKANIUK COBOKYITHOCTH IIOJIB30BaTENIeH, KOTOphIE HE CMOTYT Yy3HATh
UACHTU(DUKATOP UCIIOTHUTEIIS HEKOTOPBIX 1eHCTBUH.

CrnenoBarenbHO, €CIIM CYOBEKT, MOJB3YSICh AHOHUMHOCTBIO, BBITMOJHSAET HEKOTOPOe
nelictBue, Apyroi cyObeKT OyJeT He B COCTOSHHUM ONpPENeNUTh HU MJIEHTU(UKATOp, HU JaKe
CCBUIKY Ha MJIEHTH()HUKATOP MOJIH30BATENs, UCIOIH30BABILIETO MEPBbIA CyOBEKT. AHOHUMHOCTh
coKycHpoBaHa Ha 3allUTe MJIEHTU(UKATOpa MONb30BaTelNs, a HE Ha 3alluTe UIeHTU(dUKaTopa
cyonekTa. [ToaToMy ueHTU(UKATOp CYOBEKTa HE 3AIMUIICH OT PACKPBITHS.

W nenTudukaTop nonb3oBaTeNs He pasriallaeTcss APYruM CyObeKTaM MM M0JIb30BaTeNsM,
@®BO mpsmMo He 3ampelieHo y3HaBaTh WACHTH(UKATOp MOib3oBaTensd. Eciau He momyckaercs,
yro0bl PBO Obu1 u3BECTEH MIACHTU(UKATOP TMONb30BATENsA, TO MOXHO HPUOETHYTh K
koMioHeHTy FPR_ANO.2 «AHoHuMHOCTB». B 3TOM ciiyyae @BO He paspeniaercs 3anpaniiBaTh
MH(OPMALIHIO O MOJIb30BaTENeE.

TepmuH «ompenenuThy CleAyeT MOHMMAaTh B CaMOM INMUPOKOM CMbIcie cioBa. Jlims
KOHKpeTu3anuu TpeboBaHuil k crporoctd aBTop I13/3b MoxeT BOCIONB30BaThCS MOHATHEM
CTOMKOCTH (PYHKITHA.

WHuTepnperanys cioBa «ONpeAeanTb» HE00X0AUMO IIOHUMATh B €r0 CAaMOM IIMpOoYaiieM
CMBICJIE 3TOTO CJIOBA.

B 3TOM  KOMIOHEHTE HpPOBOAUTCS  pPAa3IUUYME  MEXAY  [OJIb30BaTe/sIMU U
YIIOJTHOMOYEHHBIMH TT0JIB30BaTENISIMU. Y TIOJITHOMOYEHHBIN MTOJIb30BATEh YaCTO HE YIIOMUHACTCS
B KOMIIOHEHTaxX M TOTJa €My He 3alpeliaeTcs 3HaTh WICHTU(UKATOpP Mosb30oBaTens. OQHaKo HeT
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U SBHOrO TpeboBaHMs, 4YTOOBI YIOJHOMOYEHHBIN TOJb30BaTeNlb 003aTENLHO HMMEN
BO3MOKHOCTh OIPECIUTh HISCHTU(UKATOP MOib30BaTens. I TOCTHKEHUS MaKCHUMAaJIbHON
IIPUBATHOCTH B KOMIIOHEHTE HEOOXOAUMO YKa3aTh, YTO HU MOJIb30BATENb, HU YIOJHOMOUYEHHBIN
M0JIb30BaTEIb HE CMOTYT Y3HaTh 4e-1100 HMIACHTU(UKATOP NPH BBHIIOIHEHUH KaKOro-Iu0o
NEUCTBUS.

B TO Bpemsi kak HEKOTOpBIE CHCTEMBI 0OecredaT aHOHMMHOCTh BCEX IPEIOCTaBISIEMbIX
yCIIyT, B IPYTHX CUCTEMaxX OHA MPEJOCTaBIIAETCS TOJIBKO U1 HEKOTOPBIX CYyOBEKTOB/ONeparuii.
s HeoOxonuMoO#l THOKOCTH BKJIIOYEHA OTmepalus, B KOTOPOW 3amaercss o01acTb OeHCTBUS
TpeboBanusi. Ecnmm aBrop [13/3b 3axouer oxBatuth Bce CyOBEKTHI/ONEpaIuu, MOXKHO
BOCIIOJIb30BaThCSI BHIPAXKEHUEM «BCE CYOBEKTHI U ONIEPALIHI.

Bo3MoskHBIE TPUMEHEHHSI AHOHMMHOCTHU BKJIIOYAIOT B ce0s1 3a11pOoChl KOH(hUICHIINAIBHOTO
XapakTepa K OOIIEJOCTYIHBIM 0a3aM JaHHBIX, OTBETHl Ha ONPOCHI, IMPOBOAMMBIE Uepe3
TEJIEKOMMYHHUKAIMH, WIN OCYLIECTBICHUE aHOHUMHBIX BBIIJIAT WK MOKEPTBOBAHUI.

[IpumepaMu NOTEHIMATBHO BpaXKACOHBIX TOJNb30BaTENIe WM CYOBEKTOB SBISIOTCA
IIpoBaiiiepbl, CUCTEMHBIE ONEPaTOpPbl, A0OHEHTHI CBS3M U MOJb30BATEIH, CKPHITHO BBOJAIINE B
CHCTEMY OIIaCHbIE 3JIEMEHTHI (HAlpUMeEp, «TPOSHCKUX KOHEH»). Bce oHM Moryt usyuartsh o0pas
JeWcTBUS TOJb30BaTeNel (HampuMep, Kakue IOJb30BaTeIM KaKhe YCIYyTd 3aKa3blBaloT) U
370YTOTPEOIATH 3TOW HHPOPMALIUEH.

I.1.2 FPR_ANO.1 AHOHUMHOCTb

1.1.2.1 3ameyanus Mo NPUMEHEHMIO IS OJIb30BaTeIs

Komnonenr FPR_ANO.1 oOecnieunBaer, uTOOBl HAEHTH(PHUKATOP IOJIb30BATENS ObUI
3alMIIeH OT pacKpbITHs. OJHAKO B HEKOTOPBIX CIy4yasX YIOJIHOMOYEHHBIN I10JIb30BaTEIb
MOXKET ONpeAeNsiTb, KTO IPOM3BEJ ONpEAETCHHblEe JeHCTBUA. OTOT KOMIIOHEHT [JaeT
BO3MOYKHOCTh THOKOTO TOJXO/a, TO3BOJSISI BHIOMpATh IMOJUTHKY KaK OTPaHMYCHHOH, Tak U
MIOJTHOW IPUBAaTHOCTH.

1.1.2.2 Onepanun

1.1.2.2.1 Hazna4yenue

B FPR_ANO.1.1 aBropy I13/3b cnenyer cnienmpuimpoBaTb COBOKYITHOCTb NOJIh30BATEIICH
u/unu cyobekToB, oT koTopelx ®BO HeoOxoanMo npenoctaBuTh 3amuTy. Hanpumep, naxe ecnu
aprop [13/3b cnemuduupyeT €IMHCTBEHHYIO pOJIb TIOJB30BaTeNlss wWin cyosekra, DPBO
HE00XO0AUMO NPEOCTABUTH 3AILUTY HE TOJIBKO OT OTIEJIBHOIO MOJIb30BaTENs MM CyOBEKTa, HO
U OT COBMECTHO JIEHCTBYIOIIMX TOJb30BaTeNIel W/Wim cyObekToB. Hampumep, COBOKYITHOCTh
MI0JIb30BaTeIe MOXKET SBJISATHCA TPYNION MOJIb30BaTeNel, BHICTYNAOUIMX B OAHON U TOHM ke
POJIM WM UCHOJIB3YIOIIMX OJIHU U T€ XK€ MPOLIECCHI.

B FPR _ANO.1.1 aBropy [13/3b crnenyer maeHTUPHUIHPOBATH CHHCOK CYOBEKTOB W/HIU
onepauui, W/uia oOBEKTOB, I KOTOPHIX MOJUIMHHOE MMS IOJIb30BaTeNs JAHHOTO CyOBeKTa
CIIEIy€eT 3alUTUTh, HAIIPUMEP, «TOJI0COBAHUE.

1.1.3 FPR_ANO.2 AHoOHMMHOCTB 0€3 3anpoca nH(pOPpMALHHU

1.1.3.1 3ameyanus o NPUMEHEHMIO ISl MOJIb30BaTeNs

Komnonentr FPR_ANO.2 ucnonssyercs mis obecrieuenuss toro, yto ®bO He Oyner
pa3pelieHo 3HaTh UIEHTU(PUKATOP MOJIb30BATENS.

1.1.3.2 Onepanun

1.1.3.2.1 Haznayenmue

B FPR_ANO.2.1 aBropy I13/3b cnenyer cnenupunupoBars COBOKYIHOCTb OJIb30BaTEICH
u/unmm cyobeKkToB, OT KOTOpbIXx @BO HeoOX0auMO TTpeaoCTaBUTh 3anuTy. Hanmpumep, naxe ecnu
arop II3/3b cneunpunupyer eIUHCTBEHHYIO poOJb MoOJb30BaTedss win cyobekra, PO
HE00XO0IMMO MPENIOCTABUTDH 3ALIUTY HE TOJBKO OT OTAEIBHOIO IMOJIb30BATENs UIN CyOBEKTa, HO
U OT COBMECTHO JEHCTBYIOUIMX Tojib3oBaTesiel u/uiaum  cyObekToB. COBOKYIHOCTb
II0JIb30BATENEH, HAIIPUMED, MOXKET SIBIATHCSA TPYIIION IOJIB30BATENEH, BBICTYNAIOIUX B OJHOU
U TOH K€ POJIM UJIH UCHOJB3YIOLIUX OJTHU U T€ e MPOLECCHI.
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B FPR _ANO.2.1 asropy [13/3b cnenyer maeHTUPUUMPOBATH CHHCOK CYOBEKTOB W/WIH
ornepauui, W/uiam oOBEKTOB, /Ui KOTOPBIX MOJJIMHHOE MMsS MOJb30BATENs JAHHOTO CyOBEKTa
CIIEAYeT 3alUTUTh, HAIIPUMED, «TOJOCOBAHUE.

B FPR_ANO.2.2 aBropy I13/3b cneayer naeHTuUIMPOBATh CIHCOK yCIyT, HAa KOTOphIE
pacrpocTpaHsieTcsa TpeOOBaHHE aHOHUMHOCTH, HAlIpUMED, «AOCTYI K OIMUCAHUIO PAOOT».

B FPR_ANO.2.2 asropy II3/3b cnenyer umaeHTUUIMPOBATH CIHMCOK CYOBEKTOB, IS
KOTOPBIX IOJ/UIMHHBIE MMEHa I10JIb30BaTeNeil HeoOXOAMMO 3allUTUTh INPHU IPEIOCTABICHUU
crneun(pUIUPOBAHHBIX YCIIYT.

1.2 Iicesnonumuocts (FPR_PSE)

1.2.1 3ameuyanus A1 MOAb30BaTENsA

CewmeiictBo FPR_PSE ob6ecnieunBaet, yToObI 0JIH30BATENb MOT UCIOIB30BATH PECYPC HIIU
yclIyry 0€3 pacKphITHs CBOEro MACHTU(]UKATOpa, OCTaBasCh B TO )K€ BpEMsSl OTBETCTBEHHBIM 3a
3TO ucnoib3oBaHue. Ilonp3oBarens MoOXeT ObITh OTBETCTBEHHBIM, OyAydd MPSIMO CBSI3aH CO
CChUTKOM (TICEBIOHMUMOM), TipeaoctaBisgemorr ®BO, miau ¢ MCeBIOHMMOM, TaKUM KaK HOMeEp
0aHKOBCKOTO CYETa, UCIOIB3YEMbIM ISl 1IeNieii 00CTyKIUBaHUS.

B HEKOTOpOM OTHOILIEHUU TCEBIOHUMHOCTh IMOXOAUT HA aHOHUMHOCTh. B 00oux cimyyasx
3alIMIIACTCs MICHTH(PUKATOP IMOJIB30BaTeNs, HO B TICEBJOHUMHOCTH IOICPKUBACTCS CCHUIKA
Ha UIACHTU(PUKATOP MOJIB30BATEINS KaK JIsl COXpaHEHUs €ro OTBETCTBEHHOCTH, TaK M AJIS JPYTUX
LETIEH.

Kommonenr FPR PSE.1  «llceBgonumHOCTEY He  creuuduiupyer TpeOOBaHMIA,
OTHOCAIIMXCS K CCBUIKE Ha HMICHTH(PHUKATOP MOJB30BaTeNs. ODTH TpeOOBaHUS HMEIOTCS B
komnoHeHTax FPR PSE.2 «O6parumas mnceBmonuMHocth» U FPR PSE.3 «AnbprepHaruBHas
IICEBJJOHUMHOCTbY.

OnHuM U3 myTed MCHOJb30BaHUSL 3TOM CCBUIKM SIBISETCS BO3MOXHOCTb IOJTYYEHUS
NEpPBOHAYAIILHOTO HJeHTH(UKaTOpa moib3oBarens. Hampumep, ecim KOMIBIOTEPHU30BaHHAS
Kacca HECKOJbKO pa3 BblAaeT aOCONIOTHO OJMHAKOBBIE YEKH (TO €CTh MPOUCXOAUT
MOIIIEHHUYECTBO), OBUIO OBl MPEANOYTHTEIHHO UMETh BO3MOKHOCTh OTCIEIUTh HIEHTH(HUKATOD
nonb3oBarens. B oOmem ciydae HEOOXOAWMOCTb BOCCTAHOBJICHUS HJIEHTHU(HUKATOPOB
10JIb30BATENEN OonpenensieTcs KOHKPETHBIMU yCIoBUsMU. [l onMcaHus Takol YCIYI'M aBTOPY
[13/3b MoxHO Bocmonb3oBaTbest komnoHeHToM FPRPSE.2 «O6paTtumas nceBIOHUMHOCTBY.

Ccbulka MOKET Tak)K€ HCIIOJIb30BaTbCsl B KAauecTBE IICEBJIOHMMA IIOJIb30BaTEls.
Hanpumep, nons3oBartenb, He JKeNMAOMUNA ObITh UISHTUPUIIUPOBAHHBIM, MOXKET MPEIOCTABUTH
HOMEp CueTa, ¢ KOTOpOro CJieAyeT OIUIauyuBaTh HCIOJIb30BaHUE pecypcoB. B Takom ciyuae
CCBUIKA Ha UACHTU(DUKATOP MOIB30BATENS - ITO €ro MCEBIOHUM, KOTOPBINA IPpYyTrHe MoIb30BaTeIN
WIH CYOBEKThl MOTYT HCIOJIb30BaTh JUIsl BBHIMOJIHEHUS CBOMX (DYHKIMH, O6€3 MONydyeHus Mmpu
moOBIX  00cTosITeNbCTBAX — HMIEHTH(HKAaTOpa ToJb30BaTeNss (Hampumep, mpu  cOope
CTaTHUCTUYECKUX TAaHHBIX MCIIONB30BAHMs CUCTEMBI). B 3TOM ciyuae ans ompezeneHust mpaBui,
KOTOPBIM  CCBUIKM JOJDKHBI ~ YIOBJIETBOpSATH, aBTop II3/36 MoXeT BOCHOIB30BATHCSA
koMioHeHToM FPR_PSE.3 «AnprepHaruBHas 1CEBIOHUMHOCTD.

[Ipumensisi ynoMsHyTble Bbllle KOHCTpYKIMH, ¢ nomouipio FPR PSE.2 mMoxxHO BBecTH
9JIEKTPOHHBIE JIEHBI'M, YCTAaHOBUB TpeOOBaHHME 3alUTHl MJEHTU(UKATOpa IOJIb30BATENs OT
HaOJIIO/IeHUsl IPU YCIIOBUM, YTO OJHA U Ta K€ AJIEKTPOHHAsl cymMMa HE TpaTUTcsi JBaxabl. B
MOCIEAHEM Cily4ae MACHTU(UKATOP MOJB30BaTeNs OYAeT OTCIeKUBaThea. Eciu monb3oBareb
BEJET ce0sl YECTHO, €ro MACHTU(PHUKATOP 3alllMIICH, €CIU € OH IBITAeTCs MOIIEHHUYATh, €T0
UIACHTU(PHUKATOP MOXKET OBITH OTCIICHKEH.

JlpyruM BUJOM CHCTEMbI 3JEKTPOHHBIX IUIATEXEW SBISIOTCS SJEKTPOHHBIE KPEIUTHBIE
KAapTOUYKH, C IMOMOILBIO KOTOPBIX IOJB30BATENb IPEJOCTABIAET IICEBAOHNUM, YKa3bIBAIOIIUN Ha
CYET, C KOTOPOIO0 MOTYT OBbIThb CHSTHI ACHbIU. B momoOHOM cilydae MOKHO HCIOJIb30BaTh,
Hanpumep, komnoHeHT FPR PSE.3, ompenenus, uyto unentudukarop mnonb3oBarens Oyaer
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3allUIIEH, U M0JIb30BATENb MOJIYUYUT TPEOYEMYI0 CYMMY, TOJIBKO €CJIM Ha €ro CYETE €CTh JIEHbI'H
(eciM Tak OTOBOPEHO B YCIIOBHUSX).

Crnenyer uMeTh B BHIY, UTO Haubosee CTporue KOMIOHEHTHI JAaHHOTO CEeMEICTBa MOTYT
MOTEHIMAbHO HE COYEeTAaThCs C JPYTUMH BO3MOKHBIMHU TpEOOBaHUSMH, TaKUMH Kak
uAeHTUPUKAIUS U ayTeHTU(UKaMs WM ayauT. BelpaxkeHue «onpeaenuTb HAEHTU(DUKATOP»
ClIelyeT TIOHUMATh B IIMPOKOM CMBICIIe, @ UMeHHO: @BO He mpenocTaBiisiioT HHOPMAIHIO TIPU
BBITIOJTHEHUH OTEepalluy; HEelb3s OINpEAeTUTh co3hareis cyObeKTa WIM Biajenblla CyOBbeKTa,
BbI3BaBlIero omnepauuto; ®bO He Oyayr 3amMchiBaTh Takyl HH(OpMAIUIO, IOCTYIHYIO
MOJIH30BaTEISIM MJIM CYOBEKTaM, IO KOTOPOW B JaJIbHEHIIEM MOXXHO Obl OBLJIO y3HATh
UACHTU(PUKATOP MOJI30BATE.

Cwmpbicn 3akmrodyaeTcss B ToM, 4yToObl @BO He packpbpiBaii 6€3 HEOOXOJIUMOCTH JHOOYIO
uHpOpPMAILIMIO, C TOMOIIBIO KOTOPOH MOXKHO ONPEAETUTbh HACHTHU(PHUKATOP MOJIb30BATEINS,
Hampumep, UAEHTU(UKATOPbl CyOBEKTOB, ACHCTBYIOUIMX OT HMMEHHU Moib3oBarens. CreneHb
COXPAaHHOCTH ATOH MH(OPMALUU 3aBUCHUT OT YCUJIMH, KOTOpbIe MOTPEOYIOTCS HAPYIIUTEIIO IS
ee packpeiTuga. B kommonentax cemeiictBa FPR PSE «IlceBmoHUMHOCTE» HEOOXOIUMO
YUUTBIBATh TPEOOBAHUS CTOMKOCTH (YHKIIUH.

Bo3moxHbIe mprUMeHeHusl BKIIOYAOT B ce0s oruiarty Tele(OHHBIX YCIyr MO JbIOTHOMY
tapudy 6e3 packpbITusi HAECHTH(PHKATOpa a0OHEHTa WM OIUIaTy aHOHUMHOT'O HCIIOJIBb30BaHMUS
CUCTEMBI 2JIEKTPOHHBIX TUIaTeXeH.

[IpumepamMu NOTEHLMANbHO BpaXIE€OHBIX TOJIb30BATENIEH SBISAIOTCA IPOBANWIEPHI,
CHUCTEMHBIE OIEepaTophbl, a0OHEHTHI CBSA3M M IOJB30BATEIH, CKPHITHO BBOJSLIME B CHUCTEMY
OIIaCHbIE JIEMEHTHI (HampuMep, «TPOSHCKHE KOHW»). Bce 3TM HapymuTenu MOryT M3y4aTb,
KaKue IO0JIb30BATeN KaKue YCIYT'M 3aKa3bIBaloT, U 3J0yHoTpeOssTh 3Toi mHbopmanuei. B
JIOTIOJIHEHHE K CEMEHCTBY «AHOHUMHOCTB» YCIYTH, MpPEAOCTaBIsIEMbIE CEMEHCTBOM
«I[IceBIOHMMHOCTEY», COJIEpKaT METOAbl aBTOpU3aLMU 0e3 HIeHTHU(HUKALUU, OCOOEHHO MpH
AHOHHMMHOM oruiate («3JIEKTPOHHBIE JIEHBI'M»). DTO MOMOTaeT MpoBaiiiepam MoIy4aTh IIATEXKU
0€30MacHbBIM CIIOCOOOM, MOAAEPKUBAs TPU 3TOM aHOHUMHOCTh KJIMEHTOB.

1.2.2 FPR_PSE.1 IIceB1oHUMHOCTH

1.2.2.1 3ameyaHusi MO0 NPUMEHEHMIO JIS1 10J1b30BaTEJISA

Kommnonentr FPR PSE.1 o6ecneunBaer 3amuTy TMOJIb30BATENsE OT PACKPBITHS €T0O
uaeHTudukaTopa APYrUMU  TMOJb3oBaTensMu. [Ipu  3TOM  TOJB30BaTeNbh  OCTAHETCS
OTBETCTBEHHBIM 3a CBOU JEUCTBHUS.

1.2.2.2 Onepanun

1.2.2.2.1 Haznauenue

B FPR_PSE.1.1 aBtopy I13/3b cnenyer cnenuduurpoBaTh COBOKYIMHOCTH MOJIb30BaTENCH
u/unm cyobekToB, oT kKoTopbix b0 HeobxoauMo npeaocTaBuTh 3aumTy. Hanpumep, naxe ecinu
aprop [13/3b cnenmuduupyeT eIMHCTBEHHYIO pOJIb TIOJB30BaTeNls wWin cyosekra, DBO
HE0OXOIMMO MPEIOCTABUTH 3ALIUTY HE TOJIBKO OT OTAEIBHOTO MOJIb30BaTENs UIH CyOBEKTa, HO
U OT COBMECTHO JICHCTBYIOIIMX TOJb30BaTeNIel M/Winu cyObekToB. Hampumep, COBOKYNHOCTB
MOJIb30BaTeIe MOXKET SBIATHCS TPYIION IMOJNb30BaTENeH, BHICTYMAIONIUX B OJHON M TOU ke
POJIM WJIM UCHOJIB3YIOIIMX OJIHU U T€ XK€ MPOLIECCHI.

B FPR PSE.1.1 aBropy II3/3b cnenyer uaeHTH(PUUUPOBATH CHUCOK CYOBEKTOB W/WIH
orneparuii, /unu oO0BEKTOB, I KOTOPBIX MOJJIMHHOE UMS IOJIb30BATENs TaHHOTO CyObeKTa
ClieyeT 3allUTHTh, HANpPUMEp, «IOCTYN K TPEUIOKEHUSIM TpydoycTpoiicTBay. Cremyer
OTMETHTB, UTO K «OOBEKTaM» OTHOCAT JIFOObIE aTpUOYTHI, TO3BOJISIONINE APYTHUM TOJIb30BATEISIM
Wi cyOBbeKTaM PacKpbITh NEUCTBUTENBHBINA HACHTU(UKATOP JAHHOTO MOJIb30BATENS.

B FPR _PSE.1.2 asropy I13/3b cneayer uaeHTUGUIMPOBATH YUCIIO TCEBJIOHUMOB (OIUH
wiu 6onee), koropoe ®BO crmocoOHBI MPETIOCTABUTD.

B FPR_PSE.1.2 aBropy I13/3b cineayer nuaeHTUPHUIMPOBATH CIIUCOK CYOBEKTOB, KOTOPHIM
®BO cnocoOHbI MPEOCTaBIATh IICEBIOHUMBI.
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1.2.2.2.2 Bei6op

B FPR PSE.1.3 asropy I13/3b cnemyer crenuduuupoBath, CO3AAIOTCS ICEBIOHUMBI
¢byakumsimu - 6e3onacHocTt OO WM BBIOMPAIOTCS CaMHUMHM TOJIh30BaTesIMU. MOXKET OBITh
BBIOpAH TOJBKO OJIMH U3 STHX BapUAHTOB.

1.2.2.2.3 Hazna4yenue

B FPR PSE.1.3 asropy II3/3b cnenyer wuneHTHUIMpPOBATH METPUKY, KOTOPOMH
YAOBJIETBOPSLT ObI TICEBIOHUM, co3aaHHbIi OBO minn BRIOpaHHBIN MOJIB30BaTEIEM.

1.2.3 FPR_PSE.2 O6paTtumasi iICeBIOHUMHOCTb

1.2.3.1 3ameyaHusi MO0 NPUMEHEHMIO VISl TOJIb30BATEJIS

B xommnonente FPR_PSE.2 ®BO nomxHbl 00ecneunTs, 4To0B IpH CHEM(PHUIINPOBAHHBIX
YCIIOBMSIX 110 IIPEAOCTABICHHOHN CChUIKE MOT OBITh OIIpEeNIeH HICHTU(UKATOP MOIb30BATEIS.

B sToM komnonenTe @BO 10mKHBI BMECTO HASHTH(UKATOpa MOJIb30BaTeNs IPEJOCTaBUTh
ero nceploHMM. [Ipu ynoBiIeTBOpeHHMH cHEUU(PHIUPOBAHHBIX YCIOBUM HIEHTH(UKATOP
MOJIb30BaTENs, KOTOPOMY TPUHA/UIEKUT TCEBIOHMM, MOXeT ObITh ompeneneH. s
JIEKTPOHHBIX JIEHET MPUMEPOM TaKUX YCIOBUI MOXKET ciykUTh: «PBO NOIKHBI PEIOCTaBUTh
HOTapHyCy BO3MOYKHOCTh ONPEACTUTh HIACHTH(PHUKATOP IOJIB30BATENsl MO MPEICTaBICHHOMY
NICEB/IOHMMY TOJIBKO B TOM CJIy4ae, €CIM YeK ObLI BbIJAH JBaXKIbD».

1.2.3.2 Onepanun

1.2.3.2.1 Hazna4yenue

B FPR _PSE.2.1 aBropy I13/3b cnenyer crenuduuupoBaTh COBOKYITHOCTh MOJIb30BaTEICH
u/unu cyobekToB, oT koTopelx ®BO HeobxoanMo npenoctaBuTh 3amuTy. Hanpumep, naxe eciu
aprop [13/3b crnemuduiupyeT €IMHCTBCHHYIO pOJIb TOJb30BaTeNss wWin cyosekra, DBO
HE00XO0AMMO NPEOCTABUTH 3AILUTY HE TOJIBKO OT OTJEJIBHOTO MOJIb30BaTENs WM CyOBEKTa, HO
U OT COBMECTHO JICHCTBYIOIIMX TOJb30BaTeNIel W/Wim cyObekToB. Hampumep, COBOKYITHOCTh
MI0JIb30BaTEIeH MOXKET SBJIATHCA TPYNION MOJb30BaTeNel, BBICTYNAOIMX B OJHOM U TOM ke
POJIM WJIN UCTIOJIB3YIOIIMX OJIHU U T€ XK€ MPOLIECCHI.

B FPR PSE.2.1 aBropy I13/3b cnenyer uaeHTHPHUIHPOBATH CIHUCOK CYOBEKTOB W/WIH
orepanui, W/uam oOBEKTOB, U KOTOPHIX IMOJJIMHHOE WMS TOJB30BATENS JAHHOTO CyObeKTa
ClIeyeT 3alIUTUTh, HAIPUMEp, «IO0CTYIl K IPEIIOKEHUSAM TpynoycTpoiicTBa». OTMETUM, 4TO K
«0OBEKTaM» OTHOCST JIFOOBIE aTPUOYTHI, TIO3BOJISIONINE APYTHM ITOJIB30BATENSIM WIH CYOBEKTaM
PacKpBITh ACHCTBUTENbHBIN HICHTU()UKATOP TaHHOTO MOJIb30BATES.

B FPR PSE.2.2 aBropy I13/3b crnenyer maeHTHUIMPOBATH YUCIO TICEBIOHUMOB (OJUH
uin 6onee), koropoe ®BO crocoOHBI MPETOCTABUTD.

B FPR _PSE.2.2 aBropy I13/3b cnexyer nuaeHTHGHUIMPOBATH CIUCOK CYOBEKTOB, KOTOPHIM
®BO cnocoOHBI MPEJOCTABIIATh IICEBIOHNUMBI.

1.2.3.2.2 BoiGop

B FPR PSE.2.3 asropy I13/3b cnenyer crnenmudumupoBars, CO3AIOTCS IICEBJOHUMBI
¢bynkuusamu GezonacHoctd OO M BBIOMpAIOTCS CaMMMHU T0JIb30BaTeNAMU. MoKeT ObITh
BBIOpAH TOJBKO OJIMH U3 STHX BapUAHTOB.

1.2.3.2.3 Haznauyenue

B FPR PSE.2.3 amropy II3/3b cnenyer wuneHTUPUIIMPOBATH METPUKY, KOTOPOIl
YIOBIIETBOPsUI ObI ICEBJOHUM, co3AaHHbIH @BO 1y BEIOpaHHBIN OJIB30BATEIEM.

1.2.3.2.4 BuiGop

B FPR PSE.2.4 aBropy I13/3b cnenyer naeHTuuIMpoBaTh, MOTYT JIU YIIOJTHOMOYECHHBIN
I10JIb30BATENb U/UJIU T0BEPEHHBIE CYObEKTHI ONPEAETUTh MOMJIMHHOE UMS [T0JIb30BATEIS.

1.2.3.2.5 Haznauyenue

B FPR PSE.2.4 asropy II3/3b cnenyer maeHTuduuupoBaTrh CHHCOK YCIOBHH, MpH
KOTOPBIX JIOBEpEHHbIE CYOBEKTHI W YHOJIHOMOYEHHBIM I0Jb30BaTEb MOTYT OIPENEeINTh
MOJJIMHHOE MM T0JIb30BaTENsl Ha OCHOBE NPENOCTAaBICHHOW CCBHUIKM. TakMMM yCIOBUSMU

176



CT PK ISO/IEC 15408-2-2017

MOJKET OBITh «BpEMsi CYTOK» WM € MPaBOBOE YCIOBUE, HApUMeEp, NMpeaAbsBIeHUE CyIeOHOTO
MMOCTaHOBJICHHUS.

B FPR PSE.2.4 aropy II3/3b crnenyer wuaeHTHGUIIMPOBATH CIHUCOK JTOBEPEHHBIX
CyOBEKTOB  (HampuMmep, «HOTApUyC» WIH  «IIOJb30BaTelb, HMCIOIIUNA  CHEIHAIbHOE
paspelleHue»), KOTOpble MOTYT IMpU OINpPEAENICHHbIX YCIOBHUSIX Yy3HAThb MOMJIMHHOE HMS
10JIb30BATEII.

1.2.4 FPR_PSE.3 AnbTepHaTuBHasi ICEBJOHUMHOCTD

1.2.4.1 3ameyanus 10 NPUMEHEHMIO ISl OJIb30BaTeIs

B xomnonenTe FPR PSE.3 ®BO nomxHBI 00ecnieunTh, 4TOOBI IPEAOCTABIEHHAS CCHIIKA
OTBEYaJla OMPEJCICHHBIM MpaBUjIaM €€ CO3/IaHMsI U BCJIEACTBUE 3TOr0 MOTJIA MCHOJb30BaThCs
MOTEHIIMATIBLHO OMACHBIMU CyOBheKTaMu 0e3 HapyIeHus: 0€30MacCHOCTH.

Ecnu monp3oBaTens XO4YeT HCIONb30BaTh PECYpChl, HE PACKPBIBas CBOW HUICHTH(PHUKATOP,
TO MOXXET HMPUMEHATHCSA TCEeBAOHUMHOCTh. OHAKO HAa BCEM MPOTSDKEHUHU JIOCTyNa K CHCTEME
M0JIb30BaTeNb 00s3aH MCIOJIB30BaTh OAMH M TOT K€ IICEBJOHMM. Takoe ycIOoBHE MOXHO
CHenu(pUIMPOBaTh B 5TOM KOMIIOHEHTE.

1.2.4.2 Onepanun

1.2.4.2.1 Haznavenune

B FPR _PSE.3.1 aBropy I13/3b cnenyer crenuduuupoBaTh COBOKYITHOCTh MOJIB30BaTEICH
u/unu cyobekToB, oT koTopbix ®BO HeoOxonruMo npeaocTaBuTh 3auuTy. Hanpumep, naxe eciu
aprop [13/3b crnemuduiupyeT €IMHCTBECHHYIO pOJIb TOJB30BaTeNss wWin cyosekra, DBO
HE00XOIMMO MPEIOCTABUThH 3aLIUTY HE TOJBKO OT OTAEIBHOrO MOJIb30BATENs UIH CyOBEKTa, HO
U OT COBMECTHO JICHCTBYIOIIMX TOJb30BaTENel W/mim cyObekToB. Hampumep, COBOKYITHOCTH
MOJIb30BaTeNIe MOXKET SBISATHCS TPYIION MOJNb30BaTeNeH, BHICTYMAIONIUX B OJHOM M TOU ke
POJIM WJIN UCTIIOJIB3YIOIIMX OJIMH U TOT K€ IPOLIECC.

B FPR PSE.3.1 aBtopy II3/3b cieayer maeHTUGUIIMPOBATH CHUCOK CYOBEKTOB HW/HIIN
orepanui, W/uiam oOBEKTOB, Ui KOTOPHIX MOJUIMHHOE MMS TOJIB30BATENs JAHHOTO CyOBEKTa
ClIeTyeT 3allUTHTh, HAIPUMED, «IOCTYI K MPEAJIOKEHUIM TPYAOycTpoiicTBay. OTMETUM, UTO K
«0OBEKTaM» OTHOCST JIFOOBIE aTPUOYTHI, TIO3BOJISIONINE APYTHM ITOJIB30BATENSIM WIH CYOBEKTaM
PacKpbITh ACUCTBUTEIbHBIA UACHTU(PUKATOP TAHHOTO MOJIb30BATETIS.

B FPR PSE.3.2 aropy I13/3b crnenyer maeHTUPHUIMPOBATH YUCIO TICEBIOHUMOB (OIHMH
numu 6onee), koropoe @PBO cmocoOHBI TPEAOCTABUTD.

B FPR _PSE.3.2 aBropy I13/3b cnexyer uaeHTHGUIMPOBATH CIUCOK CYOBEKTOB, KOTOPHIM
®BO cnocoOHbI MPEAOCTaBIATh IICEBIOHUMBI.

1.2.4.2.2 BoiGop

B FPR PSE.3.3 aBropy II3/3b crnenyer cnenuduinupoBaTh, CO3IAIOTCS TCEBAOHUMBI
¢bynkusamu  6ezonacHoctd OO unu BRIOMPAIOTCS CaMUMHU TOJb30BaTeNsIMH. MoOXKeT ObITh
BBIOpAH TOJBKO OJIMH U3 STHX BapUAHTOB.

1.2.4.2.3 Haznauenne

B FPR PSE.3.3 amropy II3/3b crnegyer uIeHTHPHUIMPOBATH METPUKY, KOTOPOM
yIIOBJIETBOPSUT OBl TICEBAOHUM, co31aHHbIi DBO unu BRIOpaHHBIN MONTB30BATETIEM.

FPR PSE.3.4 asropy [I3/3b cnenyer wuaeHTU(UUUPOBATH CIHUCOK  YCIIOBUH,
YKa3bIBAIOUINX, B KaKUX CIydasX CCHUIKM Ha TOJUIMHHOE HMMS TOJb30BATENsl JOJDKHBI OBITh
OJIMHAKOBBI, a B KaKUX JOJDKHBI OBITh pa3IUYHBIMHU, HAMPUMEDP, «ECIU IMOJIH30BaATEIh
OCYILIECTBIISICT MHOTOKDPATHBIM BXOJ B Yy3€l CETH, OH OYyAeT HCIOJIb30BaTh OJUH U TOT XKe
MICEBJJOHUM).

1.3 HeBo3mo:xnoctb accounanuu (FPR_UNL)

1.3.1 3ameuanus AJ HOJIbL30BaTEJISA

CemeiictBo FPR _UNL oOecneunBaer, 4ToObl MOJb30BaTEb MOI HEOJHOKPATHO
UCIIOJIb30BaTh PECypChl WM YCIYTd, HE JaBas HUKOMY BO3MOXHOCTH CBSI3aTh BMECTE HX
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ucnosib3oBaHrne. HeBO3MOXKHOCTh acconuaniy OTIMYAETCs OT ICEBJAOHUMHOCTU TE€M, YTO IMPHU
IICEBJJOHMMHOCTH CaM II0JIb30BAaTEIb TAK)KE HEU3BECTEH, CBSI3U MEXKAY €ro paziIndHbIMU
JNEHCTBUSIMH HE CKPBIBAKOTCS.

TpeboBaHust HEBO3MOXKHOCTH aCCOLMAIMM MPEAHA3HAYEHBI IS 3alUThl UASHTH(PHUKATOpa
N0JIb30BaTENs OT NpUMeHeHus npodwisd onepauuid. Hanpumep, tenedonHas KoMIaHUs MOXET
OIPEJICJIUTh MOBEIECHUE IOJIb30BATENS TeNC(POHHOW KapThl, MCIOIb3YEMOH C €IMHCTBEHHOT'O
HoMepa. Eciin u3BecTHBI Ipoduian nenoabp30BaHus TenedoHa IpyIon Mojab30BaTeIel, To KapTy
MO>KHO CBSI3aTh C KOHKpPETHBIM ITosib30BareneM. COKpBITHE CBSI3M MEXAY pa3iIndHbIMU
oOpallleHUs MU 3a yCIyrod WM 3a JOCTYIIOM K pecypcy HpeAOTBPAaTUT HAKOIUIEHHWE MOJOO0HOH
uHpopMalnu.

B pesynbrate, TpeOoBaHMsS HEBO3MOXXKHOCTHU ACCOLMALMM MOTYT O3HA4aTh 3alllUTy
uACHTU(UKATOpAa CyObEKTa U MOJIb30BATENs Al HEKOTOpOil omepauuu. B mpoTuBHOM ciyuae
3Ta HHGOpMAaLH MOXKET OBITh MCIIOJIB30BaHA ISl CBSI3bIBAHUS ONIEpALIUH.

CemeiicTBO coiepKUT TpeOOBaHNE HCKIIIOYUTh YCTAaHOBJICHHUE CBSI3U MEXAY Pa3IMYHBIMU
onepauusMHu. JTa CBA3b MOXKET MpuolpeTaTh pasnuuHble popmbl. Hanpumep, ¢ nosnb3oBaTenem
acCOLMUpPYETCsl ONepauus WIM TEpPMHUHAJ, C KOTOPOrO WHMIIMHUPOBAHO JIEHCTBUE, WU
IPOAOIDKUTENBHOCTh BbINOMHEHUA JeiictBusa. Astrop [13/3b moxer cneuuduuuposars,
PACKPBITHIO KaKOTO TUIIA CBS3ei HE0OXO0ANMO MPOTHBOICHCTBOBATD.

Bo3Mo)kHBIE  NpPUIOKEHHS  BKJIOYAIOT B ce€0S  BO3MOXHOCTb ~ MHOTOKPATHOTO
HCII0JIb30BaHUs TICEBIOHMMA, UCKIIIOYAIOIIUE CO3AaHNE 111a0JI0HA UCII0JIb30BaHNUs, 110 KOTOPOMY
MO’KHO PACKPBITh UIEHTU(PUKATOP MOIB30BATEIS.

[IpumepamMu MOTEHLMATBHO BPAXKACOHBIX CYOBEKTOB WIIM II0JIB30BaTENIEH  SIBIISIOTCS
IIpoBaiiiepbl, CUCTEMHBIE ONEpaToOpbl, AOOHEHTHI CBA3M U MOJIb30BATENH, CKPHITHO BBOJSAIINE B
CUCTEMY OIIaCHbIE AJIEMEHTBHI (HaIpUMeEp, «TPOSHCKHE KOHM»). CaMu OHM HE€ BBINOJIHSIOT
olepaluu B CHCTEME, HO CTpeMATCs NOJIy4YuTh HHpopManuioo 00 onepauusx. Bce 3tu
HapyLIMTEIN MOTYT M3y4aTh 00pa3 JAeHCTBUI Moib3oBaTeNnel (Harpumep, Kakue Mojb30BaTeln
KakMe YCIyrd 3aKa3blBalOT) U 3JI0YyHOTpeOsaATh 3ToM uHpopmanueid. HeBo3MoXHOCTH
acCOIMALMU 3aIIMIIAET TOJIH30BATENCH OT COMOCTABJICHUS, KOTOPOE MOXKET OBITh MPOBEICHO
MEXIYy pa3lIU4YHbIMM JeHCTBUsAMU moTpeOutens. Hampumep, cepust Tene(oHHBIX BBI3OBOB,
C/ETIaHHBIX AHOHHUMHBIM NOTPEOUTENIEM IO Pa3JIMYHBIM HOMEpPaM, MOXET AaTh MH(OpMAaIUIo
JUIL PACKPBITHS €r0 UAECHTU(PHUKATOPA IO COYETAHUIO HOMEPOB.

1.3.2 FPR_UNL.1 HeB03MO:KHOCTBH accoluanuu

1.3.2.1 3ameyaHusi MO0 NPUMEHEHMIO LISl MOJIb30BATEJISA

Komnonenr FPR UNL.1 oGecmneunBaer, 4TOOBI TOJB30BATENM HE MOTJIH CBS3BIBATH
MEXy COOOH pa3IuyHbIe ONEpaLUU B CUCTEME U MOIy4aTh HH(POPMAIHIO.

1.3.2.2 Onepanun

1.3.2.2.1 Haznauenune

B FPR _UNL.1.1 aBtopy I13/3b caenyer crienudguiimpoBaTh COBOKYITHOCTb MOJIb30BaTeNICH
u/um cyobeKToB, 0T KOTOpbix @BO He00X0IMMO MPeaOCTaBUTh 3anuTy. Hampumep, naxe eciu
arop II3/3b cneunpunupyer eIUHCTBEHHYIO pOJIb IOJb30BaTens win cyobekra, PbO
HE00XO0IMMO MPENIOCTABUTDH 3ALIUTY HE TOJBKO OT OTAEIBHOIO IMOJIb30BATENS WU CyOBEKTa, HO
U OT COBMECTHO JEHCTBYIOIIMX TMOJb30BaTeNel W/wim cyobekToB. Hampumep, cOBOKYIMHOCTh
MOJI30BATENEH MOYKET SABJIATHCS TPYNIION IMOJB30BATENIEH, BBHICTYIMAIONIUX B OJHOM M TOM XKe
POJIM WJIM UCTIOJIB3YIOIIMX OJUH U TOT K€ IIPOLECC.

B FPR UNL.1.1 asropy I[I3/3b crnenyer uneHTU(UUUPOBATH CIHUCOK ONEpanui, Ha
KOTOpbIE CIIEyeT paclpOCTPaHUTh TpeOOBaHHE HEBO3MOXKHOCTH AacCOLMALlMK, HampuUMep,
«OTIIpaBKa 3JIEKTPOHHOM MOYTHI.
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1.3.2.2.2 BoiGop

B FPR_UNL.1.1 aBropy I13/3b cienyer BEIOpaTh B3aUMOCBSA3H, KOTOPBIE CIETYET CKPBITh.
DTOT BBIOOp TO3BOJSET CHENU(PUIMPOBATH HACHTU(PHUKATOP MOJB30BATENSI JTUOO OIEpaIuio
HA3HAYEHUS CIIUCKA COOTHOIICHHH.

1.3.2.2.3 Haznauenue

B FPR_UNL.I.1 aBropy II3/3b cneayer uaeHTU(UIMPOBATH CHHCOK COOTHOILIEHHIH,
KOTOpBIE CIIeyeT 3allMIIATh, HATPUMED, «ITOCIaHHBIE C OJTHOTO U TOTO K€ TEPMHUHAIAY.

1.4 CxpoiTHOCTH (FPR_UNO)

1.4.1 3ameuanus IJis M0JIL30BATEISA

Cemeiicteo FPR_UNO o6ecnieunBaet, 4ToObl MOJIH30BATENh MOT HCIOJIB30BaTh PECYPC
WU yCIIyTy 0€3 MpenoCcTaBiieHUuss KOMY-JIM00, B 0COOCHHOCTH TPEThel CTOPOHE, BO3MOXKHOCTH
3HaTh 00 UCHOJIB30BAHUHU PECypCa WIIN YCIYTH.

IMonxox k 3amure MACHTU(PUKATOPA MOJIB30BATENS] B 3TOM CEMEHCTBE OTJIMYAET €ro OT
OCTAJIHBIX CeMecTB aHHoro Kiacca. CKppIBaeTcsl (PaKT MUCIONB30BaHUS pecypca Wi yCIyTH,
a He UIEHTU(PUKATOP MOIb30BATEIS.

Jlnst peanu3ani CKPBITHOCTH MOTYT OBITh NMPUMEHEHBI pa3iuyHble MeTonabl. [Ipumepsl
HEKOTOPBIX U3 HUX:

a) pasMenieHune HHGOpPMAIMM, BIUAIONIEE HA CKPBITHOCTH. MHpopmarmio, KoTopyro
HEOOXOAMMO CKpBITh (HAampHUMep, YKa3bIBAIOUIYI0 Ha BbBIINOJIHEHUE OIEepaluu), MOXKHO
pazmectuts B OO pasznuunbiMu criocobamu. Mecto ee pasmenieHuss B OO MOXXHO BBIOMpATh
cilyyailHO, 4TOObl HAapyLIMTENb HE 3HAJ, KaKyl0 MMEHHO 4acTb CJelyeT aTakoBaTb. J[aHHYIO
MH(POPMAIIHIO MOKHO PACIPEAETUTh TaK, YTOObI HU B 0HOM yactu OO ee He OBUIO 0CTaTOYHO
JUI HapylIEHUs MPHUBATHOCTHU I0JIb30BAaTENs. DTOT CIOCOO paccMaTpUBAETCs B KOMIIOHEHTE
FPR_UNO.2 «Pacnpenenenre HHPOPMAIIUH, BIUSIONIEE HA CKPHITHOCTDY;

b) wmaccoBoe pacnpocTtpaHeHue uHPopManuH (MO JIOKAJBLHOH CETH, 10 Pajauo).
[losnb30BaTen HE MOTYT ONPEIEINUTh, KTO KOHKPETHO IOJIyYHMJ W MCIOJIb30BAJI JIAHHYIO
uHpopMannoo. ITOT METOA OCOOEHHO IOJIE3E€H B Clydyae, €clii UHPOPMALUIO CIEAyeT T0OBECTH
70 TOTO, KTO OIAcaeTcsi MOKa3blBaTh CBOI0 3aMHTEPECOBAHHOCTh B JIAHHOW HWH(OpPMALUU
(HampuMep, 4yBCTBUTEIbHON MEIUIIMHCKOM HH(pOpMaLun);

C) Kpunrorpaduyeckas 3amUTa U IOTOJHEHHE COOOUMeHNH He3Hauameid mH(opMaime.
ITyrem HaOnrOAE€HUS 32 MOTOKOM COOOIIEHHHM MOXKHO M3BJIeYb MH(OpMaIUIO U3 camoro ¢akra
nepenayn COOOIIEHUsT M ero aTpuOyTOB. 3alIUTy MEepeaaBacMbIX COOOIICHUH W UX aTpUOyTOB
MOKHO 00€CHeuuTh MOCPEACTBOM JOMOJHEHUs Tpaduka U caMHUX COOOIIEHUH He3Haualen
nHbopManuei uiH muppoBaHus.

WNHorpa nonb3oBarenel He cienyeT AONYCKaTh K HaOJMIOAEHUIO 3a MCIIOJIb30BaHHEM
pecypcoB, a YHNOJHOMOYEHHBIM IIOJb30BATENsSIM Takoe HaOMIoJeHHe HEoOXOIuMo i
UCIIOJIHEHUSI CBOMX oOOsi3aHHOCTEd. B 3TOM ciiyuae MOXKET MPUMEHSTHCS KOMIIOHEHT
FPR UNO.4 «OTKpbITOCTH Ul YHOJHOMOYEHHOI'O I0JIb30BaTENsN», KOTOPBIA IMPENOCTaBIsSIET
3Ty BO3MO>KHOCTh OJTHOMY WJIM HECKOJIbKMM YIIOJTHOMOYEHHBIM I10JIb30BATENISAM.

B nanHom cemeiicTBe ucnonb3yercs noustue «dactb OOx. Ilon Heil monpasymeBaercs
kakas-1u60 yacte OO, oTAeneHHass GU3NUECKH WK JJoTuuecku ot apyrux yacreid OO. B ciyqae
JIOTHYECKOTO OT/AETCHUS MOXKET ObITh yMecTHO npumenenue cemerictsa FPT SEP «Pa3nenenue
JIOMEHa».

CKpBITHOCTB CBsI3€il MOXKET OBbITh BaXXHBIM (PAKTOPOM BO MHOTHX OOJACTSAX, TaKMX Kak
OCYILIECTBIICHNE KOHCTUTYLIMOHHBIX MPaB, MOJIUTUKA OpPraHU3a[UH WJIN IPUIIOKEHUS, CBSI3aHHBIE
¢ 000POHHBIMH BOIIPOCAMHU.

1.4.2 FPR_UNO.1 CkpbITHOCTH

1.4.2.1 3ameyaHusi MO0 NPUMEHEHMIO JISI 10JIb30BATEJISA

Komnonenr FPR UNO.1 cogepxut TpeOoBaHHS HEJONMYCTUMOCTH HaOJIOJEHUS
HEYNOJHOMOYEHHBIMM  MOJb30BAaTEIsIMM 32  HCIHOJB30BAHHMEM YCIYyIM HWIH  pecypca.
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JlomoJIHUTENBHO K 3TOMY KOMIOHEHTY aBTopy 113/3b MoxkeT moTpeGoBaThCst «AHAIU3 CKPBITHIX
KAaHAaJIOBY.

1.4.2.2 Onepanun

1.4.2.2.1 Haznauyenue

B FPR_UNO.1.1 aBtopy I13/3b cnenyet cnenuduinrpoBatb COBOKYITHOCTh MOJb30BaTENICH
u/unu cyobekToB, oT KoTopeix BO HeoOxoanMo npenocTaBuTh 3amuTy. Hanpumep, naxe ecinu
asrop I[13/3b cnenmuduumupyer €IUHCTBEHHYIO pOJb TOJb30BaTeNlsd Wi cyobekta, DPBO
HE00XO0AMMO IPEOCTABUTD 3AIIUTY HE TOJBKO OT OT/AEIBHOTO MOJB30BaTeNsl WIH CyOBeKTa, HO
U OT COBMECTHO JEWUCTBYIOIIMX IOJb30BaTeNield W/ cyOheKkToB. Hampumep, COBOKYITHOCTH
IIOJIB30BATEIEH MOKET SBJIATHCS TPYIIION IOJIB30BATENEH, BBICTYNAIOIINUX B OJHOW U TOW Ke
POJIM WIIM UCTIOJIB3YIOIIMX OJTHU U T€ XK€ IPOLIECCHI.

B FPR UNO.1.1 aBtopy II3/3b crneayer uaeHTU(UIMpPOBATH CHHCOK OINEpaunui, Ha
KOTOpPBIE PACHpPOCTpaHseTcs TpeOOBaHME CKPBITHOCTU. Toraa Apyrue mojb30BaTENN/CyObEeKThI
HE CMOTYT Ha0JII0aTh 3a YKa3aHHBIMHU B CIIHCKE ONEpPAIMsIMU HaJ CIICHU(PHIIMPOBAHHBIMU HIKE
o0beKTamMu (HampuMep, 3a YTEHUEM U 3aMHChI0 Ha 00BEKTE).

B FPR UNO.1.1 aBropy II3/3b cnenyer uaeHTH(UIMpPOBATH CIUCOK OOBEKTOB, HA
KOTOpbIE paclpocTpaHseTrcs TpeOoBaHHE CKpBITHOCTH. IIpuMepoM MokeT ObITh KOHKPETHBIN
cepBep INEKTPOHHOU nmouThl win FTP-cauT.

B FPR _UNO.1.1 aBtopy I13/3b cneayer cnenuduiimpoBaTh COBOKYITHOCTb 3aIIUIIAEMbIX
MOJIb30BaTeNe W/UiH CYOBEKTOB, CKPBITHOCTh MH(GOpPMAIMKA KOTOPBIX OyneT o0ecreynBaThes.
ITpuMepoM MOXKET OBITh: «I10JIb30BaTENH, OJYYUBIINE TOCTYII K cUCTeMe uyepe3 MIHTepHeT».

1.4.3 FPR_UNO.2 Pacnpeznesienne nHpOpMaLMH, BJIUsSIOLIEEe HA CKPBITHOCTh

1.4.3.1 3ameyaHusi 10 NPUMEHEHMIO LISl TOJIb30BATEJISA

Komnonenr FPR UNO.2 coxepxutr TpeOoBaHHS HEAONYCTUMOCTH HAOIIOICHHS
OIIpEeICIICHHBIMH IT0JIB30BATEIISIMH 3a UCIIOJIBb30BaHUEM YCIIyTH WK pecypca. Kpome Toro, B Hem
oTpeeNAeTcs], Kakasi MHpOpMalus, CBA3aHHas C IPUBATHOCTHIO MOJIb30BATENS, paCTIPEIEIsIeTCs
B OO Tak, 4T00bl HApYIINUTENIb HE MOT YCTaHOBUTH, B Kakoi MMeHHO yacTu OO oHa colepKUTcs,
WK ObUT BBIHY)K/IEH aTaKoBaTh HECKOJIbKO yacTeil OO.

[IpuMepoM HCIIONB30BaHMS ITOr0 KOMIIOHEHTa SBISETCS CiydailHbI BBIOOp y37ma uis
MIPEIOCTABIIEHUS YCIYTH. B 3TOM ciiyyae B KOMIIOHEHTE MOKET OBITh YCTaHOBJIEHO TPEOOBaHUE,
4TO0 UH(pOpMaLKs, CBI3aHHAs C MPUBATHOCTbIO MOJIb30BATENsA, JOJKHA ObITh TOCTYIHA TOJIBKO B
onHo uneHTHGUIMpoBaHHOK yacTu OO, HE pacTIPOCTPAHSSACH 32 €€ TPEICIBI.

bonee cnoxHBII IpUMEp CBA3aH C HEKOTOPBIMU «AJITOPUTMAMHM TOJOCOBaHUSA». B
MIPEIOCTABIIEHUU YCIYyTH MPUHUMAIOT y4acTue Heckoiabko yacteir OO, HO HHUKakas OTAEIbHas
gacTe OO He CMOKeT HapyLIUTh NPUHATYIO MONUTUKY. Kakoe-1100 1o MOXeT NpUHATH (MIn
HE MpPHUHATH) y4yacTHE B TOJOCOBAHMHU; INPH 3ITOM HEBO3MOXXHO Oe3 ucnoib3oBanus OO
OTIpEEIUTh PE3ybTaT FOJIOCOBAHUS U €r0 y4acTHE B FOJIOCOBAHUU (€CIIU TOJIOCOBaHHUE HE OBLIO
€IMHOTJIACHBIM).

B nomonmuenne k sromy kommoneHTy aBTopy [13/3b mMoker morpeboBaThest «AHamu3
CKPBITBIX KaHAJIOBY.

1.4.3.2 Onepauun

1.4.3.2.1 Hazna4yenune

B FPR_UNO.2.1 aBropy I13/3b cnenyer cnenuduuupoBaTtsh COBOKYIHOCTb M10JIb30BATEIEH
u/unu cyobekToB, oT koTopelx ®BO HeobxoanMo npenoctaBuTh 3amuTy. Hanpumep, naxe eciu
asrop [13/3b cnemuduumupyer €IUHCTBEHHYIO pOJb TOJb30BaTeNlsd Wi cyobekta, PBO
HE00X0AMMO NPEIOCTABUTh 3AIUUTY HE TOJBKO OT OTIEJIBHOrO IMOJIb30BATEN WK CyOBEKTa, HO
U OT COBMECTHO ACHMCTBYIOUIMX IOJb30BaTeNell u/uimn cyobekToB. Hampumep, cOBOKYNHOCTh
II0JIB30BATEIEN MOXKET SBIATHCS TPYIIION IOJIB30BATENEH, BBHICTYNAIOIUX B OJHOM U TOU ke
POJIM WJIM UCHOJIB3YIOIIMX OJIHU U T€ YK€ MPOIIECCHI.
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B FPR UNO.2.1 asropy [13/3b crnenyer uaeHTHQUIMPOBaTH CHHCOK ONEpaluid, Ha
KOTOpBIE pacrpocTpaHseTcss TpeOoBaHME CKPHITHOCTH. Toraa Apyrue MoJb30BaTeNN/CyOheKThI
HE CMOTyT HaOJI0IaTh 3a OmepanusMd Haa OOBEKTOM W3 CHEHH(PHUIIMPOBAHHOTO CIHCKA
(Hampumep, 32 YTEHUEM U 3aIUCHIO).

B FPR UNO.2.1 amropy II3/3b cnenyer wuaeHTHPHIIMPOBATH CIUCOK OOBEKTOB, Ha
KOTOpBIE paclpocTpaHsercs TpeOoBaHHE CKpPHITHOCTH. IIpuMepoM MoOKeT ObITh KOHKPETHBIN
cepBep ANEKTPOHHOU mouThl win FTP-cauT.

B FPR_UNO.2.1 aBropy I13/3b cienyer cneunduimpoBaTh COBOKYITHOCTb MTOJIb30BATENCH
W/UIM CyOBEKTOB, CKPBITHOCTh HWH(MOpPMAIMU KOTOPHIX OyneT oOecneduBaThCs, HApUMeEp,
«T10JIb30BATENH, MOTYYHUBIINE JOCTYI K cucTteMe uepe3 MHTepHeT.

B FPR UNO.2.2 asropy II3/3b cnenyer uaeHTHUIIUPOBAThH, paclpeeieHHe KaKou
uHpOpMalUY, CBS3aHHOH C MPHUBATHOCTBHIO, CIEAYEeT KOHTpoJaupoBaTh. IIpumepom Takoit
unpopmanuu sBisroTcs  [P-angpec cyOwekra, IP-agpec oObekTa, Bpems, HCIOJIb3yeMbIe
KPUNTOTpapUUECKUE KITFOYH.

B FPR UNO.2.2 aBropy I13/3b cnexyer cnenuduimpoBarh yCIOBHS paclpOCTpaHEHUS
yKa3aHHOW MHQOpPMaUMU. DTHU YCIOBUS CIEAYeT IMOAJCPKHBATH BCE BpPEMS CYIIECTBOBAHHUS
MpUBaTHOM MH(OpPMALIMU TOJIb30BATENs B KaKIOM ciydae. [IpuMepamu Takux YCIOBUH MOTYT
OBITH cIeIyonme: «MHPOPMAaLUs JODKHA OBITh PEACTABICHA TOJIBKO B OJTHOM M3 pa3/IeIeHHBIX
gacteid OO U He JNOJDKHA NEepenaBaThCcsl 3a ee Mpelenb»; «iuHbopMalus I0HKHA MpeObIBaTh
TOJILKO B OJHOM M3 pazzaeiieHHbIX yactedl OO, HO JO/KHA NepenaBaThCsl B JPYIME €ro 4acTH
MEePUONYECKH»; «HH(OpMAIIH T0JKHA paclpeleaThes MeX Iy pa3audHbiMu yacTsamu OO Tak,
9TOOBI HapyIIEHHE 3alIUTHI JIOOBIX MATH OTAENbHBIX yacTeil OO HE MPUBOAMIO HAPYIIEHUIO
MOJINTUKU O€30MaCHOCTH B LIETIOM).

1.4.4 FPR_UNO.3 CkpbITHOCTH 0€3 3anpoca nHGopmManuun

1.4.4.1 3ameyaHusi 10 NPUMEHEHMIO LISl OJIb30BATEJISA

Komnonenr FPR _UNO.3 npumensiercss st tpe6oBanusi, uroosr ®bO He cTrpeMuinch
MOJIYYUTh HWHEGOPMALIMIO, KOTOpass MOXKET HapYIIUTh CKPBITHOCTh MPU MPEIOCTaBICHUU
ornpeneneHHbIX ycnyr. [Toatomy @BO He OyayT 3ampammuBaTh (TO €CTh CTPEMUTHCS TTOIYIUTh U3
JIPYTUX HMCTOYHHMKOB) WH(GOpMAIUIO, KOTOpas MOXKET ObITh HCIOJb30BaHA sl HapyLICHUS
CKPBITHOCTH.

1.4.4.2 Onepanuu

1.4.4.2.1 Haznauenue

B FPR_UNO.3.1 aBtopy I13/3b cneayer naeHTnUIMpOBaTh CIIUCOK yCIYT, HA KOTOpBIE
pacnpocTpaHseTcsl TpeOOBAHUE CKPBITHOCTH, HAIIPUMED, «IO0CTYI K OIUCAHHUIO padoT».

B FPR UNO.3.1 aBropy I13/3b cneayer umeHTU(UIMPOBATH CHHCOK CYOBEKTOB, OT
KOTOpBIX MPHU MOJYyYEeHUHU CHEHU(UIUPOBAHHBIX YCIYT CIeAyeT 3alluiiaTh HHPOpMAIHIO,
CBSI3aHHYIO C IPUBATHOCTHIO.

B FPR UNO.3.1 aBropy I13/3b cnenyer cnenuduiupoBars nHGOpMAIIHMIO, CBI3aHHYIO C
MPUBATHOCTBIO, KOTOpas OynIeT 3alMIeHa OT CHEHHU(HUIMPOBAHHBIX CYOBEKTOB. JTO MOXKET
ObITh UIEHTH(PHUKATOP CyOBEKTa, MOJYYAIOIIErO YCIYTY, WM XapaKTePUCTHKHU MOJIy4YEeHHOM
YCIIyTH, HalIpUMEp, UCII0JIb30BAHHBIN pecypc MaMsTH.

1.4.5 FPR_UNO.4 OTKpBITOCTH AJI51 YHOJTHOMOYEHHOI'0 M0JIb30BaTe/Ns

1.4.5.1 3ameuanusi Mo NPpUMEHEHMIO 1JIs1 TOJIb30BATEJIA

Kommonentr FPR _UNO.4 npumensiercss uis NpeAOCTaBICHUS TMpaBa HAOMIOACHUS 3a
HCIIOJIb30BAHUEM PECYPCOB OJHOMY HJIM HECKOJIBKUM YIOJHOMOYEHHBIM IoJb30BaTeisiM. bes
3TOr0 KOMITIOHEHTa BO3MOKHOCTh HAOJIOJICHHSI IOTYCKAETCsl, HO HE SIBISIETCS 00s13aTENIbHOM.

1.4.5.2 Onepauun

1.4.5.2.1 Haznauenne

B FPR UNO.4.1 aBropy II3/3b crnemyer cneuuduuupoBath COBOKYITHOCTh
YIIOJTHOMOYEHHBIX MOJb30BaTeneil, koropbiMm ®bO HE0OX0AMMO MPEAOCTaBUTH BO3MOKHOCTH
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HAOJIOZCHUST 3a WCIOJNB30BAaHUEM pECypcoB. OTO MOXKeT ObITh, HampuMep, Tpymma
YIIOJIHOMOYEHHBIX I0JIb30BaTeIeH, UCIOMHAIOMMX OJHY M Ty K€ POJIb HJIM HCHOJIb3YIOIIUX
OJTHM M T€ Y€ MPOLIECCHI.

B FPR UNO.4.1 asropy II3/3b cnenyer crnenuguuupoBats CHUCOK PECYPCOB W/WIH
yCIyTr, BO3MOXHOCTH HAOMIOAEHHS 3a KOTOPHIMH HEOOXOIMMa  YIIOJIHOMOYEHHOMY
MIOJIb30BATEIIIO.
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Ipuinoxenne J
(obs13amenvhoe)

3ammra ®BO (FPT)

Knacc FPT conepxut cemelicTBa (DyHKIIMOHAIBHBIX TpeOOBaHMUH, KOTOPHIC CBSA3AHBI C
LETIOCTHOCTBIO U YIIPaBICHUEM MeXaHU3MaMH, peann3oBanHbIMU B @BO, He 3aBHCA TpU TOM OT
ocobennocteit 1160, a Taxke ¢ nenoctHocThIO JaHHBIX PBO, He 3aBuCA OT crenuuIecKoro
coaepxkanusi naHHbIX [IBO. B HekoTOpOM CMBICIE, KOMIOHEHTBI CEMENCTB 3TOrO Kiacca
OyOnmupyroT KOMMOHEHThl W3 kimacca FDP «3amurta maHHBIX TOJIB30BaTeNs» W MOTYT Jaxe
HUCIOJIE30BAaTh OJIHU U Te ke MexaHu3Mbl. OqHako kiacc FDP «3ammra gaHHbIX DOJIL30BaTEII)
HalleJIeH Ha 3alllUTy JAaHHBIX MoJib3oBaTelns, B To BpeMms kak kiacc FPT «3ammra ®BO» - Ha
samuty gaHHeIX @BO. daktuuecku, kommnoHeHTH U3 Kiacca FPT «3amura ®bO» HE0OX01MMBI
IUISL peanu3annu TpeOoBaHU HEBO3MOXKHOCTH HapylieHus U ooxona nonmutuk @b nannoro OO.

B pamMkax JaHHOTrO KJj1acca BBIACIAIOTCS TP BaxkHble cocTaBHbIe yacTh OBO:

a) abcrpaktHas mamumHa ®BO, TO ecTh BuUpTyanpHas WM (QHU3MUECKas MalIMHA, Ha
KOTOPOU BBINOJIHSIETCS olleHnBaeMas peannszanus ObO;

b) peammzamust ®BO, kKoTopasi BINONHSAETCS HAa aOCTPAaKTHOW MalIMHE M pealu3yer
MeXaHu3Mbl, ocymiecTBisgtonue [1b0;

c) nanHsle @OBO, koropble SBIAIOTCS aJMUHUCTPATUBHBIMM 0a3aMu JIaHHBIX,
yrnpasisionuMu ocymiectieHueM [15O.

Bce cemeiictBa B kiacce FPT «3amura @BO» M0OKHO cBA3aTh ¢ 3TUMHU TPEMS YaCTSIMU U
CTPYIIHUPOBATH CIEAYIOIIMM 00pazoM:

a) FPT PHP «®wusnueckas 3ammra @OBO» mnpenocTtaBiseT YHIOJIHOMOYEHHOMY
MOJIb30BATEII0 BO3MOYKHOCTh OOHApyXeHMsI BHEHIHMX arak Ha Te vactu OO, koTophie
peanuzytotr OBO;

b) FPT TEE «TectupoBanue BHemHux cyuHoctei» u FPT TST «CamorectupoBanue
@®BO» npenocTaBisAIOT YIIOTHOMOYEHHOMY II0JIB30BATENI0 BO3MOXHOCTh BEPH(PHUIIMPOBATH
MPaBWIBHOCTH omepanuil 0a30Boil abctpakTHoi MamuHbl 1 PBO, a Takke 1EI0CTHOCTD
IaHHBIX U BhIMOJIHSIeMOro koga ®BO;

c) FPT RCV «Hanexnoe Boccranosienue», FPT FLS «be3onmacHocts mpu cboe» u
FPT TRC «CornacoBanHocTh naHHbix @®BO mnpu ayomupoBanmm B mpenenax OO»
onpeAenstoT pexuM BbinogHeHHs PBbO npu BO3ZHUKHOBEHHU cOOSI U HEMOCPEACTBEHHO
IIOCJIE HETO;

d) FPT ITA «[octynHocTs skcmoptupyembix aganHbeix  ®PBO», FPT ITC
«KonbpunenuuanpsHocTh dkcnoptupyeMbix aaHHbIx DBO» um FPT ITI «llenoctHOCTh
skcroptupyeMbix qaHHbIx @BO» onpenensroT 3amuTy 1 1ocTynHocTh JaHHBIX PBO npu ux
obmene mexy ®bO 1 ynaneHHbIM 10BepeHHBIM TTpoykToMm IT;

e) FPT ITT «llepenaua nanubix ®BO B npenenax OO» npegHa3zHAuEHO AJIS 3aIUTHI
nanabix OBO npu ux nepenade mexay Guzndecku pazaeiaeHHbIMU yacTaMu OO;

f) FPT RPL «OOHapyxeHHEe MOBTOPHOIO HCIOIb30BAHUSL) COIAEPKUT TpeOOoBaHUE
3aIUTHI OT MOBTOPHOTO KCIIOJI30BAHUS PA3IMUHBIX THIIOB WH(OPMALIUN W/WIIH OTepaIuii;

g) FPT _SSP «lIpoTokosn CHMHXpPOHH3ALMK COCTOSHUN» OIpEnesieT CUHXPOHMU3AIUI0
COCTOSIHMI MEXIy pa3IMuHbIMU YacTAMHU pacnpeaeneHHblx PbO Ha ocHoBe nanHbIX OBO;

h) FPT STM «MeTku BpeMeHU» NPEOCTaBIsSET Ha/IeKHbIE METKU BPEMEHH;

1) FPT _TDC «CornacoBanHocts AaHHbix ®BO mexny PBO» mpeanaznaueHo amis
cornacoBanus AaHHbIX Mexay @BO u ynaneHHbIM J0oBepeHHBIM MpoaykToM IT.

Hexomnosuiusg knacca FPT «3amura ®bO» Ha cocTaBIfgomue €ro KOMIIOHCHTBI
MokaszaHa Ha pucyHke J.1.

183



CT PK ISO/IEC 15408-2-2017

i FPT_AMT: TectupoBanue 6a30B0ii aGCTPaKTHOH MAIIHHBI :r----ai 1
! FPT_FLS: BesonacHocTs pu c60e I B
' F PT _ITA: JoctynHoCTb 3kcniopTHpYeMbIX JaHHBIX DBO I il i
i FPT _ITC: KonduneHnnaabHOCTh SKCIOPTUPYEMBIX TaHHBIX i ____j 1
| ©BO A
i FPT_ITI: 1lenocTHOCTb SKCIIOPTHPYEMBIX AaHHBIX PBO i'""‘i 1 E——-—~:~ 2
OOt B S SR SR
__________________________________________________________________ AT b2
! FPT_ITT: [epenaua mauubix ®BO B npexenax OO :K:" bocood e
___________________________________________________________________ ‘ﬁ 3 i
e eeee et NP RNl
i FPT_PHP: ®usuueckas 3aumra ®BO L:" Loooed Lo
___________________________________________________________________ \\‘: 3 i
Lo
b 2 bl 3
__________________________________________________________________ y A b P !
! FPT_RCV: HazexHoe BOCCTAHOB/ICHIE :g\” B bt bt
T
i FPT_RPL: O6GHapysKkeHHe TOBTOPHOTO HCIOIb30BAHMS E, ..... i 1
| R
i FPT_SSP: IIpoTOKOI CHHXPOHH3AIIMK COCTOSHHIA :r—-——~§ 1 i‘“"i 2
L B SR S RO
i FPT_STM: MeTku BpeMeHH é______i 1
b e 22 :._____:
i FPT_TDC: CornacoBanHocTs ganHbIX PO Mexay PBO ;——-——E 1
b e 22 :._____:
i FPT_TRC: ComacoBanHOCTb JanHbiXx ®BO 1pu i _____ b i
! y6nuposanuu B npeaenax OO | ' i
O SN A
! FPT_TST: CamorectupoBanue ®BO i ————— i1 i
b e 22 :._____:

Pucynoxk J.1 - lekomno3unus kiaacca FPT «3ammura ®BO»

J.1 bezonacnocts npu cooe (FPT_FLS)

J.1.1 3ameuaHust VIS OJIb30BATEJISA

TpeboBanust cemeiictBa FPT FLS o6ecneunBaror, uyto6sr OO He Hapymain CBOIO
noJIMTUKY Oe3onacHocTy pu c6osix PO uaeHTHuGUINPOBAHHBIX TUIIOB.
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J.1.2 FPT_FLS.1 Co6oii ¢ coxpaHeHueM 0€30IIaCHOr0 COCTOSIHUS

J.1.2.1 3ameuaHus MO NPUMEHEHHUIO /ISl N10JIb30BaTeJIsl

TepmuH «0e30MacHOE COCTOSTHHUE» OTHOCUTCSA K COCTOSIHHUIO, MpU KoTopoM jaanHbie PBO
HenpoTuBopeunBsl 1 PO npopomkarT koppekTHoe ocyuiectsieHue I[160.

[Ipu cbosix ¢ coxpaHeHHeM 0€30IaCHOI0 COCTOSIHUS JKeJIaTeNIbHO MPOBEACHHUE ayauTa, 3TO
BO3MOJKHO HE BO Bcex curyauusax. Asropy 113/3b cnexyer cnienuduuupoBars Te CUTyaluu, Ipu
KOTOPBIX MPOBEJICHNUE ayANTA KEIATENBHO U BBIITOJIHUMO.

Coou ®BO moryr BKkIOYAaTh B ceOsi ammapaTHble OTKa3bl, KOTOpbIE YKa3bIBAIOT Ha
HapylIeHHe pexuMa padoThl 000pynoBaHUA H TPeOYIOT aBapUHWHOW TOAMCPKKA WU
BoccraHoBieHus @bO. Coou ®BO moryT BKiIOUaTh B ceOs TakKe yCTpaHUMBbIE MPOrpaMMHbIE
OTKa3bl, TOCJIC KOTOPBIX TPEOYyeTCs TOIHKO MHUITMATU3AIIMS WIH MMOBTOPHBIN 3amyck OBO.

J.1.2.2 Onepanuu

J.1.2.2.1 Haznauenmue

B FPT FLS.1.1 aBropy II3/3b cnemyer mpuBectu crnucok TumoB cboeB ®BO, mpu
KOTOPBIX JIOJDKEH OBITh «Oe3omacHbli cOoity DPBO, Tto ectb ®BO coxpanunu Oe3omacHoe
COCTOSIHME U MTPOJOJIKAIN KOPpeKTHO ocyuiecTBisATh [1BO.

J.2 JoctynHocTh 3kcnoprupyembix 1anHbix @O (FPT_ITA)

J.2.1 3ameuanus 1J1s1 NOJIb30BaTEIsI

CemeiictBo FPT ITA onpepenser mnpaBwia NOpPeaOTBpPALIEHUS MOTEPU JTOCTYMHOCTH
nanHslx @BO, nepenaBaembix Mexay @BO u ynaneHHsIM JoBepeHHBIM npoayktoMm IT. Oto
MOTYT OBITh, HapUMep, KpuTUuHbIe TaHHble B0, Takue Kak MapoJiv, KIIOYHY, JaHHbIE ayIuTa
unu BeinosHseMbii ko OBO.

DTO CeMENCTBO HCIOJIb3YIOT B paCIpeleeHHbIX cucteMax, ecnu @bO npenoctaBisitoT
CBOM JlaHHbIE YJAJIEHHOMY J0BepeHHOMY MpoiaykTy IT. ®BO Moryr npeanpuHsTh MeEphI
0€30MMacCHOCTH JIMIIb CO CBOEH CTOPOHBI U HE MOTYT HECTH OTBeTCTBeHHOCTH 3a ®BO apyroro
noBepeHHoro npoxaykra IT.

Ecnan nmeercst HECKONBKO PA3IMYHBIX METPUK JOCTYMHOCTH ISl pPa3HbIX THUIIOB JAHHBIX
®BO, 3TOT KOMIIOHEHT CJIEIyeT MOBTOPUTH Ul KaXKIOW OTIENbHOM Mapbhl «METpPUKA - THII
na"HHBIX DBOy.

J.2.2 FPT_ITA.1 J[locrynHocTth »J3Kcnoptupyembix aaHHbix P®BO B mnpegenax
3aJaHHOI METPUKH

J.2.2.1 Onepanuu

J.2.2.1.1 HazHna4yenue

B FPT ITA.1.1 asropy II3/3b cnenyer cneundpunupoBars Tumnbsl aaHHbix DBO, Ha
KOTOPBbIE PacpOCTpaHsAETCs METPUKA TOCTYITHOCTH.

B FPT ITA.1.1 aBtopy II3/3b cneayer cnenuduiupoBatb METPUKY IOCTYIMHOCTH IJIS
cooTBeTcTByrOIUX JaHHBIX OBO.

B FPT ITA.1.1 aBropy II3/3b cnemyer cnenudummpoBaTh YyCIOBUS, IMPU KOTOPBIX
HE00X0AUMO 00ECTIeYUTh JOCTYIMHOCTh. DTO MOXET OBbITh, HANpPUMEP, HAIUYHE CBS3U MEXIY
OO u ynaneHHbIM J0BEpEeHHBIM ITpoayKToM IT.

J.3 KonpuaenuunajabHocTs 3kcnoprupyemsix 1anubix PO (FPT_ITC)

J.3.1 3amMeuaHus JJ1s MOJIb30BaTE I

Cemeiicteo  FPT ITC ompenenseT  OpaBuia  3amUThl  AaHHbIX  DBO oT
HECaHKIIMOHUPOBAHHOTO PACKPHITUA Tpu mnepenade Mexay ®bO u ynaneHHBIM JTOBEPEHHBIM
npoaykroM [T. Dto Moryr ObITh, Hampumep, KpuTHuHble AaHHble PbO, Takue Kak Mapoiw,
KJIFOYH, TAHHBIE ayIuTa WK BeIMOIHSAeMbIN Ko OBO.

JlaHHO€ CeMeICTBO UCIOJB3YIOT B paclpeesieHHbIX cucTteMax, eciu @bO npenocTtaBisior
CBOM JlaHHbIE YJAJIEHHOMY J0BepeHHOMY Mpoiaykty IT. ®@BbO Moryr mnpeanpuHsiTh MeEpbI
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0€30MMacHOCTH JIMIIb B CBOEH 00JIaCTH AEMCTBHS U HE MOTYT HECTH OTBETCTBEHHOCTh 3a DBO
Apyroro nosepeHHoro mpoaykra IT.

J.3.2 FPT ITC.1 KonduaeHuuajJabHOCTh JIKCHOPTHPYeMbIX AaHHbIX ®BO mnpm
nepenaye

J.3.2.1 3ameuanusa aJ19 ONEeHIIMKA

Kondunenmmansnocts ganabix ®BO Bo Bpemst epenaun HeOOXOAMMA TSl UX 3alIUTHI OT
packpbITusi. Bo3mokHbIe crocoObl oOecrieueHus] KOH(PHUACHIIMAIBHOCTH BKJIIOYAIOT B ce0s
IpUMEHEHHe Kpunrorpaduu, a Takke JPYruX MeETOO0B, BBIOOP KOTOPBIX IOCTOSHHO
pacumpsieTcs.

J.4 llerocTHOCTBb 3KcIOpTHPYeMbIX JaHHBIX PBO (FPT _ITI)

J.4.1 3ameuanus 1J1s1 NOJIb30BaTEIsI

Cemeilicteo  FPT ITI  ompemenser  mpaBwia  3amuThl  gaHHeix  DBO oT
HECAHKIIMOHMPOBAHHOW Moaudukanuu npu nepenaue mMmexxay ®bO u ynaneHHBIM 10BEpEHHBIM
npoayktoMm IT. 3To MoryT ObITh, HanpuMep, KpUTHUHBIC HaHHBIe DBO THMa maposel, KIrove,
JAHHBIX ayUTa UK BeimosiHgemoro koaa ®bO.

JlaHHOe CEeMEHCTBO HCIOJIB3YeTCsl B pacnpeielieHHbIX cucremax, eciu  ObBO
IIPEIOCTABIIAIOT CBOM JaHHbIE YyAaJeHHOMY JoBepeHHoMy mnpoaykry IT. Otmerum, uto
TpeOOBaHUsA, CBA3aHHbIE C MoaudUKanMeld, OOHapy)KEHHEM WIM BOCCTAaHOBICHHEM H
OTHOCAIINECS K YNAJICHHOMY JOBEepeHHOMY MpoaykTy IT, HeBO3MOXHO crenupuIrpoBars,
IIOCKOJIbKY 3apaHee He M3BECTHbl MEXaHHM3Mbl, KOTOpble OyAyT HCIIOJIb30BaHbl B YIaJICHHOM
nosepeHHoM npoaykre IT. IToaromy 3Tu TpeOoBaHuUS BBIPAKEHBI B TEPMUHAX «IIPEIOCTABICHUS
®BbO BO3MOKHOCTHY», KOTOPYIO MOKET UCIOJIb30BaTh yJAJICHHBIN TOBEPEHHBIN NpOoayKT IT.

J.4.2 FPT_ITI.1 O0napy:xeHue MoauduKauuu IKCHOPTUPYeMbIX JaHHBIX PBO

J.4.2.1 3ameuyanusi N0 NpUMEHEHUIO JJISl MOJIb30BaTEsI

Komnonent FPT ITI.1 cunegyer wucnonp3oBaTh B CHUTyalMsX, KOIZla JOCTaTOYHO
oOHapyXuTh QakT MoAu(UKanuu JaHHBIX. [[pumMepoM sBIsSeTCA CUTYalus, KOT/Aa Y YAaJIEeHHOTO
nosepeHHoro npoaykra IT umeercs Bo3moxHOCTH 3anpocuth ®PBO 0 MOBTOpeHMM Nepeaadu
JAHHBIX IPU OOHAPYKEHUU X MOAU(UKALUU WM YAOBIETBOPUTH aHAJTOIMYHBIHN 3a1poc.

KenatenpHast cTOiiKOCTh (YHKIMHM OOHApyXeHUS MOJU(HKAIMKA OCHOBaHAa Ha
OIpEeNIeIECHHOW MEeTpUKEe MOAM(DUKALMHU, KOTOpas 3aBUCUT OT HCIOJIb3YEMOrO ajlroputMa M
MO>KET HaXOJUThCS B AMANA30HE OT KOHTPOJIBHBIX CYMM M IIPOBEPKU HA YETHOCTbH, KOTOPbIE HE
OOHapy>KUBAlOT KOMOMHAIlMM HM3MEHEHHUH B HECKOJBKUX pa3psaax, A0 0Oojee CIIOKHBIX
KPUNTOTPaQUUECKUX KOHTPOIBHBIX CYMM.

J.4.2.2 Onepaunu

J.4.2.2.1 Hazna4yenue

B FPT ITL1.1 aBropy II3/3b cnenyer crnenuumupoBatb METPUKY MOIUPUKAIIH,
YJIOBJIETBOPEHHE KOTOPOM HEOOXOAMMO Uil MeXaHM3Ma OOHapyKeHHs. DTa METpHUKa JI0JDKHA
OTIPEJICNIUT JKETATEIbHYIO CTOMKOCTh (PYHKIMH OOHApYKEeHUSI MOAU(DUKALINH.

B FPT ITI.1.2 aBropy II3/3b cneayer cneuudunupoBars 1eiCTBUS, MpeIIpUHIMAEMble
npu ooHapyxeHun Moaudukanuu naiHeix ®BO. [Ipumepom Takux AeHCTBUN MOMKET CIYKHUTh:
«UTHOpUpOBaTh MNoiydeHHble JaHHele @OBO wu 3anpocuTs y JOBEPEHHOIO IPOAYKTA,
SIBJIAIOILIETOCS OTIIPABUTENIEM, TOBTOPHYIO Nepenauy gaHHbIX DBO».

J.4.3 FPT_ITL.2 O06napy:keHne M HCHpaBjieHHe MOAU(PUKAINH IKCIIOPTHPYEMBIX
aaHueIx ®BO

J.4.3.1 3ameyaHus MO NPUMEHEHHUIO J1JIs1 N10JIb30BaTEJIs

Kommonent FPT ITL.2 crnemyer wucmons30BaTh B CHTyallusax, Korga TpeOyeTcs
OOHapYKUTh WM UCIPABUTh MOAU(DUKAIIUN KpUTHUHBIX JaHHBIX DBO.

XKenarenpbHas cTOMKOCTh (QYHKUMM OOHApyXeHHs MoAuM(UKALUM OCHOBaHa Ha
OIpeJIeICHHOW MeTpUKe MOAM(UKALMH, KOTOpas 3aBUCUT OT HCIOJIb3YEMOro ajlroputMa M
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MOXET HaXOJUThCA B JHMAMA30HE OT KOHTPOJBHBIX CYMM M TPOBEPKH HAa YETHOCTh, KOTOPHIC
MOTYT HE OOHAPYKUTh KOMOWHAIIMU W3MEHEHUN B HECKOJIBKUX pa3pslax, 10 0oJiee CIOMKHBIX
KpUnTorpaguueckux KOHTPOJIBHBIX CyMM. MeTpuKy, KOTOPYIO TpeOyeTcsi ONpeaesiuTh, MOKHO
CBS3aTh C OTpPaXCHHEM aTak (Hampumep, OydeT MPOIMYCKAThCS TOJBKO OJHO U3 THICSYH
CIIy4alHBIX COOOIIEHMUI) MO0 C TMPUBEACHHBIM B OTKPBITON JIHTEpaType MEXaHH3MOM
(Hampumep, He0OX0AMMO, YTOOBI TpedyeMasi CTOMKOCTh COOTBETCTBOBAja CTOMKOCTH aJIrOpUTMa
0€30macHOTO X3IIMPOBAHUS).

[Mogxon k wucmpaBieHUIO MOAUGUKALUNA MOXKET OBITh OCHOBAaH HAa WCIOJIH30BAHUHU
HEKOTOPBIX BUIOB KOHTPOJIBHBIX CYMM, ITO3BOJISIFOIINX KOPPEKTUPOBATH OMINOKH.

J.4.3.2 3ameuaHnus I OLCHINUKA

Bo3moxHble cocoObl YAOBIETBOPEHHUS ATHX TPeOOBAHMUN COCTOST B HCIOJIb30BAaHUU
Kkpunrorpaduueckux GyHKIUI UITH HEKOTOPHIX BUIOB KOHTPOJIBHBIX CYMM.

J.4.3.3 Onepaunu

J.4.3.3.1 HaznauyeHnue

B FPT ITL2.1 aBtopy II3/3b craeayer cneuuduimpoBaTb METPUKY MOAMQPUKAIIIH,
YIIOBJIETBOPEHHE KOTOPOH HEOOXOAMMO Ui MEXaHM3Ma OOHapyKeHHus. DTa MEeTpHKa J0JDKHA
OTIpECTUTH JKETIATeNbHYI0 CTOMKOCTh (PYHKIIMHM OOHApYKEHUSI MOIU(BUKALINH.

B FPT ITIL.2.2 aBropy I13/3b cnexyer cneunpunupoBars IeHCTBHS, MpeIIpUHIMAaEMbIe
npu oOHapyxenun Moaudukaruu nanHpix OBO. [Ipumepom Takux AEHUCTBUI MOMKET CITYXKHUTh:
«UTHOpUpPOBaTh MoiydeHHble JaHHble ®BO u 3ampocutrh y [IOBEPEHHOIO MPOAYKTA,
SIBJIAIOILIETOCS OTIPABUTENIEM, TOBTOPHYIO nepenayy gaHHbIX DBO».

B FPT ITL.2.3 aBropy I13/3b cnexyer onpenenuts THIIBI MOAU(DUKAIHHI, TTOCTE KOTOPHIX
®bO crengyer NpeoCTaBUTh BO3MOXHOCTh BOCCTAaHOBJICHHUS.

J.5 Ilepenaua nanubix ®PbO B npegeaax OO0 (FPT_ITT)

J.5.1 3ameuanus 1 MOJIL30BaTES

CewmeiictBo FPT ITT comepxut TpeOoBaHus 3amuThl AaHHbIX @BO mpu ux mepenaye
MeXy pazneneHHbIMU YacTaMu OO 1o BHyTpEHHEMY KaHaIy.

[IpunsaTHe pemieHus o creneHu (PU3UYECKOro WIIM JIOTHYECKOTO pa3ielieHHs], B YCIOBUSIX
KOTOPOTO MOTJIO OBl MPUMEHSTHCS 3TO CEMEWCTBO, 3aBUCHUT OT NPEAIoJiaraeMoi cpeibl
IKCIUTyaTaluu. B HeOmaronpusaTHOW cpefe MOTYyT BO3HUKATh PHUCKH, CBSI3aHHBIC C Tepenayeit
Mexay gactsamu OO, pa3ie’eHHbBIMU BCETO JIMIIh CUCTEMHOW MMHOW. B Gonee GmaronpusiTHOM
cpele 17 mepefadyr MOKHO HCIOIb30BaTh OOBIYHBIE CETEBBIE CPECTRA.

J.5.2 3ameuaHus 11 OLEHIUKA

OauH Y3 MEXaHU3MOB, MPAKTHUUYECKH MPUMEHSEMBbIX [UIsl peanu3aiuy (QYHKIUSIMU
oe3zonacHoctt OO »TOro BHJAA 3alUThl, OCHOBAaH Ha NPHUMEHEHUU KPHUOTOrPapUUSCKUX
METOJIOB.

J.5.3 FPT_ITT.1 ba3oBas 3amuTa BHyTpeHHeH nepeaaun janabix PO

J.5.3.1 Onepanuu

J.5.3.1.1 Bei6op

B FPT ITT.1.1 aBropy I13/3b caenyer cneunduuupoBaTh TpeOyeMbld THIT 3alUTHl OT
PaCKpBITUS WK MOAUDHUKAIIH.

J.5.4 FPT_ITT.2 Pazgesenue nanubix @O npu nepenaye

J.5.4.1 3ameuyaHusi MO NPUMMEHEHUIO ISl TI0JIb30BaTeJIsI

OmauM #3 TIyTeW BBHITIOJIHEHHS DAa3JeICHUs KAaHAJIOB, OCHOBAaHHOTO Ha arpulyTax,
otHocsmuxcst K [IDDb, sBusercs ucrnonb3oBaHWE Pa3[ENCHHBIX JIOTUYECKUX WU (PU3HUYECKUX
KaHaJoB.
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J.5.4.2 Onepanun

J.5.4.2.1 Boi6op

B FPT ITT.2.1 aBropy I13/3b cnenyer cneuuduimpoBaTh TpeOyeMblid THIT 3aIIUTHI: OT
PaCKPBITUS WIN OT MOJAU(PHUKAIINY.

J.5.5 FPT _ITT.3 MOHMTOPUHT HEJOCTHOCTH JaHHBIX PBO

J.5.5.1 Onepanun

J.5.5.1.1 Boi6op

B FPT ITT.3.1 aBropy II3/3b cnenyer cneunduuupoBaTh, Kakod THUI MOJU(PHKAIUU
JOJDKHBI OBITH CIOCOOHBI 00HapyxuBaTh ®BO, BEIOMpaAs U3 CIEAYIONTUX THIIOB: MOIU(PUKALINS
JAHHBIX, MOJIMEHA JAaHHBIX, MEPECTAHOBKA JIAHHBIX, YAAJCHHE JAaHHBIX WIM KaKue-Iu0o HHbIE
OIIMOKH ILIETOCTHOCTH.

J.5.5.1.2 HazHa4yeHue

B FPT ITT.3.1 B cmydae BeiGopa aBropoMm [13/3b mocnennero BapuanTa U3 mpeapayniero
ab3ama emy ciefyeT Takke CHeuu(UuIupoBaTh, Kakue HHbIe OMHMOKM wnenoctHoctd PO
cienyer oOHapyKUBaTh.

B FPT ITT.3.2 aBropy I13/3b cnenyer cnenmdunupoBars AeHCTBU, MPEeIIPUHIMAEMBbIC
MpU OOHAPY>KEHUU OLIUOKH IIEIOCTHOCTH.

J.6 ®usuueckas 3ammura 60O (FPT_PHP)

J.6.1 3amMeuyanus 1151 MOJIb30BATEJIsI

Kowmnonentsr cemeiictea FPT PHP «®usnueckas 3amura @BO» nar0T BO3MOXKHOCTb
orpannuuBath (pusnueckuii noctyn k @bO, a Takke yaepKuBaTh OT HECAHKIIMOHUPOBAHHOMN
¢duznveckoilt MoauduKauy UK noaMeHsl peannzanui @bO U poTHBOICHCTBOBATH UM.

TpeGoBaHusT KOMIOHEHTOB B JTOM ceMelcTBe oOecrneunBaroT 3amuty DPbO ot
(U3MIECKOTO BO3/ICHCTBHS U BMEIIATENLCTBA. Y IOBIETBOPEHHE TPEOOBAHUI 3TUX KOMIIOHEHTOB
MO3BOJISIET MONyduTh peanusanuio DOBO, KOMIIOHyeMyl0 U HCHOIB3YEMYIO CIOCOoO0M,
IpeJycCMaTpUBAIOIIUM OOHapyXeHue (hU3Mueckoro BO3JEHCTBUS WM MPOTHBOJCHCTBHE €MY.
be3 atux kommnonenToB 3amuta ®BO Tepsier cBoto 3 HEKTUBHOCTH B Cpejie, TIe HE MOXKET OBITh
IPEJOTBPALCHO (PU3UYECKOE MOBPEXKICHHE. JTO CEMEICTBO TaKKe COAEPKUT TpeOOBaHUS K
peaku @O Ha TOMBITKY GU3NIECKOTO BO3ACHCTBUS HA UX PEATTU3ALIHIO.

[Ipumepamu  cueHapueB  (U3MYECKOTO  BO3JACHCTBUSA  SIBIAIOTCS  HamaJeHHs C
HCIOJIb30BAHUEM  MEXAaHMYECKUX  CpPEICTB, pPaJAMOAKTUBHOIO  M3JIY4YEHHUS, H3MEHEHUS
TEMIIEPATYPHI.

JlonmyckaeTcst, 9To0bl (PYHKIIMH OOHApYKEHUS (U3UUECKUX HAMaJCHUH OBLIM JOCTYITHBI
YIIOJTHOMOYEHHOMY II0JIb30BaTENI0 TOJBKO B ABTOHOMHOM pEXHME WM PEXUME aBapUNHOU
noajepxkku. Crenyer NpeaycMOTPETh CpEeACTBa OTpaHMUYEHUs JOCTyla B JTHX pEeXHMaXx,
IIPENOCTABIIAS €0 TOJIBKO YIOJHOMOYEHHBIM IOJb30BaTeNAM. IIOCKOIBKY B 3THX peXHMax
®bO MOryT oOKa3aTbCsl «HEBBIIOJIHUMBIMH», 3TO MOXXET I[OMELIaTb HOPMaJbHOMY
OCYILIECTBIIEHUIO JOCTYyIA YIOJHOMOYEHHBIX Mojb3oBaTenel. Pusnyeckn OO MOXKET COCTOSTH
U3 YCTPOMCTB Pa3IMYHOrO THUIIA, HAIIPUMEP, U3 SKPAHUPYIOLIEr0 KOPIyca, IIaT U MUKPOCXEM.
Heo6xoanMo, 4ToOBl 3Ta COBOKYHMHOCTh «3JeMeHTOB» 3amuinaia P®bO ot ¢usnyeckoro
BO3JEHCTBUS (a Tak)Ke OIMOBEIlaja 0 HEM M MPOTHBOJEHCTBOBAJIA €MY). DTO HE O3HAYAET, YTO
3TH KayecTBa HEOOXOIMMBI BCEM YCTPOWCTBAM IO OTAEIBHOCTH, HO CIIEAYeT, YTOObl X MMENO
¢usnueckoe BoromeHne OO B LEIOM.

C KOMIIOHEHTaMH JaHHOI'O CEMEWCTBAa aCCOLMUPOBAH TOJIBKO MUHUMAJIBHBIN ayauT, 3TO
C/I€JIaHO HUCKIIIOYUTENIBHO MOTOMY, YTO MOTEHIIMAIbHO MEXaHU3Mbl OOHAPYKEHUS U OTOBEIICHUS
MOTYT OBITh peaTu30BaHbl MOJIHOCTBIO ANMapaTHO, HA YPOBHE B3aUMOJEHCTBUI Oosiee HU3KOM,
4YeM ymnpaBjeHUE MOACUCTEMON aynuTa (HalpuMep, 3TO MOXKET ObITh cucTeMa OOHapyKEHUs Ha
anmnapaTHOM YPOBHE, pearupymolas Ha pa3pblB LENU U MOAAI0IIAs CBETOBOM CUTHAJI, €CIIU LIETIb
pa3opBaHa B MOMEHT Ha)KaTWsl KHOIIKM YIOJHOMOYEHHBIM IOJb30BaTeseM). TeM He MeEHee,
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aBtop [13/3b MoXxeT onpenenuTp, 4To Uil HEKOTOPBIX YIPo3, UCXOSAIIUX OT Cpeibl, TpeOyercs
aymut ¢usznyeckux HamageHui. B stom cimyuae asropy I13/3b crnemyer BKIIOUHTH B CIHCOK
COOBITHI ayauTa COOTBETCTBYOLIME TpeOoBaHMs. HeoOxoaumo mmeTs B BUAY, UYTO HAJIM4YUE
3TUX TpeOOBaHMH MOXET MOBIUATH HAa KOHCTPYKIMIO ammapaTypbl U €€ B3auMOJEHCTBHE C
IPOrpaMMHBIM 00€CTIEYECHHEM.

J.6.2 FPT_PHP.1 IIaccuBHOe 00HapyskeHHe (PU3HMIECKOTI0 HANIA/ICHUS

J.6.2.1 3ameuyanusi 10 NPUMEHEHUIO JJISl OJIb30BaTEsI

Komnonenr FPT PHP.1 «lIlaccuBHoe oOHapyxxeHHe (U3NYECKON aTaku» Ccleayer
IPUMEHSATh, €CIIM YTPO3aM HECAaHKIIMOHUPOBAHHOTO (U3U4ecKoro Bo3aeicTus Ha yactu OO He
IIPOTUBOIIOCTABJIEHBl MPOLEAYPHBbIE METOABl. B 3TOM KOMIIOHEHTE paccMaTpHUBaeTCs YIrposa
Toro, uro ¢usnueckoe BozzaciicTBue Ha DPBO Moker W He OBITh BBISBICHO.  3ajaua
Bepu(UKaMKM TOro, YTO HANaJeHHe HMENIO0 MECTO, BO3JIaraeTcs Ha YHOJIHOMOYEHHOI'O
noap3oBarens. Kak ObLIO M3JI0)KEHO BbIIIE, 3TOT KOMIIOHEHT BCErO JIMIIb MPEICTaBISAET
ciocobHocTh PBO 00HapyxuBaTh (hru3nyeckoe BO3JEHCTBHE, TOITOMY TPeOYeTCs 3aBUCUMOCTb
or FMT MOF.1 «VYmpaBineHue peXHMMOM BBIMOJHEHUS (QYHKIUH O€30MacHOCTH», YTOOBI
cnenn(puIpoBaTh, KTO U KaKUM 00pa3oM MOXKET BOCIOJIB30BaThCS ITOM CIOCOOHOCTHIO. Ecin
3Ta (PyHKIMS peayin30BaHa C MOMOIIBIO MEXaHM3Ma, He cBs3aHHoro c IT (Hampumep, myrem
(u3MUECKOl MPOBEPKH), TO MOXKET OBITh yKa3zaHo, 4To 3aBucuMOCTh OT FMT MOF.1 He
YIOBJIETBOPSETCS.

J.6.3 FPT_PHP.2 Onosemenue o Gpu3n4ecKoM HANaJeHUH

J.6.3.1 3ameuyanusi N0 NpUMEHEHUIO JJI5l MOJIb30BaTEsI

Komnonentr FPT PHP.2 «OnoBemenne o pu3nuecKoM HamageHUW» CIEIyeT IPUMEHSTD,
€ClIM  yrpo3aM HECaHKLMOHMPOBAaHHOrO (usndyeckoro Bo3aelcTBUss Ha yactu OO He
MPOTHBOIIOCTABIEHBl  MPOLEAYPHbIE METOAbl, W TpU OSTOM TpeOyercs OIOBEIICHHE
OIpEJICJIEHHBIX JIUIl O (PU3MUECKOM HamaJeHUU. B 3TOM KOMIOHEHTE paccMaTpUBaeTcsi yrposa,
910 (pU3nUecKoe Bo3aeiicTBre Ha 3iaeMeHThl @BO MokeT ObITh U BBISIBIEHO, HO HE 3aMeUeHO (TO
€CThb O HEM HUKTO HE OIOBELIEH).

J.6.3.2 Onepanuu

J.6.3.2.1 HazHa4yenue

B FPT PHP.2.3 asropy I[13/3b crnenyer mpenctaBUTh CHUCOK YCTPOHCTB/3JIEMEHTOB,
peamm3yronmx ®BO, nna  KoTopblx TpeOyeTcsi akTUBHOE OOHapyXeHue (hU3MYEecKOoro
BO3JICHCTBHUS.

B FPT PHP.2.3 aBropy [13/3b cienyer yka3zaTh moiab30BaTelNs N POJib, YBEAOMIISIEMYIO
00 oOHapyXeHUU (PU3NYECKOTO BO3JCHCTBUS. THUII MMOTB30BATENSI HITU POJIU MOTYT MEHSATHCS Ha
UTepalugax KoMmIoHeHTa ympasieHus Oe3zomacHocTeio FMT MOF.1 «VYmpaBieHue pexuMom
BBINOJIHEHUS PYHKIUI Ge30macHOCTHY, BKItoueHHoro B [13/3b.

J.6.4 FPT_PHP.3 IIporuBoaeiictBue puznuecKkoMy HANAICHUIO

J.6.4.1 3ameuyaHus MO NPUMMEHEHUIO ISl TI0JIb30BaTeJIsI

JInisi HEKOTOPBIX THUIOB BO3JEHCTBHS Tpedyercs, yToOb1 @BO He TOMbKO 0OHApYKHBAIIU
BO3/EHCTBUE, HO (PAKTUYECKU IPOTUBOACHCTBOBAIN MY WIIM 33JIepKUBAJIM HAIIABILIETO.

Komnonenr FPT PHP.3 crnemyer wncnonws3oBarh, €ciii YCTPOWCTBA M 3JIEMEHTHI,
peamu3yrone ®BO, npenHazHaueHs! 1)1 SKCIUTyaTalllK B cpesie, Iae Gu3ndeckoe Bo3eiicTBre
(Hanmpumep, C 1eTbI0 HAOTIOICHUS, aHATN3a WM MOAU(UKAIIMN) Ha COCTABIISIIOLINE YCTPOUCTB,
peamuzyronux ObO, ninu Ha 3nemenTsl, peanuzytomue GBO, camo no cebe npu3HaHO Yrpo30i.

J.6.4.2 Onepauuu

J.6.4.2.1 HazHa4yeHnue

B FPT PHP.3.1 asropy [II3/3b cneayer cneuuduuupoBarb g  CIHHCKa
yCTpoiicTB/aneMeHTOB, peanusytonmx ObO, cuenapun ¢usznyeckoro mpoHUKHOBeHHs; DBO
clieyeT MpOTUBOACHCTBOBATh (PU3MUECKOMY IPOHUKHOBEHMIO, BBIIOJHAEMOMY [0 3TUM
CLIEHapHUsM. DTOT CIIUCOK MOXXET OTHOCUTBCS K ONPEAEICHHOMY MOJAMHOXECTBY (U3NYECKUX
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YCTPOWMCTB M 2y1eMeHTOB, peanmsyromux @OBO, BblgeneHHOMY Ha OCHOBE  ydera
TEXHOJIOTUYECKUX OTpaHMYCHUN U (PU3HUECKON He3alMIEHHOCTH prbopa. Brinenenue Takoro
MOAMHOXKECTBA CIJIEIyeT YeTKO OMNpeAeNuTh W Jorudecku obOocHoBaTh. Kpome Toro, ®BO
ClIelyeT pearupoBaTh Ha TMOMNBITKM (PU3HMUECKOr0 MPOHUKHOBEHUS aBTOMaTudecku. Ilpum
aBTOMATUYECKOM peakiuu Ha (U3HUecKoe MPOHUKHOBEHUE CJEAYET COXPaHSTh IOJUTHKY
0€30IaCHOCTH YCTpPOWCTBA, HAlPUMEp, €CJIM MPOBOAUTCS MOJUTHKA KOHPHUAECHIIMAIBHOCTH, TO
MpUOOp JOKEH OBITh TAPAHTHPOBAHHO OTKIIFOYEH JUISl TOTO, YTOOBI 3amuiiaeMasi HHGopMarus
HE MOrJIa OBITh CUUTAHA.

B FPT PHP.3.1 aBropy I13/3b cnenyet cienuduiupoBath CIMCOK YCTPOUCTB/2JIEMEHTOB,
peamm3yronx @®BO, nmns kotopeix DPBO crnenyer mpOTUBOICHCTBOBATH (PU3HYECKOMY
MIPOHUKHOBEHUIO COTJIaCHO UACHTU(DUIIMPOBAHHBIM CLIEHAPHSIM.

J.7 Hapexnoe BoccranoBiienne (FPT_RCV)

J.7.1 3ameuanus 1J1s1 N0JIb30BaTEJIsI

TpeboBanus cemeiictBa FPT RCV «Hanexxnoe BoccTaHOBICHHE)» 00ECIIEYMBAIOT, YTOOBI
®BO mMornm onpenenuTh, He HapymeHa i 3amuTa @O npu 3amycke, 1 BOCCTaHABIMBATHCS 0e3
HapylIEHUs 3allUThl IOCJI€ NPEpbhIBaHUS ONEpaluid. ITO CEMEHCTBO BaXXHO, IMOTOMY YTO
HayanpHOe cocTostHrne @BO npu 3anmycke Wi BOCCTAaHOBJIEHUH ONpeAesseT 3amunieHHocTs OO
B MTOCJIEAYIOILEM.

KoMmoHeHThl aHHOTO ceMeicTBa MO3BOJSIOT YCTAHABIMBATH OE30MIACHOE COCTOSHHE
ObO wiM mpenoTBpamiaTh UX IEPeXoJ] B OMNAacHOE COCTOSHUE MOocie cOO0eB, NpepbhIBAHUS
(YHKITMOHUPOBAHWSI WITU TIEPE3aITyCcKa. B 4nciI0 BO3MOXKHBIX COOCB BKIIFOYAIOT:

a) cOou, KOTOpble BCerja NPUBOJAT K aBapUlHBIM OTKa3aM CHUCTEMbl (Hampumep,
YCTOWYHMBAs HECOTJIACOBAHHOCTh KPUTHYHBIX CHCTEMHBIX TaOIUIl; HEYIPABIIIEMbIC MTEPEXOIbI B
koge ®BO, BbI3BaHHBIE COOSMHU ammapaTHBIX WM MPOTPaMMHO-ANMapaTHBIX CPENCTB; cOou
MIUTaHUs, IPOLIECCOPA, CBA3ZH);

b) cOom HocuTenei, MpUBOAAIIUNE K TOMY, YTO YacThb HOCUTENS WJIM BECb HOCHUTEIb,
npeacTaBisitonuii 00bekTel @BO, CTaHOBUTCS HENOCTYIHBIM WM HEUCHPABHBIM (HAIpUMeEp,
OIIMOKM YETHOCTH, HEUCHPABHOCTh TOJOBOK JHMCKOB, YCTOWYUBBIM CcOOH uYTeHHs/3alucH,
HETOYHAas IOCTHPOBKA TOJOBOK JIUCKOB, HW3HOC MArHUTHOTO TIOKPBITHSA, 3aIlbUICHHOCTH
MOBEPXHOCTH JHCKA);

C) mpepbiBaHue (DYHKIMOHUPOBAHUS BCICACTBUE OMIMOOYHBIX ACHCTBHN aJIMHHHUCTPATOPA
WIH OTCYTCTBUSL €r0 CBOEBPEMEHHBIX JIEHCTBUU (HampuMep, HEOXHAAHHOE IMpeKpalleHue
paboThl M3-32 HEMOATOTOBJICHHOCTH K OTKJIFOUEHHWIO IMUTAHUS, MTHOPHUPOBAHUE Iepepacxoja
KPUTHYHBIX PECYPCOB, HEaIeKBaTHAsI MHCTANIMPOBaHHAs KOH(UTYpaIHs).

Ba)xHo 0TMETUTh, YTO BOCCTAaHOBJIECHHE MOXET OBITh MPEAYCMOTPEHO MM CLEHApUs Kak
YAaCTUYHOI'0, TaK W MOJHOro OTKa3a. [loyHbIA OTKa3 MOXKET BO3HUKHYTh B HEpa3/eJICHHOU
ONEpaLMOHHOM CUCTEME, B PacHpe/iesIEeHHON Cpele €ro BEpOSTHOCTh MeHblle. B Takoi cpene
HEKOTOpBIE TOJICUCTEMBl MOTYT OTKa3aTh, B TO BpeMsl Kak JpPYrue€ 4YacTU OCTaHYTCS
pabotatoumu. bonee Toro, KpUTHUHBIE IEMEHTHI MOTYT UMETh U30BITOYHOCTH (AyOIupoBaHue
JTMCKOB, albTEPHATHUBHBIC MapIIPyThl) U TOYKH MPOBEpPKH. [1o1 BOCCTAHOBIIEHUEM HMMEETCS B
BUJYy BOCCTaHOBJIEHUE 0€30MaCHOTO COCTOSIHHUS.

IIpu BeiOOpe FPT RCV «HanexHoe BOCCTaHOBJIEHHE» HEOOXOIMMO MPUHUMATH BO
BHUMaHue caeaywomue B3aumocBsizn Mmexay FPT RCV «HapexHoe BoccTaHOBIEHUE» U
FPT TST «CamotectupoBanne ®bO»:

a) Ha HEOOXOAMMOCTh HAJEKHOTO BOCCTAHOBIIEHUS MOTYT YyKa3blBaTh pPE3YJIbTATHI
camotectupoBanusi DBO, ecnu pe3ynbTaThl CaMOTECTHUPOBAaHHS YKa3biBaloT, 4To DBO
HAXOJATCS B HEOE30MacCHOM COCTOSHUHM U TpeOyeTcsl BO3BpaT B OE30MACHOE COCTOSHUE WITU
IIEPEXO/I B PEXKUM ABAPUIHON MOJAECPKKH;
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b) cO6oit, kak OBUIO pPacCMOTPEHO BBINIC, MOXET OBITh HACHTHPUIIUPOBAH
aIMUHHUCTpaTopoM. JInbo amMUHHUCTPATOp MOXKET BBINOJHUTH JAEUCTBHUs 1 Bo3Bpata OO B
0e30macHOe COCTOSIHME M 3aTeM MpUOErHyTh K camoTectupoBanuio PBO, mius Toro utoObI
MOATBEPANTH, YTO Oe30macHoe cocTostHMe ObuTo AocTurHyTo. JInbo camorectupoBanue @O
MO>KET OBITh IPUMEHEHO ISl 3aBEpIIEHUS MPOoIiecca BOCCTAHOBIICHMUS;

C) COYeTaHHE B3aMMOCBS3CH IO MEPEUMCICHUSAM «a» U «b»: eclim Ha HeoOXOIUMOCTh
HaJe)KHOTO BOCCTAHOBJICHHS YKa3bIBAIOT pe3yJbTaThl camoTecTupoBanus @O, agMuHUCTpaTOP
BBINOJIHSAET JAEUCTBHS 1o Bo3BpaTy OO B 0e30macHoe COCTOSHHE, a 3aTeM Hpuberaer kK
camotecTupoBannio ®bO, 4TOOBI MOATBEPAUTH, UTO O€30MACHOE COCTOSIHUE OBLIIO JOCTUTHYTO;

d) camoTtecTHpoBaHUE HalpaBJIeHO Ha OOHApY)XEeHHE COOEB/NMpPEpHIBAaHUI 0OCTYKUBaHUSA,
3a KOTOpBIM cjeayeT Ju00 aBTOMATUYECKOE BOCCTAHOBJIEHHE, MO0 MEpexoa B PEKUM
aBapUIHOMN MOJIECPKKHU.

CewmeiictBo FPT RCV uaentudunupyer pexum aBapuiiHON MOIIEPKKU. B 3TOM peknme
HOpMaJIbHOE (DYHKITMOHUPOBAHME MOXKET OKa3aThCsl HEBO3ZMOXKHBIM MJIM CHJIBHO OIpaHHMYEHHBIM
13-32 BO3MOXKHOCTH TIEpeXoJla B OMACHOE COCTOSIHUE. B Takux ciiydasx JOCTyH pa3pelaercs
TOJIBKO YIOJIHOMOYEHHBIM MOJIb30BATENSIM, & KOHKPETHO Te€M, KTO MOXXET IMOJYyYUTh JOCTYI B
peXuMe aBapHilHOW Tondepxku, U onpenensercs B kimacce FMT  «VYmpasnenue
6e3onacHocThio». Ecim B kimacce FMT HeT HUKaKuX yKa3aHHH O TOM, KTO UMEET MPaBo J0CTyna
B 9TOM pEXKUME, TEOPETHUECKU [OMYCKAeTCs, YTO BOCCTAHOBUTH CHUCTEMY MOXET JI000i
nosib3oBarenb. OJHAKO Ha MPaKTUKE O3TO HEXKENATEJbHO, IIOCKOJBKY I10JIb30BaTEllb,
BOCCTAHABIIMBAIOIIUN CUCTEMY, MOXKET YCTaHOBUTH KoHpurypauuto OO, Hapymarouryto [15O.

MexaHu3MBbl, MpeaHa3HAuYCHHBIE Ui OOHAPY)KEHUS HCKIIOUUTENLHBIX COCTOSIHUN TpH
skcruryaranuu, onpeaensitorcss B FPT TST  «CamotectupoBanne @bO», FPT FLS
«be3onacHoCTh Tpu cOOe» M IPYruX paszjaenax, OTHocAUMXCS K mpobieme «CoXpaHHOCTh
MPOrpaMMHOTO obecrieyeHus’». BeposTHO, HCMONb30BaHHE OJHOTO U3 JTUX CEMEHCTB
notpedyercss mnpu BeIOOpe FPT RCV «HagexxHoe BOCCTaHOBICHHE». OITO 0OECHEUUT
BO3MOXHOCTH OO omnpeneanTb HE0OX0AUMOCTh B BOCCTAHOBIICHUH.

B nanHOM cemelicTBe NIpUMEHsIETCS BbIpakeHUE «Oe3zomacHoe cocrosiHuey». OHo
OTHOCHUTCSI K COCTOSIHMIO, MpH KOTOpoM aaHHble PBO HempoTHBOpEYMBHI U MPOJOKAIOT
KoppekTHoe ocymecTtBienue [16O. D1o cocrosiHre MOXKET OBITh COCTOSHHEM TOCIE 3arpy3Ku
CHUCTEMBbl WJIM COCTOSHMEM B HEKOTOpPOH KOHTPOJBHOM Touke. «be3omacHoe coCTOsHUE»
ompexnensiercss B Moxaenu IIDPB. Ecmu pa3paboTuuk MpeaocTaBWI YETKOE OIpe/IeiicHHe
0€30MacHOTO COCTOSIHHSI U pa3bsiCHEHHE, KOTJa €ro CJlelyeT CYUTaTh TaKOBBIM, 3aBUCHMOCTD
moboro u3 komnoHeHToB u3 FPT RCV «Hapexnoe BoccraHoBieHue» ot ADV_SPM.1
«Hedopmanbhas monens noautuku 6e3onacHoctd OO» MOKHO HE YUUTHIBATh.

[Tocne BoccTaHOBIIEHUSI MOXET MOTpedboBaTbes (uepe3 camotectupoBanue DBO)
MOATBEPKJIEHUE TOr0, YTO 0€30IaCHOE COCTOSIHUME JOCTUTHYTO. OJTHAKO €ClIM BOCCTaHOBJIEHUE
BBITIOJTHSIETCS TaK, 4TOOBI TOJNBKO O€30MacHO€ COCTOSIHME MOTJIO OBITh JOCTUTHYTO, MHA4ye
BOCCTAHOBJICHHE HE MPOMCXOIUT, TOTIa 3aBUCUMOCTh OT KOMIIOHEHTa camoTectupoBanusi ®bO
(FPT _TST.1 «Tectupoanue ®bO») MoxkeT ObITh IPU3HAHA HEHYKHOI.

J.7.2 FPT_RCYV.1 PyuHoe BoccTaHOBJIeHHE

J.7.2.1 3amevyaHusi MO NPMMEHEHUIO ISl T0JIb30BaTeJ sl

B wuepapxun cemeiictBa FPT RCV «HanexHoe BOCCTaHOBIEHHE)» BOCCTAaHOBIICHUE,
KOTOpoe TpedyeT TOJIbKO PyYHOrO BMENIATEIhCTBA, HAMMEHEE JKeNIaTelbHO, TaK KaK MPH 3TOM
HCKJIIOYAETCsl BOCCTAHOBJIEHUE CUCTEMBI 0€3 yuacTus 4eJI0BeKa.

Komnonent FPT RCV.1 npeanasnauen pns npumenenus B OO, koTopble HE TpeOyrOT
aBTOMATUYECKOTO BOCCTAHOBJIEHUSI 0e30macHOro coctosiHus. TpeOoBaHMsI ATOrO0 KOMIIOHEHTa
HanpaBjIeHbl IPOTUB yrpo3bl HapylIeHMs 3aIIUTHl B pe3ynbTare npuseneHuss OO ¢ yyactuem
YeJI0BEKa B OIMACHOE COCTOSIHUE ITPU BOCCTAHOBJIEHUU 1OCJE COOSl MU IPYroro MpepbIiBaHUs.
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J.7.2.2 3ameuyaHusi 10 NPUMEHEHUIO /ISl OLlCHIIMKA

JlonmyckaeTcsi, 4ToObl (DYHKIMHM YIIOJIHOMOYEHHOTO aJIMHMHHUCTpATOpa MO HAAEKHOMY
BOCCTAHOBJICHHIO OBbUIM JOCTYIHBI €My TOJBKO B pPEXHUME aBapuiHON moanepkku. Cremyet
IIPEyCMOTPETh CPEACTBAa OrPAaHMYEHMs] JOCTYIla B pEeXUME aBapUMHON NOIIECPXKKH,
IIPEIOCTABIIAA €r0 TOJIBKO YIIOJIHOMOUYEHHBIM TOJIB30BATEIISAM.

J.7.2.3 Onepanun

J.7.2.3.1 Hazna4yenue

B FPT RCV.1.1 asropy II3/3b crnemyer cnenuduuupoBaTb CHOHCOK COOEB WK
MpEepBIBAaHUN  00CIy)XMBaHUS (COOM DIJIGKTPONMUTAHHUS, HCYEpIaHue o0beMa TaMsATH IS
XpaHEeHUsl JTaHHBIX ayAMTa, JIIoOoW cOOil miam mpepsiBaHue), nmocie kotopsix OO mepeiiner B
PEKUM aBapUUHOU MOJJICPKKH.

J. 7.3 FPT_RCV.2 ABTOMaTu4eckoe BOCCTAHOBJICHHE

J.7.3.1 3ameuyanusi N0 NpUMEHEHUIO JJISl MOJIb30BaTEJsI

ABTOMAaTHYECKOE BOCCTAHOBIIEHHE CUUTAETCA OOJiee MPEANOUYTUTEILHBIM, YeM pyYHOe, TaK
KaK [103BOJISI€T MAIIMHE MPOJI0JKATh (YHKLIIMOHUPOBAHUE 0€3 y4acTHs YeloBeKa.

Komnonent FPT RCV.2 «Apromaruueckoe BoccraHoBieHue» pacmmupser FPT RCV.1
«PyuHoe BoccTaHOBIIEHHE», TPeOys BO3MOKHOCTb aBTOMATHMUYECKOIO BOCCTAHOBJICHMsS IOCIE
OJTHOTO THIIa COOs/TIpephIBaHus OOCTyXuBaHHs. TpeOOBaHUS 3TOT0 KOMIIOHEHTA HAIPAaBJICHBI
IIPOTHB YrpO3bl HapyIEHUs 3alluThl B pe3yibrare npuseneHus OO Oe3 yuyacTus 4yeroBeKa B
OIIACHOE COCTOSIHHME IIPU BOCCTAHOBJIEHUHU I10CJIE COOSl MIIM IPYTOr0 IPEpPhIBaHMUS.

J.7.3.2 3ameuyaHusi N0 NPUMEHEHHUIO JJIS1 OllCHIIMKA

JlonmyckaeTcsi, 4ToObl (PYHKIMH YIIOJHOMOYEHHOTO AJAMHHHUCTpPATOpa MO HAACKHOMY
BOCCTAQHOBJICHHIO ObUIM JIOCTYNHBI €My TOJIBKO B pexuMe aBapuilHoN nonaepxku. Crienyer
IIPEIyCMOTPETh CpPEACTBA OlPAaHWYEHMs] JOCTylla B pEeXUME aBapUMHON NOIIEPXKKH,
IIPEIOCTABIIAS €r0 TOJBKO YIIOJIHOMOYEHHBIM II0JIB30BATEIISM.

B coorBerctBun ¢ FPT RCV.2.1 pazpabotunk @bO oTBewaer 3a oOIpeneiacHue
COBOKYNTHOCTH C€OO€B W  NpPEpbIBaHUM  OOCIyXHBaHHSA, IMOCIAE€ KOTOPHIX BO3MOXHO
BOCCTAHOBJICHHE.

[Ipennonaraercs, 4To po6ACTHOCTH MEXAaHU3MOB ABTOMAaTHUECKOTO BOCCTAHOBIICHUSI OyeT
BepuduIpoBaHa.

J.7.3.3 Onepanun

J.7.3.3.1 Haznauenue

B FPT RCV.2.1 aBropy II3/3b cnenyer cnenuduuupoBaTh CHHCOK COOEB WM
NpepbIBaHU  00CITyXHBaHUA (COOH DIIEKTPONHMTAHUS, HCUYEpHaHHe oObeMa IaMATH IS
XpaHEeHHUs JAHHBIX ayauTa), nocye KoTopbix OO nepeiaer B pexXuM aBapuiHON MOIIEPKKH.

B FPT RCV.2.2 aBropy I13/3b cnenyer cnenuduimpoBath CIMCOK COOEB WM APYTHUX
NpepBIBaHUI O0OCITY)KUBaHUS, JUIA KOTOPHIX aBTOMAaTHYECKOE BOCCTAHOBJIEHHE IOJHDKHO OBITh
BO3MO>KHO.

J.7.4 FPT_RCV.3 ABToMaTH4eckoe BOCCTAHOBJIEHHE 0e3 Hel0NyCTUMO noTepu

J.7.4.1 3ameuanus Mo NpUMeHEHHUIO /15l M0JIb30BaTeIs

ABTOMaTHYECKOE BOCCTAHOBJIEHUE CUUTAETCS 00Jiee MPEANOUYTUTEIbHBIM, YEM PYYHOE, HO
OHO CBSI3aHO C PUCKOM MOTepu OOJbIIOro uucia o0beKToB. [IpenoTBpalieHue HelOmyCTUMBIX
OTeph 00BEKTOB 0OECIIEUNBACTCS IONOJHUTEIBHBIMU CPEICTBAMU BOCCTAHOBJICHUSI.

Komnonentr FPT RCV.3 «ABTomaruyeckoe BOCCTaHOBJICHHE 0€3 HEOMYCTUMOM MOTepu»
pacmmpsier  FPT RCV.2 «ABTOMarnueckoe BOCCTaHOBIIEHHE», TpeOysi, 4YTOObl HE OBLIO
Ype3MepHbIX MoTeph JaHHbIX HiIu 00bekToB @BO B OJdD. B coorBerctBumn ¢ FPT RCV.2
«ABTOMaTHYECKOE BOCCTAHOBJIEHHME» MEXaHHU3M aBTOMATHYECKOIO BOCCTAHOBJIEHMSI MOT Obl B
KpailHeM cilyyae TNpOM3BECTH BOCCTAHOBJICHHME ITyT€M YHUUYTOXXEHHUS BCEX OOBEKTOB U
Bo3BpamieHuss ®bO B u3BecTHoe Oe3omacHoe cocrostHMe. Takoi THI aBTOMAaTHUYECKOTO
BoccraHoBineHuss B FPT RCV.3 «ABromarndyeckoe BOCCTAHOBJICHHE O0€3 HEIOIyCTUMOMN
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norepw» 3ampeniaercs. TpeOoBaHHWs 3TOTO KOMIIOHEHTa HANpaBICHBI TPOTHUB  YTPO3bI
HapyLIEHHs 3alllUThl B pe3yibTaTe HempeaycMoTpeHHoro nepexoga OO B omacHOe COCTOSHUE
P BOCCTAHOBJICHUU TOCJIE COOS WM TIEPEPhIBOB B (DYHKIIMOHUPOBAHUH C OOJIBIION MOTEepei
JaHHBIX Uiad 00bekToB B0 B O/1D.

J.7.4.2 3amMeuanusa 1J19 ONEeHIIMKA

JlomyckaeTcsi, 4ToObl (PYHKIMH YIOJHOMOYEHHOTO aJMHHHUCTPATOpa IO HAICKHOMY
BOCCTAHOBJICHHIO OBbUIM JOCTYIHBI €My TOJBKO B pPEXHUME aBapuiHON moanepkku. Cremyet
MPEeIyCMOTPETh CPEACTBA OTPAaHUYEHHUS JOCTYNla B PEXKUME aBaAPUUHONW MOAICPIKKH,
MIPEIOCTABIISAS €r0 TOJIBKO YIIOJIHOMOUYEHHBIM I10JIb30BATENISM.

[Ipennonaraercs, 4To poOACTHOCTH MEXAaHU3MOB aBTOMAaTHUECKOTO BOCCTAaHOBIICHHSI OyIeT
BepUPUIUPOBAHA OLIEHITUKOM.

J.7.4.3 Onepanuu

J.7.4.3.1 Haznauenmue

B FPT RCV.3.1 asropy II3/3b crneayer cnenuduuupoBaTh CHOUCOK COOEB WM
npepeiBaHui  oOcaykuBaHUS (COOM SIEKTpPONUTAHMS, HCUEplaHhe o0beMa MaMiaTH JJs
XpaHEHUs JaHHBIX ayauTa), nocie KoTopbix OO nepeiieT B pexuM aBapuiiHOM MOAIEPIKKH.

B FPT RCV.3.2 aBropy I13/3b cnenyer cnenuduimpoBarh CIUCOK COOCB WM APYTHX
NpEepBIBaHUN OOCTY)KMBaHHS, Ui KOTOPBIX HEOOXoIuMa BO3MOXKHOCTH aBTOMATHYECKOTO
BOCCTAHOBJICHHUSI.

B FPT RCV.3.3 astropy II3/3b cneayer mnpeaocTaBUTh KOJUYECTBEHHYIO MeEpy
MIPUEMJIEMBIX TIOTEPh, JaHHBIX WU 00bekTOB DPBO.

J.7.5 FPT_RCV.4 BoccranoBienue GyHKIUH

J.7.5.1 3ameuyanusi N0 NpUMEHEHUIO JJISl MOJIb30BaTEsI

Komnonent FPT RCV.4 coxepxur tpeboBanue, 4yToOsl B ciyyae c6os ®bO HekoTophie
¢bynkun u3 yncna @bO HopManbHO 3aKaHYMBAIK padoTy MO0 BO3BpAIIATUCH K 0€30MacHOMY
COCTOSIHUIO.

J.7.5.2 Onepanun

J.7.5.2.1 Ha3znauenmue

B FPT RCV.4.1 asropy II3/3b cunenyer cnenmuduuupoBaTh CHUCOK (QYHKIUN
0e30macHOCTH W clieHapueB cOO0eB, i KOTOPBIX HOpPMAallbHO 3aKkaH4MBaeTcs pabora OB,
yKa3aHHBIX B CIIUCKE, MJIM BOCCTAHABIMBACTCS X yCTONYMBOE M 0€30MaCHOE COCTOSTHUE.

J.8 Oonapyxenue noropuoro ucnoyab3opanus (FPT _RPL)

J.8.1 3ameuanust 1S MOJIL30BATEISA

CewmetiictBo FPT RPL cBsizano ¢ oOHapy»eHHEM MOBTOPHOTO MCIOJIB30BaHUS PA3INYHBIX
TUIIOB CYLIHOCTEH (Hampumep, COOOLIEHUH, 3alpOCOB Ha OOCIyKMBaHHWE, OTBETOB HA 3alpoChl
0OCITY>)KUBAHWSI) ¥ TIOCIIEAYIOIIMMH JICHCTBHUSIMH TI0 €r0 YCTPAHEHHUIO.

J.8.2 FPT_RPL.1 O0Hapy:keHue MOBTOPHOI'0 UCIOJIb30BAHUS

J.8.2.1 3ameuanus Mo NpUMEHEHHUIO /ISl N0JIb30BaTeJIsl

PaccmarpuBaeMbIMHU 3/1€Ch CYIIHOCTSMU MOTYT OBITh, HAIPUMEP, COOOILEHUS, 3apOChl HA
o0ciTyKMBaHHE, OTBETHI Ha 3aIIPOCHI 00CTYKUBAaHUS UM CEAHCHI MTOJIb30BATENEH.

J.8.2.2 Onepanun

J.8.2.2.1 Haznauyenue

B FPT RPL.1.1 aBtropy II3/3b cnemyer mpeacTaBuTh CHUCOK HAESHTH()HULIHUPOBAHHBIX
CYLIHOCTEH, Ui KOTOPBIX CJIEAYET MPEAYyCMOTPETh BO3MOXXHOCTh OOHApYXEHUS MMOBTOPHOTO
ucnoib3oBanus. VX mpumepamMu MOTryT ObIThb: COOOIIEHHUS, 3apOChl Ha 00CITy)KUBAaHUE, OTBETHI
Ha 3aIpockl 00CTyKUBaHUS, CEAHChI M0JIb30BaTENIEH.

B FPT RPL.1.2 asropy II3/3b cneayer crnenuduuupoBaTh CIHCOK JEHCTBHIA,
npennpuauMaeMbix ®bO npu 0OHapyXEHHUM TOBTOPHOTO HCIMONb30BaHUs. COBOKYNHOCTh
OPEeINPUHUMAEMBIX JEHCTBHM MOMKET BKIIOYaTb B ce0s WUTCHOPUPOBAHUE IOBTOPHO
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WCIIOIB3YEMON CYIIHOCTH, 3alpoc MOATBEPXKICHUS CYIIHOCTH U3 HUACHTU(UIIUPOBAHHOTO
HMCTOYHUKA U OTKIIIOUEHHUE CYOBEKTa, MBITABIIETOCS HHUIIMUPOBATH IOBTOPHOE HCIIOJIb30BaHNUE.

J.9 IIporoxos cunxpouunsauuu cocrosinmii (FPT_SSP)

J.9.1 3amMeuyanus 1151 MOJIbL30BATEJISI

Pacrmipenenennpie CUCTEMBI MOTYT UMETh OOJIBIIYIO CIOKHOCTh, YeM HEpaCIHpEe/ICICHHEIE,
M3-32 MHOTOOOpaswsi COCTOSHUM dYacTel CHUCTeMbl, a TaKke WH3-3a 3aJiepKeK CBsI3u. B
OOJIBIIMHCTBE CIy4aeB CHHXPOHU3ALMS COCTOSIHHSI MEXIY paclpeAeleHHbIMU (HYHKIUIMU
BKJIFOYAET B ce0s, BMECTO OOBIYHBIX ACHCTBUH, MpUMEHEHHE MpOTOKoa oomeHa. Ecinu B cpene
pacripesielIeHHbIX CHCTEM CYIIECTBYIOT Yrpo3bl 0€30macHOCTH, MOTpeOyroTCss Oosiee CIIOKHBIE
3alUIICHHBIE POTOKOJIBI.

CemeiictBo  FPT SSP  «IIpoTOKON  CHHXpOHM3alMM  COCTOSIHUI»  YCTaHaBIMBAET
TpeOOBaHUE HCMOJb30BAaHUS HAJEKHBIX IPOTOKOJIOB HEKOTOPBIMH  KPUTHYHBIMH IO
6e3onacHoctu (yHkmusMu u3 uyncina ®bO. OHo obecneunBaeT, YTOOBI /1B pacIpeesieHHbIe
gactu OO (mampumep, TyiaBHbie DBM) CHHXpPOHH3UPOBAIM CBOU COCTOSIHUS TOCHE JCHCTBUIA,
CBSI3aHHBIX C O€3011aCHOCTHIO.

HekoTopsie cocTosiHMSI HEBO3MOKHO CHHXPOHHM3UPOBAThH, WJIM 3aTpaThl HA TPaH3aKIIUIO
OyIyT CIWIIKOM BEIUKH MJII TPAKTHYECKOTO MPUMEHEHHS; OTMEHAa KIfouYa IU(POBAHHS
SBJIAETCS TPUMEPOM, KOrJa TIOCJ€ BBIOJHEHUSI JEMCTBHUS COCTOSHUE MOXET CTaTh
HeomnpeaeneHHbIM. [Ipyroii mpumep: AeiCTBUE MPEIITPUHATO, a TOATBEPKIECHNE HE MOXKET OBITh
OTIIPaBJICHO JHOO COOOIIEHHE MPOUTHOPUPOBAHO TOJy4yaTesleM, U IO03TOMY OTMEHBI He
npousoiaer. HeompeneneHHOCTs,  MpuUCyIia  pacmupeiesieHHbIM  cuctemam. lIpobGiema
HEOIpeeIEHHOCTH CBsI3aHa C HEOOXOAUMOCTHIO CHHXPOHU3AIUU COCTOSIHUM U MOXKET periaTbes
COOTBETCTBYIOIIUMHU MeTonaMu. [[maHupoBaTh HEOMPEIEICHHBIE COCTOSIHHS OECIIOJIe3HO; B
noAoOHbIX ciydasx aBTopy [13/3b cnemyer mpuOerHyTh K ApyruM TpeOOBaHUSM (HAIpUMED,
110/1aya CUTHaJIa TPEBOT'H, IPOBEJICHUE ayJHUTa).

J.9.2 FPT_SSP.1 OpHocTopoHHee Hale:KHOe MOATBEpPKIeHUe

J.9.2.1 3ameuaHus M0 NPUMEHEHUIO /ISl N0JIb30BaTeJIsl

B xommnonente FPT SSP.1 nHeoOxomumo, utoObl mo 3ampocy ®BO mnpemocraBisin
noATBepkaeHue st apyroit yactu ®bO. D10 nmoaTBepxkACHUE TpeOyeTcs s yKa3zaHUs, YTO B
onHOM yactu pacnpeaeneHHoro OO ycneurHo nojay4eHo HeMOAU(PUIIMPOBAHHOE COOOIICHUE U3
npyroi yactu OO.

J.9.3 FPT_SSP.2 B3aumHoe HaJe:KHOe MOATBEPKICHUE

J.9.3.1 3ameuyaHus N0 NpMMeHEHUIO ISl N0JIb30BaTeJIsl

Kommnonent FPT _SSP.2 conepkut TpeboBaHMe, YTO B JOMOJHEHHUE K MPEIOCTABICHUIO
MOATBEPK/ICHUS MOJIYyUYeHHUs, NIepelaBaeMbIX JaHHBIX mpuHuMaromeit yactu ®bO Heobxoanumo
00paTUTHCA K MEpeAaroneii 3a yBeTOMICHHEM O MOTyYSHUN TTOTBEPIKICHHS.

Hanpumep, nokanbnas yacts ®bO nepegaer nannsie yaanennon yactu ®bO. Ilocnennss
MOATBEPK/IaeT YCIELIHbIM IpreM COOOLIEHMSI U 3alpalliBacT y nepeaaBlieid cCOOOLEHNE YacTu
®bO yBemomieHHME, YTO OHAa TMOJYy4YWJIa MOATBEpPXKICHHE. OTOT MEXaHU3M JaeT
JIOTIOJIHUTENBHYIO YBEPEHHOCTh, yTOo 00e vactu PBO, ywactByromue B mepefaue JaHHBIX,
W3BEIEHBI 00 YCTIEIIHOM 3aBEPILICHUH TIepeIayu.

J.10 MeTku Bpemenu (FPT_STM)

J.10.1 3ameuanust 11 N0JIb30BaTENs

CemeiictBo FPT STM coaepxuT TpeOOBaHUS MO MNPEIOCTABICHUIO HAJEKHBIX METOK
BpeMeHu B npenenax OO.

Ha aBropa II3/3b Bo3naraercs OTBETCTBEHHOCTb 3a pPa3bsiCHEHHWE CMBbICIA BBIPAXKECHUS
«HAJIE)KHBIE METKHA BPEMEHM» U YKa3aHUE, e IPUHUMAETCS PEIICHUE O HaJECKHOCTH.
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J.10.2 FPT_STM.1 HagesxHble MeTKH BpeMeHH

J.10.2.1 3ameuyaHusi 10 NPUMEHEHMIO VIS 10JIb30BATEJIsA

[Tpumenenne komnonenta FPT STM.1 Bo3MOXHO 7151 MPEIOCTaBICHUSI HAJC)KHBIX METOK
BPEMEHHU TpU TPOBEJIEHUM ayauTa, a TaKKe s OrpaHHuYEHHs] CpOKa JelcTBHS aTpuOyTOB
0€301MacHOCTH.

J.11 CorsnacoBanHocts AaHHBIX PBO mexny @PBO (FPT_TDC)

J.11.1 3amMeuanus AJ19 OJIbL30BaTE A

B cpene pacmpeneneHHod wunmu cioxHOW cucteMbl oT OO MoOXeT mOTpeOOBaTHCS
npou3Bect oOMeH naHHbIMH DBO (takumm kak artpulytel [IDb, accoummpoBaHHBIE C
JTaHHBIMU, WH(OPMALIUSA ayAUTa WM UISHTU(PHUKAIUN) C JPYTUM JOBEPEHHBIM MpoaykToM IT.
Cemeiicteo FPT TDC omnpenenser TpeOoBaHHS JUIsi COBMECTHOTO HCIIOJIB30BAHHUS U
HEMPOTUBOPEUMBOM HMHTEpHpeTanun 3TuX arpudyroB mMexay ®BO u apyrum noBepeHHBIM
npoaykrom IT.

KoMmnoHeHTbl JaHHOTO ceMeiicTBa MNpeiHa3HA4YeHbl JJIs OINpeneNleHus TpeOOBaHUHM K
ABTOMATUYECKOU MOJJIEPKKE corjacoBaHHOCTH AaHHbIX PBO mpu ux mepemade mexay OO
paccmarpuBaemoro OO u ®BO apyroro goBepeHHOro MpoaykTa. Bo3moxkHa u Takasi cuTyanus,
KOT'/la JJIsi COrJIacOBaHUs aTpuOyTOB 0€30MacHOCTH MPUMEHSIOTCSA TOJIBKO MPOILETypHBbIE MEpHI,
OJIHAKO OHH 3]IeCh HE paCCMAaTPUBAIOTCA.

CewmeiictBo FPT TDC «CornacoBanHocTh naHHbIX @BO Mexny ®BO» ornuuaercs ot
FDP_ETC «3Oxkcnopt nanHbIx 3a npeaenst aeictsust PbO» u FDP_ITC «MMnopt naHHBIX U3-3a
npenenoB aeiicteust bBOy», Tak kak MocaeIHNWE HANpaBJICHbI JIMIIL HA COOTHECEHHUE aTpuOyTOB
6e3onacHoctn Mexay PBO W HOCHTENSIMH HMMIIOPTHPYEMOW WM SKCIOPTHPYEMOW HMHU
nHpopMaIuu.

B cnyuae, ecnmu BakHa wmenoctHocth aaHHBIX DPBO, cremyer BbIOpaTh TpeOOBaHUS W3
cemeiictBa FPT ITI «llenoctHocTh skcnoptupyembix JaHHbIX DPBO». Ero KoMIoOHEHTHI
ompenensaor TpedoBaHusi, uToOsl PBO ObUIM CIIOCOOHBI OOHAPYXHUTH W/WIM HCIPABUTH
Moaudukamu nanaeix G®BO Bo Bpems nepenayu.

J.11.2 FPT_TDC.1 Bba3oBas coraacoanHocTh JaHHbIX ®BO mexny PO

J.11.2.1 3ameyaHusi 10 MPUMEHEHMIO JIS1 0JIb30BATEJIS

®BO oTBeyaroT 3a MOJACPKKY coriaacoBaHHOCTH JaHHbIX DBO, ucnoap3yeMbIX UMH WU
ACCOLIMUPOBAHHBIX C HUMH, KOTOpBIE SBISAIOTCA OOUIMMH y ABYX WM Ooyiee JOBEPEHHBIX
cucreM. Hampumep, nanubie ®BO nns ®BO aByX pa3inyHBIX CHCTEM MOTYT TOJIKOBATHCA
BHYTPU HHMX HoO-pazHoMy. Jlns mnpaBunbHOro npumeHeHus naHHblx PBO npuHumarommm
JIOBEepeHHBIM mpoaykroMm IT (Hampumep, Ui oOecredeHHs TaKOW Ke 3alluThl JaHHBIX
nonb3oBarens, kak U B O0) Heobxomumo, utoOsl OO u apyroit moBepeHHbId mpoaykT IT
MIPUMEHSIIN 3apaHee YCTaHOBICHHBIN MPOTOKoa ooMeHa naHHeiMU OBO.

J.11.2.2 Onepauun

J.11.2.2.1 Haznauenue

B FPT TDC.1.1 aBropy II3/3b cnenyer ompenenuts cnucok THIOB aaHHBIX DBO,
KOTOPbIE JOJIKHBI COTJIACOBAHHO MHTEPIIPETUPOBATHCS IIPU COBMECTHOM HcTOab30BaHu OBO u
JIPYTUM JOBEPEHHBIM IpoayKToMm IT.

B FPT TDC.1.2 aBropy II3/3b crenyer mpuBecTM CHUCOK IpaBHJ HMHTEPIIPETALUH,
npumensiembix ®bO.

J.12 Tectuposanue BHemnux cymuocre (FPT_TEE)

J.12.1 3amMeuyaHust MO NPUMEHEHHUIO VISl T0JIb30BaTeJIs

DT0 ceMmeicTBO ompesenser TpeOOBaHUS Ui TECTUPOBAHUS OJHOTO WM HECKOJIBKHX
BHemHUX cymHocred @OBO. Takue BHENIHME CYIIHOCTH HE SBISAIOTCS YE€IOBEYECKUMU
MOJIb30BATEIsIMM, W MOTYT BKJIIOYaTh KOMOMHAIMM TNPOTPaMMHOIO W/WIM anmapaTHOro
obecrnieuenus, B3aumoaeicTryroriero ¢ OO.

[IpuMepsl TUIIOB TECTOB, KOTOPHIE MOKHO ITPOBECTH, MPEACTABICHBI HUXKE:
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a) TeCThbl Ha IPUCYTCTBHE 3aIUTHON CUCTEMBI, U €€ KOPPEKTHAsI KOH(UTyparus;

b) TeCThI HEKOTOPBIX CBOWMCTB OMEPAIMOHHON CHCTEMBI, Ha KOTopoi padotaer OO;

¢) TecThl HEKOTOphIX cBoMCTB IC, B pamkax kotopoil paboraer cmaprt-kapta OO (k
IIpUMeEpY, TEHEPATOP NPOU3BOJIbHBIX YUCEIT).

Heo06xonuMo mpuHHMMaTh BO BHMMAaHHE, YTO BHELIHSS CYLIIHOCTh MOXET «BpaTb» O
pe3yabTaTax TECTUPOBAHUS, HAMEPEHHO JINOO MOTOMY Kak paboTaeT HEKOPPEKTHO.

Taxue TecTsl MOTyT OBITH BBINOJHEHBI JUOO B HEKOTOPOM COCTOSIHUM MOJIEPKUBAHMSI, BO
BpEMS 3aIlyCKa, OHJIANH WM MOCTOSIHHO. DTO CEMEMCTBO TAK)KE ONPENENSIET IEHCTBUSA, KOTOpBIE
oynyt npeanpuaTel OO B pe3yibTaTe TECTUPOBAHUS.

J.12.2 3ameuyanusa s OLeHIIIHKA

TectupoBaHMs BHEIIHUX CYLIHOCTEH JOJIXKHBI OBbITh JOCTATOUHBIMU JUISl TECTUPOBAHUS UX
XapaKTEepUCTHK, Ha KoTopsle onupaetcst PBO.

J.12.3 FPT_TEE.1 «TecTtupoBanue BHEIIHUX CYIIHOCTED)

J.12.3.1 3ameuyaHusi 10 NPUMEHEHMIO VIS 0JIb30BATEJIs

JlaHHBII ~ KOMIIOHEHT HE  MpeAHa3HauYeH Ul  IPUMEHEHUS  YeJIOBEYECKHMMU
I10JIb30BATEISIMHU.

OTOT KOMIIOHEHO NPENOCTABIACT MOAJAEPKKY Ml IEPUOJUYECKOTO0 TECTUPOBAHMS
CBOWCTB, OTHOCSAIIMXCS K BHEIIHUM CYITHOCTSIM, OT KOTOPBIX 3aBHCUT pabora ®PBO, myrem
3arpoca BO3MOKHOCTH K MEPUOANUYECKOMY BbI30BY (DYHKIIMI TECTUPOBAHMS.

Astop I13/3b MoxeT onpenenuTs TpeOOBaHUE COCTOSIHHS, B COOTBETCTBHH C KOTOPBIM,
(GyHKLMA H0JKHA OBITh I0CTYNHA B pexuMe oddiaiid, oHnaiH win nojaep xuBaHue.

J.12.3.2 3ameuanus A/ OLlEHIIMKA

Jns  GyHKUMH TNEepUOJMYECKOr0 TECTUPOBAHUS SIBIAETCS INPUEMIIEMBIMH  PEKUMBI
o dnaitn nnm moanepKUBaHUEe. DIEMEHTH KOHTPOJISI TOJIKHBI ObITh HAa MECTe JJIsi OTPaHUYEHUS
JIOCTYIIA, BO BPEMs MTOAJIEPKUBAHNS, U1 YIIOJTHOMOUYEHHBIX I10JIb30BaTENEH.

J.12.3.3 Onepauun

J.12.3.3.1 Bei0op

B FPT TEE.1.1 aBtopy II3 / 3b cnenyer ykasars, mposener su ®BO TectupoBanme
BHEIIHUX CYIIHOCTEH IpPH MEPBOHAYAIBHOM 3allyCKe, NEPUOJUYECKH BO BpeMs HOPMAJIbHON
paboThI, MO 3ampoCy aBTOPH30BAHHOTO IMOJIB30BATENS WM MPU JPYrUX yCIoBUsX. Eciu TecTs
3aIlyCKalOTCs YacTo, KOHEUHbIE M0JIb30BATEIH JOJKHBI UMETh OOJbIE YBEPEHHOCTH B TOM, YTO
OO pabotaer mpaBWIBHO, YeM €CITM TECTHI BBINMOJHAIOTCS peke. OmHAKO 3Ta MOTPEeOHOCTH B
YBEpEHHOCTH B TOM, 4yTo OO npaBuiibHO (YHKLHOHUPYET, JOJDKHA OBITH COalaHCHMpOBaHA C
MOTEHIMATIBHBIM BO3AeHCTBHEM Ha nocTymHOocTh OO, Kak 3TO 4acTo ObIBaeT, TECTHPOBAHUE
BHEIIIHUX CYLTHOCTEH MOXKET 3aJepxaTh HopMalbHYyI0 padoty OO.

J.12.3.3.2 Haznauenue

B FPT TEE.1.1 aBropy II3/3b crnemyer yka3aTh CBOIMCTBa BHEIIHHX CYITHOCTEH,
MOJUIeXkKAIUX MTPOBEPKE C MOMOIIbIO TecToB. IIpuMephl 3TUX CBOMCTB MOTYT BKJIIOYaTh B ce0s
CBOWCTBA KOH(UTYpPAIIUHU UK TOCTYITHOCTH CEpPBEpa KaTaloroB, MOIEPKUBAIOIIETO HEKOTOPYIO
yacTb ynpasieHus goctynom OBO.

B FPT TEE.1.1 aBropy II3/3b cnemyer, eciu BbIOpaHbI [pyrue YCIOBHs, yKa3aTh
9acTOTy, ¢ KOTOPOH OyJeT BBIIOJIHATHCS TECTUPOBAaHUE BHEIIHUX cyliHocTel. [Ipumepom sToro
JPYTOro yCIOBHUS MOXET OBITh 3aIyCK TECTOB Ka)KJblil pa3, KOI/a IM0JIb30BATEIb 3allpalliiBaeT
uHunMupoBath ceanc ¢ OO. Hampumep, 3T0 MOXXeT OBITh Ciaydail TECTHPOBAHUS cepBepa
KatajoroB nepen ero B3aumojnedctBueM ¢ ®BO Bo Bpemst mporecca ayTeHTH(PUKALUU
I10JIb30BATEII.

B FPT TEE.1.2 aBropy II3/3b cneayer yka3aTh, Kakue NEHCTBUS JOJDKHBI BBIMOIHSTH
®bO nmnpu HeymayHOM TecTupoBaHMU. [Ipumepbl ATHX JIEHCTBUH, WILIIOCTPUPYEMBIX
SK3EMIUIIPOM CEpBEpa KaTajloroB, MOTYT BKJIHOYATh IOAKIIOYEHHUE K aJbTEPHATUBHOMY
JOCTYIIHOMY CEPBEPY WX IIOUCK IPYroro cepBepa pe3epBHOIO KOMPOBAHUS.
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J.13 CoranacopanHocty aaHHbIX PBO npu ayoumpoBanum B mnpegeaax OO
(FPT_TRC)

J.13.1 3ameuanus AJ19 OJIbL30BaTEISA

TpeboBanus cemeiicta FPT TRC HeoO6xoaumbl, yTOOBI 00€CMEYUTH COTIACOBAHHOCTH
nanabix OBO, ecnm onm ayommpytorcs B mpeaenax OO. Takue ngaHHBIE MOTYT CTaTh
HECOTJIACOBAaHHBIMH MPHU HAPYIICHUU PabOTOCIIOCOOHOCTH BHYTPEHHETO KaHaIa MKy YacTsIMHU
OO. Ecmu OO BHYTpEHHE CTPYKTYpUpPOBAH KakK CE€Th, TO 3TO MOKET MPOU30NTH H3-3a
OTKJIIOUYEHUS OTAENbHBIX YACTEH CETH MPU Pa3pbIBE CETEBBIX COCTUHEHUMN.

Meton oOecriedeHHsi COTJIACOBAaHHOCTM B JJaHHOM CEMEHCTBE HE  yKa3bIBaeTcs.
CornacoBaHHOCTb MOXET JOCTHIaThCs C MOMOIIbI0 HEKOTOPOH (popMbl 00pabOTKH TpaH3aKLIUH
(roe CcOoOTBETCTBYIOUIME TPaH3aKLIMU «BO3BPALAIOTCA HAa3aq» K MECTy OTIpABICHUS Yepes3
MOBTOPHOE COCIWHEHUE) WU TyTeM OOHOBIICHUS IyONMPYEeMBIX [AaHHBIX 4Yepe3 MPOTOKOI
cuaxponuzanuu. Eciu mis [13/3b HeoOXxoauM KOHKPETHBIH TPOTOKOJ, TO OH MOXET OBITh
CHeU(pUIIMPOBAH C UCIIOIIE30BAHUEM OTIEPAIIUN YTOUHEHUSI.

MoseT oKa3zaTbCs, YTO CHHXPOHHM3UPOBATH HEKOTOPbIE COCTOSHUS HEBO3MOXKHO WIIH
3aTpaTrhl HA TAKYI0 CHHXPOHHU3ALMUIO CIIMIIIKOM BBICOKH. [IprMepoM mo00HOM CUTYaIU CITYKUT
OTMEHA KaHaJIOB CBSI3UM U Kiro4el mudpoBaHus. MoryT Takke BO3HHKATh HEONpEICIICHHBIC
coctosiHusi. Ecnm  jkenareneH KOHKPETHBIH peXuM  (DYHKIMOHUPOBAHHS, €ro CleayeT
CHeU(pUIIMPOBAThH C UCIIOJIb30BAHUEM OTepAllui YTOUHEHUSI.

J.13.2 FPT_TRC.1 CoriacoBanHocThb 1y0aupyembix faHHbIX ®BO

J.13.2.1 Onepauun

J.13.2.1.1 Ha3nauenmue

B FPT TRC.1.2 aBropy I13/3b cnenyer cnenudunupoats cnucok @b, KoTopsie 3aBUCST
OT COTJIACOBaHHOCTH TyOnupoBanus naHHbix OBO.

J.14 CamorectupoBanue ®bO (FPT_TST)

J.14.1 3ameuyanus AJ14 M0JIbH30BATEIA

Cewmeiicto FPT TST omnpenensier TpeboBanusi st camotectupoBanuss d®BO myrem
BBITNIOJIHEHUS. HEKOTOPBIX OIEpalMii C M3BECTHBIM pe3ysbTraroM. lIpuMepamu MOryr ciy:xKuthb
oOparmieHust K nHTepdeiicaM oCcyecTBIsIeMbIX QYHKIUH, a TaK)Ke HEKOTOphIe apudmMeTnieckne
ollepalyy, BbIIOJHSAEMble KpUTUYHBIMU 4YacTAMU OO. DTH TeCTbl MOTYT BBIIIOJIHATHCA IIPH
3alycKe, IepUOAMYECKH, IO 3alpoCy  YIOJHOMOYEHHOIO IIOJb30BaTeNsl WM  IIpU
yroBieTBOpeHun Jpyrux ycnosuil. [leiictBus OO, mnpeanpuHuMaeMmble IO pe3yibpTaTam
CaMOTECTUPOBAHUS, ONPE/IEICHBI B IPYTUX CEMENCTBAX.

TpeGoBanust JaHHOTO ceMeiicTBa Takke HEOOXOAMMBI IJIi OOHApYKEHMsI HCKaXEeHUs
BeInosTHsIeMoro koga ®PBO (to ectb mporpammuoil peanusanmu PbO) m ganabeix OBO B
pe3yabTare  pa3NMYHBIX cOOEB, KOTOpbIE HE BCerJa MPUBOMAT K  IPUOCTAHOBKE
¢ynkunonuposanus OO (paccMOTpEHHOM B APYrux ceMelcTBax). Takue NpoBepKu HEOOXOIUMO
BBIMIOJIHATh, TaK Kak TOJOOHBIE COOM HE BCErAa MOXHO TpeaoTBpaTuTh. OHH MOTYT
IPOUCXOJUTh HU3-32 HENPEJYCMOTPEHHBIX TUIOB COOEB WM HMMEIOLIUXCS HETOYHOCTEH B
IIPOEKTE ammapaTHbIX, MPOrPaMMHO-aNNapaTHbIX U IPOrPaMMHBIX CPEACTB JINOO BCIIEICTBUE
3noHaMepeHHoro uckaxeHuss ®BO, nomymeHHOro u3-3a HEaJeKBAaTHOM JIOTMYECKOH u/min
(bu3nuecKoil 3aIIMThI.

JIOTIOJIHUTENBHO JaHHOE CEMENCTBO MOXET, IIPU COOTBETCTBYIOLIUX YCJIOBMSX, IOMOYb
MIPEOTBPATUTH HENMpHUeMIIeMble Uiau HaHocaue yiep0 nsmenenuss ®bO, koTopbie MOTyT ObITh
IIPOU3BENEHHI B 3KcIutyatupyeMoM OO Ipu BBIOJIHEHUN ACUCTBUI IO COIPOBOKIEHUIO.

Tepmun «mpaBunbHOe BbloNHeHHEe @DPBO» OTHOCHTCS TJAaBHBIM  00pa3oM K
(GyHKIMOHMPOBAHUIO IporpaMMHoro odecrneyeHus @bO U 1eI0CTHOCTH €ro JaHHbIX.
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J.14.2 FPT_TST.1 TectrupoBanue @O

J.14.2.1 3ameuyaHus 10 NPUMEHEHMIO VIS 10JIb30BATEJIsA

Kommonent FPT _TST.1 noanep:kuBaeT kak TECTUPOBAHUE KPUTUIHBIX (DYHKIIMMA U3 YHUCIIA
®BO uepe3 TpeOOBaHME BO3MOXKHOCTH 3allyCKaTh TECTHPOBAaHUE (DYHKIMHA, TaK U MPOBEPKY
EJIOCTHOCTH JaHHEBIX U BhITONIHsAeMOro koxa ®BO.

J.14.2.2 3ameuyaHusi 10 MPUMEHEHMIO /ISl OLlEHIMKA

JlomyckaeTtcsi, 4ToObl GyHKIIUH, MPEJOCTaBIsIEMble YIIOJTHOMOYEHHOMY IOJIb30BATEINIO [T
MEPUOINYECKOTO TECTUPOBAHMS, OBLIM JOCTYIHBI TOJBKO B aBTOHOMHOM DPEXHUME U PEXHUME
ABAPUITHON MOIIEpPKKH. B ATHUX pexumax ciaeayeT NpeayCMOTPETh CPEACTBA OTPaHUYCHUS
JOCTYMa, IPEIOCTABIIASA €r0 TOJIBKO YIIOJHOMOYEHHBIM I10JIb30BATENSIM.

J.14.2.3 Onepauun

J.14.2.3.1 Bp1i6op

B FPT TST.1 asropy II3/3b crneayer -cneumdunupoarb, Korma (QyHKIIUIMU
6e3onacHoctu OO Oynet BbIMONHATHCS TectupoBanue PBO: mpu 3amycke, MepUOAUYECKH B
npolecce HOPMAIBHOTO (DYHKIIMOHMPOBAHMS, MO 3allpoCy YMOJIHOMOYEHHOTO IOJIb30BaTels,
npu Apyrux yciaosusx. B mocnennem cimyuae aBropy [13/3b cnenyer Taxke yka3aTb KOHKPETHBIE
YCIIOBUS, UCTIONB3Ysl ONEPALlMI0 HAa3HAYCHUSI.

B FPT TST.1.1 aBropy I13/3b cienyer cneunduupoBars, OyAeT I CAMOTECTUPOBAHHE
BBITIOJHATHCS  JUIA  JIEMOHCTpPAIlMU MPAaBHJIBHOTO BbIMOJIHeHHUs Bcero PBO wumm  TOIBKO
cnenuduIpoBanHbix yacteit ®BO.

J.14.2.3.2 Haznayenue

B FPT TST.1.1 aBtopy I[I3/3b cnemyer, eciam cnemaH COOTBETCTBYIOIIMK BBIOOD,
crenu(pUIMPOBaTh YCIOBUS, TPU KOTOPBIX CIEIYET BHIIOIHATH CAMOTECTUPOBAHHE.

B FPT TST.1.1 amtopy I[I3/3b cnemyer, eciam cnemaH COOTBETCTBYIOIIMU BBIOOD,
cnenuduipoBath cucok yacteir @bO, kotopsie OyayT npeameroM camorectupoBanus ObO.

J.14.2.3.3 Bri6op

B FPT TST.1.2 amropy II3/3b cnenmyer -cneuuduuupoBarb, AODKHA T OBITH
MPEeIyCMOTPEHa BO3MOKHOCTh BepU(UKALMH LEIOCTHOCTH s BceX AaHHbIX DBO wim Tonpko
JUIS BHIOpAHHBIX JaHHBIX.

J.14.2.3.4 Haznauenue

B FPT TST.1.2 aBropy II3/3b cnemyer, eciu caelaH COOTBETCTBYIOIIUN BBIOOD,
cienupuIIpoBaTh CucoK AaHHBIX PBO, IeT0CTHOCTh KOTOPBIX OyAeT Bepu(UITUPOBATHCS.
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Ipuinoxenne K
(obs13amenvhoe)

Hcnoan3oBanue pecypcos (FRU)

Knace FRU comepxut Tpu cemeiicTBa, KOTOpBIE MOJIEPKUBAIOT JOCTYITHOCTh TPEOyeMbIX
PECYPCOB, TaKuMX KaK BBIYMCIUTENbHBIE BO3MOXHOCTH H/min o0beM mnamsTd. CemeicTBO
FRU FLT «OTka30yCTOMYMBOCTE» NPENOCTABIsAET 3alIUTy OT HEAOCTYHHOCTH PECYpCOB,
Be3BaHHOM cOboem OO. CemerictBo FRU PRS «lIpuopurer obcmyxuBaHus» oOecleuynBaeT,
9TOOBI PECypChl BBIACISIIUCH HanOoJiee BaXKHBIM WM KPUTHUYHBIM MO BPEMEHH 3a/adaM U He
MOTJM OBbITh MOHOIOJU3UPOBAHbI 3aJayaMu ¢ Oojiee HU3KUM mnpuoputeToM. CeMencTBO
FRU RSA «Pacnpenenenue pecypcoB» yCTaHaBIMBAaET OIPAaHUYEHUs MCIOJIb30BaHUS
JOCTYITHBIX PECYpCOB, IIPEAOTBpALasi MOHOMOJIU3ALMIO PECYPCOB MOJIb30BATEIAMH.

Hexomnosummss kiacca FRU «Mcnonp30BaHre pecypcoB» Ha COCTABISIOIIME €T0
KOMIIOHEHTHI MOKa3aHa Ha pucyHke K. 1.

! FRU_FLT: OTKa30yCTOHYHBOCTH b--oor 1 E——-——g 2
O B SRS B SR
i FRU_PRS: [Tpuoputet 06¢TyKMBAHUSA bt 1o 20
L e e i Lo ] Lo ]
i FRU_RSA: Pacnipezienienue pecypcos R | :L----g 2

Pucynok K.1 - lekomno3nuus kiaacca FRU «Mcnonb3oBanne pecypcos»

K.1 Orka3zoycroituuBocts (FRU_FLT)

K.1.1 3ameuanus aJis MoJIL30BaTe IS

CemeiictBo FRU FLT coxmepxuT TpeOOBaHUS K JIOCTYIIHOCTH (PYHKIIMOHAIBHBIX
BO3MOKHOCTEH naxe B ciyyae cOoeB. [IpumMepsl Takux cOOEB: OTKIIOUEHHE MUTAHMS, OTKa3
ammaparypel, cOoil mporpamMmHOro obecriedeHus. B ciiygae Takux OmMOOK, €CIH 3TO
cnenudunupoano, OO OyneT moaAep>KUBaTh OMNpeaeseHHble Bo3MokHOCTH. ABTop I[13/3b
MOXET, Hampumep, cnemudunuposarb, 4yto OO, HCMNONB3YEeMbII Ha aTOMHOW CTaHIIWH,
IPOAOIKUT pabOTy MO BBIIOJHEHHUIO MPOLEAYpbl OCTAaHOBKM peakTopa Ipu cboe B
SHEPrOCHA0KEHUH HITH CPEJICTBAX CBSI3H.

ITockonbky OO MOXeT NPOJIOKATh MPaBUIbHOE (YHKIHOHUPOBAHUE TOJNBKO IpU
npogonkenun ocyuectsienus [1bO, To umeercs TpedoBanue, 4To nocie coosl cucTema J10JKHa
ocTaBaTbcd B 0€30MACHOM COCTOSHUH. JTa CIIOCOOHOCTh oOOecreyuBaeTcs NPUBIECYEHUEM
komnoneHta FPT FLS.1 «C06oii ¢ coxpaneHnem 0€30macHOT0 COCTOSTHUSY.

MexaHu3mbl  oOecrieueHus] OTKAa30yCTOMYMBOCTH MOTYT ObITh aKTUBHBIMH WU
MaCCUBHBIMU. AKTUBHBI MEXaHU3M HMEET CHelMaIbHble (PYHKLINU, KOTOPbIE aKTUBU3UPYIOTCS
IpU BO3HUKHOBEHMH oOIMOKM. Hampumep, mnoxkapHash CHUTHAIU3alMsl SBISETCS AKTUBHBIM
MexanusmMoMm: ®PBO oOHapyxaT mokap M CMOTYT MPEANPHUHATH JEHCTBUS MO BKIIOYEHHIO
ornepauuu pezepsupoBanus. [laccuBHas cxema npumensiercs, eciau B apxutekrype OO 3anoxkeHa
crocoOHOCTh  00pa®oTku  omuOku. Hanpumep, mnpuMeHEHHE MaKOPUTAPHOH  CXEMBbI
TOJIOCOBAaHUS C HECKOJBKUMH IPOLECCOPAMU SIBJISETCS] MACCHUBHBIM pEIIEHUEM; OTKa3 OIHOI0
nmporeccopa He mpepBeT ¢yHkiuuonupopanue OO (oTka3 Tpedyercs OOHAPYXKHUTh s
WCIIPABJICHUA).
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Jlis naHHOTO ceMelcTBa HE MMEeT 3HaueHus, ObUIl JM COOM MHUIMHUPOBAH Cily4ailHO
(HampuMep, NEepenoJHEHUE WM OIMMOOYHOE OTKIIIOUEHHE YCTPOICTBA) WM IpeIHAaMEPEeHHO
(Hanmpumep, U3-3a MOHOIIOJIM3AIIUN PECypca).

K.1.2 FRU_FLT.1 Ilonn:keHHas1 0TKA30yCTOHYMBOCTh

K.1.2.1 3ameuyanusi 1o NpuMeHEHUIO /ISl 10JIb30BATEJIs

Komnonenr FRU FLT.l1 mpennaznauen s crenu@ukandyd TOro, Kakue BO3MOXHOCTH
OO nponomKUT NPEeoCTaBIATh Mocie c00s cucTeMsbl. Tak Kak CII0KHO ONUCATh BCE BO3MOXKHbBIE
OTKa3bl, MOKHO cHelHM(pUIUpOBaTh WX Kareropuu. I[Ipumepamu cOOEB SIBIAIOTCS: 3aTOIICHUE
MIOMENICHUsI C amnmnapaTrypoi, KOpPOTKOE 3aMbIKaHHe, COOM LEHTPaJIbHOrO IpolLeccopa WIH
rnaBHoit OBM, cboit mporpammHoro obecredeHus, nepenoiaenune oydepa.

K.1.2.2 Onepauun

K.1.2.2.1 HaznayeHnue

B FRU FLT.1.1 aBropy I13/3b cnexyer cnemudumnmpoBatbs cnucok Bo3MoxHocTeir OO,
koTopbie OO OyzeT moAep>KUBaTh BO BpeMsl U Mocye CIEUPUIMPOBAHHOTO COOsI.

B FRU FLT.1.1 aBropy II3/3b cnenyer cneuuduiupoBarh CIHUCOK THIIOB COOEB, OT
koTopbix OO momkeH ObITh 00s13aTeNnbHO 3amuineH. Ecinu ciyauntest ¢6oit u3 sroro crnmcka, OO
OyneT croco0eH MPOI0JDKUTh (DYHKITMOHUPOBAHUE.

K.1.3 FRU_FLT.2 Orpanu4eHHasi 0TKa30yCTOMYHUBOCTH

K.1.3.1 3ameuyaHusi Mo NpUMEeHEHHUIO JJIf MOJIb30BaTeIsI

Komnonenr FRU FLT.2 mno3Bomser cneunpunupoBarb, KakuM Tunam cb6oe OO
HE00X0AMMO NMPOTHUBOJAEHCTBOBATh. Tak Kak CII0KHO OIMCaTh BCE BO3MOXKHBIE OTKa3bl, MOXKHO
cneunpuupoBarh ux kKareropuu. [IpumMepamu cOOEB SIBISIOTCS: 3aTOIUICHUE TOMEIICHHS C
anmnaparypoi, KpaTKOBPEMEHHOE OTKJIIOYEHHE DSHEpProcHaOKeHHs, CcOOH LEeHTPaIbHOIo
nporieccopa uiy riaBHoit DBM, c6oii mporpaMmHOTo obecrieueHus, nepenojHenne oydepa.

K.1.3.2 Onepauun

K.1.3.2.1 HaznaueHnue

B FRU FLT.2.1 aBropy II3/3b cnenyer cneuuduuupoBath CHHCOK TUIIOB COOEB, OT
koTopbix OO momkeH ObITh 00s13aTeNnbHO 3amuineH. Ecimu cimyauntest ¢6oit u3 sroro crmcka, OO
OyzeT crocoO0eH MPOI0JDKUTE (PYHKITMOHHPOBAHUE.

K.2 lIpnopurer oocayxuBanus (FRU_PRS)

K.2.1 3ameuanus 1Jis1 moJib30BaTeist

TpeboBanust cemeiictBa FRU PRS mnozsomstor ®BO  ympaBiasTh HCMONB30BAaHHEM
pPECYpPCOB MOJIb30BATEISIMU U CyObEKTaMHM B Ipelenax CBOeH o0sacTu NEHCTBUS TaK, YTO
BBICOKONIPHOPHUTETHBIE omepauuu B mnpeaenax OJI® Bcerma OyayT BhINOMHATHCS —0e3
IPEMATCTBUNA WM 3aJepXkKEeK CO CTOPOHBI omepaiuil ¢ 6ojee HU3KUM IpuoputeToM. pyrumu
CIIOBaMH, 3a/1a4d, KPUTHYHBIC 10 BPEMEHU BBHIMIOJIHEHUS, HE OYAyT 3a7epKUBATHCS 3a/adaMH,
MeHEeE KPUTHYHBIMU 10 BPEMEHU BBIIIOJIHEHHUS.

OTO CEeMEHCTBO MOXKET MPUMEHATHCS K pa3Iu4yHbIM THUIIAM PECYPCOB, HalpUMEp,
BBIUUCIIUTENIEHBIM BO3MOXHOCTSIM, IPOIYCKHOW CLIOCOOHOCTH KaHAJIOB CBSI3H.

MexaHu3M HPUOPUTETOB OOCTYKMBAaHUS MOXKET ObITh MACCUBHBIM WJIM AaKTHUBHBIM. B
CHCTEME C IAaCCUBHBIM IPUOPUTETOM OOCITY)XMBaHUS BBIOMpaeTcs 3ajada C HAUBBICIIUM
MPUOPUTETOM, €CIM  MpejjaraeTcss chenartb BbIOOp MEXIy JBYMsS  O0XKHJAIOLUMU
npuioxeHusMu. [Ipu Hcronp30BaHUM MACCUBHBIX MEXaHU3MOB HPUOPUTETOB OOCITY)KHBaHUS
BBITIOJIHSIEMAs 3aJa4a ¢ 0oJiee HU3KUM IPUOPUTETOM HE MOXKET ObITh IpepBaHa 3ajaueii ¢ bosee
BBICOKMM IIpuopuTreroM. IIpy uHCHOnp30BaHMM  aKTMBHBIX MEXaHM3MOB IPHUOPUTETOB
o0CTyKMBaHUS 3a/1a4M ¢ 00Jiee HU3KUM IMPHUOPUTETOM MOTYT MPEPHIBATHCS HOBBIMU 3aJ1a4aMH C
6oJiee BBICOKMM ITPUOPUTETOM.
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TpeboBanust aynuTa ycTaHaBJIMBAIOT, YTO BCE MPUYUHBI OTKJIOHEHUS OIEpaluil ciexyer
nojBeprath ayauty. Ha ycmoTpeHue pa3paboTuMKa OCTaBlieHA CUTYallHsl, KOTJa ONeparus He
OTKJIOHSETCS], a 3a/1€PKUBACTCA.

K.2.2 FRU_PRS.1 Orpann4yeHHblii IPHOPHUTET 00CTYKMBAHUS

K.2.2.1 3ameuyanusi 10 NpuMeHEHUIO /ISl 10JIb30BATEJIs

Komnonent FRU PRS.1 onpeznenser npuoputeTsl 1uisi CyOBEKTOB U PECYPCHI, K KOTOPBIM
OyZeT NpPHUMEHATbCS MEXaHU3M NPUOPUTETOB OOCIyKuBaHUA. Eciaum CyObeKT mnbITaeTcs
NPEINpPUHATH eHCTBUE AN MOITYUYEHUS pecypca, KOHTPOJIUPYEMOro TpeOOBaHUAMHU IPUOPUTETA
oOCITy’)KUBaHMsI, IOCTYN W/WIM BpeMs jgoctyna OyayT IIOCTaBlI€Hbl B 3aBUCUMOCTb OT
pUopuTeTa CyOBEKTa, NpUOpUTETa CyObEeKTa, ACUCTBYIOLIETO B HACTOSIIUN MOMEHT, M
IIPUOPUTETA CYOBEKTOB B OUEPEIH.

K.2.2.2 Onepanuu

K.2.2.2.1 Hazna4yenue

B FRU PRS.1.2 asropy II3/3b craenyer crnenupuuupoBarh CIUCOK YIPABISEMbIX
pecypcoB, ansi kotopelx PBO oCymIecTBISAIOT HPUOPUTETHOE OOCITyKMBaHHE (TPUMEPHI
PECYPCOB: MPOLIECCHI, JUCKOBOE ITPOCTPAHCTBO, MaMSITh, [10JI0CA IIPOITYCKAHUA).

K.2.3 FRU_PRS.2 [TosHblii npropuTeT 00CIYKMBAHUS

K.2.3.1 3ameyanus no NnpuMeHEeHHI0 JJIsl 10J1b30BaTeJIsl

Komnonent FRU PRS.2 onpenensier npuoputeTsl 11t cyobekToB. Bee pecypest B OJ1D,
KOTOpbIE MOTYT MCIIOJIb30BaThCSl COBMECTHO, OYIyT YIPaBIATHCS MEXaHU3MOM IPUOPUTETHOIO
obcnyxuBaHus. Eciau cyOBbeKT mblTaeTcs NpeAnpHHATh AeHcTBUs Ha pecypce B OJ1D, KoTopbIit
MOJKET HCIOJIB30BAThCS COBMECTHO, JIOCTYN W/WJIM BpeMsl JOocTyna OyJeT IOCTaBJIEHO B
3aBUCUMOCTh OT IPUOPHUTETA CYyOBEKTa, NMPUOpPHUTETa CYOBEKTa, NEHCTBYIOIIEro B HACTOSALIMH
MOMEHT, U IPUOPUTETA CYOBEKTOB B OUEPE/IH.

K.3 Pacnpenesienue pecypcoB (FRU_RSA)

K.3.1 3ameuanus aJis MoJIL30BaTe IS

TpeboBanust cemeiictBa FRU RSA mnosBomsitor @BO B mpenenax O® ympaBisTh
UCIOJb30BAHUEM PECYPCOB IOJIb30BAaTENsAMU U CyObEKTaMH TakK, 4TOObl HE JONYCTHTb
HECAHKIIMOHMPOBAHHBIE OTKa3bl B OOCIY)KMBAaHHM HM3-32 MOHOIIOJIHU3AIMH PECYpPCOB JIPYTHMHU
M0JIb30BATEISIMU WIIH CyObEKTaMHU.

[IpaBuia pacnpenenenus pecypcoB MO3BOJIIOT Ha3HA4YaTh KBOTHI WJIM CO3/1aBaTh JIPYrHe
CPEICTBa ONpEACIECHUSI OTPAaHNMYEHUIN Ha KOJIMYECTBO PECypCa MM BPEMs €r0 UCIOJIb30BaHUS,
KOTOpBIE MOTYT OBITH pacrpenelieHbl KOHKPETHBIM IOJIb30BATESIM WM CyOBeKTaM. DTHMHU
[IpaBUJIAMHU, HATIPUMEP, MOTYT ObITh:

- BBEJICHHE KBOT OOBEKTOB, OTPAaHUYMBAIOLINX YHUCIO 0OBEKTOB U/WIM UX pa3Mep, KOTOpbIe
MOTYT OBbITh Ha3HAYE€HBI KOHKPETHOMY IT0JIb30BATEIIO;

- yIpaBlIeHUE pacrpeaeIeHueM/0CBOO0KICHIEM BbIJICIEHHBIX paHee €AMHUL PECypCcOB B
cilydae, €clii OHM HaxoJsTcs noj ynpasieHuem ©BO.

B oOmem ciyyae 3Ttu QyHKUIuM OyayT peanu30BaHbl C NPUMEHEHUEM aTpuOyTOB,
Ha3HAYEHHBIX MOJIb30BATEISM U pecypcam.

Ilenpt0o  3THX  KOMIIOHEHTOB  SIBISIeTCS  OOECIEUYEeHHE  OINpPENeNIeHHOM  CTeneHH
«CIIpaBEAJIMBOCTH» 10 OTHOLICHUIO K IOJIb30BATEIsIM (HampuMep, BCIO JOCTYIMHYIO MaMsTh HeE
CIIEIyeT pacIpesleNaTh OJJHOMY I10JIb30BATENI0) U CyObEKTaM.

Tak kak MNPOJOJKUTENBHOCTh pPACHPEICNICHUs PECYpPCOB YaCTO MPEBBIMIAET BPEMs
CYIIECTBOBaHUA CyOBeKTa (Hampumep, (ailiibl 4acTO CYIIECTBYIOT JOJIbIIE, YEM MPUIIOKEHUS,
CO3/1aBILIME UX), TO HEOJTHOKPATHOE BOILIONIEHUE CYObEKTOB OJJHUM U TEM K€ M0JIb30BAaTEIEM HE
JOJDKHO OKa3bIBaTh CIUIIKOM CHJIBHOE OTPULATEIbHOE BO3ACHCTBUE HA IPYTUX MOJIb30BATENIECH.
KoMmoHeHThl ceMelcTBa IMO3BOJISIIOT CBSI3aTh OTPAaHUYEHHUs Ha PACIpPEAETICHHE PECYPCOB C
[0JIb30BATEsIMU. B HEKOTOpBIX K€ CHUTyallUsX PEecypchl paclpeiessitoTcs Uis CyObeKTOB
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(Hampumep, omepaTMBHAs MaMATh WM LUKJIBl LIEHTPaAJbHOrO mporeccopa). B atom ciyuae
KOMIIOHEHTHI CEMEICTBA O3BOJISIOT paclpesieNiaTh PeCypchl Ha YpOBHE CyOBEKTOB.

JlaHHOE CceMeWCTBO HajaraeT TpeOOBaHMs Ha pacHpelesieHHE PecypcoB, HO HE Ha HX
ucnoib3oBanue. [103ToMy ycTaHOBIIEHO, UTO TPEOOBAaHUS ayIuTa TAKXKe PaclpOCTPaHSIIOTCS Ha
pacrpeieleHue pecypcoB, HO HE Ha UX UCIOIb30BAHUE.

K.3.2 FRU_RSA.1 MakcuMaJibHbIe KBOTBI

K.3.2.1 3ameuyanusi 10 NpuMeHEHUIO VISl N0JIb30BATEJIs

Komnonent FRU RSA.1 conepxut TpeOOBaHUS K MEXaHM3MaM KBOTHPOBAHUS, KOTOpHIE
MPUMEHUMBI TOJBKO K CHEIU(UIIMPOBAHHON COBOKYITHOCTH pasjeiisieMblx pecypcoB B OO. Otu
TpeOOBaHUS MO3BOJISIIOT ACCOLMUPOBATH KBOTHI C I1OJIb30BATENEM HIIH, BO3MOXKHO, CBA3BIBATH MX
C TpymIramMu NoJIb30BaTeNeH Wi CyOBEKTOB, eciiu ATo npeaycMmoTpeHo B OO.

K.3.2.2 Onepanuu

K.3.2.2.1 Hazna4yenue

B FRU RSA.1.1 asropy II3/3b cnenyer cneunduuupoBaTh CIUCOK YIPaBISEMbIX
pecypcoB, Ui KOTOPBIX TpPeOYIOTCS OTrpaHMYEHHMs MaKCHUMAaJbHOTO BBIJICJIIEHUS pecypca
(Hampumep, MpoLECChl, TUCKOBOE IPOCTPAHCTBO, MaMATh, Iosioca nponyckanus). Ecim arto
TpeOoBaHHE HEOOXOAMMO pacnpocTpaHuTh Ha Bce pecypesl B OJID, paspemaercs
cienupuIupoBath «Bce pecypcsl B O D».

K.3.2.2.2 Bui6op

B FRU RSA.1.1 aBropy I13/3b cnexyer BbIOpaTh, OTHOCATCS I MaKCHUMAJIbHbIE KBOTHI K
OTJEJIbHBIM I10JIb30BATENSIM, ONPEICIEHHBIM IPYIINaM 0JIb30BaTelNel, CyObeKTaM MM J1I000MYy
UX COYETAHHUIO.

B FRU RSA.1.1 aBtopy I13/3b crnenyet BoIOpaTh, MPUMEHHUMBI JIU MaKCUMaJIbHbIE KBOTHI
B J11000€ 3aJaHHOE BpeMsl (OTHOBPEMEHHO) WIIM B TEYCHHE OTIPEICIIEHHOTO NIEpHO/Ia BPEMEHH.

K.3.3 FRU_RSA.2 MunnmMaJjibHble H MAKCUMAJIbHbIE KBOTbI

K.3.3.1 3ameyanus no NnpuMeHEHHUI0 JJIsl 10J1b30BaTeJIsl

Komnonent FRU RSA.2 conepxut TpeOOBaHUS K MEXaHM3MaM KBOTHUPOBAaHMS, KOTOpPbIE
MIPUMEHHUMBI TOJIBKO K CIICIIM(PHIIMPOBAHHON COBOKYITHOCTH pa3feiisieMbix pecypcoB B OO. Ot
TpeOOBaHUS MO3BOJISAIOT ACCOLIMUPOBATH KBOTHI C MOJIb30BATENIEM WM, BO3MOXKHO, CBSI3bIBATh UX
C rpyIIaMu MOoJb30BaTeNel WK CyOBEKTOB, €cliu 3TO IpeaycMoTpeHo B OO.

K.3.3.2 Onepanun

K.3.3.2.1 Haznauenue

B FRU RSA.2.1 aBropy I13/3b cnenyer cnenudunupoBats yrnpapisieMble peCypChl, IS
KOTOPBIX TPEOYIOTCS OrpaHHUYEHHsI MAKCHMAaJIbHOTO BBIIEJICHUS pecypca (Hampumep, IpoIecchl,
IMCKOBOE MPOCTPAHCTBO, MaMsTh, MoJl0ca Mporyckanus). Eciu 310 TpeboBaHMe HEOOXO0AUMO
pacripocTpaHuTh Ha Bce pecypcbl B OJId, paspemaercs cnenu@uuupoBaTh «BCE pPeCypchbl B
O1D».

K.3.3.2.2 Bei0op

B FRU RSA.2.1 aBropy I13/3b cnemxyer BIOpaTh, OTHOCSATCS I MaKCHUMAJIbHbBIE KBOTHI K
OT/eJIbHBIM I10JIb30BATENSAM, ONPEICIEHHBIM I'PYIIaM M0JIb30BaTeNel, CyObeKTaM WU JH00MY
UX COYETAHUIO.

B FRU RSA.2.1 aBropy I13/3b cnenyer BbIOpaTh, NPUMEHUMBI JIM MAaKCUMaJIbHBIE KBOTHI
B M000€ 3ajaHHOE BpeMsl (OJTHOBPEMEHHO) UM B TEUCHHUE ONPEEICHHOTO MepUoja BPEMEHH.

K.3.3.2.3 Haznauenue

B FRU RSA.2.2 aBropy [13/3b cnenyet cnenuduiupoBars yrpasisieMble PECypChI, s
KOTOPBIX HEOOXOAMMO YCTAaHOBHUTH Hpeesl MHUHHUMAJIBbHOTO BBbLIEICHUS pecypca (Hampumep,
MIPOLIECCHI, JUCKOBOE IMPOCTPAHCTBO, MaMsTh, Mojoca nponyckanus). Eciu 3to TpeboBanue
HE00X0AMMO pacHpocTpaHuTh Ha Bce pecypcbl B O/, paspermiaercs cnenu@uuupoBaTh «Bce
pecypcbl B OLD».
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K.3.3.2.4 Bsi6op

B FRU RSA.2.2 aBropy I13/3b cnenyer BbIOpaTh, OTHOCSATCS M MUHHUMAaJIbHBIE KBOTHI K
OTJIEIbHBIM I10JIH30BATENSAM, ONPEIEICHHBIM IPYyIIaM M0JIb30BaTesel, CyObeKTaM Ui J0oMy
UX COYETAHUIO.

B FRU RSA.2.2 aBropy I13/3b cnenyer BriOpaTh, MPUMEHUMBI JIW MUHUMAJIbHBIE KBOTHI B
mo60€e 3a1aHHOE BpeMsl (OAHOBPEMEHHO) UJIH B TEUEHHUE ONPEIETICHHOT0 MEePHO0/ia BPEMEHH.
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Ipuioxenne L
(obs13amenvhoe)

Hoctyn k OO (FTA)

OTkppiTHE CeaHCa TOJB30BATENs  COCTOUT U3 CO3JAHUS OJHOTO WIIH HECKOJbKUX
CyOBeKTOB, BBIMONHsIOMMX onepauud B OO OT MMEHM MOJb30BaTelsd. B KoHIle mpouenypsl
OTKPBITHS CEaHCa, €CIU YAOBIETBOpeHBI TpeboBaHus aoctyna K OO, co3maHHBIE CYyOBEKTHI
UMEIOT aTpuOyTHI, onpeielieHHbIe PYHKIUAMH uaeHTuGuKanuu u ayreHTugukamuu. Knacc FTA
orpezenseT TpeOOBaHUS K YIPABIECHUIO OTKPHITHEM CEaHCa MOJIh30BaTEIS.

Ceanc mosib30BatTessi OMpeJeNieH Kak IepHoJ] BPEeMEHH, HAuYMHAIOUIUICS C MOMEHTa
uACHTUUKAIMN/ayTeHTUGUKAMKA  (WIM, TOYHee, C Hayaja B3aUMOJCHCTBHA MEXAY
I0JIb30BaTEIEM M CUCTEMOM) BIUIOTh O MOMEHTA, KOTJJa OCBOOOKIEHBI BCE CYOBEKTHI, PECYPCHI
1 aTpuOyThI, OTHOCSIIIHECS K TAHHOMY CEaHCy.

Hexomnosummst knacca FTA «Jloctym k OO» Ha COCTaBJISIONIME €r0 KOMITOHEHTBI
[I0OKa3aHa Ha pucyHke L.1.

Pucynok L.1 - lekomno3unus kiaacca FTA «/loctyn k OO»

L.1 Orpannyenne od1actu Boioupaembix atpudyroB (FTA_LSA)

L.1.1 3ameuyanus 1Jisi 0J1b30BaTEIs

CemeiictBo  FTA LSA omnpenenser TpeOOBaHUS IO OrpaHUYEHUIO Kak aTpUOyTOB
0€30MMacCHOCTH CeaHca, KOTOPbIE MOYKET BHIOMPATh MOJIb30BATENb, TAK U CYOBEKTOB, C KOTOPHIMU
[I0JIb30BaTeIb MOXKET OBITh CBS3aH, HA OCHOBE METOJIa MJIM MECTa JIOCTYIa, MOopTa, C KOTOPOro
OCYILIECTBIISIETCS TOCTYII, U/WIIM BpEMEHH (HalpUMep, BPEMEHU CYTOK, JTHS HEEIN).

Oto cemeiicTBo mpenocraBisger aBTopaMm I13/3b  BO3MOXHOCTH  creUpHUIMPOBATH
TpeboBanus g ®BO 1Mo ycTaHOBIEHUIO OrpaHUMYEHUN Ha 00JacTh BBIOMpaeMbIX aTpuOyTOB
0€30IaCHOCTH YIIOJIHOMOYEHHBIX 110JIb30BaTeNel B 3aBUCUMOCTH OT YClIoBUi cpenbl. Hanpuwmep,
I0JIB30BATENI0 MOXKET ObITh Pa3pelieHO OTKPBITh «CEKPETHBIN ceaHc» B pabouee BpeMsi, HO BHE
pabouero BpEeMEHHM OH MOXKET OTKPBITh TOJIBKO «HEKJIacCHu(UIUpPOBaHHbIM ceaHey». /[nd
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UJCHTU(PUKAIMM COOTBETCTBYIOIIMX OrPaHUYEHHH Ha 00JacTh BBIOMpPAaEMbIX aTpuOyTOB
MpPeIyCMOTPEHA orepalusi BbiOopa. DTH OTpaHWUYEHUs] MOTYT CIEAOBATh U3 3HAYCHHH JPYTUX
atpuOyToB. Eciii Heobxoaumo crienuduuupoBaTh OrpaHHYCHUSI 111 HECKOJIBKUX aTpUOYyTOB, TO
3TOT KOMIIOHEHT MPHJETCS MOBTOPUTH HECKOJBKO pa3 mo uuciay atpubyroB. IIpumepamu
aTpuOyTOB, KOTOPHIE MOYKHO HUCIIOJIB30BATh ISl OTPAaHUYCHUS aTpUOYTOB O€30MaCHOCTH CEaHca,
SIBJISTFOTCSL:

a) MeToJ JocTyrna. MoXeT UCIOJIb30BaThCs I CrIeU(PUKALIMKA CPEbl, B KOTOPOH OyneT
paboTtaTh TONB30BATENb (HApPUMEp, MPOTOKON Tepenadu (aiiyioB, TepMUHAN, BUPTYaTbHBIN
TEJIeKOMMYHUKALMOHHBIA METOJ] 10CTYIA);

b) mecto nocryma. MoXeT HCIONB30BaThCA JUIsI OTpAaHUYEHHUs] OOJIACTH BBIOMPACMBIX
aTpuOyTOB MOJIb30BATENSI HA OCHOBE MECTa PACIOJIOKEHUS I0JIb30BaTENs WM MOPTa JAOCTYIIA.
DTa BO3MOXKHOCTH OCOOCHHO BaKHA TPU HCIOJIH30BAHUHM TENEPOHHBIX JIMHUN WM CETEBBIX
CpPEICTB;

C) Bpems J0CTyma, KOTOpO€ MOKHO HCIIOJIb30BaTh IS OrpaHU4YeHHs 00JIacTu
BbIOMpaeMbIX aTpuOyTOB MOjb30BaTens. Hampumep, orpaHuueHuss MOTYT OBITh OCHOBAaHBI Ha
BPEMEHU CYTOK, JHE HEJENW, KaJCHJapHBIX Jarax. OTO OrpaHWYCHHE MPEJOCTaBIACT
OTIpe/ICTICHHYIO 3aIlUTy OT ACWCTBUN MOJB30BATENS B TO BPEMs, KOI/Ia MOTYT HE MPUMEHSITHCS
HE0OXO0IMMBIC TIPOLISAYPHBIC MEPHI HITU MOHUTOPHHT.

L.1.2 FTA LSA.1 Orpanudenue 00/1acTH BbIOMpaeMbIX aTPUuOyTOB

L.1.2.1 Onepauun

L.1.2.1.1 Ha3nauenune

B FTA LSA.1.1 aBtopy I13/3b crnenyer crenuduiupoBath COBOKYITHOCTh aTpUOYTOB
0€30MacHOCTH CeaHca, KOTOpbhIE€ HYXKHO OrpaHuuuTh. [Ipumepbl Takux aTpuOyTOB: ypPOBEHD
JI0ITyCKa MOJIb30BaTENsl, yPOBEHb IIEIIOCTHOCTH, POJIH.

B FTA LSA.1.1 aBtopy II3/3b caeayer cnenuduiupoBarh COBOKYIMHOCTh aTpuOyTOB,
KOTOpBIE MOXXHO HCIIOJIb30BaTh JUIS ONpeaeieHus o0iacTu aTrpuOyToB 0€30MacHOCTH CeaHca.
[Tpumepsl Takux aTpuOyTOB: UACHTHU(PHUKATOP MOIH30BATENs, PACHIONOKEHNE HCTOYHHUKA, BPEMsI
JOCTyTa U METOJ I0CTYIIA.

L.2 Orpannuyenne Ha napajuiejabHbie ceancbl (FTA_MCS)

L.2.1 3amMeuanus 115 MOJb30BaTEJISI

Cemeiicteo FTA MCS omnpenensier, CKOJIbKO CEaHCOB IOJb30BATENh MOXET HMETh
OJTHOBPEMEHHO (IapajuiesbHble ceaHchbl). JlomycTuMoe 4YHuCiIo MapajuleldbHbIX CEaHCOB MOYKET
YKa3bIBATHCS JIJISl TPYIIIIHI TTOJIB30BATENEH JINOO sl K&KIOTO OTAEIHHOTO IOJIb30BATEIs.

L.2.2 FTA _MCS.1 ba3oBoe orpannyenne Ha nmapajulejJbHble CEAHChI

L.2.2.1 3ameyanusi N0 NpuMeHEHUIO IJIsl MOJIb30BaTeNs

Komnonentr FTA MCS.1 mpenocTaBiser CUCTEME BO3MOXHOCTb OTpaHUYEHUs 4YHCIIa
CeaHcoB B LeNAX 3(peKkTuBHOro ncnoab3zoBanus pecypcor OO.

L.2.2.2 Onepauun

L.2.2.2.1 Hazna4yeHnue

B FTA MCS.1.2 aBropy I13/3b cneayer cneunduunupoBarb, Kakoe OrpaHUYEHHE YHCIIA
napajieNIbHbIX CEaHCOB OYAET UCIOJIb30BaThHCS 110 YMOIYAHUIO.

L.2.3 FTA MCS.2 OrpanuyeHne Ha mnapajuiejbHble CeaHChl MO AaTpuUOyTam
M0JIb30BaTes

L.2.3.1 3ameyaHusi N0 NPpUMEHEHHIO VI MOJIb30BATEs

Komnonent FTA MCS.2 npenocrasiseT NONOJHUTENIBHBIE BO3MOXHOCTU 110 CPAaBHEHHUIO
¢ FTA MCS.1 «ba3oBoe orpaHndyeHue Ha MapajyielbHbIE CEaHChI», MO3BOJISI YCTAaHOBHUTH
JIOTIOJIHATENbHBIE OTPAaHUYEHHUSI HAa UYUCIIO INApaJJICNIBHBIX CEaHCOB, KOTOPBIE IOJIb30BATEIN B
COCTOSIHUM OTKPBITh. DT OTpaHUYEHUSI OCHOBaHbI Ha aTpuOyTax OE30MacCHOCTU IOJIb30BATE,
TaKUX KaK UJCHTU(UKATOP M0JIb30BATENs MM PUHAIEKHOCTD K POJIH.
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L.2.3.2 Onepanun

L.2.3.2.1 Ha3nauenne

B FTA MCS.2.1 aBropy II3/3b cnenyer cneuuduimpoBaTh IpaBuia, OMPEACISIONINE
MaKCUMaJIbHO MPEJO0CTaBIIEMOE YUCIO MapajuieNbHbIX ceaHcoB. [IpuMepom Takoro mpaBuia
SBIISIETCS: «MAKCHMaJbHOE YMCJIO MapasuleJIbHBIX CEaHCOB PaBHO OJHOMY, €CJIH I0JIb30BaTElh
HUMCECT YPOBCHDB JOITYCKa «CCKPETHO», U IIATH - B OCTAJIbHBIX CIIYUasdX».

B FTA MCS.2.2 aBropy I13/3b cnenyer crneuuduimpoBarh, Kakoe OTpaHHYCHHUE YHCIIA
nmapaJiyiCJIbHbIX CCAHCOB 6y,[LCT HCIIOJIB30BATLCA IO YMOJYAHUIO.

L.3 bBaokuposanue ceanca (FTA_SSL)

L.3.1 3ameuanus Ajsl 0JIb30BaTE/IsA

CewmeiictBo FTA_SSL onpenensier TpedoBanus k ®bO mo npenocTaBneHUI0 BOZMOKHOCTH
OJIOKMpOBaTb M  pa3OJOKUPOBATH HWHTEPAKTUBHBIE CEaHCHl (Hampumep, OJOKHUPOBATh
KJIAaBUATYpY).

Kornma mnonp3oBaTenbs HEMOCPEACTBEHHO B3auMojeicTByer ¢ cyObekramu B OO
(MHTEpaKTUBHBIN CEaHC), TEPMUHAJI MTOJIb30BATENs ySI3BUM, €CIIM OH OCTaBJIEH 0e3 Haazopa. ITo
cemeiicTBO conepkuT TpeboBanus Kk ®BO nmo orkimoueHHo (OJIOKUPOBAHMIO) TEPMHUHATA WIIH
3aBEPILICHHUIO CEaHca MOCIIe YCTAaHOBICHHOTO BPEMEHH 0e31€ATeNbHOCTH, a K T0JIb30BATEIIO - 10
BO3MOXXHOCTH HMHMIIMUPOBATh OTKJIIOUYeHHE (OJoKMpoBaHue) TepMmuHana. [[ns Bo3BpaileHus
TepMHHAJIA B  AaKTUBHOE COCTOSHME HEOOXOJMMO, dTOOBI  TPOM3OILIO  COOBITHE,
cnenuduipoBanHoe aBropom [13/3b, Hanpumep, mOBTOpHAas ayTeHTU(PHUKAIUS TOIH30BATEIS.

[Tonp30BaTens cuntaeTcss OE3ACUCTBYIONIMM, €CITM OH HUKAaK He Bo3zaeiicTBoBan Ha OO B
TEYEHUE HEKOTOPOro Mepruoia BPEMEHH.

Asropy I13/3b crnenyer yuectb, TpeOyercss nu mnpusiekaTb kommoneHT FTP TPR.1
«/loBepeHHbIii MapiipyT». B 3ToM ciyuae ciepyet yepe3 onepanuio komnonenta FTP TPR.1
MOJIKITIOYNTE (PYHKIUIO «OJIOKUPOBAHHUE CEAHCAY.

L.3.2 FTA_SSL.1 birokupoBanue ceanca, uHuuuuposanHoe P60

L.3.2.1 3ameuyanusi o NpUMEHEHHIO 1JIs1 I0JIb30BaTeJ sl

Komnonent FTA SSL.1 «bnokupoBanue ceanca, uHupuuposannoe ®bO» npenocrasiser
®bO BO3MOXXHOCTH OJOKMpPOBAaTh CEAaHC IIOJb30BATENd IO WCTEYEHWM 3aJJaHHOrO IepHoaa
BpeMeHH. brokupoBaHue TepMuHana mpekpatuiio Obl Bce AaibHEiIINe AeWCTBUS B JAaHHOM
CeaHce C UCTOIb30BaHNEM 3a0JI0KUPOBAHHOTO TEPMHUHATIA.

Ecnu ©Ha ycTpoiicTBe 0TOOpaXkeHUS TMepe3amuchiBaeTcs HWH(OpManus, coaepKaHue
3amMeraroniel nHpopMauy HeoOA3aTeIbHO CTATUYHO (HAIIPUMEp, pa3peliaeTcsi UCTOIb30BaTh
«XpaHUTeNb DSKpaHay). JlaHHbI KOMMIOHEHT mo3BoisieT aBTopy I[13/3b cneundunuponars
COOBITUSA, NEONOKUPYIOIINE CEaHC. OTH COOBITHS MOTYT OBITh CBSI3aHBI C TEPMHHAJIOM
(HarmpuMep, HaOOp YCTAHOBJIIEHHOW ITOCIEIOBATEILHOCTH CHMBOJIOB IS Pa30JI0KHPOBAaHUS
ceaHca), C MoJIb30BaTeNeM (HalpuMep, €ro MOBTOpHAs ayTeHTU(UKAIIHS) UIH CO BPEMEHEM.

L.3.2.2 Onepauuu

L.3.2.2.1 HaznauyeHnue

B FTA SSL.1.1 asrtopy II3/3b cnenyer cneunduuupoBatb HHTEpBall Oe31eiCTBUS
[0JIb30BaTeNsl, 10 HCTEYEHHWH KOTOPOro MHpoHM30WIeT OnokupoBaHHe ceaHca. [Ipu sxenaHuum
aprop I[13/3b MOXeT WHCMOIB30BaTh JAHHYIO OINEpPAlUI0, YTOOBI BO3JIOKUTH OMNpEIETICHUE
WHTEpBaja BPEMEHU Ha YIOJIHOMOYEHHOTO aJAMUHUCTpATOpa WIM MOjib30Barens. POyHKIuU
ynpasineHuss B kiacce FMT moryr cnenuduuupoBaTh BO3MOKHOCTb MOJUGUKALKMN 3TOTO
MHTEpBaja, 33J1aBas €ro 3Ha4eHUe 10 YMOJIYAHUIO.

B FTA SSL.1.2 aBropy II3/3b cnenyer cneuuduuupoBath coObITHE WM COOBITHS,
KOTOpbIE MPOUCXOAMWIM Obl 10 pa30nokupoBaHus ceaHca. [IpuMepbl TakMX COOBITHIA:
«TOBTOpHAsl AayTEeHTU(UKAIUS I0JIb30BATENS» WIM «BBOJ II0JIb30BATEIEM C KIABUATYpHI
NeOIOKUPYIOIIEH MOCIIeI0BATETbHOCTA CHMBOJIOBY.
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L.3.3 FTA_SSL.2 biiokupoBanue, HHUIIMUPOBAHHOE 0J1b30BATE1EM

L.3.3.1 3ameuyanusi o NpUMEHEHHIO 1JIs1 T0JIb30BaTeJIsl

Kommonenr  FTA SSL.2  «biokupoBanwe,  WHHUIMUPOBAHHOE  IOJb30BATEIEM)
NPEJOCTaB/IACT  YHOJHOMOYEHHOMY  IIOJIb30BATENII0  BO3MOXHOCTH  OJIOKMpOBaTh U
NneOIOKUpOBaTh CBOM COOCTBEHHBIM TEpMHHAI. ODTO MNPEAOCTAaBUIO Obl YHOJHOMOYEHHBIM
MOJIB30BATENSAM BO3MOXKHOCTH d(h()HEKTHUBHO OJIOKMPOBATH CBOM CEAHCHI 0€3 HEOOXOAUMOCTH UX
3aBEpIICHHUS.

Ecnmu Ha ycTpoiicTBe OTOOpaskeHHsl Iepe3amuchiBaeTcs WHGOpMalMs, COJEpKaHHUe
3aMeniarniel nHpopmManuu HeoOA3aTENHHO CTATHYHO (HAIpPUMEp, pa3pelraeTcs UCIOoJIb30BaTh
«XPaHUTENb DKPaHaY).

L.3.3.2 Onepauuu

L.3.3.2.1 Haznauenue

B FTA SSL.2.2 amropy II3/3b cunenyer cneuuduiupoBarh COOBITHE WU COOBITHS,
KOTOpBIE MPOUCXOAWIM Obl 10 pa30JoKupoBaHUs ceaHca. [IpuMepsl TakuX COOBITHIA:
«TIOBTOpHAsl ayTeHTH(UKAIUS T[OJIb30BATENs» WM «BBOJ IOJIb30BAaTEIEM C KIABUATYpPHI
NeOIOKUPYIOLIEH 110CIIEI0BATEIbHOCTH CHUMBOJIOBY.

L.3.4 FTA SSL.3 3aBepuieHue, nHUIMUpPoBanHoe @O

L.3.4.1 3ameuyanusi o NpUMEHEHHIO 1JIsI NI0JIb30BaTeJIsl

Kommonent FTA SSL.3 «3aBepmenue, nannurpoBannoe ®bO» conmepxut TpedboBaHwme,
yr0061 PBO 3aBepiIany HHTEPAKTUBHBINA CEAHC MOJB30BATENS MOCIE YCTAHOBICHHOTO MEPHO/Ia
ero 0e3ueicTBusl.

Asropy I13/3b cnenyer y4yecTb, 4TO CEaHC MOXET MPOAOIDKATHCA M IOCIE TOTO, Kak
MOJIb30BaTEIb OKOHYMJI AKTHUBHbIC JEHCTBUS, Hampumep, B BUAEC (HOHOBOIO BBINOJIHEHHUS.
JlanHoe TpeOOBaHME HANpaBJICHO HA 3aBEpIIEHHE 3TOro (POHOBOTO CyOBEKTa IOCIE MepHuoja
0e3/1eiicTBUS MOJIb30BATENs], HE3aBUCHMO OT CTaTyca CyObeKTa.

L.3.4.2 Onepanun

L.3.4.2.1 Ha3nauenne

B FTA SSL.3.1 aBropy II3/3b cnenyer cmneunpumupoBatb WHTEpBAI O€31CHCTBUS
MOJIb30BaTeNsl, MO HMCTEYEHHH KOTOPOro MPOM30MIeT OnokupoBaHue ceanca. Ilpu xemaHum
aBTop [13/3b MOXeT HWCMOIB30BaTH OMEPAIUIO0 HA3HAUYCHHS, YTOOBI BO3JIOKHTH OIpPEICIICHUE
WHTEpBaJla BPEMEHU Ha YHNOJHOMOYEHHOTO aJMHHHCTpATOpa WM Moib3oBaTens. DyHKIUU
yrnpasinenusi B kimacce FMT wmoryr crnenuduimpoBath BO3MOXHOCTh MOAW(UKALUU 3TOTO
WHTEpBaa, 33/1aBasi €ro 3HaUeHue M0 YMOITYAHHUIO.

L.3.5 FTA_SSL.4 3aBepuienne, MHUIMHPOBAHHOE 110JIb30BaTeEJIeM

L.3.5.1 3ameyanusi mo NpuMeHEHUIO AJIsl MOJIb30BaTeNsl

Komnonentr FTA SSL.4 «3aBepiieHve, MHULMUPOBAHHOE IMOJb30BATEIEM) COJEPKHUT
TpeGoBaHue, YTOOBI IOJTH30BATENh 3aBEpIIall HHTEPAKTUBHBIA CEaHC MOJIb30BATEIS.

Asrtopy I13/3b cnenyer yudecTh, UTO CEaHC MOXKET MPOJOJDKATHCS M IOCIE TOro, Kak
MOJIb30BaTEh OKOHYMJI AKTHUBHBIC NEHCTBUS, HANpuUMep, B BHUAE (POHOBOTO BBHITOJIHEHUS.
JlanHoe TpeOoBaHHME HAMpaBICHO Ha 3aBeplIeHHE 3TOro (JOHOBOrO CyOBEKTa IMocie Mepuoaa
0e3/1eiicTBUS M0JIb30BATENS], HE3aBUCUMO OT CTaTyca CyObeKTa.

L.4 Ilpexynpexnenus: nepen npegocrasiaenuem pocryna k OO (FTA_TAB)

L.4.1 3ameuanus /11 N0JIb30BaTeJIs1

TpeboBanust moctyna k OO mnpenycmarpuBatoT st OO BO3MOXKHOCTH €IIE JO
UIACHTUPUKAIMM W ayTeHTU(UKAUMU OTOoOpa3uTh [ TOTEHIHAJIbHBIX IOJb30BaTeNei
MIpeymnpexaaoiiee Coo0IeHne OTHOCUTEIBHO XapakTepa ucnonb3oanus OO.
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L.4.2 FTA TAB.1 IlpeaynpexaeHusi 1mo yYMOJYaHHUIO Iepel MpeAoCTaBJIeHUEM
pocryna k OO

L.4.2.1 3ameyanusi Mo NpUMEHEHHIO VISl 0JIb30BATEJIs

Komnonenr FTA TAB.1 coxmepxuT TpeOoBaHHE HAIMuUUs MPEAYNPEKIAOIIETO
COOOIICHUST O HEeCaHKIIMOHUpOBaHHOM Hcnosib3oBaHuu OO. Astop [13/3b mMoxkeT yrouHuTh 3TO
TpeOOBaHUE C IENBIO 3aaHUs MPEAYIPEKICHHS 10 YMOTYAHHIO.

L.5 Ucrtopus nocryna k OO (FTA_TAH)

L.5.1 3ameyanus 15 MOJbL30BaTEIsI

CemeiictBo FTA TAH onpeaenser TpeboBanus k PBO mno oToOpaxkeHuio amis
[I0JIb30BATENs, MPU YCIEIIHOM OTKPBITMM C€aHCa, UCTOPUM HEYCIEIIHbIX MOMBITOK MOIYYUTh
JOCTYIl OT UMEHH 3TOTO I0JIb30BaTelNsl. DTa UCTOPUS MOXKET COJEpKaTh JaTy, BpeMs, CpEeICTBa
JOCTyIa U MOPT NocieaHero ycnemsoro gocryna k OO, a TakKe YUCIIO HEYCHEIIHBIX MOMBITOK
noctyna k OO nocie mociaeHero yCrneurHoro 10CcTyna uAeHTU(GUIIMPOBAHHOTO MOIB30BATENS.

L.5.2 FTA TAH.1 Ucropus nocryna k OO

L.5.2.1 3ameuyanusi o NpUMEHEHHIO 1JIs1 I0JIb30BaTeJIsl

Komnonenr FTA TAH.l Moxer mnpenocTaBUTh YIOJHOMOYEHHBIM I0JIb30BATENIAM
MH(POPMAIIHIO O BOZMOKHOM 3JI0YTIOTPEOICHUN UX YYETHBIMU JaHHBIMU.

OTOT KOMIIOHEHT COJEpXKHUT TpeOOBaHME MPENOCTAaBICHUS Takol HH(popManuu
nonp3oBarento.  Cnemyer  TPeAOCTaBUTH — TOJIB30BATENI0  BO3MOXHOCTH — MPOCMOTPETH
uHpOpMalMI0, HO HE 3acTaBiATh €ro jenarb 3T0. llpu »kenaHUM NOJIB30BAaTEdb MOJXKET,
HampuMep, co37aTb KOMAaHIHBIN (aiii JUIsi UTHOPUPOBAHMS 3TOM MH(OpMAIMKM W Tepexona K
MOCTIEIYIOIUM JIEHCTBUSIM.

L.5.2.2 Onepauun

L.5.2.2.1 Bei6op

B FTA TAH.1.1 aBtopy [13/3b crnexyer BbIOpaTh arpuOyThl 0€30MaCHOCTH TOCIIEIHETO
YCIIEIIHOTO OTKPBITUS CeaHca, KOTOpble OyIyT MOKa3aHbl Yepe3 MO0JIb30BaTeIbCKUI HHTEpdeiic.
K »tuM aTpubyram oTHOCATCS: naTta, BpeMs, METOJ JOCTyMa (HampuMep, IMPOTOKOI MEePEChUTKA
(haiinoB) u/unmM MecTo Aoctyna (Hanpumep, TepmuHan 50).

B FTA TAH.1.2 aBropy I13/3b crnenyer BbIOpaTh aTpuOyThl 0€30MAaCHOCTH TOCIETHEN
HEYCHEIIHON MOMBITKU OTKPBITUS CEaHCa, KOTOpble OyIyT MOKa3aHbl yepe3 MOJIb30BaTeNbCKUI
uHTepdeiic. K atum atpubyraM OTHOCATCS: JaTa, BpeMs, METOA AOCTyna (Hampumep, IpOTOKOI
MepecbUIKH (ailioB) U/Uiu MecTo A0CTyMa (Harnpumep, TepMunai 50).

L.6 OtkpoiTHe ceanca ¢ OO (FTA_TSE)

L.6.1 3amMeuanus 15 MOJIb30BaTEIsI

CemeiictBo FTA TSE ompenenser TpeOOBaHUS 10 3alpelICHUIO IMOJb30BATEIISIM
oTkpbITHs ceaHca ¢ OO Ha OCHOBE TakuX aTpuOyTOB, KaK MECTO WJIM MOPT AOCTYIa, aTpUOYTHI
0€30MacHOCTH TIONBb30BaTeNsd (HAampumep, UACHTHU(HUKATOpa, YPOBHS JIONMYCKa, YPOBHS
L[EJIOCTHOCTH, MPUHAJICKHOCTU K POJIM), HHTEPBaJbl BpeMEHU (HampuMmep, BpeMsi CYTOK, JEHb
HCACIIN, KAJICHAAPHBIC I[aTI)I) WM COYCTaHUA MMapaMETPOB.

Oro cemeiictBo mpenoctaBiser aptopy I[13/3b Bo3MOXHOCTH crHenMPHUIMPOBATH
TpeboBanusi Kk ®bO C 1eTpI0 YCTAHOBUTH OTPAHUUYEHUS HA CIOCOOHOCTH YIOJTHOMOYEHHOTO
nmosib3oBaresst OTKpbiBaTh ceaHc ¢ OO. HaeHTudukanus COOTBETCTBYIOIIMX OrpaHUYCHUN
MOXET OBITh BBIMOJHEHA C IPUMEHEHHUEM omeparu Beioopa. [Ipumepamu atpulyToB, KOTOpHIE
MO>KHO HCIIOIB30BaTh JIJIsl YCTAHOBKH OIPaHUYCHH HAa OTKPBITHE CEaHCa, SBIISIOTCS:

a) MECTO JIOCTYIIa MOKET WCIIOIB30BAThCS JIsi OTPAHUYEHHUS CIIOCOOHOCTH TOJB30BATENs
OTKpBIBaTh aKTUBHBIN ceaHc ¢ OO Ha OCHOBE MECTa PACIOJIOKEHHS IOJIb30BaTENs WKW MOpTa
JOCTyTa. DTa BO3MOKHOCTh OCOOCHHO PEKOMEHIYETCS TIPH UCIIOJIH30BaHUU TeNe()OHHBIX JTUHUN
WJIM CETEBBIX CPEJICTB;
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b) aTpubyThl 6€30MacCHOCTH TOJIL30BATENISI MOTYT HCIOJIB30BATHCA IS OTPAHUYCHHS
BO3MOXXHOCTEH MOJIb30BaTENsl YCTaHABIMBATh akTUBHBIE ceanchl ¢ OO. Hampumep, 3anpeTuth
OTKpBITHE CEaHCa MOXHO Ha OCHOBE JIF0O0T0 U3 CIEAYIONUX aTpUOYTOB MOJIb30BATEIIS:

- uAeHTU(UKaTOPA;

- YPOBHS JOITYCKa;

- YPOBHS ITpaB Ha MOAU(DHUKAIUIO JAHHBIX (YPOBHSI IIEIOCTHOCTH);

- IPUHAAJICKHOCTH K POJIH.

OTa BO3MOKHOCTH OCOOCHHO MPUMEHHMA B CIydae, €ClIM aBTOPU3ALUS WU BXOJ MOXKET
MIPOMCXOJUTH HE B TOM MECTE, I'ie BBIMIOJIHAETCS IpoBepKa aocTymna k OO.

a) BpeMsl OCTyIa MOKET UCIOIb30BAThCS ISl OTPaHIMYEHHUsT BO3MOXKHOCTH TIOJIB30BATENS
OTKpBITh akTUBHBIA ceaHc ¢ OO Ha OCHOBE MHTEPBAJIOB BpeMeHH. Hampumep, orpaHuydeHus
MOTYT OBITh OCHOBAHBI Ha BPEMEHHU CYTOK, JIHE HEJIeIH, KaJeHIapHBIX AaTax. DTO OrpaHUYCHUE
MIPEIOCTABIIAET OMPECIICHHYIO 3alUTy OT ACHCTBHM MOJIb30BaTeNs B TO BpeMs, KOTria MOTYT He
MIPUMEHSITHCSI HEOOXOIUMBIE TTPOLIEAYPHBIE MEPHI I MOHUTOPHHT.

L.6.2 FTA TSE.1 OrkpsbiTHe ceanca ¢ OO

L.6.2.1 Onepauun

L.6.2.1.1 Haznauenne

B FTA TSE.1.1 aBropy II3/3b cnenyer cnenuduuupoBats aTpuOyThl, KOTOPHIE MOTYT
OBITh MCIOJIB30BAHBI Uil OTPAaHUYEHHUs OTKPBITHS ceaHca. [Ipumepsl BO3MOXKHBIX aTpuOYTOB:
UICHTH(HUKATOP IOJIB30BATENS, MECTO JOCTyIa (HampuMep, HEe C YAaJCHHOTO TEepMHUHAA),
BpeMs JIOCTyIa (HalpuMep, HEYpOUHOe), METO/I JocTyna (Hanpumep, X-windows).
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Ipuiaoxenne M
(obs13amenvhoe)

JoBepennnbiii Mapmpyt/kanaj (FTP)

[Tonb3oBarensiM 4YacTo HEOOXOAMMO BBHIMONHATH CBOM (DYHKIHH, HETOCPEICTBEHHO
B3auMozaecTByst ¢ DPBO. [loBepeHHBIM MapuipyT oOeCnedYrBaeT YBEPEHHOCTh B TOM, YTO
II0JIb30BATENb B3auMMOJEHCTBYeT HenocpeAcTBeHHO ¢ (DBO HezaBUCHMMO OT MecTa CBOETO
pacnosioxkenus. OTBET IOJNB30BATENsl YEpe3 JIOBEPEHHBIM MAapuIpyT TapaHTHPYET, 4TO
HEJOBEPEHHBIC MPWJIOKEHUS HE CMOTYT TNEPeXBaTUTh WIA MOAUQPHUIMPOBATH COOOIIECHUE
nonib3oBarensi. Co cBoel CTOPOHBI, JTOBEpEHHbIE KaHajbl SIBISIIOTCS OJHMM U3 CIIOCOOOB
6e3onacHoii cBs3u Mexy PO u ynanennsiMu npoaykramu IT.

B3aumocBsi3u Mexay pa3inyHbIMU TUIIAMU TIepeadyn cOOOIEeHUH, KOTOphle MOTYT UMETh
Mecto B OO wmu B cetn u3 OO u BHemHux cymiHocre IT (To ects nepenaua B npegenax OO,
nepegada mexny DPBO, ummopt/sxcnopt u3/B OJI®), m paznuunbie GOPMBI JOBEPEHHBIX
MapHIpyTOB ¥ KaHAJIOB MOKa3aHbl HA PUCYHKE 2 (CM. pa3jen S).

OtcyTcTBHME JOBEPEHHOrO MaplipyTa MOXET IPUBECTH K HApyLIEHUsAM YyuyeTa WU
YIPpaBIEHUS JOCTYIIOM B Cpelax C HEJOBEPEHHBIMU NMPUIOKEHUSIMH. DTH MPUIOKEHUS MOTYT
MepexXBaTUTh NMPUBATHYIO WH(GOPMAIIMIO TIOJIB30BaTENS, TaKYI0 KaK Mapoju, U BblAaBaTh ceOs 3a
ApYruX TOJb30BaTENeH, MCMONb3ys 3Ty HH(popmanuio. Kak ciencTBue, OTBETCTBEHHOCTH 32
TMo0bIe IEUCTBUS B CUCTEME HE MOXKET ObITh HAJIE)KHO CBSI3aHA C YUYUTHIBAEMBIMH CYLTHOCTSMHU.
Kpome Toro, 3T HpMIIOKEHUS MOTYT BBIBOJUTH OHMIMOOYHYIO MH(OPMAIMIO HAa JWCIUIEH HE
M0/103peBalOMX 00 3TOM MOJb30BaTeNeH, YTO MOKET NMPUBECTU K OMIMOOYHBIM JIEHCTBUSM
MOJIb30BaTeNeH U, KaK CIEeICTBHE, K HAPYIICHUIO O€30MacHOCTH.

Jexommnosunus kimacca FTP «JloBepeHHBI MapuipyT/KaHal» Ha COCTaBISIOIIME €ro
KOMITOHEHTBHI IT0Ka3aHa Ha pucyHke M.1.

Pucynok M.1 - Jlekomno3nuus kiaacca FTP «/loBepeHHblii MapmipyT/KaHAI»

M.1 JloBepennsblii kanaa nepeaaun mexay ®bO (FTP_ITC)

M.1.1 3ameuanus IJid MOJIL30BATEJISA

CewmeiictBo FTP ITC ompenenser mpaBuiia CO3AaHHS COCIMHEHHS Yepe3 JIOBEPEHHBIN
ka"Hai mMexay ®BbO u apyrumu noepeHHbIMU HponykTamMu IT 1 BBINOJHEHHs ONEpaLHid,
KPUTUYHBIX Jis1 O€30MacHOCTH, MEXIy NpoaykTamu. l[Ipumepom Takol KPUTUYHOM ISt
0€30MacHOCTH Omepaluu SBIseTcsl OOHOBIeHHEe 0a3bl AaHHbIX ayTeHTU(ukarmun DBO
MOCPEJICTBOM Tepeaaydl JaHHBIX OT JOBEPEHHOTO MPOAYKTa, (PYHKIIMEH KOTOPOTO SIBISETCA
HAaKOIUICHUE JaHHBIX ayIHTa.

M.1.2 FTP_ITC.1 [loBepennblii kanaa nepeaauu me:xay ®bO

M.1.2.1 3ameyaHusi N0 NPUMEHEHHUIO I MOJIb30BATEIS

Komnonenr FTP ITC.1 cnenmyer wucnosb3oBaTh, €ciu TpeOyeTcsl JTOBEPEHHBINM KaHal
nepenaun Mexay ObO u ynaneHHbIM JOBEpEeHHBIM NpoaykToMm IT.
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M.1.2.2 Onepauun

M.1.2.2.1 Bei6op

B FTP_ITC.1.2 aBtopy I13/3b cnenyer cnenuduiiupoBars, JOIXKHBI 11 JoKkanbHbIe DBO,
YIAIECHHBIA JOBEpeHHBIM NpOoAyKT IT wmnam Bce OHM HMMETh BO3MOKHOCTH WHULUHAPOBATH
JIOBEPEHHBIN KaHaJ.

M.1.2.2.2 HazHa4yeHue

B FTP_ITC.1.3 aBropy II3/3b cneayer cnemudunmpoBath (GYHKIHUHA, I8 KOTOPBIX
TpeOyeTcs noBepeHHbIN kaHain. K TakuMm (yHKIMSIM MOTYyT OTHOCHTHCS Iepefada aTpruOyToOB
0€30MacHOCTH TOJIB30BaTeNsA, CyObeKTa W/WIM O00BbeKTa W oOecleueHrue COTJIAaCOBAHHOCTH
nmauHbeIX OBO.

M.2 JToepennslii mapupyT (FTP_TRP)

M.2.1 3ameyaHus AJ1s1 IOJIb30BaTEJIsI

CewmeiictBo FTP_TRP omnpenensier TpeboBaHusI YCTaHOBKH M TMOJACP)KAHUS JOBEPEHHOU
cBs3u Mexay noib3oBarensiMu U DBO. JloBepeHHBIN MapmIpyT MOXeT MoTpeOoBaTbes A
J000TO CBSI3aHHOTO € 0E€30MacHOCTHIO B3auMozeicTBus. OOMEH MO AOBEPEHHOMY MapIIpyTy
MOKET OBbITh MHHUIIMMPOBAH IOJIb30BaTeNneM mpu B3aumojeiicteuu ¢ ®bO, wm xe camu ®bO
MOT'YT YCTaHOBUTbH CBSI3b C I10Jb30BATENIEM I10 JOBEPEHHOMY MapLIPYTY.

M.2.2 FTP_TRP.1 [loBepeHHblIii MAapLIPYT

M.2.2.1 3ameuyaHusi N0 NPUMEHEHHUIO NMOJIb30BATEII0

Komnonenr FTP TRP.1 crnenyer wucnonab3oBath, e€civ TpeOyeTcs JIOBEpEHHAas CBS3b
Mexay mnonb3oBatenieM u PbO kak ans uened HavyalbHOM ayTeHTH(QHUKALUU, TaK M IS
JOTIOJTHUTEIBHO CIIEU(UIIMPOBAHHBIX JICHCTBUNA TOIH30BATEIIS.

M.2.2.2 Onepauuu

M.2.2.2.1 Boibop

B FPT TRP.1.1 aBtopy II3/3b cunenyer -cneuuduiupoBarb, HEOOXOAUMO JIH
MIPEOCTABIIATE JIOBEPEHHBIN MAPIIPYT YAAJICHHBIM W/WIH JIOKATBHBIM MOJIB30BATEISIM.

B FPT TRP.1.1 aBropy II3/3b cnenyer cneuuduuupoBarb, OyneT U TOBEPEHHBIH
MapuIpyT 3allUIIaTh JAHHbIE OT MOJU(HUKAIMH, PACKPBITUS, W/HIN APYTrUX TUTIOB HAPYIICHUS
L[EJIOCTHOCTH WJIH KOH(UACHIIMATBHOCTH.

M.2.2.2.2 Ha3naueHue

B FTP TRP.1.1, ecnm sto BBIOpano, aBtopy II3/3b cneayer wunenTtudunmposarsb
JOTIOJTHUTEIbHBIE THITHI HAPYIIEHHS IIETIOCTHOCTH WM KOH(UACHIMAIBHOCTH, IPOTHB KOTOPHIX
JOBEpEHHBIN MapuIpyT OyAeT 3alUIIaTh JaHHbIE.

M.2.2.2.3 BoiGop

B FTP_TRP.1.2 aBropy II3/3b cnenyer cneuuduuupoBatb, KOMYy MpPEAOCTaBIAThH
BO3MOXXHOCTh MHHUIIMMPOBATh JT0BepeHHbIN MapiipyT: ®BO, nokanbHBIM MOIB30BATENSIM U/ UITU
yaJI€HHBIM 10JIb30BATEIISIM.

B FTP _TRP.1.3 aBropy I13/3b cnenyer cnenuduinpoBaTh, HCIOJIb30BaTh JIM TOBEPEHHBII
MapuipyT JUIS ~ HAadaJbHOM  ayTeHTU(UKAIMM  TIOJNB30BaTeNsl  W/WIM  JUIL  JPYTHX
CHEeU(PUITIPOBAHHBIX YCIIYT.

M.2.2.2.4 Ha3zna4yenue

B FTP_TRP.1.3, eciu BwiOpano, aBropy II3/3b crnenyer uaeHTuduuupoBars apyrue
YCIIyTH, AJIs1 KOTOpbIEe TpeOyeTcs JOBEPEHHBIN MyTh, €CIIU TAKOBHIE €CTb.
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IIpunoxenne B.A

(unghopmayuonnoe)

CaeleHNsl 0 COOTBETCTBUM CTAHAAPTOB CCHIIOYHBIM MEKIYHAPOIHBIM,
PErHOHAJILHBIM CTAHAAPTAM, CTAHIAPTAM HHOCTPAHHBIX FOCY1apPCTB

Taouuna B.A.1 - CBegeHHs1 0 COOTBETCTBHM CTAHAAPTOB CCHIJIOYHBIM MEKIYHAPOIHBIM,
PEerMoHAJILHBIM CTAHAAPTAM, CTAHJAAPTAM MHOCTPAHHBIX FOCYyAapCTB

O003HaYeHHe U HANMEHOBaHHE Crenenn 0O003HavYeHHe H HANMEHOBaHUE
PErMoHAJILHOI0 CTAHIAPTA COOTBETCTBHSA HANMOHAJILHOTO CTAHIAPTA,
MEKIroCyAapCTBEHHOI 0
CTaHIApTAa
ISO/IEC 15408-1, IDT CT PKT'OCT P ISO/IEC 15408-1-
Nudopmannonnbie TEXHOJIOTHH. 2006 (I'OCT P ISO/IEC 15408-1-
Mertob1 obecrieueHus 2002, IDT) WadopmanmonHas
Oe3onacHocTH. Kpurepuu oreHKH TEXHOJIOTHST METOoJIbl M CpeJCcTBa
o0czomacioctu B MT. Yacre 1. obecneucHus 0e301macHOCTH
Bsenenue u o6111asg Moaeab Kpurepuu ornenku 06e30macHOCTH
UH(pOPMAITHOHHBIX TEXHOJIOTHUH
Yacte 1 Beemgenne u o00masg
MOJICINTb
YIIK 681.324:006.354 MKC 35.040

KuroueBble cjioBa: nHGOpPMALMOHHAs TEXHOJIOTHA, 3aJaHue MO 06e30IacHOCTH, NMPO(UIb
3alIUTHI, OOBEKT OIEHKH, KPHUTEPUH OICHKH Oe30macHOCTH, (yHKIUS O€30MacHOCTH,
(GyHKIIMOHATBHBIE TPeOOBaHUS 0€30MaCHOCTH
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