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T'OCYJAPCTBEHHBINA CTAHIAPT PECIIYBJIMKU KA3BAXCTAH

CPEJICTBA KPUIITOI'PA®UYECKOM 3AIIIUTHI UTHOOPMAIIUU
OO0uue TexHu4eckue TpedOBaHUSA

Jlata BBegenus: 2009.01.01
1 ObsacTh npuMeHeHust

Hacrosimumii ctangapT pacnpocTpaHseTcsl Ha CpeACTBa KPUOTOrpapuiyecKoi
3alUThl  MHQOpPMALMKM OTEYECTBEHHOIO M 3apyOeXHOro MpPOM3BOACTBA U
yCTaHaBJIMBAET OOLIME TEXHUYECKHE TPEOOBAaHUS K HUM.

CraHjapT npuroJieH Jyuis esiel MOATBEP>KAECHUS COOTBETCTBUS.

Hacrosmuii cTaHaapT HE pacrpocTpaHsaeTcs Ha cpencrtsa
Kpunrorpadguyeckoi 3amuTbl UHPOPMALUH, SIBISIIOUIMECS TOCYJApPCTBEHHBIMU
mudpoBalibHbIMU cpeacTBamu PecniyOnuku Kazaxcran.

2 HopMaTuBHbBIE CCHLIKH

B Hacrosiiem ctanaapTe UCNoJIb30BaHbl CCHUIKM Ha CIENYIOUIME CTaHAAPTHI:

I'OCT 28147-89 Cuctema 00paboTKu MHPOpMAIMH. 3aluTa Kpunrorpapuu-
yeckas. AJTOpUTM KPUOTOTrpapuyecKoro npeoopazoBaHusl.

I'OCT 34.310-2004 UupopmanmonHas texnojorusa. Kpunrorpaduueckas
3amura uHpopmanuu. Ilporeccel (GopMuUpOBaHMS M NPOBEPKU IIIEKTPOHHOU
U poBO MOMHUCH.

3 TepMuHbI ¥ onpejeIeHUs

B HacrosumieM cTaHaapTe NPUMEHSIOTCS  CIEAYIOUIME TEPMHHBI  C
COOTBETCTBYIOIIUMHU OIPEAEIICHUIMMU:

3.1 Auaroputm Kpunrorpagpuuyeckoro mnpeodopasosanusi; Habop koneu-
HOTO 4HCJIa MPOCTBIX M OJHO3HAYHO OIPEACNICHHbIX IPABUJI, 3aBUCSIIMX OT
U3MEHAEMOro mapamerpa (Koroya) ©  3aJalOldX  IOCJTEI0BATEIFHOCTD
BBIMIOJTHEHUSI ~ ONepauuil  Juisl  pelleHHs  3aJayd  KpUNTorpaduyueckoro
npeoOpa3oBaHus.

3.2 AcMMMETPUYHBIA aJropuT™M KpuUNTorpaguyeckoro mnpeodpaszo-
BaHUs. AJNTOPUTM KpUIITOrpaduueckoro npeodpa3oBaHusi, B KOTOPOM IPSIMOE U
oOpaTHoe mpeoOpa3oBaHMsI MCHOJB3YIOT OTKPBITHIA W CEKPETHBIM KIIHOYH,
B3aMMOCBSI3aHHbIE TaKUM OOpa30M, YTO BBIYHUCIUTEIBHO CJOKHO OIpPEIECIHUTh
CEKPETHBIN KIIF0Y U3 OTKPBITOrO KIH0Ya.

3.3 AyrenTuduKanusi: YCTaHOBJICHHE MOJJIMHHOCTH OJHOTO WU
HECKOJIbKUX acCHeKTOB MH(POPMAIIMOHHOIO B3aMMOJIEUCTBUS. CE€aHCa CBA3M, €ro
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BPEMEHH, CBSA3BIBAIOUIUXCS CTOPOH, IMEpeAaBaeMbIX COOOLIEHUH, HCTOYHUKA
JaHHBIX, BPEMEHH CO3/IaHMSI TAHHBIX, COAEPKAHUS JaHHBIX.

3.4 TocymapcTBeHHBbIE mu@poBajbHbIE cpeacTBa: cpeacTna
Kpunrorpadguyeckoi 3amuThl MH(OpManuu, MNpeJHa3HAaYEHHbIE B KAadecTBE
OCHOBHOM Mepbl 3alUThl JJI1 COXpaHEHUA KOH(UIECHUUAIBLHOCTH CBEICHMH,
COCTaBIIAIOIIMX TOCyAapcTBeHHbIE cekpeThl Pecrydnuku Kaszaxcra.

3.5 UmurtoBcraBka: CTpoka OUT (PUKCUPOBAHHOW JUIMHBI, MOJyYEHHAs IO
ONpEJEICHHOMY MpaBWy W3 JaHHBIX M KJo4a, A0OaBjeHHas K JaHHBIM JJis
oOecreyeHus: UMUTO3aLUTHI.

3.6 Ummuro3ammura: 3amura CUCTEMBbI CBSI3M OT HABA3BIBAHUS JIOKHBIX
COOOILEHUH.

3.7 Karwu: KoHKpeTHOE CEKpeTHOE WM OTKpHITOe (€ClU CIEeNUATBHO
yKa3aHO) COCTOSTHHE HEKOTOPBIX MapaMeTpPOB AITOPHUTMa KPUIITOrpadUuIecKoro
npeoOpa3oBaHusl JaHHBIX, 00ECNEeYUBAIOLIee BHIOOP OJHOrO MpeoOpa3OBaHUS U3
COBOKYITHOCTH BCEBO3MOJKHBIX JIJIsl JAHHOTO aJITOpUTMa MpeoOpa30BaHU.

3.8 Kpunrorpadguyeckasi CTOHKOCTb CpeICTBa KpHUNTOrpaguyeckoi
3aIUTHl MHQOPMAIMK: BBYUCIUTEIbHAS CIOXKHOCTh MeToja (aiaropurma)
BCKPBITUSl KpUOTOrpaMyecKOd 3alluThl, HAWIYYIIEro JJs JaHHOI'O CpEeACTBa
Kpunrorpadguyeckoi 3aiuTbl THPOPMALIUH.

3.9 Kpunrorpajpuueckoe npeodpazoBanue: [Ipeodbpa3oBaHue JaHHBIX TPU
nomom  ImmppoBaHusi,  BeIpaOOTKM  (MPOBEPKU)  MMHUTOBCTABKH WU
(dopmupoBanus (IPOBEPKH) AIMEKTPOHHOM TUPPOBON MO ITHUCH.

3.10 IIpeaBapurenbHoe mudpoBanme. IludpoBanue, TEXHUYECKH
peann30BaHHOE OTAEIBHO OT Mepedauyd 3allu(QpPOBaHHBIX JAHHBIX MO KaHajgam
CBA3HU.

3.11 CumMmeTpHYHBIH aJrOpuTM KpUNTOrpaguyeckoro mnpeodpaso-
BaHUs. AJNTOPUTM KpUIITOrpaduueckoro npeodpa3oBaHusi, B KOTOPOM IPSIMOE U
oOpaTHOe MpeoOpa3zoBaHUs UCIOJIB3YIOT OJMH U TOT K€ KJIIOY WM JBa KIIOYa,
KaXKJblil U3 KOTOPBIX JIETKO BBIYUCIISIETCS U3 APYIoro.

3.12 CpencrBo kpunrorpagpuyeckoit 3ammrbl uHGopmanum, CK3U:
CpencTBo, peanus3yroliee alropuTMbl KPUOTOrpapUUYECKUX MNpeodpa3oBaHUM,
reHepalno, GopMHUpPOBaAHUE, PACTIPEAEICHUE I YIPABICHUE KIIFOUAMH.

313 Cxema 2JjeKTPOHHOH  uHM@pPoBOH  moamUCcH:  ANTOPUTM
KpunTorpauyeckoro mnpeoOpa3oBaHusi, OCYILECTBIAIOMMA  (HOpPMHUPOBAHHE
ANEKTPOHHON UHUGPOBOM MOJMUCH, U COOTBETCTBYIOIIMM €My allfCOPUTM
KpunTorpaduyeckoro npeoOpazoBaHus, OCYIECTBISIOIINN €€ IPOBEPKY.

4 O01Me MmoJI0KeHUA

4.1 CK3U npenHa3HavYeHBI IS
a) COXpaHeHHs KOH(PUACHIUATBHOCTH JAHHBIX IIPH MOMOIIH mudpa;
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0) ayreHTH(UKAIlUK, B TOM YHUCJIEC KOHTPOJS IIEIOCTHOCTH JAHHBIX, MPH
MOMOIIM UMUTOBCTaBKU U (u) DIIIT;

B) reHepanuu, (GOPMUPOBaHHUS, pacmpeaeicHus u (WIKM) yIpaBJICHUS
KITFOUaMU.

4.2 CK3HM, cooTrBeTcTByIOIIHE TpeOOBAHUSAM HACTOSAILIEIO CTaHAapTa,
paccMaTpUBAIOTCS KaK TEXHOJIOTMYECKH 3aBepiieHHbIe (pa0oTOCIOCOOHBIC)
anmnaparHble, IPOrpaMMHbIE WM alnapaTHO-IPOrpaMMHbIE CPEICTBA.

43 B 3aBucuMoctd OT Kpuntorpapuyeckod croiikoctn mias1 CK3U
yCTaHABIMUBAIOTCA 4 ypOBHS 0€30MaCHOCTH:

4.3.1 CK3U nepBoro ypoBHsi 0€30MaCHOCTU MpeAHA3HAYEHBI JJISI 3aIIUTHI
uH(popmanuu, yiepo oT pasriamieHus, HaBA3bIBaHUS, WIH
HECAaHKIIMOHUPOBAaHHOTO M3MEHEHUs KOTOpOil B 00beMe, 3allUIIEHHOM C
HCIIOJIb30BAaHUEM OJIHOTO M TOro ke Kiaoda (OJHUX W TeX XKe KIIoueH), He
npesbimaeT 100 MUHUMaATBHBIX PACUETHBIX MOKA3aTeNeH;

4.3.2 CK3U Broporo ypoBHsi 0€30MaCHOCTH NpeJAHA3HAYEHBI JJISI 3aIIUTHI
uHpopmanuu, yuep0d OT H3MEHEHUS KOTOpOl B 00BbeME, 3alIUIIEHHOM C
WCIIOJIb30BAHUEM OJHOTO M TOr0 ke Kioda (OJHUX W TeX e KIIIoueH), He
npesbimaeT 10 000 MUHUMaNBHBIX PACUETHBIX NMOKA3aTENEH;

4.3.3 CK3U TtpeTbero ypoBHs 0€30MaCHOCTH MpPEeAHA3HAYCHBI JIJISi 3aIUTHI
uHpopmaluy, ymepod OT HU3MEHEHHs KOTOpO B 00beMe, 3allMIIEHHOM C
UCIIOJIb30BAaHMUEM OJIHOTO M TOro jkKe Kiao4a (OJHHUX W TeX XKe KIIIoueH), He
npesbimaeT 1 000 000 MuHUMATBHBIX PACUETHBIX IMOKA3aTENEH;

4.3.4 CK3U yeTBepTOro ypoBHs 0€30MaCHOCTH MpEeAHA3ZHAUYCHBI JJIs 3aIIUThI
uHpopmaly, ymepod OT HU3MEHEHHs KOTOpOl B 00beMe, 3allMILIEHHOM C
UCIIOJIb30BAaHUEM OJIHOIO M TOro jkKe Kiao4a (OJHHUX W TeX XKe KIIIoueH), He
npessimaeT 100 000 000 MUHMMAaNbHBIX pACYETHBIX MOKa3aTeeH.

4.4 CK3U1 nHe wMmoryT OBITh NpPHU3HAHBI COOTBETCTBYIOIIMMH II€PBOMY,
BTOPOMY, TpPE€Tb€MY WJIM YETBEPTOMY YypPOBHIO  O€30MACHOCTH, €CIHU
BBIUMCIUTENbHAS  CIIOKHOCTh  CYIIECTBYIOIIMX  QITOPUTMOB  BCKPBITHS
KpHHTorpa%qucxoﬁ 3aIUTHI, 0GECIICINBAEMON MMH, cocTaBmsieT MeHee 2°°, 2%,
2%y 2'% cootBercTBEHHO.

5 O0mme TeXHUYEeCKHE TPeOOBAHUSA

CpenctBa  kpunrtorpadudecko  3amuThl  HHGOPMAIMU  JOJDKHBI
COOTBETCTBOBATh TPEOOBAaHUSIM  HACTOSIIErO CTaHAapTa W  TEXHUYECKOU
JOKYMEHTAIINH, YTBEPKICHHOM B YCTAHOBJICHHOM MOPSIKE.

5.1 O6mue TpedoBanus k CK3U

5.1.1 TI'enepupyembie CK3U ximoun (KpoMe OTKPBITBIX KIIOYCH) TOKHBI
MpEeACTaBIsATh COOOM MOCIETOBATEIBHOCTH CIYYaWHBIX 4uceld, GOPMUPYEMBIE C

3
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MOMOIIBI0 (PU3UUECKUX TEHEPATOPOB IiyMa (HampuMep, TEIUIOBBIX, JTUOIHBIX,
palMaIMOHHBIX, WMIYJIbCHBIX), JIMOO MOCIEAOBATEILHOCTH TICEBIOCTYYaHBIX
yrces, (OpMHUpYEMbIE C HWCIOJB30BAHUEM CIYYalHBIX COOBITHH (HampuMmep,
CUCTEMHBIX napaMeTpoB OBM, nBWXKEHHWH MBIIIN, HAKATUM KIABHATYPHI,
COCTOSIHUS TaliMepa).

5.1.2 CK3U, ucnonp3ylolye pacupenesieHue KIYel M0 He3alUIIEHHbIM
KaHaJlaM CBSI3M, JIOJDKHBI 0OeceunBaTh KPUNTOrpadUuecKyro 3aluTy KiIouyed B
LesX NpeloTBpAIleHUs] pasrilallieHus W HECAHKIMOHUPOBAHHOIO HW3MEHEHMS
ITHUX KIto4er (Kpome pasrilallieHus OTKPBITHIX KIIIOYel), a TakKe HaBsI3bIBAHUS
JIOYKHBIX KIIFOYEH.

5.1.3 JIro6oit ucnonb3yembii CK3W kitod MOMKEH NMPUMEHSTHCS TOJBKO
OJIHUM aJITCOPUTMOM KpHUITOrpaduueckoro mpeodpa3zoBaHusi, HalpUMeEp, TOJIBKO
sl UGPOBaHUS WM TOJBKO Mg (OPMHUPOBAHUS SJIEKTPOHHON 1U(POBOI
MOJTHCH.

5.1.4 J[lomxHa oOecrneuynBaThcsl 3alUTa OT HECAHKUMOHUPOBAHHOIO
m3meHenus: CK3U, B Tom uuciie 0T MOAU(UKALIMU UM TIOJMEHBI UX JIEMEHTOB U

MOAYJEH, C LEIbI0 HCKIOYEHUS BIUSHHUS HAa KPUOTOrPapUUYECKYIO CTONKOCTh
CK3U.

5.2 TpeboBanus k Texunueckoi nokymentanun CK3U

5.2.1 Texnuyeckas JOKyMEHTaIus (KOHCTPYKTOPCKasl, TEXHOJIOTHYECKAs U
nporpaMMHasi JOKyMeHTalusl, B 3aBucuMoctu ot Buga CK3U) nomkHa comepxath
noyiHoe onucanue peann3oBaHHbiXx B CK3UW anropuTtMoB KpunTOrpapuieckux
npeoOpa3oBaHuii, reHepanud, (GOPMHPOBAHMS, PACIPEICICHHUS W YIPABICHUS
KITFOYaMU.

522 Ecim B CK3U peanu3zoBaHbl alrOpuTMbl KpUNTOrpapUUEecKUX
npeoOpa3oBaHui, ONpeaeIeHHbIe FOCYJapCTBEHHBIMU M MEKIOCYJapCTBEHHBIMU
CTaHAApTaMU WM JIPYTMMHU HOPMATHUBHBIMHU JOKYMEHTAMH IO CTaHAApPTU3ALMH,
JNEUCTBYIOIIMMU WK NpUMeHsieMbIMU B PecryOiinke Ka3zaxcTan B yCTaHOBIEHHOM
MOPSAJIKE, TO B TEXHUYECKOM JIOKYMEHTAallUM BMECTO HX IOJHOIO OIMMCAHUS
JOITYCKaeTCsl 1eNIaTh CChUIKA HA JTAHHBIE TOKYMEHTHI.

523 CK3U pomxHBI peadn30BBIBATH aAJITOPUTMBI KpPUITOrpaHUECKUX
npeoOpa3oBaHUil B TOYHOM COOTBETCTBHMM C HMX ONMCAHUEM, NPUBEICHHBIM B
TEXHUUYECKOU TOKYMEHTAI[UU.

524 B xkaxnpii komiuiekt CK3UW pomxkHa BXOIUTH AKCILTyaTallMOHHAS
JOKYMEHTALMsI, KOTOpas MOJIHO U aJIeKBaTHO ONUCHIBAET BCE BO3ZMOKHBIE PEKUMBI
UX UCIIOJB30BAaHUS U COAEPIKUT MEPEUCHb BCEX OPIraHU3ALMOHHBIX U TEXHUYECKUX
Mep, HeoOXOoAMMBIX Juisi oOecrnedyeHusi Oe3omnacHocTH — 00pabaTbhiBaeMOit
uH(poOpMaIMK, BKIIOYAss TOPAJOK M YAaCTOTy CMEHbl KJIIOYed, MOpsI0K
TexHuyeckoro ooOcnyxkuBanus CK3UW wu neiicTBus, KOTOpble HEOOXOIUMO
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NpCANPHUHATL AJId  YCTPAHCHHA OIHO0K orncparopa "W Jpyrux HCHITATHBIX
CHTyaHHﬁ, BO3MOJKHBIX BO BPCMs OKCILTyaTalyuu, a TAKXKEC UX HOCHCI[CTBHI)'I.

5.3 TpeboBanusi Kk CK3U nepBoro ypoBHsi 6e30nacHOCTH

5.3.1 Jlnuna xmoua peanuzyeMbix CK3M cuMMeTpu4HBIX aaropuTMOB
Kkpunrorpaduueckoro nmpeoOpa3oBaHus 10KHA ObITh HE MeHee 60 OuT.

5.3.2 Jlnuna xmroya peanusyembix CK3U acuMMeTpUYHBIX aaroOpUTMOB
Kkpunrorpaduueckoro nmpeoOpa3oBaHus 10kHa ObITh HE MeHee 120 Our.

5.3.3 Jlniuna xmroya peanmusyembix CK3M acuMMeTpUuYHBIX alropuUTMOB
Kpunrorpaduueckoro npeodpazoBaHusi, KpUnrorpapuyeckass CTOMKOCTbh KOTOPBIX
OCHOBaHa Ha BEIYMCIUTEIBHON CIIOKHOCTH 33/1a4¥ Pa3I0’KEHUsI COCTABHOTO YKCIa
HAa MHOXHTENU WIN 33Ja4d JUCKPETHOTO JOrapu(MUPOBaHHUS B KOHEYHOM TOJIE,
noJkHa ObITh HEe MeHee 500 OuT.

534 Jlmmna Berumcasemoro CK3M xom-xoga momkHaA OBITH HE MEHEE
120 Gwur.

5.3.5 Jliiuna ¢popmupyemoirt CK3U SUII nomxna 6b61Th HE MeHee 120 Our.

5.3.6 Peanuzyemspiii CK3W npuHmun resepanuud U GopMUpOBaHUS KIOUYEH
JOJDKEH 00eCcTieunBaTh MPUHITHE KAXKIBIM OUTOM KIII0Ya €IUHUYHOTO 3HAYCHUS C
BeposiTHOCThIO M3 uHTepBaia (0,50 + 0,03).

5.4 TpeooBanusi Kk CK3U BTOpPOro ypopHsi 6e30acHOCTH

5.4.1 Jlnuna xmoua peanuzyemMbix CK3M cuMMETpUUYHBIX aJIrOpUTMOB
Kpunrorpaduyeckoro rnpeoOpazoBanus 10kHa ObITh HE MeHee 100 OurT.

5.4.2 Jlnuna xmoua peanusyembix CK3UW acMMMETpUYHBIX aJIrOPUTMOB
Kpunrorpaguyeckoro rnpeoOpa3oBaHus 10KHA ObITh HE MeHee 160 OurT.

5.4.3 Jlnuna xmoua peanusyemblx CK3UW acMMMETpUYHBIX aJIrOPUTMOB
KpunTorpadguyeckoro npeodpa3zoBaHusi, KpunTorpapuieckas CTOMKOCTb KOTOPBIX
OCHOBaHA Ha BBIYMCIIMTEIBHOM CIOXHOCTH 3aJa4H Pa3I0KEHHsI COCTABHOI'O YUCa
Ha MHOXXHTENU WIM 33Ja4d JUCKPETHOIO JOrapu(pMUpOBaHUsI B KOHEYHOM MOJIE,
noJjxHa ObITh HE MeHee 1500 Our.

5.4.4 Jlnuna Berauciasiemoro CK3UM xami-koga gomkHa OBITH HE MEHEe
160 6wur.

5.4.5 Jlnuna popmupyemoii CK3U SIIT nomkua 61T HEe Menee 200 OuT.

5.4.6 Peamuzyemsbiii CK3UW npuHnmn reHeparui u GOPMUPOBAHMS KITFOUCH
JOJKEH 00ecreunBaTh NPUHATHE KAKIbIM OUTOM KII0Ya €IMHUYHOTO 3HAUYEHHMS C
BeposTHOCTHIO M3 uHTepBaia (0,50 + 0,01).

5.4.7 CK3U nomxHbl pealn30oBbIBATH MPOLEAYPHl BBIUUCICHUS U MPOBEPKU
KOHTPOJIbHOM MH(POPMALIMK O KII0Yax B LEJSIX MPEIOTBPAIEHUS UCIOJb30BaHUS
CIIy4ailHO MCKaXXEHHBIX Ha JTale paclpeleseHuss M 3arpy3Kd KIIOuUed cC
BepOATHOCTHIO He MeHee 0,9999.
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5.4.8 Ilpu npensapurensbHoMm mudppoBanun CK3U nomkHbl pealn3oBbIBaTh
MPOIEAYPHl BRIYUCICHUS U TPOBEPKH KOHTPOJIBHOW MHGOpMAIMU O MH(pPyeMbIX
JAHHBIX B LEJSIX BBISIBICHHUS CIy4ailHO MCKAKEHHBIX 3alIM(PPOBAHHBIX TaHHBIX C
BeposiTHOCThIO HEe MeHee 0,9999.

5.4.9 CK3U nomxuHbl mHGOPMUPOBATH oniepaTopa 00 YCTaHOBICHUH, cOpoce,
a TaKke 0 HEBO3MOXKHOCTH YCTAHOBIICHUS PEKHUMa IIH(PPOBAHUS.

5.5 TpedoBanusi Kk CK3U TpeTbero ypoBHs 0e3011aCHOCTH

5.5.1 Jlnuna xmoua peanuzyembix CK3M cuMMETpUUYHBIX aJrOpUTMOB
Kpunrorpaduueckoro nmpeoOpa3oBaHus 10kHA ObITh HE MeHee 150 OuT.

5.5.2 Jlnuna xmroya peanmusyembix CK3M acuMMeTpUYHBIX alrOpUTMOB
Kpunrorpaduueckoro nmpeoOpa3oBaHus 10kHA ObITh HE MeHee 250 OuT.

5.5.3 Jlnuna xmroya peanmusyembix CK3U acuMMeTpUUYHBIX aarOpUTMOB
Kpunrorpadguueckoro npeodpazoBaHusi, KpUnrorpapuyeckass CTOMKOCTbh KOTOPBIX
OCHOBaHA Ha BBIYMCIIMTEIbHOMN CIOXHOCTH 3aJa4H Pa3I0KEeHHsI COCTABHOI'O YUCIa
Ha MHOXXHTEIU WIH 33Ja4d JUCKPETHOTO JOrapu(pMUpOBaHUs B KOHEYHOM MOJE,
nosxHa ObITh HEe MeHee 4000 Our.

554 Jlmmna Beramcasemoro CK3M xomi-xkoga momkKHaA OBITH HE MEHEE
250 owur.

5.5.5 Jlnuna popmupyemoit CK3U DUII nomxna 661Th He MeHee 300 OuT.

5.5.6 Peamuzyemsplii CK3UW npuHuun resepanuu U GOPMUPOBAHMS KIIHOUEH
JOJKEH 00ecreunBaTh NPUHIATHE KAKIbIM OUTOM KIt0Ya €IMHUYHOTO 3HAYEHHUS C
BepositHocThio M3 mHTepBana (0,500 + 0,003), npu 3TOM KIIOYHM JOJKHBI OBITH
MOCJIEIOBATENBHOCTAMM CIYYallHBIX 4YHCEel MW (QOPMHUPOBATHCA C IOMOILBIO
(pu3HYECKUX T€HEPATOPOB LIyMa.

5.5.7 CK3U nomxHbl peanu3oBbIBaTh MpOLEAYpPbl (OPMUPOBAHUS H
IpOBEPKH HMMHUTOBCTaBOK mim OUII miga xmrodeil B mensax NpenoTBpPAILCHMS
UCIIOJIb30BaHUSl  CIY4YalHO WJIM  yMBILUIEHHO  HMCKa)XEHHBIX Ha  3Tame
pacrpeeneHus 1 3arpy3Ku Kiirodel ¢ BeposTHOCThiO He Menee 0,999999.

5.5.8 Ilpu npensaputensHoM mudpoBanrud CK3U nomxHBl peann30BbIBATH
npouenypbl  (OpMHUpPOBaHUS W TOPOBEPKHM HMMHUTOBCTaBOK wiu  OLII  mud
MUQPPYEMbIX JAaHHBIX B LEIAX BBIABICHUS CIYyYallHO WM  YMBILUIEHHO
MCKaXCHHBIX 3alM(POBAHHBIX JAaHHBIX C BEPOSITHOCTHIO He MeHee 0,999999.

5.5.9 CK3U nomxubl HHOOPMUPOBATH OMEpaTopa 00 YCTAaHOBJICHHH, COpocCe,
a TaKKe€ O HEBO3MOXXHOCTH YCTAHOBJIEHHUS peXuMa WMIHU(PPOBAHUA M JPYTHUX
HEIITATHBIX CUTYaLUsX.

5.5.10 CK3U nomkHBI 00€CTIeUnBaTh UEPAPXUICCKYIO KPUTITOTPAQUUIECKYIO
3alUTy KJIKOYEH Ha J3Tane MX pacupeiesieHus W YOpaBICHHS B LEIAX
OpEelOTBPAIlCHHs] pa3riallleHus] U HECAHKIMOHMPOBAHHOTO HW3MEHEHHS JTUX
Kiroued (KpoMe pasriameHus OTKPBITBIX KIIOYeH), a TaKkKe HaBsSI3bIBaHUS
JOKHBIX KIIOYEH, WM JKcIulyaranuoHHas JokymeHtamus CK3M  nmomxna
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coJiepKaTh OpraHU3alMOHHbBIE U TEXHUYECKHUE MEPHI 10 00ECTIEUEHUIO 3aIUTHI OT
JaHHBIX YIPO3.

5.5.11 Peanmzyembie CK3U mtaTHbie iponieaypsl yaaneHus (YHUYTOKEHUS)
KJIFOYEeH JOJKHBI TapaHTUPOBATh HEBO3MOKHOCTh UX BOCCTAHOBJICHHUS.

5.6 TpedoBanusi Kk CK3U yeTrBepTOro ypoBHs 0€301aCHOCTH

5.6.1 Jlnuna xmoua peanuzyembix CK3M cuMMETpUUYHBIX aJIrOpUTMOB
Kkpunrorpaduueckoro nmpeodpazoBanus 10kHa ObITh HE MeHee 200 OuT.

5.6.2 Jlnuna xmoua peanuzyembix CK3UW acuMMETpUYHBIX aJIrOPUTMOB
Kkpunrorpaduueckoro nmpeodpazoBanus 10kHa ObITh HE MeHee 400 Our.

5.6.3 Inuna kmoua peanuszyembix CK3M acuMMeTpUUYHBIX alIroOpUTMOB
Kpunrorpadguueckoro npeodpazoBaHusi, Kpunrorpapuyeckass CTOMKOCTbh KOTOPBIX
OCHOBaHA Ha BBIYMCIIMTEIBHOMN CIOXHOCTH 33Ja4H Pa3yI0KEeHHsI COCTABHOI'O YUCIa
Ha MHOXXMUTENU WIH 33Ja4d JUCKPETHOIO JOrapu(pMUpOBaHUsI B KOHEYHOM MOJIE,
noikHa ObITh HEe MeHee 8000 our.

5.6.4 Jlmmna Beramcasemoro CK3M xomi-xoga momKHaA OBITH HE MEHEE
400 6wur.

5.6.5 Jlnmuna popmupyemoit CK3U DUII nomxna 661Th He MeHee 400 Our.

5.6.6 Peamuzyemsblii CK3UW npuHuun resepanuu U (GOPMHUPOBAHMS KITHOUEH
JOJKEH 00ecreunBaTh NPUHIATHE KAKIbIM OUTOM KIt0Ya €IMHUYHOTO 3HAUYEHHUS C
BeposiTHocThIO M3 mHTepBana (0,500 + 0,001), npu 3TOM KIIOYHM JOJKHBI OBITH
MOCJIEIOBATEIBHOCTAMM CIIYYallHBIX 4YHCel MW (OPMHUPOBATHCA C IOMOILBIO
(pu3HUECKUX F€HEPATOPOB LIyMa.

5.6.7 CK3U nomxHbl peanu3oBbIBaTh MpOLEAYpPbl (OPMUPOBAHUS H
IpOBEPKH HMMHUTOBCTaBOK mim OUII miga ximodeil B mensax NpenoTBpALCHMS
UCIOJIb30BaHUS  CIY4YalHO WJIM  yMBILUIEHHO  HMCKa)KEHHBIX Ha  3Tare
pacrpeieseHus U 3arpy3Ku KIIto4el, ¢ BeposTHOCThI0 He MeHee 0,9999999909.

5.6.8 CK3M nomxHbl peanu3oBbIBaTh MpOLEAYPbl (POPMUPOBAHUS MU
npoBepKu UMUTOBCTABOK min DL nst mudpyemMpIx TaHHBIX B HENSIX BBISIBICHHS
CIIy4aiilHO WJM yMBIIUIEHHO HWCKXEHHBIX 3amu(pPOBAHHBIX JaHHBIX C
BepOoSATHOCTHIO He MeHee 0,999999999.

5.6.9 CK3U nomxubl nHOOPMUPOBATH OMEepaTopa 00 YCTAaHOBJICHHH, COpocCe,
a TaKK€ O HEBO3MOXXHOCTH YCTAHOBJIEHUS peXuMa MMU(PPOBaHUA M JPYTHUX
HEIITAaTHBIX CUTYAIUsX, IPEeI0TBpAIIaTh TPAH3UT Yepe3 ceOsl OTKPHITHIX JAaHHBIX B
00J1acTh XpaHEHHUsI, PaCIIPEICIICHUS U MOCcaeaytone 00padoTku 3amuppoBaHHBIX
JaHHBIX.

5.6.10 CK3U momkHBI 00€CTICUnBaTh UEPAPXUICCKYIO KPUTITOTPADUUECKYIO
3alUTy KJIOYEH Ha J3Tamne MX pacupeiesieHus U YOpPaBICHHS B LEIAX
NPEeIOTBPAIlCHHs] pa3riallleHus] U HECAHKIIMOHMPOBAHHOTO HM3MEHEHHS ATUX
KIrouel (Kpome pasriialieHus OTKPBITHIX KIIFOYEH), a TaKKe OT HaBsSI3bIBAHUS
JIOKHBIX KITIOUEH.
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5.6.11 Peanuzyembie CK3U mraTHbie mporeaypsl yaaneHus: (YHUYTOKEHUS)
KJIFOYed JIOJDKHBI TapaHTUPOBaTh HEBO3MOXKHOCTh HX BOCCTaHOBIeHUs. Eciu
CK3M He peanu3ylOT yKa3aHHbIX IpOUEAYp, TO O3TH  HPOLEAYPHI
rapaHTUPOBAHHOTO yaaleHus (YHUYTOXKEHHs) Kioued (KpoMe OTKpPBITBIX
KJIFO4eH)  JOJDKHBI  OBITh  pEaIn30BaHbl  TEXHHYCCKUMH  CPEICTBAMH,
nocrasisieMbIMU B KoMIuiekTe ¢ CK3MU.
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KuaiwueBble cioBa: 3amura uHpopmaiuu, kKpunrorpadus, mudpoBaHue,
ayTeHTU(UKALUSI, DJIGKTpOHHasT 1UU(poBas TMOJNUCH, XJII-KOJ, YpPOBEHb
0e30MacHOCTH, MOATBEPKACHUE COOTBETCTBHUS
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